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Protocol( OSI 참조모델)

• Protocol 이란?
- 두관련프로그램간에교환되는데이타에일정한형태를규정
하는규칙을말하며데이타의교환을효율적으로만드는기능

을수행한다

• OSI (Open System Interconnect) 참조모델
- ISO(International  Standards Organization)에의해발전된구조모
델로데이터통신의구조와기능을묘사하는데자주사용됨

- 하나의일을수행하기위해관련기능들을그룹화한계층화의
개념으로구성
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OSI 참조모델

Layer 설설설설 명

Application Consists of application programs that use the network

Presentation Standardizes data presentation to the applications

Session Manages session between applications

Transport Provides end-to-end error detection and correction

Network Manages connections across the network for the upper layers

Data Link Provides reliable data delivery across the physical link

Physical Defines the physical characteristics of the network media
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TCP/IP 프로토콜구조의계층

layer 설명

Application Consists of applications and processes that use the network

Host-to-Host 
Transport Provides end-to-end data delivery services

Internet Defines the datagram and handles the routing of data

Network Access Consists of routines for accessing physical network
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TCP/IP  Encapsulation

Layer Encapsulation TCP UDP

Application Data Stream Message

Transport Header Data Segment Packet

Internet Header Header Data Datagram Datagram

Network 
Access Header Header Header Data Frame Frame
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HelloDevice에적용된 Internet Protocol

 OSI TCP/IP HelloDevice 지원 

7 Application HTTP DIO,DPRAM,Serial 
시스템 

설정 
BOOTP DHCP 

6 Presentation   

5 Session 

Application 

  

4 Transport Transport TCP UDP 

3 Network Internet IP ICMP ARP 

2 Data link 

1 Physical layer 

Network 

Access 
Ethernet(IEEE802.3) PPP 
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Network Access Layer

• Ethernet(IEEE 802.3)
- CSMA/CD 방식 : Carrier Sense Multiple Access With Collision 

Detection)
- 10 Base-T : 10Mbps, RJ-45 Jack, UDP Cable 사용

Packe t 

 F ram e 

Etherne t 

P ream ble  

Dest. 

A ddr. 

S rc . 

A ddr. 

T ype  

(Len) 
Da ta  FCS 

8Byte  6Byte  6Byte  2Byte  46Byte  ~  1 500Byte  4Byte  

   0 x0800  IP  Da tagram (46  ~  1500 )  

   0 x0806  
ARP 

fram e(28 ) 
PAD (18 )   

   0 x0836  
RARP 

fram e(28 ) 
PAD (18 )   
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Network Access Layer

• PPP(Point to Point Protocol)
- Serial links를통해 Datagram을캡슐화하여전달
- LCP를사용하여데이터링크의연결및흐름제어
- NCP를사용하여다른네트워크층을연결

Flag Address Control Protocol Data FCS Flag 

7E FF 03H 2Byte 0 ~ MTU(1500) 2Byte 7E 

   0x0021 Internet Protocol   

   0x8021 IP Control Protocol   

   0xC021 Link Control Protocol   
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Internet Layer

• IP(Internet Protocol)
- TCP/IP의기초를이루는프로토콜
-데이터의신뢰성이결여된비연결프로토콜
-최대 packet의크기 : 65,535 Byte 

0      3       7 15 18    23 31 

Version Length Service Type Packet Length 

Identification  DF MF Fragment Offset 

Time to live Transport Header checksum 

Source Address 

Destination Address 

Options Padding 
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Internet Layer

• ICMP(Internet Control Message Protocol)
- TCP/IP를위한제어,에러보고, 정보제공등의기능을수행

0 7 15 31 

Type Code Checksum 

Miscellaneous 

Data(IP protocol Header, 8byte test Data) 
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Internet Layer

• ARP(Address Resolution Protocol)
- IP Address에서 Ethernet Address와같은물리적인주소로변환

• RARP(Reverse Address Resolution Protocol)
-물리적인주소에서 IP Address로의변환

0 8 16 24            31 

Hardware Type Protocol Type 

H/W Addr. 

Length 
Pro. Addr.Length Operation 

Sender Hardware Address(Byte0-3) 

Sender Hardware Address(Byte4-5) Sender IP Address(Byte0-1) 

Sender IP Address(Byte2-3) Target Hardware Address(Byte0-1) 

Target Hardware Address(Byte2-5) 

Target IP Address(Byte0-3) 
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Transport Layer

• TCP(Transmission Control Protocol)
-신뢰할수있는데이터를주고받을수있는연결형프로토콜
-긍정적수신인식(PAR, Positive Acknowledgement with Re-

Tranmission)

0 8 16 24           31 

Source Port Destination Port 

Sequence Number 

Acknowledgment Number 

offset Reserved Flags Windows Size 

Checksum Urgent pointer 

Options Padding 

Data 

 



13

Transport Layer

• UDP(User Datagram Protocol)
-신뢰성이결여된비연결형프로토콜
-매우간단한형식으로빠른전송가능
- Broadcasting 지원
- Multicasting 지원

16bit Source port Number 16bit Destination Port Number 

16bit UDP Length 16bit UDP Checksum 

DATA 
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Application Layer

• BOOTP(Bootstrap Protocol)
-디스크장치가없는시스템의초기가동시에자신의 IP를엊
기위해 RARP 대용으로만들어진프로토콜

• DHCP(Dynamic Host Configuration Protocol)
- UDP상의프로토콜로네트워크내의시스템의 IP Address를
일원관리하기위한방법제공

0  8  1 6  2 4            3 1  

O p c o d e  H / W  T y p e  H / W  A d d r .  L e n .  H o p  C o u n t  

T r a n s a c t io n  ID  

N u m b e r  o f  s e c o n d s  F la g s  

C l ie n t  IP  A d d r e s s ( 4 b y t e )  

Y o u r  IP  A d d r e s s ( 4 b y t e )  

S e r v e r  IP  A d d r e s s ( 4 b y t e )  

G a t e w a y  IP  A d d r e s s ( 4 b y t e )  

C l ie n t  H / W  A d d r e s s ( 1 6 B y te )  

S e r v e r  H o s t  n a m e ( 6 4 B y te )  

B o o t  F i le n a m e (1 2 8 B y te )  

V e n d o r  S p e c if ic  in f o ( 6 4 B y t e )  –  B O O T P  

O p t io n  - D H C P  
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Application Layer

• HTTP(Hyper Text Transfer Protocol)
- WWW(World Wide Web)이라불리는인터넷 Application 

Level 프로토콜
- Request와 Response의단순한체계로이루어짐

Simple-Requess Method SP Full-Request-URI CRLF 

Simple-Response Entity-Body 

Full-Request 

Request-Line 

*(General-Header  

| Request-Header 

| Entity-Header) 

CRLF 

[Entyty-Body]  

HTTP-message 

Full-Response 

Status-Line 

*(General-Header  

| Request-Header 

| Entity-Header) 

CRLF 

[Entyty-Body]  
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Application Layer

• HelloDevice 통신프로토콜
- HelloDevice 제어를위한 Flow(예 : HD1100)

이더넷이더넷이더넷이더넷  

192.168.1.15 
192.168.1.23 

192.168.1.21 

: TCP  6001 포트포트포트포트  

사용자 PC 

사용자 PC I/O 접점접점접점접점  제어제어제어제어   
명령명령명령명령  

I/O 접점접점접점접점  상태상태상태상태  
응답응답응답응답  

16 접점 입력 

액튜에이터 센서 스위치 

16 접점 출력 

HelloDevice 
통신통신통신통신  프로토콜프로토콜프로토콜프로토콜  

사용자 PC(192.168.1.23)에서 HelloDevice(192.168.1.15)로 TCP  6001 
포트에 TCP로 I/O 접점제어명령을전송하면 HelloDevice는그명령에
반응하여그명령에대한일을하고 I/O접점상태에대한응답을하게된다
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Application Layer

• HelloDevice 통신프로토콜
- HelloDevice Encapsulation(예: HD1100)

Ethernet 

Preamble 

Dest. 

Addr. 

Src. 

Addr. 

Type 

(Len) 

IP 

Header 

TCP 

Header 

HD 

Protocol 
FCS 

8Byte 6Byte 6Byte 2Byte 24Byte 24Byte 3Byte 4Byte 

 

• HD 1100 Protocol
Byte Byte Byte Byte 수수수수    

종류종류종류종류    
1 2 3 4 

입출력 상태 모니터링 명령 0x75  

입출력 상태 모니터링 응답 입력입력입력입력    접점접점접점접점    상태상태상태상태    출력출력출력출력    접점접점접점접점    상태상태상태상태    

출력 상태 제어 명령 0x76 출력출력출력출력    접점접점접점접점    상태상태상태상태 

 
* 응답의경우 4 Byte 뒤에 12Byte의 Null Data 첨가하여보냄
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Application Layer

• HD 1200 Protocol
Byte Byte Byte Byte 수수수수    

종류종류종류종류    
1 2 3 4 5 … 

듀얼포트램 읽기 명령 0x77 
듀얼포트램 번지 

(0x0000~0x07EF) 

데이터 길이 

(0x001~0x05AA) 

 

 

듀얼포트램 읽기 응답 
현재 응답 

데이터 주소 

현재 응답 

데이터 길이 

데이터 (N) 

 

 

Byte Byte Byte Byte 수수수수    
종류종류종류종류    

1111    2222    3333    4444    5555    6666    7 ~7 ~7 ~7 ~    

듀얼포트램 

쓰기 명령 
0x78 

듀얼포트램 번지 

(0x000~0x7EF) 

데이터 길이 

(0x001~0x5AA) 

인터럽트 

플래그 

최대 1450 

Byte 데이터 

 

• HD 1300 Protocol
- HD1300의경우특별한프로토콜은없고 TCP 안에 Serial로
전송할문자열을넣어서보내면데이터전송
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Application Layer

• HelloDevice Utility가사용하는 Internet Protocol
- ARP : HelloDevice Find IP에서사용
(Utility : ARP Request, HelloDevice : ARP Response)

< UDP Protocol >
- BOOTP : HelloDevice 초기 IP설정시사용
(HelloDevice : BOOTP Request, Utility : BOOTP Response)

- System Setting(FlashMemory Upload, Serial Set, IP Clear)
< TCP Protocol >
- HTTP
- Digital IO제어, DPRAM 제어, Serial Data통신


