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1. Serial/lP

Device Server

1.1
Tactical Software
. Serial/lP PC
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Help...

| About... |

Configuration of COM x : Client
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Accept Connection : Server
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Listen Port

Connection Protocol : Device Server

COM port Option :
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Port Monitor :

Advanced... :

Device Server

Device Server
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1.4.1 Client
Connect to server

IP  Server Port

Virtual COM Port  Open
Device Server IP Port
1.4.2 Server
Accept connection
Virtual COM Port  Open

, Device Server

1.4.3 Server & Client
Connect to server

Device Server IP

Virtual COM Port
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Serial/lP
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Listen Port
TCP

Listen

Server

Device Server

Port

Port



2. Serial/lP Client

2.1 RawTCP

211

LS, NEMO, PS, SS, STS

TCP/IP

Device Server

2.1.2 Device Server
- SS/STS Server TCP
- : Host = Server ( :Port=7001)
Host made Canligisration
Hast mods : ICF e
TCP listaring port {1024-5%5=%5_ 0 for anly a0
oubgoireg cornscions)
Taket grofocl Dizabled »
Max, Aloeved carnection [ 1-32] : a2
Cychc ponneckon to remobes hosts (sec, 0 ; i
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Inactiwity discormection tmeauk (sac, 0 : a
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| Sawe o flash Save kapply || Cancal |
2.1.3 Serial/lP

_ SerialfTP Control Panel 4,3, 2

%EE_ Configuration of COM4

IP Address Part Numbiar!
 Connect i server A [T
™ Miccapt Connechions? |
Configuation Wizand.,, |
U=er Credentials
[~ Use Crederdials From: | ~]
Conmechon Protocol
I~ Tednat
I Tedngt with CH-Padding
# Rawy TCP Connaction
C0f Port Opdions
 D3A Emutation: [ &lweays High |
Gelect Pors,,. | e |Always Low =
 CIS Emulation: | Track Connacfion =]
M [~ DTH is modem escape
Licenzing. . | ¥ FAestore Failed Connections
Securiy
Advanced, ., | ™ Use S3L/TLS Encrypion with: | =]

Help... | Abaout,.., |

-TCP/IP




- Connect to server : Device Server IP Port
(192.168.18.50 : 7001)
- Connection Protocol : RawTCP
- DSR/DCD/CTS Emulation :
: Always High, Always Low, Track Connection( High)

- Restore Failed Connections : TCP

214
- Virtual COM Port  Open Serial/lP Device Server

- [Port Monitor]

- Client PC

TEST -

Fle Edi Hen
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16:07¢02.204 COAY |
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16807edd 208 COH4 + | FlushTX
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|
|
|
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NOTE:

Serial/IP Client Device Server IP Domain Name
IP
, IP IP P
, Dynamic DNS (dyndns.org) SS/STS Domain
name P
— Serial/IP Control Panel 4.3.2 X
Configuration of CORM4
W IP Address: Foart Murmber:
W Connectto server: g5, dyndns, biz 7001
[ &ccept Connections: [foor

Configuration Wizard,,, |

User Credentials
I Use Credentials Fram: | =1

Connection Protocaol

= Telnet

" Telnet with CE-Padding
« Raw TCP Connection

COM Port Options
[~ DSR Emulation: |

[ DCD Ermulation: |

SIS

Select Ports, ., |
[~ CTS Emulation: |
Port Monitor..., | [~ DTR is modem escape
Licensing... | SI_ECEE;SJWE Failed Connections
Advanced.,. | ™ Use S5L/TLS Encryption with: | =]

Help... | Shout,,,




2.2. VirtualCOM

VirtualCOM
Baud rate , RTS,CTS,DTR,DSR
2.2.1
PSx10, SS, STS Device Server
2.2.2 Device Server
Host made configuration
Horst mipada | e k=
TP listerng port (1024-855325, J for anly T
autgoing connactions)
Talnet protocol Enabled =
Max, allowed connecdon {1-32) 32
Cyeic connechon Do remote hosts (sec, D T
disablal ;
Inadivty dizpannecion timeout (3ac, O : -~
unlimited) -
| Sswatofash || Save &apoly || Cancel |
- Telnet protocol Enable
- Device Server Virtual COM Telnet(RFC 854)

COM Port Control protocol (RFC 2217)

2.2.3 Serial/lP
= SeralfIP Control Panel 4,02
Corfigurafon al COME
W IF Sddiess: Piart Fhumbar:
% Coneectio sever:  [T9E 168, 1650 [T
T A el Doenecing: I
Configuration ‘Wizand, |
Uzar Crodertials
Use Credentals From: | =1

Cannecton Protocol

& Talne

™ Talnet with CH=Padding
" Raw TCP Confslion

COM Por Opfons

~ DEA Emulation: | -
Select Porta,. R | =]
™ LIS Emalafon: | =]

Port Moritor,,, | ~ DTH |s modem ascaps

e i, " Resiore Faled Conneclions
leensng. ||
Advanced.,, | ™ Use S5L/TLS Encrypon with;: | =]
Hilp. . A, |

- Connection protocol  Telnet
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Protek COM Port Open RTS Low
VirtualCOM

Prolek B4100 Programmable Digital Molimelern

Sarnal P Fort Mont s .

Filn Edi Halp

Activity Trace |

16:15: 18,081 COHY
16:15: 18,5921 COH4
16:18: 18,521 CoM4
15:15:18.921 COH4
162152 18,837 COHY
16:15: 18,937 COHY
16:15: 18,937 COHY
16:15: 18,937 CoM4
15:15:18.537 COH4
18:15:18.937 COHA
16:15:18,. 937 COH4
16:15: 18,953 COHY
16:15: 19,562 COMY

Llear I  Enable Trace & Hex Display [ Ao Scroll [~ &ways On Top

| Connmesring To SErver 192.168.18.50[7001]
| Proxy disabled; cunning in pass-through mode
| Connected to 192, 146.18. 507001

| COH Fort Control negotiated [RFC-ZEZL1T)

| Server connection BegoTiaced

| Framing: 07,.E,1

| FlushTX

| FlushRX

| DTR: 1 RTS:r 1

| Framing: DB, N2

| DTR: 1 RTS: 0

| CT3: O DESR: 0

FrEan




3. Serial/lP Server

3.1 RawTCP
3.1.1
LS, NEMO, PS, SS, STS Device Server
3.1.2 Device Server
Client (Destination IP, Port -LS/PS ),
Remote Host (SS/STS )
Remote host configuration
Chetk Host # Primary ramote host [P fart # Secordary remcte host |8 Port &
I__ 1 192.168.14.14 fuo1
ACTI0N O remots host & add O BEdit 4D Remowve

Frimary host address
Primary host poe
Secondary host addrass

Sepondary host part: ;

| Savetoflash || Save &apply || Cancel |

3.1.3 Serial/lP

_ SBerial/IP Control Panel 4.3.7

Carfiguraiion af COM4
W IP Addriess: Part Mummibis:

I~ Connectto servar: | |

W Sccept Connectons: {101

User Credentials

r I =l

Connection Protocaol

" Telnet

" Talnet with CH-Fadding
* Rag TCP Connection

COM Port Options
[~ DR Emulation: | =l
SelectPorts., | | | LoDl s I =]
™ CTS Emulaon: | |
_PortMonitor... | |~ OTR is modem escape
Il
Licensing, .
_Lceneig... | |
Edvanced,,, | ™ Use S5L/TLS EncrypSon with: | =]

wo. | e |




3.14

Accept connection : Listen TCP Port

Connection Protocol : RawTCP

Serial/lP Server

Imre Bovrem Wik GL B

Virtual COM Port Serial/lP

Device Server

Device Server IP

- O] W

Listen Port

( 1P

Tia T Wali 1L

C O VT

E

B Ed Help
dctiity  Tiece

S TR TP

1B:34+33 . 384
1633933904
16139133 209
16159133534
18130133 S8
16:3d:313 385
16139120 . =ng
16139133284
16159133 584
1B:3d:33 _a8g
16139132 . 750
169152765
161 5415703

=

COEd = | Emsbla Nagle

CONY: = | Fimmnle Telnec

COEE 1 | Wi=snle Telnsc CR-padding

COBMY 1 | Pi=asble DTR smulation [(UBibodssd
COEd = | Disalils swlo-FoEosimssl

COEd = | Fimshls Tewr AutEanticeEiom
COMY 3 | FlumhTX

COE 1 | FlushRX

COEd. 1 | Liscenimy on TCF poir 7001

COEL z | BTR: 1 BRT=: 1
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COmt 1 ?TERT
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NOTE:

RawTCP ( SS sTS
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4. SSL

Device Server Serial/lP
4.1 SSL
4.1.1
PSx10, SS, STS Device Server
4.1.2 Device Server
Cryptouraply (onligeratinn
Ercrsphnn method - |2ELa -

ErabinTesanin cpher suies |
Fisni_oel_D5S_WiTH_BE4 pda_Sks
Faa,_oHE 0S8 _EXPORT 1034 WITH_NC4_S&_ 3HA
EcaL_Ssa EnPORT1024 WITH_RC4. 56 _8SHA
FlssL_0HE_Di95_EXPORTINES_WITH_DES_CBC_SHA
Fesi _=ss EePoRTLIOZE WITH =04 56_MDE
FlesL DHE_RS& WITH_20DES_CBC_SHA
EEsL_OHE_FSa_WITH_DES_CRC_SHA
FIESL_DHE R EXFORT_WITH_DES40_CBC_SHS
= ESL _DHE _DS55_WTTH_3DES _CRC_SH=S
El=5L_pHE D55 WITH_DES_C&C_5HA
E-'E'EL_E'I-E_UEE_E:':PDF"_WIT-*J:EW_‘TBE_'EHITI
E"E'EL_P'-H-_WFH_':"J[-F_EH"_E“-I:I-

55l _msa_wiITH_DES_CDC S

i, e, @Ot wWiITH_ DES40_CRE_RKA
Essi sss WiTH IDES CBE_SHA

B sl Bss EsrCRT_ WITH_RES C88_ai_WDs
FssL_mos WITH_RC4_SHa

FesL mEa WITH RO d_MDs
FesL_Fea EvPORT _IWTTH_RC4_40_MWDS
ClEsL OH_eror WITH_ZDES_CBC_SHA

[l =5L_0H_sron_WITH_DES_CBC_SHa,
E'E'EL_?H_WJJ'F"’."’FT_I‘-TH_‘:IE'E_EEE_EH'-
E'E'EL_E'H_m_WI'TH_n‘f‘-_l?El_mﬁ

il S5L_0OH_smon_EXFORT_WITH_ =S4 4] WLS
0 BEL_BSE_WITH_MLAL_FHE

[0 el st _WiTH_NLLL MES

Warfy dient (sersor mode only) F-II:I -
Yerty oerirhcate cham cepth g
Ched the certificate CN [HO &

[ Bawmwiash | [ Eew & apeh “_i:nnr:nll.]

- SS,STS SSLv2, SSLv3, SSLv3 rollback to v2, TLSv1, 3DES, RC4

method
- Encryption method  SSLv3 rollback to v2, SSLv3, TLSv1

SSL/TLS

Encryption



4.1.3 Serial/lP

— Serial/IP Control Panel 4.3.2 X
Configuration of CORM4
W IP &ddress: Port Murmber:
¥ Connectto server: |192, 168, 18,50 7001
[ aAccept Connections:

Configuration Wizard,,, |

User Credentials
I Use Credentials Fram: | =1

Connection Protocaol

= Telnet

" Telnet with CE-Padding
« Raw TCP Connection

COM Port Options

w DSR Emulation: |&lways High |
Selact Ports. | v DCD Ermulation: |.ﬁ.lways Ly ﬂ
v CTS Emulation: |Tra|:k Connection j
Port Manitar... | [~ DTR is modem escape
Licensing... | [v §F|elst|:|re Failed Connections:
SECUFtY
Advanced, ., | W Use S5L/TLS Encryption with: | S5L «3 only |
Help... | About,,,
- Server Client
- Use SSL/TLS Encryption with Enable
- Encryption method  SSLv3 or TLSv1 ,SSL v3 only TLS vl
Device Server Encryption method
4.1.4
- Virtual COM Port  Open Serial/IP Device Server
TCP SSL

- Serial/IP Device Server



:'. Tarn Term YWob 3.1 - COMI VT

M Tera Toerm Web 3.1 — CORA4 VT

Serial/IP Fort Monitor 4.3.:

Eile Edi Help
Actidly Trace |
16:59:02 ,9668 CONg | 831 inicimlizatcion sStarted #
16:89:02 ,5964 COM4 | 551 initimlication procesding
16159102 .984 COM4 1 | 551 imicimlization procesding
15:59:03.4568 COM4 @ | 551 imicislication procesding
16:59:03 468 COH4 @ | 38L inicialiEacion procesding
16:59:03,500 CoM4 ¢ | 531 intcislication procesding
16:59:03,500 COMg | 551 initimlization procesding
16591033 ,500 COHg 1 | §5L imitimlization procesding
16:59:04. 578 CON4d ¢ | S55L! EDH-RSA-DES-CECI-FHA ac 168 bits
16: 59204, 5768 CONd ¢ | Copmpacrced to 193, 168.18.50: 7001
16:59:04.578 COM4 + | CT3: 1
16:59:17,.100 CoM4 ; TEST
16:59119.750 CoMd 1 TTEST -
W Enshle Trace [ HexDisplsy [ At Serall [ Always On Top
i |
NOTE:
Device Server Encryption Method Serial/lP
Device Server Serial/IP
SSLv3 Rollback to v2 SSLv3or TLS vl Serial/IP Encryption
SSL v3 Only method
TLS v1 Only
SSLv3 SSL v3 Only
TLSv1 TLS v1 Only




4.2 Serial/lP
42.1
PSx10, SS, STS Device Server
4.2.2 Device Server

B Tora Term Web 3.1 - 192, 168 10,50 ¥T

Eile

Edit Sehsp ‘Web Cprtol YWindow Help

il

9. @
<5 Back, <Enter® Refresh

a— g

[nactiwity timeout: Disabled ~
rvptoaraphy configurat ion

Serial port configuration = Port #1 —>

Host mode configuration == Cryotoaraphy configuration

H.l

L0 P == 0 L0 O —d O LN By (LS [ ==

s i sk

<ESC> Pack, <Enter> Refresh

-

et memw:

Encrvetion method: 55043

Upload cerificate file

Dizsplay cerificate file

Upload key Tils

Key file password: ssx===maa

Uelead DH paramater £ile

Display DH parameter file

Upload CA certificate list file

Display CA certiticate list file

Enable/Disakle cipher suite

Ver ify client (server mode only): Ma

Werify certificate chain depth: 3
re the certificate ON and hostname: Mo

- Encryption method : SSL v3, SSLv3 rollback to V2, TLS v1

- 2.

Upload certifTicate file: Serial/lP Samplecert.pem

4. Upload key fTile: Serial/lP Samplecert.pem
- b,
8. Upload CA certificate list fTile: Serial/lP Sampleca.pem

Key fTile password: password

- 10. Enable/Disable cipher suite:

- Server Client Host Mode



4.2.3 Serial/lP

_ Serial/IP Control Panel 4.3.2 X

COME

Select Pors, |

Paort Monitar, |

Licensing,.,, |

ddvanced, ., |

Configuration of CORA
IP &ddress: Port Murmber:
¥ Connectto server: [192, 168, 18,50 [ 7001

v Accept Connections: |'|"IZIIII1

Configuration Wizard, . |

User Credentials
[~ Use Credentials Fram: | =1

Connection Protocol

= Telnet

i~ Telnet with CE-Padding
v Raw TCP Connection

COM Paort Options
[~ DSR Emulation: |

[~ DCD Emulation: |
[~ CTS Emulation: |
[ DTR is modem escape

NN

[~ Restore Failed Connections
SECUrity

v Use SSLATLS Encryption with: |38

Help... Sbout,,,

Security
Encryption Cipher
[Advanced..]

.(SSL V3 or TLS V1, SSL v3 Only, TLS v1 Only)



Advanced - Network Secwrily Seflings

SEL Encrypion | BEL putherficafion | BEL Cedificate | Opfions |

Encrypion Strangh Cipber St Praview:
Marimum: NG ~ | Eﬁﬁﬁﬁ:““m*
Miramum: [ 128 x| mﬁﬁ'ﬂf"ﬂ”"
EnCrypion Ciphens :

W RC2

W FRCA

~ [ES

W FES

[ AES

Use Defaul Setings

[ =2 | s | c=aw

- CAFile .(sampleca.pem )

fdvanced - Network Securlly Selings

SEL Encryption  55L Authenfication | SSL Cerificate | Opfions |

& Feguing Valdated Cerflicale
Walidadon Crierla
[ Couniny: |

I~ Siaha: [
I Localy: [
[~ Organlzadon: |
[ Organization Lint: |

[ Common Mame: |

™ EMai: |

Cartficats Authoriy Keys
7~ Usg bulb-in cedficats authory Ak
# Ugs spadilisd Cerilficals auladly e

Filerames:
F':Fm-]rm FlesWEEN A S enal P =ampleca, pem Chooss File.., |

Uze Defauk Crtarafeys |

#e | cEw |

- Certificate file .(samplecert.pem )




Advanced - Network Security Setlings

SSL Encryption | S5L Authentication =5l Certificate ] Optians |

W Supply Certificate

Certificate File:
Program FilesWSENAW SerallP¥samplecen. pem Choose File, ..

Enter Certificate Password,,,

I
re
b
[
H'|
o
o

- Password .(password )

Certificate Password [E|

Password: |********

Check the "Save Password” box abave if vou want ta
use this password automatically_ each time your
computer re-starts, Click OK or Cancel when

1] | Cancel
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- Virtual COM Port COM4

- Device Server COoOM1
Device Server Serial/lP Listen Port
- SSL SS Serial/lP

5 Targ Term Wab &1 - COJ V]

5 Tera Tepm Web 3.0 - COMA VT

Serial/IP Por Monito

Eile  Edit Help
Aoty Tnﬂ]

14:55:25. 343 COH4A | S55L imitialisacioh procesdling
14:55:25. 343 COM4 | S5L Racw: 424 byces
14:55:25.343% COHY | S5L imivializacion procEsding
19:55:25.343% COM4 | S5L Recv: 1024 byres
14;55;25.350 COM9 ;| 55L initialigation poocesding

14:85:25.3589 CoMq | 55L BEcw: 32 bytes=

14;5%5;25.3589 COM4 | S5L Send: 75 bytems

191 55r25.353 CoH4 | 55Lr DES-CBCI-EHA sk 168 hits

19:55:125.359 COEg | Impoming canneccion from 192.168.18.50:1078
14:55:25.359 COH4 54455354

14:55:33.703 COR4G : el

i4:55:38.625 COHY 00

19:55:53.703% COHY PE4 55354

[CEEF | % bl Tace @ HaxDisglay @ Auio Scoll T Always On Top
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Client

Serial/lP

TCP

Device Server

Client  Server
Port Monitor

Device Server

(VirtualCOM

Client
TCP

: Ethernet

Server
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