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1.2. IIX M3 2IAE

- $S100/110/400/800 2/ & EtA
-110v £= 230v d3A DS

- Al2lg OIoIe 20l =S(SS100&)
- CAT5 AHIOI=(SS100H 2!)

- 2= A0I= IIE(SS100 M 2l)
- Quick Start Guide

1.3. IS At

al

=

Alg|g E&0) /st HE=

oL &¢

SS100 |  ssi10 SS400 SS800
NEERERES 1 ZE 4 ZE 8 IE
Al2lg =% 75bps ~ 230Kbps
SE HMO:
StE/M RTS/ICTS, AZEI Xon/Xoff

RJ45 {4 H

>
o

RS232 Rx, Tx, RTS, CTS, DTR, DSR, DCD, GND
RS422 Rx+, Rx-, Tx+, Tx-
RS485 Data+, Data-

28 M O: DTR/DSR and RTS/CTS

LIES3 IEHOIA

RJ45 Ethernet HYHE & =St 10/100 Base Ethernet

U8 2 7S IP =2 K&

ZZEZE

- ARP, IP/ICMP, TCP, UDP, Telnet, SSH vl & v2,
-SSLv2 &v3, TLSv1

- DNS, Dynamic DNS, HTTP, HTTPS,

- SMTP with/without Authentication, pop-before SMTP,
- DHCP client, NTP, PPPoE, SNMP v1 & v2




PCMCIA Uns CtE PC ItE X&:
ATA Sdisl 0I2el JtE
802.11b 24 & 3t&
10/100 Base-TX & It&
28 =
ot MEX ID & 25
HTTPS
2ot HOlg QI HOlA: SSH
OOl 233t SSLv2/iv3, TLSvl, 3DES ¥ RC4
IP =4 ZEHEY
SCP
Modem emulation AT HE0 A&
22l Aelg £ ZE telnet, &, HelloDevice Manager
MM X2 Windows 98/ME/NT/2000/XP
ANAE 22
7 218 IN=S22 emaill 88
AAE AER
CHSH AIAEL AEH HAl JIs
Ao
telnet, Alelg 2 L= & 2HHOIAE S& U222t Jts
s
&Et L ED Power
Ready
10/100 Base Link, Act
2t L E : Serial InUse(SS400/8002+ Sl &)/Rx/ Tx
PC J1=(SS110/400/8008+ oH &)
g &F %:5C~50C
g2 25:-40C~66C
&R 5VDC, 0.5A @ 7.5VDC, 1A @ 5VDC, 1.5A @ 5VDC
5VDC 7.5VDC
371 100 x 72 x 25 150 x 103 x 26 245 x 153 x 30 (mm)
LxWxH (mm) (mm) (mm) 9.6 x6 x1.2(in.)
3.94 x2.83 x 59x4.0x1.0
0.98 (in.) (in.)
DIN-rail mount option
2H (kg) 0.240 | 0.455 1.5
e FCC(A), CE(A), MIC
=& £33 JI2 54
1.4 0 & &0
O] Mg 2 MHmrIUlA LEECZ AIEE= EHE FELILL 0 =2 gyt
UL M Super Series2| At 2t&6tH H2E | JUSLILCH
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LAN = JlEF WERIAAMUHAM MAC(Media Access Control) =A== FFH2 1NS8H St
IS E LIEHELICH (Ethernet LAN &0l Al Ol= Ethernet =428 S8 LICEH)

MAC Z=4= 6X2l OUl(Organization Unique Identifier) B1S 2t 6Xtel SIS/ AE HS=z
2= D% 12Xel otE/H SHSLICH Super Series® MAC 4= 00-01-95-xx-xx-xxO0| 4,
QIE BtAQ| HIEEHN 2Ol 20 USLICH
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Aot oz iUl EHE=2 2 S& SHEN dZ22 EauUt. g EHE0 SEotn
HZ0| L= 2 BHES M2 uwlizs 88 2L HOoIHE nssLtCras e, 2=
ECHE2H0 HZO0l 020 & M MIE0l AIEE D HZ0| S=2& M ZLICH

o ZSCIOIHE/MH
S0 E/MHE SO EFH Z208, =& MHIASE RF
SHot 0IE Xclol= M Z20 At0|2] 2HHIE 2

ZRH &2 O ZIxH ZZ20E0 MHIAE HM3ots 28

1]
e
19
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TZ2HYLICH ScholdE=s Z0IHE/MYE 2ZAH0N A=s REF Z208 £= ARSI LICH
HE S0, & BN ASXN=s A& & HOolX2 MH0 ot Zc0IME RS ot
A AYLICHL Ed2M MHe FFEAS ZAHUMN e HTML IIES 21 BrHEots
Scl0IHELLICH RES Meldtd HTML Y S SdF= ZRHE AHYLICH

11



#Z 1-1. go/&

ISP Internet Service Provider

PC Personal Computer

NIC Network Interface Card

MAC Media Access Control

LAN Local Area Network

UTP Unshielded Twisted Pair

ADSL Asymmetric Digital Subscriber Line
ARP Address Resolution Protocol

IP Internet Protocol

ICMP Internet Control Message Protocol
UDP User Datagram Protocol

TCP Transmission Control Protocol

DHCP Dynamic Host Configuration Protocol
SMTP Simple Mail Transfer Protocol

FTP File Transfer Protocol

PPP Point-To-Point Protocol

PPPoE Point-To-Point Protocol over Ethernet
HTTP HyperText Transfer Protocol

DNS Domain Name Service

DDNS Dynamic Domain Name Service
SNMP Simple Network Management Protocol
RADIUS | Remote Access for Dial-In User Service
SSH Secure Shell

NTP Network Time Protocol

UART Universal Asynchronous Receiver/Transmitter
Bps Bits per second (baud rate)

DCE Data Communications Equipment
DTE Data Terminal Equipment

CTS Clear to Send

DSR Data Set Ready

DTR Data Terminal Ready

RTS Request To Send

DCD Data Carrier Detect
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&5t

2 H0lM= Super SeriesE M8 &XIot) ™ot 2HOl CHot AH&LICH
-21. WE H0/0t20dE THE BIXI & LED HA
- 22. otEF0/ HZ57/0 M= Super Seriesl & 4
ZZ L= telnetS AFESHN STS AlelZ2Q & ZEW H%0te 2EsS dYELICHL
- 23. & B2ed 22 CHBEOIAN F=ZofI/= B0 A Super SeriesC & 00
H &0l HHES S4FELILL
ANZGted®H Ch82 XS0l ZRELICH
- ofLIS] M@ HOIS(MIIXH Z&EE
- OtLIS] 2&/Ethernet HAIOIS(IHIIXI0l Z&E)
- oIS IEMIIX Z&eE
- HHESI3 CIEHOIA IHE(0IGH NIC)IE U= otLte] PC E£= &HLESl RS232 Al2lg ZE

2.1. lHE 200tz

2.1.1. SS100 IHE dI0I0t=

ol

SS1000il= &E ZEAIE < &f =
AEHE HAISULOH O Os 8Z= AMAHS AS SHE ZASUO. M B BXZE= OO0

SAB N2Y TEQ %4

[=} /- — — (4

b 6JH2l LED XIAIEHZIF JUSLICH NP SZs AAHS M3

.

_|_

L B2 ZAELUC TS M i #HZ= 22 100 Base-T 0|HY!

™ Z,10/100 Base Ol &3, dcl 0IHY &35 AEHE HAIELICH

# 2-1SS1009 LED JX/A/ &=

S= S
YEli(Status) Power HA0 BSSEH W2AMO| FLIC
Ready NAEOl SEg =

HIOF SIAHL &2 S01H eta0] FLICH
Ol ot G 2P LICH (Ol eSS =0loted® 2O
ZALSHAID] BHEFLICEH 22 HAIN 26iM= 6.220

AN SHELICH

Aeglg Rx/Tx SS1009 Al2lg ZEZE Saoll HIoIE Dt %OHEH L Lk2t [HOHCH
I E(Serial Port) 2 HELICH
OICiY(Ethernet) | 100Base | 100 Base OIHY UWIER 0 HZTH =M0| &LICH
Link 10 £= 100Base OlHY! UWIERIN HZEH =M0] FLILC
Act SS100 OIHY ZEE S A0l SHRMLE L= A 22

230l AS MOLCH ZETELICH
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Factory Reset 10100 Base-T 5.0 ==

SENA

Power
Ready
Sarial R Tx

100Basa

J.h.lenDtui{E

53100

Serlal Port Data/Console—

J& 2-1SS100° & &lojot=

2.1.2.SS110 IHE dI0I0t=

78 2-2°t & 2-30 E0Xl= 2dXME SS 110/400/8000= AEH HEAIE <8 M 182 LED
KAl &#=ZIF ASLICH (0l: System, Ethernet Z12|10 Serial Ports). =0 AXS HS M IJHS
o= XN (Power), =Hl &AEi(Ready) 2l2 PC 3Jt& PQIHHOIA(PC Card Interface)ES
LIEtRHLICH O S Al JHel & Z= 0|HY! 100Mbps(Ethernet 100Mbps), & 3 (Link), 12l &S
AEH(Ac) I LICEH DOiXIY Z= Al2lg EEQ =#{l(Receive)lt &I (Transmit)S 20 SLICH

Iz Jlss €8&gUh.

# 2-20lM 2F LED XAl &

[H

[H
1o
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Consols Porl

Piasar
Ready
AC Card
1HMbps
Link

At

Saral BTk

Hello[Device’
$S5110

ES-28V= Ethomat 150160 Sarial Port Factory Ruam

J& 2-2SS1109 g 20/0t=

# 2-2 SS 110/400/800 5/ LED A/A/ &=

g s
System Power &R0 B=EH AHAELUCLCL
Ready AMAEO0l s&e =IOt =™ HAELIC
PC card PCMCIA EXIJt &5 S018 AZLITC
Ethernet 100Mbps 100Base-TX AZ0| 2 XA HELILCH.
LINK OIS UWEAZN HETS HAZLIC
Act Super Series 0|04 LEE SoilAd W20l SHLLAHLE Lots Rt
22 850/ US MOHCH Z2erlLIC.
Serial port | InUse Alelg EZEJF ALE S0I® HALICH (SS400/800011 2t HE &M, LE
HIHE 0l JIsoteSs &6t ZE HE01 A 52 M)
Rx/Tx Super Series?| Alcl2 ZES SoHA OI0IEIIH SHL2HLE LIS WO
28 LIC.

2.1.3.SS400 IHE dI0|Ot=

& 2-30 2EH XS0l SS4000l= &EH HAIE I8 A OS2 LED XAl #Z0F JASLICH (0l:
System, Ethernet J1cl1) Serial Ports). =0l AXE HS A e #HZ= M (Power), =HI
& Ei(Ready), 12l PCMCIA CIEHHIOIA(PCMCIA Interface)E LIEFHLICE. 1O G2 A IS
gO= 0|HY 100Mbps(Ethernet 100Mbps), & 3(Link) 12l &= AEH(Ac)JLICH. O OS
HESZ2 Aelg ZEN ol AHEE(InUse), ==&I(Receive) 12l & & (Transmit)2 2 SLICH
H 22 2t LED XAl &Z9 Jlss AYELICH § HEols R4S HEUEHE Al2lg EZE,

OIHY! EE,SS400 2& ZE, 12l M3 4300 SLICH
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P re P g i L Surini

T E L

the[evice == 5540')

J& 2-3SS400 HHE ci0/0t=

2.1.4.SS800 IHE dI0IOt=

SS8002 & MEES ss400t HOl SLSLICH SS8000= 8IH2 Alelg EE XAIDIJF U
BHH, SS40001= 4040t UsLICL O XA E2E &otAlE, 2E2
al0lotzE EZGHAID| "teiLICh

rr

2.1.3 SS400 HE

2.2. ot=3I0f HE5HI

=

2 Hilldz =7 HHAEE fdl, Super SeriesE X0 HZot= LU CHotd A sLIC

- Super SeriesE Ethernet 518 £ =

e FXIO AZSLICH
2.2.1. 830 A2

Super SeriesOil &dF JHOISS HZELICH. HAA0 HEBsl Z2& ZR [Power] HEAISOI

T EM(SS400/800) L= W2HAH(SS100/110)22 B S AHHE |XELICHL

=

/& 2-4SS100/1100) && HZ 517/
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—J& 2-5SS400/8000) && S1Z ot/

2.2.2. UIERIN HZ5HDI

Ethernet HOI=2l &% Z2 Super Series Ethernet ZEN ™HZ5tL, LIHX CtE Ethernet
HolS2e BEHUHS UHERD ZEN AZELICH AHOIS0| SHEH AHAZE H2, Super Serieset
Ethernet HIERI Q22 HZHAl= CtS 20| LIEFELICH

- [Link] HEAISE =M HE HHE SXLICH

-[Act] EAISE HSHM 2 d =

- Super SeriesJt 100Base-TX U ER AN HEE= Z2 [100Mbps] ZAls2 =M HS5 AH

= XI &Ll Ct.
- 8o UWES2 AZ0| 10Base-T2! Z< [100Mbps] HEAIS2 HXIX &£SLICH

& 2-6 SS10000 LIER=Z H0/IE SZ 5t/

J& 2-7SS1100) LER=Z FJ0/E FZ o7/
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—1&/ 2-8 SS400/80000 UWESZ F0/E &Z 517/
2.23. ol EXI0 HZalJ
Super Series® Al2I€ ZEWH ZZ£ AO0IS=S HZELICL A X2 25 ZE
HZotd® EX TAHOUAM M 25 EEQ |EsS 1Ldde ERIb JASLULICH Super Series
AOIE IIE THIIK WHe EH0-2 HEHS2 MEX X0 X= A0S EEHE KRS <ol
HZELICH THAlgt a2 FF 1. 2= FXIotYAL.
+9. SS1I00&E A/c/& Z£E Sl EFE X0/2tE, RE AEA ZFFESE Al2/g HEEO

AlCIE FI0I1EE G2 ot AIL. OIS
SS100 £& 0| et LWEE

J& 2-9 &H/ZE

© £ Data/Console
2.25 &OIAH M S CFELD

ALIT/E Console ZELE ST/AIFZ/L/AIL.
=13

T

Serial
Device

SS1000/ &1Z o7/
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Equipment

& 2-10 &H/E ss1100) HZoH/

Equipement
Equipment

T8 2-11 &= SSA00(HZ) | SS800(L2=) 0 &2 517/

2.2.4. NAE 22Z£01 E=0l)|

Super SeriesOl &=ol= 2EHES OdH JHAIt ASLICH Ol=, AFEXS /X 88X £=
A0ILF 20l et ety LICH &, Super Series= 1A E 0%, GUI(Graphic User Interface)

% Z£= CLI(Command Line Interface)E M Sot1l USLICEH.

= AHOoIE HEH L 2&/Ethernet H OS2 AtE0H Super Series Al AEl

Zs Z
o A 2L
HAE D QAEHOIAE RFdts A AMAEXNE HOIE WHScO0IEE AtZoll Super Series®

telnet(TCP L E 23) L= SSH(TCP ZE 22)0 B8 4 USLICH

2 EdSRME AIE0ot Super SeriesE

dH83%td= 2ZF AIEX= Internet Explorer £ &=
Netscape Navigator?t 22 & EctRME AE0t Super SeriesOfl A&

g = AsUh

ol e

uin

= 25 SUPER SerieshlAE 2229 21012 P ELICH
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2.2.5. NAE 2 ME

1)

tI1

ol

B

2 Super Series2|

ZZ£/Ethernet H 022 &%

==)
[

= EZE0 HZELICH

By

8 2-12 SS1000i AIAE 25

& 2-13SS1100/ Al & ZZ F0/1ES HZ ot/

—J& 2-14 SS400/8000/ A/AE =

2) RJ45-DB9 Of & E{(female adapter)E AI= Xt

HolEE &Z 67/

(SS1002] &2 0ll=, Data/Console A2 XIE Console &

20
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3) A=A ZFHS Al2lY EZEO AHOIE2 &% 2= HFELICH
4) OlOIIHE Ol (HyperTerminal) 2t 22 HOIEY OHSY 06 Z2 O3S ASHELIC

20l HOIE o=diold Z2#O Alelgd &€& netlleHE & &Lt
m 9600 Baud rate
m Databits 8
m  Parity None
m Stop bits 1
= No flow control
5) [ENTER] 9|12 SELICH
6) AMEX OISt H

st AHEX 23S gLITH

12
e
fol
Ul
12
Ew

1) Super SeriesOff 2191 §LICH OIS &

Login: root Password: root

Login: admin Password: admin

192.168.161.5 login:
Password: ****
root@192.168.161.5:~4#

root

7) CLIE 0I85td =) €8s & = USLICL CLIO Thet XkAlISH U

oY AIL.

Z& 8.CLI CHAHE

8) Jl& QHHOIAI HAE Hrzs d8E R0 “ss.edit” SHUHE A&otH, T& 2-
1501 U= Ol SO0l LIEtELICH
root@192.168.161.5:~#ss.edit
Welcome to SS-800 configuration page
Current time: 08/22/2003 21:52:36 F/W REV.: v0.4.0
Serial No.: SS800438349-42944 MAC address: 00-01-95-04-19-5a
IP mode: DHCP IP address: 192.168.14.7
Select menu:
1. Network configuration
2. Serial port configuration
3. PC Card configuration
4. System administration
5. Save changes
6. Exit without saving
7. Exit and apply changes
8. Exit and reboot
<Enter> Refresh
————— >
& 2-15 o B 387 (SS800)
Hol tis stHe MEXese s HEE 2o HLE [ENTER] 712 =24 Super Series Lt2t0|E
A0 Qe He =22 S8 = AUSLUCLC o2 His S A= ArEXHsE 2242 482



24

E Z Oiel0IeHE 238 + UASUC. 2E mtel0lE= Super Series? Bl #
J&E 0, Ol MMXDJH 4/~ 5. Save changes= &E{GHN =1l
A

Exit and apply changes £ = 8. Exit and reboot 2 &l&ist (2 2

Pl

PN =1
o= T

A

$0

rn
g

&g At

]
o

I
0
e

=

£5tJ| MO0l BFE Al Super Series2| IP =4S

x
22 3. JEFT &£&FS FXSIYAIRL). Super Series?| S& ZEotAl JI

SAE % SHOAM disable 2 = USLICHL(AAIE LHE2 A& 35 IP

CtS2l XI&E0l et Super Series® 2 250 A2 8HLICH
1) TelnetZ=2 & £ = telnet)|s(0l, TeraTerm-Pro £= Hyper Terminal)2 X &dl=
DTz )ds AdAIZLUC =8X IP =24 2 port number= Super Series?t =2 oHOF
&LICH 28 &2, port numberE 2322 XI&EHLICH

AMEX BFRE FE ctel CIHHOIAN OIS HHUHE LHELICH
1

68.16

telnet 192.

|_|
U‘I

@ Tera Term - [disconnected] WT o i 4
File Edit Setup Control Window  Help

Tera Term: MNew connection

« TCP/IP AT 192.168.161.5 j

M Telnet TCP porti: |23

" Serial Port: ICOM1 vI
oK. I Cancell Help |

J& 2-16 Telnet Z = 72 && 0 F (TeraTerm Pro)

22



2) ABXH= YAl Super Series2 2QIGH0F 5104, Ol AIEX 0|2} 252
= 2 A

ron
=
o
(@]
~—
He
=

QUESILICEH. AIEXH 018 & &¢359 [IZE &322 AlAE rootsS =
2tel Xt |8t admin & JXILICH
3) Super Series)t £01st A2, CLI ZEZE F&= €9AE M 3H0| LIEFELICH

23. 8 EcifAM 22l AEHHOIAN &=561)I

Super Series= HTTP2t HTTPS(HTTP over SSL) Z2&Z22 25 XIJELICH £8 Super
Series= AHMl & 22l HOIXIE M3&LICH Super Series & 22| HIOIXIO &=6td™, Super
Series? IPFALL F4& 2401 Jisst SAE H2 & St XM2 URL/Location Z =0
UG AILR . O AIZX= Super Series? Z 01 gHE 2 € AYLICH AlEXs
FEA SHIE AIZA Gt 2SE AESHH AIAE”N =10 &ez2M 201y S

FLICH =D1 &

|’(I
oo
o
o

|10II
oY
W Of
)l
rno
]
alo
1|
my
ol
i
a

Login: root Password: root

Login: admin Password: admin

FO ANEHAHE Super Series & 22/ HOIXO &=67/ H0Oj EBF=A/ Super Series 9
IPEMELEE T4 B4 JI5 SAED Y HEQ OlAT EFS 2ZIAIolAIT] HIELILH

User authentication required. Login please.

User ID : |

Passwaord |

Move to . @ Configuration page ¢ Customer page

—J&/ 2-17 Super Series & 22/ £ 70/ tFH

78/ 2-172 Super Series & Z2|2l 20! SIHULICLH 0] StHUA AISX= 210 &0 0ls
ot DXt ot= HIOIXIE HEHE 4= USLICH AISXIF SZEFE H 0l XI(Configuration page)S &&f
o, 7& 2-180l 20l= Super Series & 22| A
X0+ 024 H Ol KI(Customer page)E & EAGHH Super Series & 22l CIHHOIAL J|&

o gZ4LE SHOXE 8 = UsL

028 SHOIK = 2022 SHOIXNE = &+ UASLILL & AISX AHHOIAS] AAS A HAE Dt
Ol&ol 2tet O afMiet 828 28 ‘9. A/ S FHALHT0IE J10/= 2= EX0HAIJ| BHELICH
/& 2-182 Super Series & 2| QEHMHOIAS EHFEH SHOIXNZLICH stHS =0l 0=
B MISELICH O Ol diole 249 348 s 500 2SS L. Hiw BtolA & &=
S d8otd 2 J80AM ME Jtset 2= ot BHi=Jt Ecl 82 LEELICH AISXt= of#
Ol == dEoilA Y &30 e s 23S HEY = YAsUb. MEXN=sE 2= W



e

OIXIONA & AtES [SHAIN ME(Save to flash)], [ME
(Cancel|& = USLICE AIEXes 28 it HE
Flash)|2 « & S HI3gd JIAEX0 MEHOF ELICH 2LE HAAE
HNZotIl FAHA AFBXE BIEAl [HEALE HE(Apply Changes)|2 & EiGHOF & LICLH O &

5 B2l OteH 220 USLICH AFS KO [HEALE 2 EZ(Apply Changes)|2 SE3S OIS A

OHOHEI =8¢0l Super Series SAA I HEELICH £ AISX= SO IHHS~E H&EGHD

HNE(Save & apply)] £= [FHA
S0l SHEAl [EHAI0 HE(Save to

]
0

4

Qﬂ

2

E o
0y
rin
=
=
i
1
£

HAAMNSEE HESH)| fofl [ME & HZ(Save & Apply)|S HEE &= USLILCH
MNEXIE M OB 22 JotA =03 [F L (Cancel)]2 AEHGHO0F ELICEH OIZH otH 2=
BHAAE0| FHALD OF gtez =3R&ELICL

gﬁﬂi Management | (ﬁ \

Network - -

1P configuration IP configuration

SHMP configuration :

IP mode @ |Stat|c vl

Dynamic DRSS configuration

SMTP configuration IP address |192.165.161.5

1P filtering _ _ Subnet mask |256.255.0.0

SYSLOG server configuration

MFS server configuration Default gateway [192.188.1.1

‘Web server configuration Primary DMS (0.0.0.0 for auta) |1 £5.126.63.1

Ethernet configuration .

TCP service configuration Secondary DNS (optional) ; |158.125.83.2
serial port PPPOE user name : Iwhgever
PC card PPPOE password ¢ |********
System administration Confirm PPPOE password |********
System statistics

Save to flash Save & apply Cancel |

Apply changes

Login as a different user
Logout

Reboot

Customer page

Copyright @ 2003 Sena Technologies, Inc. All rights reserved

_J&' 2-18 Super Series & 22/ o5
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3.UERZA &3

3.1.Ip &3

MNEX UWERID B#ZUA Super SeriesE AIE6I2H, &8 IP =40 2RELICH IP =20t
FHIDA 22 ZR, AMAE 2elXM0H 225t Super SeriesE 98t R&8 IP =AE Y
BFELICH UWESRZAO Super SeriesE HZGHHAH, 1R IP =AJF UA0O0F Sttt AtAS
HAGHOF BLICH

Super Series IP =4 A& Al, AAXtE U283 22 3042 QY Z2EZE 9 GtUE HdEe
= UASUILC

e Static IP

e DHCP (Dynamic Host Configuration Protocol)

e PPPOE (Point-to-Point Protocol over Ethernet)

Super Series= ZTJ| JI2gt2 192.168.161.52 IP F=AE 2= Static
SLICH # 3-12 3012 2 IP &8 W0IHE BAHsLIC

Iz
prarsy

AX & I8 GUIZ 20 ELICH

3-1IP && Ltet0/E

P 22 &3

Tl Oof

. I8 312 AME8X IP 2EES

Static IP

IP address

Subnet mask

Default gateway

Primary DNS/ Secondary DNS

DHCP

Primary DNS/ Secondary DNS (Optional)

PPPOE

PPPoE Username

PPPoE Password

Primary DNS/ Secondary DNS (Optional)

IP configuration

IP mode :

IP address :

Subnet mask :

Default gateway @

Frirnary DNS (0.0.0.0 for auto) @
Secondary DNS (optional)
PPFOE user name

FPPCE password :

Confirm PPPOE password

IStatic vl

|1E|2.IEB.1E.1

|255. 255,00

|192.IEB.1.I

|1 B8, 126.63.1

|1 B8 126.63.2

|whuever

I********

I********

Save to flash Save & apply

| Cancel |

& 3-1IP &&
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3.1.1. Static IP =4 AFE06lD|

M A

a:i A =2 o

= AN

LICt. Ole4st Let0le 0= IP =4, Subnet mask, gateway<2t
M= OIE 20 XHMIGHA CHE 22 LICH

]

o
-

rr
rn

MEXIb static IP =425 AI2Y &S, Super Series? IP =22
Let0IHE ==
DNS serverJt L&t

|0
0 Hu
>
0l
%
[}
gy

F9: Super Series= E&E [ OI0F EFE FFE 0/180t0 HIERIE ZHotci 7 &LICL

e |P address

Static IP= “D&E” L= FFHQ AE BsSo Ags LI 0 Bses AR L0
HERZD &2 AX F=A2ZANe Ag=S U ZFE= 028 IP FAE ALE0I0 UERA
HUlM &s A8otD Oatg == UsLICH Oets, =& 1P =4 UWERI S30A
BUHECLZ DRotD FEoi0ret sLIC

£9 192.168.1.x &4/9 IP F£4E ISP (Internet Service Provider) 7t /& otA K ELIE Z A
At&(private) =L 8&/L/LCL Super SeriesE &F&oldlH FR0 Wicf CIHA Y 22 ZFZEE Eof
LIOIHE F10 22 5 20/0t 60, 0 &R R&3 Fo/ P FAE gLo/0F &L/b. Fo/ 1P
o/ A
[ e

F4E & CZE XS ISPERE P& oL}

e Subnet mask
2 Z2 XN2& fIX, 8 A2 L= =2& LANYN U= B= UHERI SAEES
Ch. WEKIE Soi U= IH3l0l JY= B Super Series= D20l XI&EsSt TCP/IP
b 28 HESRZ ¢ £

o

25t HESRD FA0l UCHH Super SeriesZ22EH &AE AZELUICH OgX 220 =H&A J|2

rn

I
30
I
=
x
Li
v
=]

e Default gateway

HOIERAIOls OE UWERKIAZ S0HIl= &€+ dAE€S o= UERI ZFEYLIOL LptEo=2

HERT WM E£= XY ISPUHA EcHEHES MOlote FRE= AHOERON ==EYLICL 2

HERZ & o SAESR S4lot)|l Aol = Super SeriesIt JI2 HOIEHOI ZFEH2 IP
A5 O0toF ELICH HAIOIEROl 1P =20 et EH& 8= UWESZ Zcl koA

_J'C_
2ot AIL.

o

e Primary and Secondary DNS

MEXIE SF EA0IEE %20t ofH, HREB= AMOIES HES IP =20 O6HH

DNS(Domain Name System) MHUH &1, O €2 025t & MBHO Z=8LICH DNS=

Ol HsS AZote IP A2 HEtAAT= SAYLIOH M2 WY E senacomt
(@]

c
A L4 -/
22 24 =UE LEset A9 0IS0IH 2eHH . DNS Abi=

HU
12 0
_O'ﬂ
-
N
o
it
o>
[
[ul



st SIAE DJIBtel Ol WS TCPAPO &HZot)l ol <At IP F=AZ BHEAMAF=

OII

Super Series® DNS J|lsS= AME0HHH Z0Q U2 SAEN 58 = AEZS 0| DNS
MHe 1P =45 &&oi0F &LICH Super Series= Primary DNS server2 Secondary DNS
server 22 DNS MBS IP =48 dE8ot= 2 =S HM3&LICH Secondary DNS MB &= Primary

DNS MHBIE AtEE = 812 i AFZolJ| ol XI&E &L

3.1.2. DHCP AFESHI

Static IP =2 &2
HERZA |IXZ OlsEHes 22, M2Z2 IP =240
COlM EYEH IP =4, AEY 0tAZT, HOIEHOI, DNS NHE
Asez &SFELICH DHCPs 2o IP =40t otLe ZEEO 6t |&st A2t =,
“CHOd (lease)” i< E
ZHUAM Is22 280 IP A0 ASSEE
= AIELIC
Super Series)t M&&Z [MI0ICH Super Series= UWIERA &0 A DHCP AEZ ZSELICH
DHCP AMBie S"Y0ls IP =AE HIR6I0H AMEY 0tA3, HOIEHNO =4, DNS AH &
“CHO" AI2H0l ZE T USLICEH Super Series= Al 0l 22 XAl 220l MEELICH
“CHOI"IF Ct2&l= H2, Super Series= DHCP AHZEH "OI0” AlZ2tel &S QEELICL
DHCP AWHIF O HAZF st AL, Super Series= H=ZolM S IP TAZ2 HSE £
USLICH. DHCP AHIF TH HEES SQIoHKl 2= &%, Super Series= DHCP AHZ2H
MZ2 IP =4 2F EXE AIRELICL

jo

2 0|5+
o

5]

fuiid

==

Uiy

F9. DHCP ZLZ0/A DNS AHE HE&sH 25 [J/EFT #2 Super Series II2IUIEHE HFELZ

&AIEL/LL. DNS AU &L SFLHA &2 FR, AEAE primary £ secondary DNS IP

FAE YIFSIOZH +E50F HFE £ QUZL/ILL DNS FAEZE IS5 &Fo/2 D, primary 2
s

secondary DNS IP =4 Z 0.0.0.0 (Z& &)Lz && &L/}

DHCP A= UESZA 22Xt 2elstl Yese IP T2 E0A IP FAE SEHZ SHELILCL
Ol= DHCP Z2:cI0|HE, UlE =0 Super Series)t &= WMOICH T2 IP A8 AIELICH
DHCP AHOIA IP =AE 0240t0 AISXIF MBH & Super Series =AE &4 QlAlS

|2Foted ™ 2te| A= Super Series?

SLICt. DHCP UWERIAONA IP =4S O
C =48 200k ELICH

c
ottt 220 Uz 2t AEIHOM U=z Super Series2| MA

27



3.1.3. PPPoOE AtE3dlJ|

i

T= RA EXE Sdll Ethernet LAN(ZHZI SAIZ)AS 02 ZEH AIEZXE

HAZotd|l st #ALYLICL 0 FEH AMEX= PPPoEES Algdll U

ADSL, J0l2 28 = 24 Ad3s & = USLICL

PPPOE Z2=0lA Super SeriesE AIE56I21H AMEX= PPPoE H&E % ADSL Z2EI 2

PPPoE &2 HUIJF A0 0F &LICH Super Series= PPPoE Z2EZ22 X251 20 ADSL

HBES Sol CIHY Ao A SAEN BEE £ JUSLILCHL AEX= Super SeriesOl CHE
0

PPPoE HIE2 AISX 0|8 & ¥SE &Foli0F2 LIt

PPPOEE 2
A AOIE

ANSE WOICH Super Series= PPPOE AlHH2 PPPoE HZS AIXELICH HAZEE Al&Gle S0t
Super Seriese IP =4, HOIERIOl, AEY! OtA3 %L DNS AH2 22 Qg4 A0 Z2st
HZ0|

HdBE SAELICH HAZAOl Y Super Series= HZ2 Jisst & 2 |Xotdd &LICH
B2 5™ Super Series= M2 HZ2 REGIH M=Z& PPPoE HZ
F9. PPPOE ZL0jA/= DNS AHHE &5+ Super SeriesS ZE HERT & IIEI0IEHE
ANsLz ZFEL/LL DNS AU sLZE &F LA FE 2, AEAE primary 2 secondary
DNS IP FAE 28O ZH +&5FCF T + QUZL/0L DNS F4LE &5 &F oI,

primary 2’ secondary DNSIP =24 Z 0.0.0.0 (H&&8) = &F&L/CL

3.2.SNMP &3

Super Series= SNMP vl & v2 Z2E2E2 X &dt= SNMP(2t0] & 2tel ZZ2ES) oI ED;
2

USLICH. NMS £= SNMP Bt 22 UWESR3 &2l Xe Super Series2 E== IS0
TH & 4+ A2 E0 OtLiet FEE WEE > UsLT

SNMP Z=&EZ22 GET, SET, GET-Next, 12l TRAP=S XIZ&&LICL 0la Jis2 SdA
22 X= SUE OHE UM SXNE HE = UL(TRAPs), KtAISH BE2E 28 HXE X3 E
% QUOM(GET) Xl AMHE HIFYE £ USLICHSET). SNMP v20ls H2 ¥ 2ot Jss
238 £ Qe GET-Buk IS0l =ItE 0 UASLICH

SNMP A& THE S Soll AFEXt= MIB-Il AIAE A, 85 M 23 2 TRAP 410 AF
CHott &S & = USLICH O HixUAN 23 22iki= 2 W& 2 &3 HOHE 2%
Feist 2 QUELICH 78 3-2= & 2HHOIAE S8 SNMP &3 3HE B SLICH
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SMMP configuration

MIB-II system objects

sysContact |admini5trat0r
sysMame : [55800
sysLocation ¢ |mg.l location
sysService | A
EnablesauthenTrap : lm
EnableLoginTrap : No =
EnableLinkUpTrap : Mo =

Access control settings (MMS)

1P &ddress Community Permission

[0060 [public [Fead only =]
[0000 [public— [Read anly =]
[0000 [public [Feadanly =]
[0o0o [public [Read anly =]

Trap receiver setbings

IF &ddress Community Wersion

[0000 [public Wl =
[0o0o [public v =
[0000 [public Wl =
[0:00D [public T

Save to flash Save & apply | Canu:ell

—J&/ 3-2 SNMP Configuration

3.2.1. MIB-Il A28 2HH|(MIB-II System Objects) &3

JH'.” A—IX{% %6H A'AE‘II gé’-, O|§ |

A S, 91Xl ¥ Super Series® SNMP 0|0| & EDt
E 3 & USLIC 01248 432 MIB-II
sysName, sysContact, sysLocation, sysService 12|31 enableAuthenTrap 24il A2 A2 (0OID)Jt

ArEote = MSdl SLIC

(==} -/ =2o
ANESt= o1& Al & £ (Authentication-failure traps)

e sysContact:

22l AlAE(Super Series)tl et YA A2 & oYy Z2IX0 HASS Fote ¢HEH=s

sysName:

ANAE A0l AIBEE 01802 YuxoR

H
In
[0
n
Q
9]
£
m
c
<
el
o
2
C—_D":
o
o
]
3
2
)
z
Q
3
o
0
c
O

e syslocation:

AAgel AR =cld Xl (0, & 3842, dEd, S5)



e sysService(2IIHE):
Z0t2 2ol g gES=2M AIAEO0l M3dt=s AHlA HMESES UEHHUCH D

Super SeriesE S T2 8(7) dl&otE X &L

e
gJ
|0
HU

e EnableAuthenTrap:

SNMP QIOI®E ZZAAI 15 AIHY 2= 32 ME=S oEg HUX HEE LIEFELICH
0 Al &2 S8 4% FE2E G0 SLILHL 0|02z 2 235 Al 2eeE H2E HIEd
AMZ = = 2EHsS HSELC

e EnableLinkUpTraps:

SNMP OIOIME ZZ AN ADJE Ethernet HZ 0| E/A=X0 26t IE MES 5IEE AKX HEE

LHEFEH LIC

e EnableLoginTrap:

SNMP OIOIME D2 MAJE AIAEN 20 H=X0 28 32 dd= 58 XX HRE
LHEFEH LIC
AZ X MIB =0 = =30 e N30l 2Rst L, AL Jizs XNEREAHAZ AEHCHAID]
HtefLICH MIB2E SNMP2| IHAlIgt B2 = RFCSl 1066, 1067, 1098, 117, 1318 12l 1213 2AE
S XLotYAIL

3.2.2. MHIA HO &F(Access Control Settings)

HMA HOl= Super Series SNMP OO M EN CHSH 2kl % Jis&82 d2otn UASLICH
O O &0l 2&3& 22/ X2H0l Super Series SNMP OIOIMEN &=6t0d 8EE W&ol
A=s2 MU = ASLICHL XNEE IP =20t gl 222 IP =24= 0.0.00 0] JI2), B
SAE Z2|XIF Super Series SNMP IO MEN &H &8 = AUSLICH

3.2.3. E& £41J| &3 (Trap Receiver Settings)

Eg £4AlJ|E= Super Series SNMP N0 M EZEH &SR8 O|HE(TRAP) 2 Asts 22| X0l Al

=
S22 + U= FAgLIth

NMS(UIES3 22| AAE) L= SNMP E2IRME AMEdl= SNMP Z2&EE
SeriesE 22|88 = USLICEH Super SeriesJt NMS = SNMP B2t KIb A&g D QU
SAEN HH2 o86ta™ NMS £= SNMP EetME AMEatIl Hol, HAA

o
Ot
ol
02}
c
-
@
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MAE3 &&oloF &LICH. 72 3-32 Super Series SNMP 00| E 2| MIB-Il OIDE EctR& ot1l
U= LEEOI SNMP Ect2M stH AEE B SUICH

: S [m] 3
File Edit View Operations Help
] P o ] o Pl 3
EEa HEe npRd E duWE XEe
[Fi& Coaded MibMadules -
) ﬂ-tg REC1213-MIB 7 ¢ Host 192168410 w | Community [
? %{gdod Setvalue ~ | write Community
© & internet - -
directary
Object 1D isn.org.dod.internet mgmt.mib-2. system.sysDescr
@ = mymt
@ & mib-2
@ 3 svstem =
i Sentget requestto 192168410161
# sysObjectiD sysContact D--=administratar
@ sysUpTime
g E"’gﬁg”m‘a;t Sent get regquestto 192.168.4.10 ;161
@ SisLocation sysMame.0--=HelloDevice 55100 |
@ sysSerices
% 23 interfaces Sentgetrequestto 192.168.4.10 ;161
@ imumbear sysLocation.0i--=Unknown
@ |H]| itTable
e [ ?t Sent get requestto 192.168.4.10: 161
g g I sysSemices. 0--=7
icmp
= t
o % chp Sent get requestio 192168410 161
& [ egp itfumber.0--=2
transmission
@ (] snmp - 5
expetirental Syntax DisplayString (SIZE (0 .. Status mandatory
@ (] private Access read-only Reference
© @ TRAPS ke
agpieighbaorloss ;
o) i TEXTUAL COMYENTIONS ObjectiD | 13612111
FhysAddress = Atextual description of the entity. This walue |
f.. ny : Deseripti.. |Should include the full name and varsion |4
: identification of the system's hardware type, —
Global Yiew o | a ui . T ol

& 3-3SNMP EZ2}RHE At&35+ Super Series SNMP 00/ E£2/ MIB-Il OID Z2fR&
(AdventNet MIB Z 2/ .4)

3.3. & DNS(Dynamic DNS) &3

=

0
B0

XJb Super SeriesE DSL 2helof =3
StH, IP =401 HAGH ELICH olefst HEE IP =40 Oist 38
e odde 2 g
Steds 3%, IP =40t HEALJCH FE5g HHE I HES
DNS AMHlA= <SI0N =8 2HMES 2ot {18 Z2E20/MH, el ISP £=
A MZBELICH. S& DNS MHIAE MEE2ZM, MEX=E IP =
DNS AU SE= SAE 082 Soll Super SeriesOl 8% = UASLICH

MO Z, Super Series= Dynamic DNS Network Services (www.dyndns.org)Hl M HSdtD U=

e
[
ol
=
—
)
I
O
o

X

N

0
=

(e}
LALICH E8, 2elXIt telnet S2 FH Z&O
L

moon oM
JdJp 1o

P

o #HE0 &280l

O
T

ne
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=X DNS AMUlASHS XIJELICH JIEt S8 DNS AUlA M3Aet 23 Ases ZHES AL
Jlzs X& A0l HSSHAIDl HHELICH

Dynamic DNS Network ServicesJt M3ot= =& DNS MHIAE AMEotHH, AIEX= =9
3l& NIC(Network Information Center - http://members.dyndns.org)0l HAES &FaH0F &LICH
AM&Xt= Dynamic DNS Network Services Members NICO| £1¢! & & MZ2 =& DNS S4AE
d3AE FItg = USLICL

=X DNS €3 Ui=0lAM, & DNS MHIAJF JtSotE
User name % PasswordE &&EoioF &LICH A& ©

nameftES AIE5t0 Super SeriesOl &£& = USLICH

18 3-4= =X DNS €& & QHHOAE 20sLILHL

Dynamic DNS configuration

Dynarmic DHS ¢ Im
Damain Mame : [5=B00.dyndns. biz
User Mame : [ssB00-user
Password |******ﬂn
Confirm password [rrrrrrrres

Save to flash Save & apply | Cancel |

18 3-4 &X' DNS &%

3.4.SMTP &3

ANAS 27 AKX SE i &3 2%AL FHI2 B0 HAIXDIE 4= B2 Super Series

£ email S2E Soll 012 220 &4 = = USLICL 012 RN E, =8 SMTP MH
=Ty

o €30l SREL 3JtXl SMTP MBI R&S X&ELICH
e 0QIE0| 2= SMTP
o 0QIE0| A= SMTP
o OP-before-SMTP

J& 3-62 SMTP & HdEis

e SMTP server IP address
e SMTP user name
e  SMTP user password

e Device mail address
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Device mail address= 2€ 221 % 210 MY email ¢

£ XNEELIL. SMTP Server= RE482 <ol emaill =22 SAE TR 0152t &I LICH
ek, EXI0 CHet email =2 = SAE

anybody@sena.com)S == &2/|2| username=s ALESE =
2I50| U= SMTP £ = POP-before-SMTP modedt & EX
passwordJt Z 2 aFL|C}.

st 2 ARt =, Super Series2 0l

ux

~
=

£ (i.e. arbitrary user@yahoo.com or
A

SMTP configuration

SMTP enable/disable : Im

SMTP server name : |5mtp.yDur:Dmpany.CDm

SMTP mode : | SMTF without authentication =]

SMTP user name : [admin

SMTP password f[rewes

Confirm SMTP password [rrme=

Device mail address . |SSBDD@yDurCDmpany.CDm
Save to flash Save & apply | Cancel |

& 3-5SMTP &&

SMTP configuration
SMTP enablefdisable : IEnabIed vl

SMTP server name . |smtp.yuurcumpany.com

SMTP mode : SMTP without authentication |
POP hefore SWTH

' TF without suthentication
SMTF‘ authentication

SMTP user name :

SMTP password

Confirm SMTP passward : [rewes
Device mail address : |SSBDD@yDur:Dmpany.cam
Save to flash I Save & apply | Cancel |

& 3-6 SMTP &&0jA SMTP ZE& L&

3.5. 1P 2HE

Super Series= IP =4 J|gt EHE R#A0ILL 22l &2 0/&E0tH ¢ #s0l Sle SAEI
Super SeriesOl H206ts 22 =4S 2= USLICH AI=2XE II20IEHS 2SS LHEOZM
kel 22 AE2 2t = UASLIT

-E3 IP FAE JIE Y LISl SAEDO| Super Seriestl & 28 £ UL,

- S8 ABYN A= SAEDO| Super Seriestfl E2& =~ QULH

- B SAEDJL Super SeriesOl 28 4+ UCH
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Telnet 2=, SSH 2 L= & A0l E22
(enabled) £= &AM EH(disabled)2Z 2t= = USLICL. & oAl IP 2HE A
‘820l E(Enabled)” &EHZ &0 USLICH

AEXHE Super SeriesE AA& 4 Us SAEL SAES N2 2UHE 4= JUSLICE DL
P

AMEX= BIEAl 20| di8E IP =A% MEUS LSGH0I2t SLICH 3 SAEHNS BE
ArZXHE Super Seriestl 260 RAHA BHEAl LSS AEUIQl &l ool U0 0k B LIC
£E& SAPBH0l Super SeriesOl H26tEE A2 HIoldH, £ SAEQ |IP =AY
255.255.255.2552 A BUYlS =of0orgt &tLICh.

2= SAEJL Super SeriesOl H26tEE A2 BHIodH, IP =42 AEBUE 2%
0.0.0.022 HZEELICL XMEH AtEE2 Z 3-28 FXotAR. &0 & 83 SAEQ AHs=

“Any(2E SAEYZ 0] USLIC

A

1P filtering

Telnet IP filtering
Configuration via telnet
Allowed base host 1P :
Subnet mask to be applied .

SSH IP filkering
Configuration via ssh
&llowed base host IP .
Subnet mask to be applied @

web IP filkering
Configuration via web @
Allowed base host 1P :

Subnet mask to be applied :

IEnabIed vl

[

[p000

IEnabIed vl

[p000

[0000

IEnabIed vl

[0000

[0000

Save to flash

Save & apply |

Cancell

Jg 3-71P EHE £F

# 3-2 Input examples of allowed remote hosts

Input format

g2 Jt

S| AE

oI
foh

Base Host IP address

Subnet mask

Any host

0.0.0.0

0.0.0.0

192.168.1.120

192.168.1.120

255.255.255.255

192.168.1.1 ~ 192.168.1.254 192.168.1.0 255.255.255.0
192.168.0.1 ~ 192.168.255.254 192.168.0.0 255.255.0.0
192.168.1.1 ~ 192.168.1.126 192.168.1.0 255.255.255.128

192.168.1.129 ~ 192.168.1.254

192.168.1.128

255.255.255.128
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Cs 2 HMet2 oM “enabled’dt ” disabled™2l IP Z2HZ JlsS MEELICH HE &otAl
|=2t2 “Enabled” 2LICt “&E 261 & (Enabled)” &EHUIA AIEXt= H &S| oA Super Series

Ste ST & SAE(S)E NZE & UsUCL

==
1Ea]
ry

3.6. SYSLOG AH &3

Super Series= & AKX 224 AUIA, AIAE 2 ZE [HIO0IH 22 S 98t SYSLOG serviceS
KNHAELICH #2A SYSLOG serviceE ALEotAP, AIEX= SYSLOG MBSl IPF=A2 AMSE
facilityS BEAl XZoHOF &LICH Z& 3-82 & CQIHHOIAS SYSLOG AW &F StHS

2O SLICH

SYSLOG server configuration

SYSLOG service IDisabIed vI

SYSLOG server IP address 152168200100

SYSLOG faclity . |LDcaIEI 'I

Save to flash Save & apply | Cancel |

_7& 3-8 SYSLOG A/H] &&

27 HAIXIE Super SeriesE2H =4lotd™ Super Series & 0AM XIEE SYSLOG MU=
“remote reception allowed”2Z &XE O &LICH Super Series L SYSLOG AW AHOIO
2380 As &2, AKX LIt SH2= UDP T30l ANREH 0SE =+ Use #AS
BEE Al =DtolloF &LICH

Super Series= localOWlA local7ltXl SYSLOG FaciityS2 XI&&LICH. AIEX= 012H&8t
FacilityS 2 AI20t0, SYSLOG HIAIXI2 EEiE Super Series HAIXIE HEE £ U

SYSLOG servicedt Jtsst &EH0 A2 SYSLOG MH HF0| HES S Z200H At
Super Series AIAE 27 F= Al2lgd ZESQ HO0IH 22 & SFHUM 230 HE
SYSLOG MHZ X&EE = USLICH ZE/ANAE 27 HME SOl s XAs FE= 4
HE ZZ Y 6.2 AIAE 7 &5 2 FXOAAL.

o

3.7.NFS AH &3

Super Series= AMAE 27 &

Aol HEg = A

IZE HOIE{E NFS(Network File System) AHIAE Soll NFS
£ XIJELICL 0l ABdtdE AL EX= NFS MBI 1P =24
S A X&oHOF &LICH. Z& 3-9= NFS MH &3 HOIXE
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MFS server configuration

MFS service IDisabIed vI

MFS server IP address |192.IBEE.EDD.1DD

Mounting path on NFS server ; |f

Save to flash Save & apply | Cancel |

& 3-9NFS A/ &&

Super Series 2721 OIOIEHE NFS MBO0l XM&Eotd™, Super Series &0 XI&EE NFS MHE
“read and write allowed” 2% & &0t &LICH Super Series & NFS A AHOIO 230 U=
2, AABXs Ut S0 2= UDP M210I UHREH 0Ise = U= AES BIEAl FIHoH0F
8tLICh.

NFS MHIADJE ALE Jts AEH0lZD NFS MH £FO0l MBS Z<0I2H, AHEXt= Super Series2
AMAE 271 = ZE HO0IH 2% NFS Atz MEE = USLCH £, B2 NFS Aot

A= A, Super Series= S8 LOG HAINIE EX NFS MHWE KNEELICH ZE/AAEL
223 MZE AX0 st XMet B2 4211 ZE Z2/ 2 6.2 AAE 22T LF HAHS
J_él- 6+AIA|9

3.8. Ethernet &%

Super Series= &1 22 0dl %82 Ethernet modeE XI& & LICH

- Auto Negotiation

- 100 BaseT Half Duplex

- 100 BaseT Full Duplex

- 10 BaseT Half Duplex

- 10 BaseT Full Duplex
2 MEEdior &LIC Ethernet mode2l B& Z0tAl
Jl2gt2 Auto Negotiation2@ 2 LICH 222 WESRZ A0 M, Auto Negotiation
PeEsE IS RUotH AEDE=E 2=LICH Ethernet mode& &S A XA CtEH EHF6HH, Super

Series)t WIER D &F 0N SHGH €= = AsSUILCL

Ethernet modeE B1& &t =, At

Ethernet configuration

Ethernet mode : |.-’-‘«ut0 Megotiation =]

Save to flash Save & apply | Cancel |

& 3-10 /4% 2= &%

36



39.8 AW £3

al

Super Series® & A= HTTP
WEXOZ Enabled =

HOIXIE 20 SLICL

=

JFOF
= =

HTTPS(HTTP Over SSL) MBIAE 2% X LICH AHEXt=
Disabled2 &&g = QUsLUCL O 3112 & AH &3F

Web server configuration

HTTP =service
HTTPS service :

display (0-1200, 0 for no refresh) .
Default web page @

Customer web start page .

Web page refresh rate for statistics data

|Enab|ed vl
IEnabIed vl

I”ZI seconds

|Canfiguratian page |

& HTML findex.html)

" CGI (cgi-binfdefault)

IDisabIed vl

Customer page authentication :

Save & apply | Cancel |

& 311 & A &F

Save to flash

=2 &3 HOoIXIoA & HOIXI HHOolE =F=Jl(web page refresh rate)= &= £ USLILCHL
HOO0IE =)= Al2lg ZE HZ HOIXLt WERT 2HHIOIA, Al2lg EZE,| IP, ICMP, TCP ¥

NES=!

[

A'EH HIOIXI O 3 HOIXINAME XHsS22 M2

LSLICHL XME W82 AE 7. 4/A8 EHE EXoHNAL.

N2l L| EF

22l
o g L =

2l
=

UDP2t &2 &
& (Refresh)0l ®E T/ X

A
e

Of &% 0= HIOIXINA AFEX= &0 £210/2 8 =0l Jl2 & HOIXNE S48 USLICH
MZ Z0otAl H| 0| Xl (Configuration page)Ol2 AtEXIF AF2XE B0l XI(Customer
page)2 =&& USLICH AFEX HIOIXIZ Jl2 & HOIXE &d3s F0 A=
Cl2t&E2| OfeHOl HTML(index.html) LICGI(defaul)S RIXIAIHAAN AlEX AZ HOIXIE E3E
USLICH ArBXtE A2 M8 SHU XFH 0 LSS =8 == USLICH M

ooz ArZXE HIOIXl 215

— o=
XAl 2=

Jl=gte &3

A

o= /usr2

A
e

HIZEIS 101 AFES X+ HIOIXIO
“disable” &HEHZ2 ZLICH ArE2A &
MBI Z & HOoIAE EBXROHYAIL.

0
=
S,
ey

I—I:érl:é
= _— =

o= oo

— = —

HOIXI2 = HtE st

o

3.10. TCP AMHIA &3

TCP MI&0I SN ddE=s &3
HOZ LIt Ol st
A5, 01248 lock-upE XIS IS0 M, Super Series= TCP keep-alive J|

HIE/RIIt &3l A=K =elst)

3

I

sl8dHel &

lock-up2

Super Series= keep alive& Of 1 olf
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uio

AEN 2SS MSELICH B30l 28 4l A0 Ol40l Jys RHeZ 2totd, ME

Super Series2 TCP “keepalive” J|s2 ME0tHdH, AIFEXe O3S0 20| 3042 Di2tOIHE

S HoH0oF LICH

e TCP keepalive time (sec):
M& 2te] S4101 Sle ME A S0tLt Z0t6tH keepalive THA! M&ES A&
o

¢}
Zd LI Jl=gt2 156 =28 4350 USLIC

o
¥y
o
el
=}
i
i

e TCP keepalive probes (times):
HZES SZE WA F4A MHEHCIAI R E &olst)| o B8 SAEN keepalive IH3lE Z
HOILL M&ESt=E JHE UEELICH D232 332 8350 USLICH

e TCP keepalive intervals (sec):

Keepalive 2! &8&2| Al2H 2tAS LIEHELICH JIE8t2 5 =2 285 UsLIC
= &HSH 15 =0 Y = 5 =

28 x=J| 8432 M, Super Series = OI0IEJI S0 &
2

o
A0 33| keepalive TH2!S XS EHLICH

TCP service configuration

TCP keepalive time(sec) @ |15
TCP keepalive probesitimes) : |3
TCP keepalive intervalsisec) . |5

Save to flash | Save & apply | Cancel |

&' 3-12 TCP keep-alive &%
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4. Nlglg ZLE &

4.1. 1R

ANelg ZE &3 Jls2 Sol Al2Xt= 2 ZEQ| host mode, Al2lE S&l Tiet0lH, ZE€ 22
& JIet 2@ IO E 28 = UsUIth

Aelg ZEQ9 hostmode= S 201 &< &= USLICL

e TCP:

Super Series= TCP At ¥ 2c2H0IHEZM HSELICH HZ0l S8€SX LS HEHUA A2l
HXNZ2H E OOIEHI SH2OH Super Series= SSE 38 SAESW HES ELIC
ZX 2CHH, Super Series= OI0IEHE Olel M2l 2WH &LUICH =, Super Series= &3 SAEQ

tetez & AXE ASELICH

e UDP:

UDP 2E =%& UDP ZZ2&EZ0 J|Bt otdlt= &

o
b
to
_O'j
kJ
_|
0
o
H
n
O
il
]
my
i3
C
o

e Modem emulation:
O]l 2E= AT HEOHE AIE256t2 2ot= AIEXLE JI1E0 Al2lg EXI0F 28 AT 20 E KJ

6*2 9/1% [[H M EHSH _J'\_ o]}

e Virtual COM:

0l 2ROl H¥S LIEN =t2 ZYLC

2 MW 2E=0A port logging Jls AEINAM, A2l EZEE

MEMORY, SYSLOG server, NFS server’s storage £= PC IIE =22 Ar&Z0t= ATA/IDE fixed
disk card2 MEELICH MEXE ZE 22 IJIFE HAXKSS S8 = U220, Ol Super
Series= SS& MHAMXNS0 T=TH emal £= SNMP trap 2 Soll 22 X0H SEE =

USLICH 012 Soll ArZ2As H2& EXZRE2 HAIXE 2ZAl

it}
4> O
39
i}
c
[l

MEMORY 0l M&E UOIOIE= Super SeriesOfl 20| s S&SE J20 2 RS LICH
Alelg ZTE 27 HI0IEeHE EZ6ldd™ SYSLOG server, NFS server £= ATA/IDE fixed disk

card € AISELILCH

ANelg ZEE= JHEHCZ E= sHB0 2F €3 = JASLICL Z 412 A€ ZE Z4F 1
et &8 MetileE eetotd AsLICH



H 41 Al2/E HEE LT Ii2H0/E

All serial
ports
setting

Or

Individual
serial port
setting
#1~#8(1/4)

Port Enable/Disable

Port title

Apply all port settings (Individual serial port setting only)

TCP listening port

Telnet protocol

TCP Max allowed connection

Cyclic connection

Inactivity timeout (0 for unlimited)

UDP listening port

Host mode -
Max allowed connection

Accept UDP datagram from unlisted remote

CIoi® host or not

Send to recent unlisted remote host or not

Inactivity timeout (0 for unlimited)

Modem emulation

Add or Edit a remote host?
Primary host address
Primary host port
Secondary host address
Secondary host port

Remote host?!

Remove a remote host

Allowed host IP

Port IP filtering®
ort IP filtering Subnet mask to be applied

Encryption method
None/SSLv2/SSLv3/SSLv3 rollback to v2/
TLSv1/3DES/RC4

Cryptography* Cipher suite selection

Verify client (server mode only)

Verify certificate chain depth

Check the certificate CN

Filter application path

Filter application - —
Filter application arguments

Type

Baud rate

Data bits

Parity

Serial Port

Parameters Stop bits

Flow control

DTR behavior

DSR behavior

Inter-character timeout (ms)

Enable/Disable modem

Modem Modem init-string

DCD behavior

Enable/Disable Port logging

Port log storage location

Port logging Port log buffer size

Display port log

TCP/UDP 2E08t g,

TCP 2= 0l M secondary remote host = HZ AIHAIN HEZ M R

!
C
o

TCP/UDP Z2E8t o E.
TCP 20t offE.
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Port event handling

Enable/Disable port event handling
Notification interval

. Enable/Disable Email notification
Emall e of Email
notification — -
Recipient's Email address
Enable/Disable SNMP notification
SNMP Title of SNMP trap
A SNMP trap receiver’s IP address
notification -
SNMP trap community
SNMP trap version

Add/Edit a keyword
Keyword string
Email notification
SNMP trap notification
Port command

Remove a keyword

& 4-12 3-D|et Al2lg ZE AF FHE2 Z2SLICH Alelg ZE &3 0o s 92
TEZO HHEE %06t 2HSLICH AISX= 0l HIOIKHA SAE 25, 23535 g8, =22
TE U0 e 3822 = = UL, Al ZE 24062 84388 =5 USULH OUs28
SAE TEO 20Dt 20ldles A= 8Ys AL
Description
Host mode
Mode® Encryption® Telnet”
TCP TCP Disabled Disabled
TCPs TCP Enabled Disabled
TEL TCP Disabled Enabled
TELs TCP Enabled Enabled
UDP UDP *8 *
Modem )
_ Modem Emulation * *
Emulation
HEEo=z Aelg EZEE HdEotl] HAEHoAdY ZE HS L= EOIE2 S ELICH Alag
LEE SHHHN 25 &EAotei™, [All port configuration] 2t Of2HOl SIXISH [All &&= [Port
Title]2 2= & LICH
5 MM 424 SAE DC SZFLET BX.
6 A& 427 258 H24& X
THM 4241TCP & EX.
8 XI& otXl £3.
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Serial port configuration

all port configuration
Port# Title Host mode Local port Serial-settings
all - Port # TCP 7001 RS232-9600-N-8-1-No
Individual port configuration
Port# Title Host mode Local port Serial-settings
1 Port#1 TCP 7001 RS232-9600-N-8-1-No
2 Port#2 TCPs 7002 RS232-9600-N-8-1-No
3 Port #3 TEL 7003 RS232-9600-N-8-1-No
4 Port #4 UDP 7004  RS232-9600-N-8-1-No
5 Part #5 Modem emulation 7005 RS232-9600-N-58-1-No
&  Port #6 TCP 7006  RS232-9600-N-8-1-No
7 Port #7 TCP 7007  RS232-9600-N-8-1-No
8  Port ¥8 TELs 7008 R5232-9600-N-8-1-No
JE 41 A2/ HE &F Hlel a7
42. 18 LE &F
Super Series? Al2lg EZEEs JjEHC=z F= SHHHA E83E = Usd, HE & RE ZLE
AF0N e Oet0leHe=E sLELICh
g ZTE d32 02 20| 128 Q822 54Ut
1. Port enable/disable
2. Porttitle
3. Apply all port settings
4. Host mode
5. Remote host: Available only when the host mode is set to TCP or UDP mode
6. Port IP filtering: Available only when the host mode is set to TCP or UDP mode
7. Cryptography: Available only when the host mode is set to TCP mode and Modem
Emulation mode
8. Filter application
9. Serial port parameters
10. Modem configuration
11. Port logging
12. Port event handling: Available only when the port-logging feature of the port is enabled
20210 g ZE AESHO 2= MU0 U= [--- Move to -] ClAE HAUHAM OlsS Rcts
LES HEGIH OE ZEQ HEHsIHCZ I 0Ise = USLICHL
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4.2.1. Port Enable/Disable

2t AM2lg EZE= enable = disable @ = USLICH OteF Al EZEDJ} disable AEHIF & ™
AN Y Aleld ZEZ Ex8 £ SLICH Z& 4-2= Aleld EE enable/disable StH S
SoELICH

Serial port configuration - 1 : Port title #1 --- hove to ———j

Enable/Disable this port

Enahble/Disable this port IEnabIe vl

Save to flash Save & apply | Cancel |
Reset this port Reset |
Set this port as factory default Set
Port: title

Apply all ports settings
Host mode configuration
Fernote host configuration
Fort IP filtering
Cryptography configuration
Filter application

Serial port parameters
Modem configuration

Fort logaing

FPort event handling

J& 4-2 A/2/€ HE enable/disable

2t stuckE Alele ZE= [Reset this port] 22| [Reset] HES & MEEE == UL, [Set this
(2/1

port as factory default] 2 22| [Set] HES =2 3& E56tAIQ AHiz 888 %

4.2.2. Port Title

= ElOISES 88 ZZHANN 2288 &
OF OtLI2t Serial port H2Z 2 port access menu0fl Uist 8&¥o=S 0|E&LICH
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Serial port configuration - 1 : Port title #1 -—- Move to ———j

EnahblefDisable this port
Port title

Port title : |F'c:r‘t title #1

Save to flash Save & apply | Cancel |

Apply all ports settings
Host mode configuration
Remote host configuration
Port IP filtering
Cryptography configuration
Filter application

Serial port parameters
Modermn configuration

Port logging

Port event handling

_J&/ 4-3 Port title configuration

4.2.3. Apply All Port Settings

fl= JlE LE 8% AUsE8 =)ot A
SIEE X LA HRE &3 = AN LICL Y HHO0| disable &EHQI ZEL, JIEQ X

& gt2 all ports settingE +=&otHctE SXEH ELICH Z& 4-4= apply all ports settings &
& stHES B0 SLIC

Serial port configuration - 1 : Port title #1 --- Move to ———j

Enable/Disable this port
Port title

Apply all ports settings

Lpply all ports settings @ IEnabIe vI

Save to flash Save & apply | Cancel |

Host mode configuration
Rermote host configuration
Port IP filkering
Cryptography configuration
Filter application

Seral port parameters
Modermn configuration

Port logging

Port event handling

J&/ 4-4 Apply all port setting configuration.
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424 SAE BE BZLEF

Super Series8 &= EEE "
OEdi0ld 2 Al JHXIDt
TCP 2E&

Super Series= TCPAH 2t
TCPEZEONA CIOIHE
[ RUX 4CHHA

°
20l E
ol |
Mealg

o = L

FLICH A

LICH

= LH
— =

ubp 2t
UDP 2E &= UDP Z2&EZ
2g tlEdolE 2=
Aleld 2+ 0l0I

MO 5k D Xt

ISP

J& 4-5= Ol 2!

Serial port configuration - 1: Port #1

Enable/Disable this port
Part title

Apply all ports settings
Host mode configuration

Host mode ¢

13 AHOI

| TCP.

SAE RE0l= TCP 25, UDP 25, 28

A SefL .
Ol&0ll CHolh S=&
AU 28 RFS
12l ZEZRH S0H2= OO0IEIt UCH

0l 2E0M=E Alcld

= XSH

LICH. TCPEE

mis
22451

A

--- Move to --- ~

TCP listening port (1024-65535, 0 for only ]700

1

outgoing connections) | e
User guthentication | | Dis

Telnet protocal ¢

abled v \
| Disabled v

Max. allowed connection (1-32) ¢ |32

Cyclic connection to remote hosts (sec, 0 10

disable) :

Inactivity disconnection timeout (sec, 0 : 10

unlimited) :

Socket 1D option @ {Dis

abled

l

Socket ID{for outgoing connections) ;

TCP Nagle algorithm : | Dis

[ Save to flash ][ Save & apply J[ Cancel J

Remote host ganfiguration
Port 1P filtering
Cryptography configuration
Filter application

Serial port parameters
Modem configuration

Port logaing

Port event handling

abled v |




424.1.TCP 2&

TCPEEE O & Oloiotdl fIcHM HesteEl &AEHMO0| S (State Transition Diagram)E AtE0t=
ZAIbF E&LUICH el o ol ol st AMEXtel OlhE )1 foHA Super Series2
L

cH
20| 2H=otH 2ot A SLICH

ao g
[S]

[E7I(Listen)]

"SEE AH TAE F OO HZ QA0 2IIE It US"s LIEFYLICL
TCPREZ HFLUS M CIZEE AIE 2ELICH

[E&!(Closed)]

"HZ0| Y= MEE SELICH AZE SAEQ Super Series2t? HIOIE M&0| 225 H,
A SAE L= Super Series = GOtUIE B HZoHM RAEQ 2 0l Bz BHRA
ELCL O & AHE NSO [ED|(Listen)| 252 XEELICH

[ 3-2+8(Sync-Received)]

A SAE F oIt HZE R

0%

£ 2ROH [EDI(Listen)] AEHUHAM [&3-E+S(Sync-
Received)]Z HtELICt. Super SeriesIt RES 20t=0|HH, [+~E(Established)] &EHZ
Bh& LICt.

[43-2H(Sync-Sent)]

Super SeriesJt & RIS JAA SAEN 2RYUOHE [EE(Closed)] &EHOMIA [&3-
B (Sync-Sent)]2 HHELICH 0l &EHs JZ SAEI HE QF

£ 2otsg MNX
S A& Ll
[#=& (Established)]
"HZ 0| =& &(open connection)"'S LIEIELICH. &2 SAE T = Super Series 2| otLtDt

2| 24

ChEg 2o HZ QFS YolS0|H HA0| &1 [+ E(Established)] &EHZ BHELICEH
[CIOl &l (Data)]

[+ 2!(Established)] AEHY O & SAES HOIHE 2 SAEZ MzE 2A0LICH TCP
N&E s&2 20 A Olaiaol fAGHA, OIZ2H AH OOoIH &&0l 0IR0HX= AEHE
[CIOIEi(Data)] 2t) F&ELICH & HMZ, [OOlE(Data))] @== RFC 793 [TCP: Transmission
Control Protocol]BilA &Z &= JAXME [+E(Established)] AEHS] L=R2ALICH. AHZQ
OIOIE &5 SAHOAME Ol AEiDF LBHEQILICH.

Super Seriese= &0 2t TCP ML 2cl0IHEZ S&HELICH. Super Series= Alelg ZE
= TCP EZEZSLH HOIHE dSol22 S22 HEZIHO0IE0 CHol 2er=ol 2=
ELICI. CIZE TCP AHE TCP A REQL =22 [ED|(Listen)] LICH.

1) Al AEf &0l
[E 7l (Listen)] --> [&l 3 -2 Z(Sync-Received)] --> [== &l (Established)] --> [0I 0| E{ (Data)]
--> [£ & (Closed)] --> [E7|(Listen)]
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Or
[E2I(Listen)] --> [&l I-E+Z(Sync-Sent)] --> [+~ & (Established)] --> [Hl| 0| & (Data)] --> [ & (Closed)]

--> [ J|(Listen)]

2| AHE [SDI(Listen)]LLICH Al2l¥ ZERESEH  S0i2=  COIEJ USB  TCP
SP0IHERN 22 SAEN HzZ2 50 TCPEEE S6iM  OIOIEHE ®BHLIC
SOIQACIE 012 QS AR AHZSE 2O8 TCPAHHIZA OIZS 228 = A2
HEZ =3 CHOIHES M&ELUCL 0/ ACZ, ALER= 84 Super Series)t SX 22
SAEN B0l €0 UCID JHEE & USUC

TCP connection request rejected
Or internal TCP time-out

In-coming TCP Close request

TCP conpection request accepted

Inactivity time-out

Incoming data via serial port

Established

I\

Incoming data
from remote host

Incoming TCP connection request

Incoming data via serial port

&8 4-6 TCPZES &EHMOIZ
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2) &

o Al2I€ OIOIe &5

Aelg &EXIJt Super Series? Al2lZ ZEE Sl COIHE =2¢ MOt OI0IE= Super
Series® Al2lg EE HHO &2 HALICL. HEHIF IS XPHLE L& AIZ2ESOF HI0IEH &S0l
LHULAI L2 Super Series= SS& &2 SAEN HBKELICH Ol O Hoi&l Al2sS
"2 EFY 0= (Inter-character timeout)"'Ol2t:) & LICH (X2 EF0I20 28t XAt 8de
429. A/2/1& HE LS EXOIAID| BIZLICH TCP AI&0l HASX %2 AE UM Super
Series)t 83H2z A3 SAEQ AHZO HH, Alelg ZE HHO dolHe Y SAE=Z

!

MEE AHYLICH DBX 20O HIH ool 2 GIOIEHE AN 2 LICH

=

A2 SAENA CIZK LFS BUHU LS A2 SO Al2IY ZEOAM GOIE M50l
UOILIXI o9 A 9Ol SHAME  AALCH ol 0 HHE ALS HES
EF2IOFR (Inactivity timeout)"0l2+ D BFLICH. Al2l2 ZE B0l HOIUE 2E OHIOIEE SO0l
SHE O AME LT

HIAME S0H2=s B= TCP ¢&2 RF0l HFRE JLYLICL

e TCP 2lAaY EE

OlxdE &= SAED TCPAIEE HAGHL O
TCP 2lAY ZEE HS ZEW Ul S0=e HE 2 HEE 21LICH Super Series=
10242 E 666350tK ZE HSE Hstotd ek 022 4dFHO0| T LIJl= ¢ Z(outgoing
connection)20| SIE&E LICH (TCP A 25)

o AEX 9IEF(User Authentication)

TCP 2E0lA Super Series = ZE AtEX &S XIASLICH 0l S&E0 &8 0 UL
ANEX= ZE Al AEX ID o HAKES JoH0oF ELICH (AAEX 2elol M= 6.6.
AtEAL 22/ (user Administration) £& 2 & ZXGHAIDl HHELICEH)

=
TCPZ2EOIAM, Super Series= &4 COM ZE H O

SH(RFC2217 538h2 XIYSID2 ABXe
XM =T(baud rate), HIOIE HIE 2|0 52 MOl SEI 22 Al2i2 W) BHAS ASXEO
RFC221758 Yl 2210/0E T2 )MO2 HOE & USLICH (A2IY IR0 25 O 4

Nt 88 = 4.29. A/2/& ZE HHFE FEHXSHAII| HIELICE)
CHOH O S4&& RFC2217& & COM IZE 2ICHOIEEH2 SH MEBEZONH AMEXsE 2012 Aldl
ZE OHSciAHolE EZ)#HS AE0HH Super Series2 Al2lg ZE HI HE
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USLICH

O0lE <I5t0d, Tactical Software2 & Serial/IP2] SENA OEM H& Q! LLCI} Super Series? HEZ
H=ELICt. COM EE ZICI0IZE ArE0 2ol O AAS 25 B2H SerialllP2l 2AE
EIGHAID| HHELICH (O & ANEt B2 E R6tAIH £= 6. SerialllPZ Super Series A/&of7 B
ZAGHAIDl HHEFLICH

e olELH= o

Super Series=

[

9
=
=

to

Z2H Alclg ZEEZ9 U= &2 =0 32J00tX XA ELICH O
& & (remote host list conflguratlon)()ﬂ oo 010] A SAE HEO
= (d8He

ol & QU= HZO ZUs 322 HFot, AH SAE 2IAEWAM
| et Super SeriesOlAl & SAEZ 3J12 HZ0| ULIH, AR SAEZRH Al

1

C
o
N
fol
I>
Im
[af

A

$0
wl
2
K%
Y
J

ts

Hr

HZBO XUt — 00l g2 A SAEQ #)i 2

Mo M b
righ
oﬁ

[wl
=
i

In
=}
>

02
]
&l
2 I

=
=}

>

W e nx
Hl
Im
2
ikl
I
o
1>
0
rr
5%
Y
1o
[
a2
LS

10

’ N
2
1l
w
N
|
)
o
utn
Yy
e
C
)
{0
BN
fol
[>
Im
[al]
>
m

0
2
]
ron
Q
-
=
o
02
HT
i
HT
[0
e
N
(6)]
o
Jy
|'0|I
[
Im
o
Oy
123
024
njo
oz
[
Q'E
>
|
[=s
i
C
Q

e
S

Cyclic Connection) Jls t2oteE HECUCHH Super Seriess= oY Aleld
2= AXNZ22H S0H2= Al2l€ OOoIEIt gt FO& 21222 AIEX HO
SAEN HE6tA D Mg 2ALICH 23 SAEN AelE 2XE 2¢ HO0IEIF JACHH

£ Super Series?| Al2lg ZEE SollAd Al2lg EXE d&E = UASLICH 2=
Xt= Super Series)t 22 SAEN (& WOICH &2 SAEJ Aldlg 988 BUHE
FIHCZ Alelg EFXNE ZAE = USLICH Al2lg EXIOt dlol plESiel
SUHX %22 HHE =¥z I S #38g ERI US M 0 S&0I

CE

=
4-62 TC COHA NE S& AEHd

o
Im
2
i)
N
ﬂ /\

=

e
[0 00 wy
=}
4>
it
i

HU
=
@ g

]

=
o
g =
=
(=]

10

gLt 7g

-

SAEE HZE Super Series Jb 0™
= QUSLICH 0] =20 A3 ID(Socket
A SAEN g EAR0H NEE 2HES
B &&E6tD Data 8E01 AEEN SUC AFBXE Al2lg Bis = 0 494 Xl &ot=
FAEE 23 D2 NEE = JUSLICLOI SEES root AFEXRH B1A0| JtsELICL) TCP

Z2E0A &3 ID = TCP SHZ0| 0|F0HE M etHEt g FLICH

e TCP Nagle &112|&

TCP Z2&EZ20l= Nagle 21c2l& Olets ZA0l 28 ZH0H JASULCH O 2Neis2 S ERE
E2 2 A2 HA2 dES 2ot o DU H st A FotE LA ot
=EELICL deth 0 ¢2ls 20 o™ B0ls dsSHIt 0IEJl = &LICH Nagle
2el&d TCP 2 K& ACK SE 240l A MSHXZ 28 2ME LHAIIIINE



gtLICH Nagle €112|S2 0] optionS 0|E0t0 2d L= HIZd3 A2 = UAsLICH

e HIES ELOtZ(Inactivity Timeout)

HIEZS EF20t=(Inactivity Timeout) JIs2 AE5IEE SIS W, HIES EHLUR
EEAAHNAM HoHA 2t SO ol d&0l YHLA &22®H 2 SAESQ Super SeriesAt0l2
e UHso2 BOELICH

4242.UDP 2&

UDPRE S
Series?t SAI &
20 Al2Xs

ro
c

DPZE0 JIEts &1 A0 & o =

= Al= Ae HeotH TCPEESR HIx=&LIC. UDP= HI®Z Z2&20(7|
=

_I_

A gZs 488 220t glsUth

-

AlS

(i

1) S&
A SAEJ UDP OIOIEH1®E Super Series® UDP &Z ZE ZF2o| ofLiol 2 HA
Super Series= 0| OO0l 23 SAE SHIALdFHNA 3= E

L&

SAE ZF9 SlUUAM &
= A SAE SHALHUAM RHE SAE F9 StLietH
Super Series= Alclg ZEE SoiM COIEHE HMSELICH X %CH Super Seriese=
S02= UDP HOIEHO#ES HIJIELICH deflh Ar2Xt= 2lAEN Sl ¥3F SAEZRH 2
UDP datagram= E&J|(Accept UDP datagram from unlisted remote host)' OB +=Z '0li(Yes)'&
HEOI0 A SAE BZAHFTN 4220 RE S0H2= UDP HIOIE &S Super SeriesJt
BHEE O = USLICH A2Ig ZEZREH =0H2e OOIEI JUA2H, Super Series= 0l
HIOIEHE && SAE SZL4F0N HoE AR SAEZ MESELICHL A ZEI AUX

2 CtH Super Series= OI0IEE & S&6HA 2= 24 LICH

—_

?L

ROIX EOISLICH oflY &3 SAED
=
=

2) OHOHEH ==
e UDP =4l XLE
TCP clAaY IXEQ Z2 JNELYLICH XHAISH AIE2 4.24.1. TCP ZL£ol [MHEH=~E

ICH KHAIEH AMEE2 4.2.41. TCP ZE° IHEH-E HFIoHEAL.

o SE( Sl= ¥R SAEZRH UDP HOIEHIOE &)

CIAEN Sl AR SAEZRH 2 UDP datagram2 2tJ[(Accept UDP datagram from unlisted
remote host)' J|S0| '0tLI(No)'Z2 &L M, Super Series= & SAE SFEFUHM R4E
FASAEZREH S0H2E= UDP OI0OIHOgES 2= ANYLICH Btz '2lAEN Sl &3

SAEZRH 2 UDP datagram2 £J[(Accept UDP datagram from unlisted remote host)' J1 S0l
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righ
oY
x
0
2
07
]
£Q
(=]
o
fn
uin
=]
0]
rr
C
@)
o

'Ol(Yes)E2 &&EIH, Super Seriess= 3 SAE

ol Ogs 2= XYLICh

o =50 8l= 2 33 SAER d&GHII

'SEN Sle 22 A SAEZ ME06HI|(Send to recent unlisted remote host)' J1s0| '0ll(Yes)'&
L™, Super Series= Z20 Super SeriesOl &=st AR SAEZ HOIHE &SELICHL
S50 ele 22 A SAEES Super Series? Y Al2lE ZEN HHE2 ;XS FHF SAE
SALENAN FHEERN L2 A SAESE YELICL. =& Super Series= 3A&A SAE
BIALEUM FHEE SAEWNZ OOIHE &8 = JUsSULL S50 A= z2 23
SAEZ MBE6HII|(Send to recent unlisted remote host)' J/sS0| 'OtLI2(No)yE &A&EH Super
Seriese= A& SAE SHZLE0 2HEE SAENC OOIHE ZHLICH Super Series= HIES

Et2 OF=(Inactivity Timeout) St S50 8l 222 &3 SAEE |KRAULL

e HIES EIYOIZ

UDP 20N, S50 8le 222 &3 SAESE |RAoH)| <ol HIZS BHA0=ZS AMEELICH
Hgs EtYot2 st S50 = A3 SAESQ Super Series® Alelg ZE AOI0I GIOIH

HE0l AT, Super Series= Al2lg ZEZRH SE0 Sl =29 AE SAEZ A
HOIHE EWX 22 ALLICH =, UDP 2ZE0IAM HI2s Et0t=0l2t Super Series)t S0
gle 229 A SAEZE KRXol)l Kol 22lots AIZELLICH UDP 2E0A AFEXDF HIZS
EtL0tRS 022 HHotH, Super Series= Al2lg ZEZRH S50 gl 38 sA2E2 4

= 5
CIOIEHE 2WXl &= A SLICH

1]

0e
4

e A3 D
AEE HZE Super Series Jb 0™

. 0l 220 43! ID(Socket

AE0 BN ZEcls 32 23
=
=

A3

XN E BNES Sote 22otdk & 22IE U
(o2} PSS
=

ID)Nl S3& 2AES X HotH Super Series)t 2 SAEN EXE FR0 XN SXES
MM MES6t0 Data ME01 AIEZAH ELICH AFXe A2l s E= zI0H 494 Xl &dt=

sA4gs 23 D2 NEE = USULOLOI SEE root AFZA2H BHZ0| JtsgLICH) UDP

SEUHAM A3 1D = 2 A0 =t FLICH

28 H=2diold 2Z0A, Alelg ZE Z2AAE OHXl Al2lE€ X0 2= 280 XHE
SHEULL AlclEd ZE ZZMA= OHX Z280lA ol ZXE, AT 28 g8 210 S0l
et SESLO T8 28 4SS HEotd XMelgLth 28 olsdold 2= Osh €2
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o 0|0 AFEXIS Al2Ig ZEXI0 222 RE0| AS =R,
MEI M2l EXI0 HMd HZE 20| 0101 JUCHH, 0lE ©&Eol 0lHY! HZE Super
SeriesZ WHE == USLICHE AFEXAIF ofior & 22 ATA/ATDT o iH-2 dHSHS
Hal IP=A(EeE S0 H)E AZEdt= A LICH
o =2 A SAEZ ALY HOIHE BY ZERIt US =2
Alelg EXUHM =2 SAEZ HOIHE 2UO0F SCH ZE HEd0old 2EI E2ELICH
E =0 Al2lg X2 H 8l dolH=E ® M O0lH &= MHZ, & 8M Oo0lHsE F
HIM AHEZE B = USLICH AFEX EXIJF GHOF & 22 XA ATD(T) XXX HES 2
MOtCH IP =4(EE T2 ¥)2 vtif= AL
Super Series? ZE Zd0lE ZEEE AMEGSIH, AMEBXA= Al2lE COHIOIAZE 0olH4Y
UERAW HH HZE = UACH, Ol dMIH RES MSSte NECH HSELULCL H 4-2=
Super SeriestlM XI&ote RLE AT ¥3O ZEALIC J& 4-70Ad= oldY UWE<KIAON
HZ3tI| o ATDA HH =S MEIZS M Al2lg ZLE HH S22 MEHO HE S0SLICH
#H 4-2 Super Series WA I EHE AT ZZ0/
44 e s& SE°
(verbose code)

+++ dd 94" 22 =57 =

TCP 2SZ TCP 22l0|0E RS2 SHFs 5, YA

24 S A Sy =13
ATD(T) ~ AN SAER F&S ATSLUICH U
[R2A 1P = CHE c=o=,
Y[ A EE][CRI[LF] 0ll) atdt192.168.1.9:1002 g&NNEST_[SFg[LF]
ce 0l) atdt1921680010091002 ,\TOE(;)L'\RERﬂ;* CRILE
ATD(T) IP =4 192.168.1.9, ZE 10022 M Z&LIC} = olelor u[wl[m]
22 ez Ze]| (@Erss AKX H8) ERROR [CR][fFTO =
[CRI[LF] 0ll) atdtss.sena.com:1002

COQl =A ss.sena.com 2 ZE 10022 HAEHLICH
AT = ATZ [CR][LF] TCP A2 Al2l2 ZEZ XJ|5H8HLICH
ATA/ [CR][LF] OlX2 ZES Br=sLC
ATA TCP 2= TCP A 2EZ AXE 5, TCP AHIZ
(22 Ze vz [EDI(Listen)]2 & & &tLICH S3B5H¢,
CRILF == .9y pEa, 22 ZE U5 GAEX 2o, | oK [CR]LF]

el TCP MI& DHOHEi=, 22 ZEJF AFZELICH

ATHBHE,

E,E0: 0|2 &XZ SHMELICH ERROR [CRI[LF]
ATEn [CRIILF] EL 0122 2L
ATON [CRI[LF] 0, 00: HIOIE 2E2 FEELICH.

Q,Q0: SES HAIELICHL (CIZE
ATQn [CR]ILF] 0l: 292 TAISK ¥alch
O (R RSIp MY, X @O WU 1210 UM sigsls 2900 LELICL o2 252 S5 2o,
Seor0] EWELICH
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ATVn [CR][LF]

V,V0: & =<numeric code> [CR][LF]
V1 (CIZE): 8Y = <verbose code> [CR][LF]

AT&Dn [CR][LF]

D, DO: DTR(PC) A& Z SAIELICH
D2(CIZE): TCP M& HAZZ2 oHAMELICH

AT&Fn [CR][LF]

NMNX™2
=2 o

F, FO,Fl: CIZE 28

%4
BA =2

SeLCh

AT&Kn [CR][LF]

K,KO: &8 HMOJF 8isLICh
K3: RTS/ICTS 58 MO (CIEE)
K4: Xon/Xoff (K& & )

AT&Sn [CR][LF]

S, S0: DSR(PC)= 1 RIL
S1: DSR(PC)Jt TCP ¢4Z

=5LICH

S0 SLICH

H, HO: & TCP HZ= oM ELICH

ATHn [CRI[LF] 2 CGIOIEIJF AL LICH OK [CR][LF]
H1: 270 TCP ®ZS SX & LT
I, 10: “Sena Technologies, Inc.”E HEAI&LIC.
ATIn [CRI[LF] 13: 29 HSE HAIELICH <=
(12 2o .“oK’E BAELULC
HIZE EIOIHE n2o2 AFsLC
ATTn [CR][LF] \T\TO: BIZE EIOIHE ARSI 2aUC (CIEE) OK [CRI[LF]
ATBnN, ATCn, ATLn, ATMn,
ATNn, ATP, ATT, ATYn,
0, 0,
AT%Cn, AT%En, AT&Bn, os OK [CRI[LF]

AT&Gn, AT&In, AT&Qn,
AT&V, ATMn, AT\An,
AT\Bn, AT\Nn, ATXn

ATS?, ATSn=x, AT&Cn,
AT&Wn, AT&ZNn=X

Qe
alo

ERROR [CR][LF]

ATFn [CR][LF]

3
alo

nol 1019
OK [CR][LF]
OE Z=ctd,

ERROR [CR][LF]

ATWn

Qe
alo

nol 00l2te

OK [CR][LF]
CE 3=
ERROR [CRI[LF]

HA3AT 50/ 88 7=
HEA BE(Verbose Code) =X 2E(Numeric Code) &9
(“ATV1” 930| AdeE 5) ("ATVO” HHEHO| adl= 5)
OK 0 YHO| A
CONNECT 1 o4 Sldl HZ2E
RING 2 2 ASIF 22X E
NO CARRIER 3 oo MelH AMSE AS
ERROR 4 MEolk 22 oYy
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HelloDevice < ATZ Serial A
SS100 ATZ > Device
OK > Command mode
TCP connection
JQequest _ATDT
ATDT .
TCP connection g
Established.
| CONNECT \ 4
4 A
ATA.... <DATA.... TCP mode
DATA.... > DATA.... -
At
Request TCP D
_,_disconnection f‘TH
< ATH q
T_CP . Command mode
disconnection
p| OK >
NO CARRIER
v
JE 471 Z& WS048 TES FSIL0EH S59 NFZo of
425 A SAE SHLH
2Z SAE FZF LT (Remote Host Configuration)Ol &t Super Series® Al2lg ZE
HE0| U2 M Super Series?| A2lg ZEZLRH HOIHE =408 SAES 52
TCP S 0lM, Super SeriesIt 1xX A FTAEN &TH[oHK RE WE CHH
ZEZ2H OOIHE 4T 2X A2 SAEE HI3g & JASUCH dHU
SAEZ HZAO| OIRHECHH, Super Series= 1xF A SAEZQ HAQ| AME
A SAEZ HOIHE WA ESLICH D20 1Xt 3 SAEZ 488 = Us
1602 MIstEl O USLICH
UDP ZE0M= Super Series)t 1X 3 SAEQ AMEHE HAME 2O
1IX | SAEQ DS o~ USLICH OetA 2XF 2 SAE= 20|10t 8isLUIC
J& 4-82 & AtEX AHHIOIANA & SAE S#HHFE 20HSLICH (TCP 25)
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Serial port configuration - 1 : Port Title #1

Enable/Disable this port
Port title

Spply all ports settings
Host mode configuration
Remote host configuration

r 1

r 2

Action on remote host
Primary host address
Primary host port
Secondary host address ;

Secondary host port

Save to flash I

Check Host # Primary remote host 1P
192.168.14.1
192.168.14.2

Save & apply | Canc:ell

Port # Secondary remote host IR Port #
6001 192.168.13.1 S001
6002 192.168.13.2 o002

# add  C Edit  © Remove

Port IP filkering
Cryptography configuration
Filter application

Serial port parameters
Moderm configuration

Port logaing

Port event handling

78 48 2F SAE

Hﬂll

=

0

4.2.6. Port IP Filtering &3

Super Series Al2l2 EZEQ

H=2 3856t 3 SAE= IP =4 filtering A& W J|I=3tH X

2 subnet maskE M35t £& SAEDL Super

XMa 2 USLICH AMX=
Series Al2lg ZEH X

AL,

Serial port configuration - 1 ; Port title #1

EnablefDisable this port
Port title

Apply all ports settings
Host mode configuration
Remote host configuration
Port IP filtering

Allowed host IP ¢

Subnet mask to be applied

Save to flash

Save & apply | Caru:ell

SLICH XtMIE LHE2 AE 35 IP ZEHES X6t

[0000
[0000

Cryptography configuration
Filter application

Serial port parameters
Modemn configuration

Port logaging

Port event handling

_7&/ 4-9 Port IP filtering for serial ports
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427 . 253 74

Super Series= Z8 W2d0/8& RE(UDP ZE OIEH)E E&st TCP =AML &
N&ES X2 &LICt

St

fol

4.2.7.1. Secure Sockets Layer(SSL) & Transport Layer Security(TLS) &&3 I8

By setting the cryptography method as one of SSLv2, SSLv3, SSLv3 rollback to v2 or TLSv1, the
Super SeriesIt 25 3tE MAEANA SSL/TLS 253t JI8HES XNActs UE EFXI=w SHEg =
USLICH

SSLE Netscapelll 2lofiA ZSUH0IHE} MBZ2H0l AtE5H)] fIHM JHEE}SLICH SSL
doldie 2 28 Z2ESE0 &R0 JALD HTTP &2 HE2HOE Z=2E20HM s 2
= USLICH ssLe ordy, itE 5%, dell O & Z2E229 HElsS

USLICE ssL2 UWERAIN Z2HMAM Si&lct= HSclAH0l&u HIOIH 2= MB&LICH SsL2
ScAolE ZZ2EZS TCP/IP AFOIO A= &5 dold 2 Z2ESLICH

TLSS SSL2 ZUOIEE HAEYLICH 0l Z2&E22 Internet Engineering Task Force (IETF)2
ALU oA JHEE Internet RFCLHOIM XIEELICH TLS2 SSLO| &IstE HEHOILD 22H0IHE
= MAH & & oLt M22 ZZ2EZE NJotk 2= JR, SSLE Uit EH-EES
KNZELICH Metd TLSZ Oldcte A2 AUE22 gl @22 YLt

:l:

SSL/TLS HIES AlXGIHAZH AHH2A 22H0IHE AOIN SSL sHEH0IFet =2cl= OIAIK

naol ZLELICH SSLTLS Z2E22 &% Il(public-key)2t THE 3l (symmetric key) &S 35}2
LS AIZELICE & Jl(symmetric key) 2S5 3t= 35 Il(public-key) 2532t HIWaHA 2N
BHSLICH StXIgt B 31 2F3IF 2E YE HilMds s ZSUOL SHEH= MBIt
=25 JIE AMNEBoHM KHaIE2 ZH0IHENAM CISdtD MBIt Zct0IHED &M OS MEUA
ArE2E e 253 25 ols el 2ol EX Sol ASE UE JIE M4Hdctls H2 oS

SLICH &g HEHOITS &M AEES S 201 %48 > UASLIT
1. 220IHEIL MBIl 22t0IHEQ| SSL/TLS HE # S, ALOIH(cipher) 88, 2522 A
A& O0IH, delll MBiJF SSLITLSE AtEdt= 220I0ER S4lot= ol 228 T

2. KBIJF 22H0IMEN MBS SSLTLS HI® 15, AOIT(cipher) &%, 292 M=
CIOIE, D210 Z2H0IMEJ}F SSUUTLSS SaiA MBS SAlsHs ool Zest 02 2
= QULICL MBI E3 RHAIQ OISAE 2D 12 Z2H0I9ED 2210I9E QIS0

Qe MK UHJS QEECE SCH0IHES UISHE RFEELICL
Sc0IHE= ABHE eISot)| folA MBI 2 22 H2E 0ISELILH olE MBIt

w
nu e

i
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10.

eIsE =+ SO ALEX0A S2HES doliF=1 E3stE0 2l
= g

NE LELICH MHIt E3FE2

ZA0IHEE= SEMMMA HEHOIDUHA HHE 2E HIOIHE AZHAM HY MEES <IoH
M premaster secret=2 Bt=1 0lX= MBS 2= (A 20l EUHE A2 IS A

N ZUHENE AN LSSt 0] 2&S3HE premaster secret2

Ol AF2E AHOITH(chipher)Oil [H2tAl Z2HOIIEQF AHIJ} EHis

= 2 0l "BR&E" 0tAH A2 M4 =20l Oet etE Ut

NHEZ ZEHLICH Ol [
= UASUICH SSL/TLS

Jb O HEAOIZME AN SAUO0IHEX A X0 LAl GIOIHE ALIELICH Ol
ol

AHIL 22I0I¢E 0158 QFots ER, Y Mble Z2HEE =6t AZ&L
Ct. olE S2H0IHED 2ISE £+ U2H 1 NE2 S=2ELICH 220I9EI 43822
oIELH NHe Ktalel AtA IJl(private key)E ALEHA premaster secretE oiisot) &
glo] HHH(SeH0IHE L&t 22 premaster secretOll A AIZGHA Aot=)SS AEHGHA
OtAES A2 3 (master secret)2 A4 & LICEH

Sc0IHE} M= Ol OtAH A2 S AISoHAM SSLTLS M& Sotol watEl FES
AsaeS discte ol AHEZ= HE J1e! M& Jl(session key)E MAELICH Lot
SC0IHER} A= O OtAE AI2HS AMEGHA SSLITLS HAZZ2 Soil S48 Al2t
S0l HZE OOoIES fZ4&(integrity)S 2 S&LICH

220 EE S2H0IHEZRHL HAIKle 222 0l A& II1E MEAM 53 & A
Oletn A== HAIXNE MHZ 2YLICH £t Z2t0I¢HE= sHEH0I32 220 E
P2 S=2HUL=E AE LedF= SE€HE 235 HWAINE SYLILHL

Mile MHZLH2 HAIX=s 222 0l M&E JIE AMSoHA 233 2 2d0letn Lefx
E HAIXISE MHZ BYLICH T8t AHE siSH0132 AH 222 SdAle AHS
dFe SEE 25 HAXE EYLICHL

SSL/TLS sHE=H0120F 225 A1 OIM SSLTLS M&E0l AMEEASLICE Zet0IHER:

NB= 0l M&E J1E ALEdiM MZ2H0l =418 OIOIEE &s3stotl) &S ofl=otH Ol

GIOIE Sl SESS ASBUL
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Client Server

Client Hello
hr..
Server Hello
Certificate
ServerKeyExchange
Plain CertificateRequest
L Text P ServerHelloDone
Certificate
ClientkeyExchange
CertificateVerify
ChangeCiperSpec ChangeCiperSpec
Handshake
h 4
Finished
i Cipher |
icati < » Application Data
Text Application Data > > pp
............................ iy

& 4-10 28/ 0/ SSLITLS HEH0/=Z EZAA

Super Series= TCP 2% &EI0l et SSL/TLS M E£= ZCH0IHEZMN &8 = USLICH
SSL/TLSIISl TCP HZ0| 22 SAEWA HM AMEECIH, Super Seriess= SSL sH=4013
SO0l SSL/TLS MHEM &SELICH Bt E, SSL/TLSI2] TCP HZ 0| Super Series2| Al2lg
ZEMAM OIAd SH AE=CH Super Series= SSL SiE#0l2 S0l  SSL/TLS
SCl0IHEZMN ESEHLIC
AMZXIL SSLITLS &5 I
UASLICH.

AN

jo

AMEE [, MEd=E O3 22 WMHE=s

jo

24

1]

A
e

uin

pA-4d

e AIOITH #E(Cipher suites) E43H/HIEH3
Cipher suites= SSL/TLS 9o& B2otll At8%Z = HIO& (asymmetric), & (symmetric) 12l
ol (hash) Z1el&2 X&Eots OOl AI2&es AHAMALICH HIHE Lnelsde MH E=
Sct0IHE(SE)2 M OtOIElElEl(identity)2] 231 HIY 3| HEE oHEGHH Watst= ol
AMEELICH HE g1DelE&E SSLTLS HZS Solld &d&E E2 OOoIHE 253 o= dlol
ArZELICH di4l gnelse d&E oIt 88 &
ot HIE goelsu AEE J12 201 XNEEA
Sc0IHEI AHZ SSL/TLS HZE MOl AF2 Jtsdtl) ALE6ted St= cipher suitell SES
LIC}. MHE 0l 522 XA X&& = cipher suite?t HlWalA 0l S5 S0 AHIL AISE

= AL AtEste] ot X YW cipher suiteS HEELICH. 220U EQR AHH= OIM Ol cipher

=

=)
=

=}

I
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o

cipher suite2| &EHE2

FHA BAHD 2ot QLIRAIE et getEL
suiteS 0| Jt&E 20| AMASE T O

I £S5 HOolAM
Super Series= Ct2Et cipher suiteE XI&ot1) AMEXteE oH
S

o
HIZ24d3 822 M 2! ciphersuiteS Mg 4= UASLICH

clOIHE HE
Aot ZeroloE
ol

=

S =
= SA0IHEQ Sk
&

°
1T

(A )
-

-

tH

:‘k

El:

SE0 “ol"et) otH, Super Series= SSL SiE
E QIFELICL BtHE A EXDIL Z2to/oE Z
HEHOIA Z2AMA (SH 2)5 22H0IHE

1013 T2AHIA (A
Aol “orL R etn
OISNE Q75X

i

f==2
=

o Oy

o OIEA HOl B A(certificate chain depth) 2&
(0]

OIZA HOIS shE XMool QISATF S0l @= QSO 2ASHA AQIGIS A2, QISA SO
MOIQILICH Ol Q=M MO 2SS RHM(LE =S(peer) QASMOUAM AlZE & 9= CA

€
>
rr
O
’OI\H

CISANMA dElg = A= Hes 2E= AWl peer) QIS MOI ALIESZ M
OLOICIEIEIE S S&LICH 2t AFS XL § E WMIsH, = ASXY RE 23
ClIEERI0 Y CSAS AH20l QUCHH, 01HS AIEXIL AlolE S5 ¢l

UCt= A2 20IELICE. Super SeriesOlA AFHS
Series)t QIS A HMUA Al2Ig= CA QISA

o0
O
>

FIFI'
e

1]
plal
o
x
40 OM
o
oY
iz
_O'ﬂ
P}
50
n
i
%
I
Q
o
(_)'y
-
o

AZXIE O/SA CN &2 S8l “0I"E &=6tH, Super Series= did SAE 0|50l 2SA 2

ANE BZLUG ¢ 0 =0 LXK 22X Super Series= &3

=
SAERO oz QAES Z2ELICL BHHE ASXI 954 CN FZ SHO “OLIQ"S
HE45104, Super Series= MY SAE 0|20 AEAHO CN(ZE 0I2)D LXGH=XE HABIX
USLICH

4%
e

-

Super Series= SSL/TLSE M ZSE A2 CN(2EH 018)2 EHELICL
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Serial port configuration - 1 : Port title #1 -—- Move to ———j

Enahle/Disable this port
Port title
Lpoply all ports settings

Host mode configuration
Fermote host configuration
Port IP filtering
Cryptography configuration

Engryption method : S5Lv2 =]
Enable/Disable cipher suites .

¥ SS5L_CKE_RC4 128 WITH_MDS

¥ SS5L_CKE_RC4 128 ExPORT40_WITH_MDS

W S5L_cCk_RCZ_128_CBC_WITH_MDS

W s5L_cCK_RCZ_128_CBC_EXPORT40_WITH_MDS

W S5L_cK_IDEA_128 WITH_MDS

¥ S5L_CK_DES_&64 CBC_WITH_MDS

¥ SS5L_CK_DES_192 EDE_CBC_WITH_MDS

werify client (int server mode only) NO =

werify certificate chain depth |D

Check the certificate CH MO
Save to flash Save & apply Cancel |

Filter application
Serial port parameters
Modermn configuration
Fort logging

Port event handling

JE 411 538 24
4.2.7.2.3DES 2353 J|Y
A3t JI¥S 3DESE & FolH Super Series= 3DES(168 bits) 25 35tE ME&EWA CHE Super

Series& X| £ = HelloDevice Pro Series®t S48 £ USLICH
7& 4.12= 3DES MH3'9 HZ2E ZUWS EWF1D USLICH MWII0A 2 2=9 20l= s

ZSLICh
20| EN= (X <I1)
J&/ 4-12 3DES Z'S HE= HEH
[ Dlol

=
2001 8bits £AALICH 0l 20l= WE(EOIE 2 I§)el 20/= °0I8LICt. 3DES = 64
HIE 22 XIMH(cipher) 20215012 01JI0IA2l 20l= 8(64/8) =2 0120{ & LICH
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e 1= (Padding)
2 HZE =2 X H(ciphenQLICH THE 2t2 MY @~8)MIAS &M IS BIOIELICEH

Super Series?| 3DES ZN2lSHA

SS0AM F=gUt. deld 291 52 ASAN 24 Il €5 ASoilA ddELlt. 78 4-132
Jl R WHES 20F10 UsUC

Key Block(32-byte)

Key (24-byte) IV(8-byte)

& 4-13 7 R&

Il 25 UsSH 20 ZoELith
Key_Block = MD5(KEY_STRING) + MD5(MD5(KEY_STRING)+KEY_STRING)
= (16 bytes) + (16 bytes)
Key= Il E29 XS 24bytes
IV(Initial Vector) = 2| 52| OFXI2f Bytes

42.7.3.RC4 253 J|H

A5t JIEES RC4Z EHGHH Super Series= RC4 2S35tE MAM M Super Series& X 2 S4l
& £ USBLICH RC4 &S RE0A Super Series= MEX 4 I €2 AIEoHA 2E TCP
AEZYES 2536t GHSELICH RC4 JEES MESHH ol = IMEYS AMESHA £SLICH
RC4 DJI®0l 3DES JI¥H2CH =50t fhSLICH

4.2.8. 2€ OHZcI3Hol&

Super Series= AFEXIL A2l EZEN HBE Alelg X% AF SAEZH =2 OOIHE
&g = JAESE XNJEUCL EH oScold L2 0lds 82 MY

AZXO Rrdel Z2H ScAHolE ZZ2 8= AESCHH Super Seriestl 22506t EHEH
OHE2IAHOE A HEE AZ2oHA ZZ2Ho 0|8l 22 FHE = USLUICH ZH
OHEcIAHOoIE 2AE0 CHEE XAISH ALEE 9.4. AIEX

XY AIL.

X RS A O]

o
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Fo 22 W0 B 92YS UKL DL S2L0 e THE AEE 611 AET
E/‘%/ O'IECO//'J/ /H//;/o I'L/_CO/ZA//‘/_,C_)

Serial port configuration - 1 : Port Title #1 --- Move to ———ﬂ

EnahblefDisable this port
Port title
Apply all ports settings

Host mode configuration
Remote host configuration
Port IP filkering
Cryptography configuration
Filter application

Filcer application path : |fusr2/default_filter
Filter application arguments : |—pD
Save to flash Save & apply | Cancel |

Serial port parameters
Modermn configuration
Port logging

Port event handling

& 4-14 ZEH WEC/F0/H
4.29. ANl2lg ZE s
2 ZEN Al EXE HZSHHAH HY Super Series? Al2lg &It HZE Aleld
SX2tel OHOHEH =Dt LXIoHOF BHLICH Alelg S4&0 ZRs HHH=s= UART &4l Aleld
Hd&xS(baud rate), OIOIEl BIE, T2lEl, A28 HIE, S4&4 MO DTR/DSR 24 12l

2 X2k (inter-character) EF 0t S LICH

e UART type

X Super Series®t Y AlclE HEXI= A2l S4& A0 LxIoioF &LICH 0 S A=
RS232, RS422, RS485(echo) 2 & L= RS485(non-echo) 2= S0| USLICH Al2lg S& &4

£ BHZo)| M= Type HiRUHA SEE HAF&LICH

Super Series= echo 252 non-echo 252 & JtAl E4l2 RS485 S&lES XNJELICH O &

2= 2F 28i8 (two-wire) 25 2LICH RS485 echo 25 A2l ZEWHM =&E 2= M O0IH

= non-echo2 0N EtSole S&E0| 8IH IS g Al2lg &

SAol B AL BHESOl CHSH KtMISH AtEte &1, o9 MEg ZXotAAl
Alclg d&E55(Baud rate)

Super SeriesOl A AIEE 4= U= Al2IY dSECE= USH 2&LICKE

75, 150, 200, 300, 600, 1200, 2400, 4800, 9600, 19200, 38400, 57600, 115200 —12|1]l 230400

=) d3E J|E3t& 9600 LICtH



e [OIH H|IE(Data bits)
HIOIH HIEE= 7bits £= 8bits2 LICH. =J| &&& JlE3tE 8 bits& LICtH

Serial port configuration - 1 : Port #1 --- Move to ———j

EnaklefDisable this port
Port title
&poply all ports settings

Host mode configuration
Eemote host configuration
Fort IP filkering
Cryptography configuration
Filter application

Serial port parameters

Type : [Rz232 |
Baud rate : 9E00 -

Data hits : |E| hits vl
Parity : INDHE 'I

Stop hits . 1 hit -
Flow control Im
DTR behavior [Always High =]
DSR behaviar ; [Mone |
Inter character time-out (0-10000 msec) |1 oo
Save to flash | Save & apply | Cancel |

Modern configuration
Fort logging
Port event handling

&/ 4-15 UART &

e IH2|El(Parity)

IH2lEl= none,even L= oddLICH =D &S D

rt
&
10
>
(@]
>
@D
©
[
o

o AF HIE(Stop bits)

AS HIEE 1bit £= 2bitYLICH =D £8E JI2 &

o
=
=)
i
c
a

e SE WO (Flow control)

]

Jl d4&8& Il 22 None2 L|Ct Super Series= XON/XOFFE AtE
2t RTS/ICTSE AMEGt= GtERN &8 HOE K2 LICH

L2TEQNH S8 M &Aa2 5 XHXON/XOFF(0x11/0x13))E & MY HAZE HXIS2H0 &
SoilAl OI0IE S4 S&2 MOELICH ofEANH S8 Mo ZAMME & W HZE EXS
AOIOIA S E =1 ZHS2ZM HI0IEH sS4 S8 MOELICH

£9. RS232 2L o0 S8 MO B4S XREILICL RSA22 ZE=9f RSA8S 2= 0/l ZF9
ATZEZ0 L= IER0 S& Mole &t ZSLICH

}

[e]]
rr
B>
[El
Im
0
(=]
Ot
>
>
=

Mo

AL
T

o
|
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e DTR/DSR &%

DTR/DSR Z2] E&= Al2Ig€ ELE MSE AIZoHA TCP HZ HHE MOSHAL 2 s X
HE 0=cl0lE otz Glol ASLICE DTR2 MI| M ZE(write-only) £ &S Q1 BHEHN| DSR=E &

Jl & &(read-only) & ASALICH

DTR £ S&2 U3 M el g4 S ot A2 483 &= USLULICH always high(&4f
=5), always low(&'4f &5) &= high when open(&€& 4 =5). DTR S 0| high when open <2
Z 8488 Z<,DTR ¥ 74 &H= TCP H&0| &&

DSR &8 s&2 U8 & M s& = otz 832 = USLICH None(XS “£& allow TCP
connection only by high(ZZ 0/ TCP 272 &/&). DSR 23 =20l allow TCP connection only
by high 2 &0 ©/® DSR &SIt L2AEHMAN =2 &EHZ2 HatE W, TCPIt AZELICH &
St DSR AlSIt =2 AHMY, A SAEZLHS TCP HZ2 & &dot] UDPE OIOIEHE
ESLICH DSR AISIE =2 MEHUIM Y2 &MEiZ HIE i, RE TCP AZ0l ZOHELICH
Super SeriesOll HZ2E &HHl= K4S DTR &S E MOUHE 22 M, Super Pro Series® TCP H&S
Hoig = AsLICH

o, 24 olEd0ld 2E0AME DSR 238 & S AFgo Az
BHGIH A2 SAEN s 2201 ZAHXIA FLICH

#9/. DTRIDSR && U&= 280/ 283 L0190 YdHAHE Z0/0 ZSL/ICL

£

Ol DSR &EHDF low 2

e 22X 2H(Inter-character ) EI0IR
Ol DHOHE 4= Super Series)t W2 HHONA &X Al2lY CIOIEHE 2200 A% = 2+
QLICH oY A2l ZEE SoHA OOIEHI S0 Y= B, Super Series= HOIHE UWF
HIHH HEELICH Y W2 HIHOF XSG AN UL 2X2E Al2E 2301 2424 EL0F2
(Inter-character timeout)2 =2 X &EE Al2t LU ==Z 8 A0 B Super SeriesIt HIHH SHU=
HOIEHE TCPIPE Sl MSELICH. EAt2t Bt Ot=(inter-character timeout)0| ‘022 & & &
o U2 HIHO MEE OO0IEH=E HIst XIS 810l SAl 8&ELICH
ZH 22 Botz=2 AHEXL OHSclAoIE0 et EetdLICH ot X Ast XNEE 240l
ENAMe 24Xt otLt 2tALCHE HO0F ELICH IS S% Alelg EZEDJF 1200 bps, 8 GI0IE HIE
1 A8 HE ¥ MH2IEl iS(noparity)22 EFCUCID IJI&E6H BEHAIL. 0l R0 otLiel 2XF
£ M&ot=dol 28 MA bitel = 10bit0l 2 otLtel E2XNHE MESt= ol 2Rst Al2t2
10 (bits) / 1200 (bits/s) * 1000 (ms/s) = 8.3 ms 2 L|C}.
Metd AtEXte 22 Bt S 8.3 ms2CH IAH HFaH0F &LICH X2k Bt
| X (ms) Y LICH
MEXIIF 2t SeriesE otLC] Male2 ZBlHeil SCH Super SeriesOf H2Z2E Al2lg &X
SAb ALO1S] 2X2t EFZ 00l XIS AIZEC H2 XS dSoi0F ot OIoIe2 & 20
Super Serieslf® I ZAJI20CH HO{LH 20t0F & LICH Super Series@ AlclE S& HIHS 3
= 256 bytes& L|L}.

e

—_

S
{0
10
il
0
i

b
r rl_r

4

J
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4.2.10. 2 M

Super Series= Alél
HZotd & Mol=s

& 2
Super Series= SAE 2EJI TCP Z£2 43 U2 B

o e
Hel
Im
HU
10

A
~
0]
ox
e
Y
fujo
P
o
o
-
)
=
0l
>
A
>
o
ne
Hel
Im
=S
0]
0x
o

Ol Hi=E &4d3tst 22, AFEXE Super Series® Al2lg ZEN 2ES AE HAS £+ USL
Ct. Ol DHOHEH =D EH3tE B0 = Super SeriesoiE ZEI 28 EEZ2 0 AAEECHD 2§
LICt.

e ZE init-string

MEXH= Modem init-string OHJHE=0A 28 Al = S(initialization string)2 AHAIC] 2EN S
N d3% £ USLICH Enable/Disable modem OHIHBI~E & A (Enabled)Z EFECZM Al2lL
ZED} P8 2 HdHEJAS Mol= Super Series= DTR T &M AS0| EXEAHLE A2l
HE 40 2eE OHHH=IF HA & WOICH 28 A& AEYZ Y Alelg ZEZ =28

DCD &%
DCD &&0| of0/ & MojEF TCP &2 &/&(Allow TCP connection only by HIGH)2g2 && & H,
Super Series= Alel2 ZEQS| DCD &EiDL ot0l(high)2 [MHOIRH A SAEZREHS HAS o
ZELICH 0l JIse MEXIL Al2IE ZEE [H0]gel 2 P2 =(dial-in modem mode)&Z 2+ AFE 6t
A g Mol |88 JIsLLICL 0 <0 010 HZ& 20l ACHH Super Series= TCPE &
22 o &6tAl 2SLICH
o XIS oMl 28 HZ
A& oW 25 2Z0| Enable2 XM, MO E StLE 0l&2] TCP HZ0l €d UL BE
TCP H&0| &2 MUl Super Series= 2 H2Z=2 &&LICH 0l S&0| DisableZ2 &8 & &
U= 2 TCP HZ0| &It} otHet: 28 AZ2 Z5IAl LSLICH 0 S HFt= &
26210] REE = GtLIS 20l AZS 2o AN dMatd HAZE ZSllie A2 AN AL.
0l S8E ZE TCP HZ S0l €8S M Super SeriesKHHMOM 2 AZS Z22Ict= OOl AIS
2 = UAsLIT

AMEXIE CHOIE OF=Z(dial-out) JISS AME
gLIC ColEg Ot Eg8= 280 8N 2

JI e LICH

i
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al po 0 g atio PO > ---Moveto --- =

Enable/Disable this port
Port: title

Apply all ports settings
Host made configuration
Remote host configuration
Port IP filtering
Cryptography configuration
Filter application

Seral port parameters
Modem configuration

Enable/Disable maodem ; ]Disable vl

Madem init-string : [ale0s0=2
DCD behavior ]r"l"i«l 2 |
Automatic release modem connection |
Save to flash Save & apply | Cancel I
Port logaing

Port event handling

78 416 28 7S
4.2.11. ZE ZZ(Port Logging)

IE 22 JIsE ME0IH Alelg ZEE Sold 22U OO0I8= MEMORY, ATA/IDE & [l

A3 IS, SYSLOG MH = NFS AMH S &= X S0l MEELICH

° E =22 #4d3l/H|g 43 (Enable/disable)

Ol D ~= ZE 222 435 F= HIE4H3E FogLICH I 32 [UIE4 sl(disabled)]
ILICH.

o IXE 22 NEF X

ZE 27 HoldHe Super Serieslti 2 0I22l, ATAIDE & ClA3 IIE(PCMCIA & U8),
NFS Mol & (X £= SYSLOG MHN MEE = JUSLLCL W2 HZ2lE ASHA ZE
27 HIOIEE M&sdte d=20= Super Series)t HE MOl 0l ZE 27 HOIHE AZELICH
Al2lg ZE 27 H0IHE 2EX6tdd™ & fIXIS ATAIDE 0& ClA3 3tE, SYSLOG AH
E= NFS AHHZ TN AIQ. Ol ot ALS X MMM oY HME F&GH0F &LICH O
ONRIDE HESHH AFEX AW AISXsE QHHIOANM ME RAXNE A4S 5= USLICH

e IE 27 HHQ 3D

0 DiHEi4+= 202 ZE 21 HOIEHS MBS HOSLICHL W K2
OIEI2 MEE Mols ZE HH &I 2JIJ} 3200 KbytesE €2 4 2L
o RE TE WSS 3712 0| 3200 Kbytes 015H0{0F2F BFLICL) £ HF 2t2 4 Kbytes
LICH.

£ MEWHAH 22 O
LC

(DI- /\|E|O-| _LLE
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ATA/IDE 1&E A3 JIEE MEdAM 21 HOIHE MEE M ZE BHIHS =M = oiE
Jt=o S0l Wt &t Lt

NFS AHHE AZoilA 21 CO0IEHE MEE Mol=s ZE IS 20 )= ME=X ESLICh
AZXIE e ZE 22 AMABN X=0A NFS ABHE Holi0F &LICH

SYSLOG AHE MEMHA 271 CIOIHE MEE Mol= AFZ2AIH ZE 271 BHIHe IJIE 4

s &= sl

0

Serial port configuration - 1 : port # #1 j

EnakblefDisable this port
Port title

Apply all ports settings
Host mode configuration
Remote host configuration
Port IP filkering
Cryptography configuration
Filter application

Serial port parameters
Modern configuration

Port logging

Port logging IEnabIe vI
Port log storage location @ Ir\\-ﬂerrmrs.I vl

Port log buffer size (KB, 400 max.) : |4D|]
Save to flash | Save & apply | Cancel |
Port log
=
=

Clear Fetresh |

Port event handling

&/ 4-17 Port logging configuration

4.2.12. XE O|HIE &

llllﬂ

2 74

Super Seriese= AIE NI ZE O|HIE & H48 SolM AM2lg ZEZ HZE Al2lE &I

?.
M HOIEIE SUEZHL CIOIEN $S8 & = +82 MTEBLICL 005 QM2 AMSXs
ST =

email/SNMP & (notification) £= ZE OIHE HE FHES SoM Alcld ZEZ HE U
& HHS ECINHE 2 Alelg ZEE JIFEESE FYY =+ USLICH £5F 0l JIs2 AAERIE A
ZE HXE Solld OHOIHE ZLIHEGHAL At HOE JIRED BX ZIUS Mo 22 &
XNE HE 2Z2el/HH & 2= UA HSLICH E£8F Super Serieset oS Al2ld &X[2t2] HZ AR
J2l0 Super Series? 2Z SAEZIS TCP HZ &AHE ZE II/AE AISEHY 22 dHez
2telotd 2UEE g = ASLICH



21212 OIHIEN CHet s8e 2350l 2dE = USLILL HII0A BtS(reaction)2 email &

=2
SNMP E3 Mz, 2z Mz T= 2 B2s9 T 2 4 YsUch

(enable)di OF &

52/ 0ls2 01254, FE 0/HE #SYS A
LICH 0122 222 HHH2010] 20 0 IS0l bl &4 sHdisable)d
E O/MIEN 2B B O[3 LT GHKI &LICH

d 3}
™ oY Super Series®

£ MEZE=LICL Super Series= & 2tAH0} «
SNMP EgS SHLICH &8 2+ AZ2E HHE AFE HelE II/EE EXIELICH O DHNEH=s
SOl =2 B30t =20l AIAE

O g0l HoH AtM HO = =
EXIL 20 =2 = Js It 2 ¢S 2Zo0F AL X MES Flast & = USLICH

<
<
x
[n
c
o

e Email 2&(Email notification)

Super Series® Email €8 Jls2 43t £= HI&43 ot= D

g2 22 M 0122 SMTP MY 40N FHE SMTP AHE AE&LICH. SMTP MBI Z=
OHAl R ETX L/UNLE HIEds T UCHH Email JIs SAl HI2&3 ELICH SMTP A 2
d 2 XME 892 3.4SMTP 2 EXoHAAR.

| S LICH Super Series Email &

e Email NS

O ORI === AtE FE JIRED Xl ZAUS I Super SeriesOll 2/HA SEUWHE Email2l M=
2 &S3F& LI

o NI Email =24

Ol DK== ALY F2lE JI/FEDt BAEUS [ €8 HLS &S NS EFELICH

=2
Ol OHJHH == Super Series® SNMP & JIsS &43 L= U243 &L

e SNMP E@2 H=
Ol Do == AN FolE IJIAEDF BAEAS I Super SeriesOl SJofA ZWHE SNMP EE 2
PSS

== €38

il
C
[w)

e SNMP E# #=4IJ| IP(SNMP trap receiver IP)
Ol DHHH === AIE & IJIREI EAl ZIAS I SNMP EE L2EE =4lol= SNMP EE

=
L
=alel 1P =42 £ ELILH
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Serial port configuration - 1 : Port title #1 --- Move to ———j

EnakblefDisable this port
Port title
&poply all ports settings

Host mode configuration
Rermote host configuration
Port IP filtering
Cryptography configuration
Filter application

Serial port parameters
Modern configuration

Fort logging

Port event handling

Port event handling : IEnable vl

Maotification interval (30-3600 sec) : 60

Ernail notification : IEnabIe vl

Title of Email : |F'Drt event notification mail
Recipient's Email address @ |admin@my_cumpany.cum
SHMP notification : Im

Title of SMNMP trap : |F'Dr1 event notification SMP trap
SHMP trap receiver IP [152.168.14.1

SNMP trap community |pub|ic:

SHMP trap version Y1

[Status event edit]

Status event Ernail Moti,  SMMP trap Mok, Port command Port command string
Device connection rd 3 r |
Device disconnectian I = r |
TCP connection I - r |
TCP disconnection rd = r |
Save to flash Save & apply | Cancel |
Check Key word # Key word Reaction Port command string
r 1 test Ermail/ JCommand  reboot

[Keyword list edit]

Action on key word : & add O Edit ¢ Remove
kKeyword string Ernail Moti,  SMMP trap Mok, Port command Port command string
| 3 - ¥ |

Save to flash | Save & apply | Cancel |

18 4-18 ZE 0/¥HE #H=5 728
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e SNMP E@ HFLIEI(SNMP trap community)
Of B +== ALE Zo& JI/FED X HAS M SNMP EZ BIAIXIG ZE&= HRLIE
b,

SFeLIC

U

e SNMP E@ H&(SNMP trap version)

Ol DI === AtN FOoE IS0 Xl &

59
Mo

i SWHE SNMP Ege HEE dFELIC

Aelg EXI A2 L= =22l OIMENA F ol of

ol

e TCP g&/22l

A SAEZRH TCP HZ L= =2clo OIHENAM Holior & 4 s M3 HASE H3A

ArSTte d8E IS0 st SHC2 “FII" L “MH'E HEs & ASLICH
e IJ|RE Z(Keyword string)

AZXHse 83860 K ot IIFEZ oEH HHE A28 £ USLICH

APE R HElE JIEZ Emall 28 2SS 8435 £= U245 g 5+ USLICHL

e SNMP E& 2&(SNMP trap notification)
% o

=2
AZXI HEE JIREZ SNMP EE 28 AsS 2435 L= dHlgds g &= UASLItH

e Port ¥H
X El

MEXI HEE JI/REZ ZE HH A2 843 L= Hgds & = ASLUICH
e Port 338 g (Port command string)

Super Series= AIS HOol= IIREIN EA ZIUS I Alel

A
=
KZSLICH AIESXE 0 Hi=0A Al2I2 ZEZ2 2EHE EE
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43. 2 XE &F

2= Al2lg EZEIb JALGHFHLE

SUSHAH =
configuration AEHHAM &&EES &2 ML
AL UK L2 2E AM2lY ZEW H=EL
YIS E FootdAIR)

“all port configuration” Ti2t0|Ef= Ofeliel O&22 LA

Port enable/disable

Port title

Host mode

Remote host configuration

Port IP filtering

o o M w NP

Emulation mode)
7. Filter application

8. Serial port parameters

= 8%, 01 J

or
fulo

pN|
=

Ol85tH ELUICH All port
LEQO| “apply all port setting” &&0| disableZ
Ct. (SS100/1102 all port configuration 0Ol &2t

LICt:

Cryptography configuration (Only valid and visible if host mode set to TCP or Modem

9. Modem configuration (Only valid and visible if host mode set to TCP mode)

10. Port logging
11. Port event handling

Serial port configuration - All ports : Port title

EnablefDisable this port

EnablefDisable this port :

IEnabIe vl

Save to flash Save & apply | Cancel |

Port title

Host mode configuration
Fermote host configuration
FPort IP filtering
Cryptography configuration
Filter application

Serial port parameters
Moderm configuration

Fort [ogging

FPort event handling

--- Move to --- 7|

Figure 4-19 25 ZE &%

~




e Port enable/disable
Ol et0leHeE ZEQ Jls AIZHRE &3& LI

e Port title

Ol IOt S 22 28 R, 2 Alclg ZE0 e ZE Bolg2 1 80 & ZE

HSo xgoz dZELIL HME S0, LE EBOIS0l "my server’2 &&= 22, ZE #19
HZE EIOIES “my server#l’E AL HLE#2°| ZE EIOIER “my server#2" 2 NS0z &
FEL

e Host mode
SAE ZBEDJHTCP £= UDP BE2 £&8&E= &%, 2 AMelg ZE= =Dl(listening) ZE EH
Jf G313 20l =22 gZELICH

(listening port number + serial port number - 1)

2 Al2lg ZEQ| g W2t S “all port configuration”?t 22 value set2& & & & LICH

e Remote host configuration, Port IP filtering, Cryptography configuration, Filter application,
Serial port parameters, Modem configuration, Port logging, Port event handling
AJl JEE2 HsE <IdH, “all port configuration” 2| values set2 ZE Al2lg ZEWHAN S

otH €& E LI
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5.PC 3l &3

Super Series= J|s2 R4 L HHHZ2 fdl PC It &2 M3ot2 JUSLICH TS 49X
=

=82 PC JtEDL N&

- LAN JI&
- 24 LAN 3tE

28 It

- ATA/IDE fixed disk card

MEX= LAN = 248 LAN IIEE 0l8ot0 &£ U2 UERKD AZZ2 Soil Super Seriesl
HHE = USM, ATA/IDE fixed disk cardE 0|10l AIAE &L Al2lE ZE 27 HOIEHE HEE
= USLICL ZE JEE ASEH2=zM 2AFEE 20l HB5t= Al ZE 210l Super

o
SeriesOl 22| (out-of-band) &2 & =% USLICH

PC card configuration

Currently configured PC card

Card type Mone
PC card service
Discover a new card | St card SerEE
Save to flash | Save & apply | Cancel |

J& 51 £J/ PC FtE && U~ a8

PC JIE X2 AE0tI| 2ol AIEXes OS2 HHE +="oloF &LICH

Discover a new card | = Eenst

Step 2. Select PC 9I1E & & N =W A = SEELICH
Step 3. Super Series= IHEE ZAMGHI| ol 210 MM Z20l(plug & play) IIsS AIS
A0IH, 23 Hs sHHO UEFY HLICH AI2Xis 8 IEE SEAIZID] st
A O

oet0IeHE €388 =+ AsLIth

e

Save to flash |% }\—iEH8|’04 /ég /&FEHE

— =

Step 4. Save the configuration settings by selecting
JSESS=H B
Step 5. HI=2| [Apply changes]E &E&5l0 Mz& &

0
i
1A
00
>
I
-
fw)
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Super SeriesJt PC Jt=& € dot=0 2otH, TS 2F UHAIXIIE LIEHELICH

& 5-2 ol A o) UIAIA

Super SeriesJt XI&ot= PC JtES| 2|AEE B2 RAStAY £= 2. Super Series 7f /& ot=
PC J/EE X SHYAIR.

PC Jt=2 =S U MSO0HA HMAHGHAY, AIEXeE TSl &

=

Step 2. [Save to flash]E SHEiol0 HEE H4F HE2 HE

Step 1. [(Ban- show the actual button) Stop card serwce]E HEISHAAI2.

Step 3. OIO0IlA [Apply changes]E & &0t HE LHIES HEAIIAAIL.
Step 4. PC = &R0 A PC JIEE HMH SIAAIL.

Fo. sl9 22 INE AN LT SFNH PC FEE HIASIH AAE X359 200 &
+ sLich

51. & JI= &3

LAN JtEE PC Jt&

=
=

20 AXI5H Super Series= 202 WES3A CIHHIOIAR IP =4
IP F=4&

25otAH ELICH OlM, | BIEAl RS8 XS XNEoH0F LI
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PC card configuration

Currently configured PC card

Card type MNetwork Card
Linksys EtherFast 10/100 Integrated PC Card

Maodel [(PCM100) Yver 1.0

Metwork configuration

IP mode : IDHCF' vI

IP address ; [152.168.1.254
Subnet mask |255.255.265.0
Default gateway : |192.IBE!.I.1
Primary DMNS : 168.126.63.1
Secondary DMS . 168.1260.03.2
PPPOE user name : |whuever
PPPOE password I*w******
Confirm PPPoE password @ |nn“m

PC card service

Discover a new card | Stop card service

Save to flash Save & apply | Cancel |

&/ 5-3PCLAN 7/tE &%

MEX=E BIEA PC & JIEE HFE M PC & JIEE &6t primary 2 secondary DNS
E U2 &3 ¢AHE2 4d 3.1 IP &0 [tHdl TN

UASLICH

rr
w
ge
e}
(]
n
o
|>
Im
i
HI
[ne
e

Super SeriesJt Xl &5t £ = 2. Super SeriesJ} A& ot= PC

JIEE FXOIA AL,

52. %4 LAN Jt&E &3

LAN JIEE PC Il &20 &ZXIotH Super Seriese 242 UWERA AHHIOIAL} IP FAE

=
2=otH SUC O, IP =2 BtEAl Ra8t S XFoi0F LI
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PC card configuration

Currently configured PC card

Card type @
Model

Metwork configuration
IF mode :
IP address :
Subnet mask :

Default gateway

Primary DMNS
Secondary DNS ¢

PPPOE user name :

FPPOE password

S5ID .

Use WEP key :

WEP mode :

WEP key length :

WEP key string
PC card service

Discover a new card

Confirm PPPOE password :

Wireless Metwork Card
Cisco Systemns 350 Series Wireless LAN Adapter

[oeF =

|I 92.168.1.254
|255. 25, 286.0

|192.1EB.1.I

168.126.63.1
168.126.63.2

[whaoever

I********

I********

Wireless network card configuration

|

IDisabIed vI
|En|:r5.'pt vl
|4D hits vl
|

| Stop card service |

Save to flash Save & apply | Cancel |
&/ 5-4PC 24 LAN FI& &F
MEX= BIEAl PC & IIEE &3S M R4 & JIEE HEo6lD primary 2 secondary DNS
NHE &3Foior LIt 2 08 4329 HAES HE 3.1 IP &&0 XASI d9%0

USLICEH

Super Series=
Privacy) 71 JIs& XI&&LICH

2E HES
HNEES =istE= LIt

ME SOf, 128-bit WEP 3| S&
NES BISAl 22{6i0F BILILH

& LAN &3
MEZX= AP (Access Point)E Xl
USM L&, encypted L= sharedZ2 WEP 25 &A&& 4 QUSLICH WEP 3| 20le Bte
40 S = 128 bit O40F BLICH 40-bit WEP 2|0|H, AIEZ
2ol OF &LICH 128-bit WEP 2|01H, 22IXt

£ <lol SSID(Service Set Identifier)2t WEP(Wired

dotJl ?lof SSIDE £33

A= 22X 2E()0l 8l 512

ArZotIl ?lol AtEXE ChSh 201 13042 168

O00F25E4C2000F25E4C2000F24

Super SeriesJ)t Xl &dl= 24 &

JIEE FXOIY AL,

76

ZE2()0l 8= 13049 168 2

R
n

Equivalent

4

A

n 4

PC 3t 2IAEE EHH &= 2. Super Series 7} 1/&ot= PC



5.3. Serial Modem JlE &%

JIEE MESECE2Mh A Z2E0 ot AlelE ZE 80l AFEXF 22200 82
bS

6
tIE 222 2™ £ = 2. Super Series/f [/& o} PC F/IEE EHXoOHA AL,

PC card configuration

Currently configured PC card

Card type : Serial Modern Card Serial Moder Card
Model PCMCIA CARD S6KFaxModem FMSAC-MFS 5,41
PC card service
Discover a new card | Stop card service
Save to flash Save & apply | Cancel |

&/ 5-5 PC serial modem Ft& &%

5.4. ATA/IDE Fixed Disk Card Configuration

AMEX=E AAE L A2l ZE 208 MEGH)| fol PC ATA/IDE fixed disk card& Atsot=0
Zest MM dOolg AJE B=Al A3oH0oF &LICH Super Series= MM H&E 2AJ] &
CIA3MNA AIE DS OA

NI = Sl RE MYUE AXE 4 UsUCH ASks M g
HEHSI JIEE EUWE £ JASLICH Super Seriess= ClA3 JIESl EXT2 & VFAT UIte
ANAES XI&ELICH

MEXtE Super Series2| AAE AFEZ export & import &2 ZM, Super Series A& OIS
NE = 578 = AsLILCL

PC card configuration

Currently configured PC card

Card type : ATAJIDE Fixed Disk Card
Model : TOSHIBA THNCFO64MBA,
Size : 64 MB

File system : ext2

ATASIDE Fixed Disk Card configuration

Total data size to be used (0~64 MB) : |84
Delete all files in ATA/IDE Fixed Disk Card : Delete |

Format ATA/IDE Fixed Disk Card @ |E><T2 vl Format |

PC card service

Discover a new card | Stop card service |

Save to flash I Save & apply I Cancel|

_7Z&/ 5-6 PC ATA/IDE fixed disk card &&
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6. AlA cl

Z20l 3tH(Status Display Screen)2

%6H /\| A Gl

Super Series= &AEH ClA el AEfQF 21 OIoIEE
BHFMH 22E Ao AMAEELICH AIAE & OOIEH= 22 018, Al2lg B85, EA0 HHE &
Super Series® UWERIA 8 S0| UASLICEH L8 Super Series= system logging Jls2 Sl
NEE =FH0A emailz2 21 HOIHE XNHsS22 MEotH €832 = UASLICH
MEXt= Super Series® &I 018, EMe A2, S& SotAl JI=2teZ2 MAEE =&
UsLICH L8t AIEX=E & CIHHOoIA, &3 25 L AledlZd &= AE0t0 Super Series
EANE S2diolEe =% USLICH

6.1. AIAE AMEH

System status

System infarmation

Model No. :
Serial Mo, :
Fi'W Rev. :
MAC address ;
Current time :
System logging
Send system log by email :
PC card type:
PC card modal :
IP information

1P mode :

IP expiratian ;

IP address !
Subnetmask :

Gateway ;
ReceivefTransmit errors :
Primary DNS :

Secondary DNS |

55800 Device
S5B800-030799599
v0.4.0
00-01-95-04-19-53
07/23/2003 13:40:42
Enabled

Disahbled

NOME

MNONE

STATIC

A,
192.1658.14.7
235.2535.0.0
192.168.1.1
A,
168.126.63.1
168.126.63.2

J& 6-1 A/AE

6.2. A|IABR 2] £F

system logging Jls1t AIAE

IZZ MAE enable == disable

AMAE 270 HIH AJIE

Super Series=
system logging

21E M&ot= AKX

E_cl
e System log storage location
AMAE 20&

Aol EX XE L= SYSLOG AH0 MEE

Super Series S 02|, PC JtE

YH C/AZd)0/

2] &t HAl Jlss HSELILL AISXts
e HEE g = UAS 28 otlleh, AlAE
daeg »~ UsLICh

F&2 &l ATA/IDE fixed disk card, NFS

M&Eot=0l

=X 0l

A
USLICH AIAE 270 OI0IHE

AL
T
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LHE HZ2lE MEdl=e Z2, 1 UIOIElE Super Series?t JHE M AHMELICH. AlAY 210
HIOIEE E=otddH Z 2IXIE ATA/IDE fixed disk card, SYSLOG Al E£= NFS AHZ
SAAGMOF SLICH 012 £8ol)| fdl AlEXis HAH 222 HME ArE5l)| {8 TelilesS

2
0

SHoHoF ELICH HMII HE5 £3EHX @2 R, MEA=s dddHe WME NE Fa=Z2
£3g =+ glsut

e System log buffer size

Ol IetllBHe 2HE = U= AAE 27 OI0IHS =S HSLICH U0IEHE MEGHI 2
ol LR BI2elE AM85ts 82, AIAE 21 M 2D|= 300 KbytesE Z=0ter = ASLICH
27 OO0IHE M&otJ| <ol ATA/IDE fixed disk cardE AtEct= 22, 2l HIH AJI= tE 8
20l et etdLICH

27 OI0OIHE M&EoIl <ol NFS AHE MEdt= 22, = HIH AJl= PEUHYLICH A=
A= NFS MBHE 2806t AIAE 27 J1s0l HES A=sg = JUZSE oioF &L

27 OIoOIHE MEGHI fIoi SYSLOG AW =215 22, AEXt= HI AJIE &3
g LRIt SsLULh

Super Series= ZEEX @2 2 OIAIXI Ji=2Jt Olcl XI&E8 =Xl0 0l28 21 OOoIeHE
sz EUHESE 28g = UsUD. MEXE emalsS &Eot)l g HI2tOIEHE BHEA
S HoHOF &LICE O MetDIEMlE emails &d&ot=0l 228 21 =, =F ¢ email =4 S0I

ZeE = UASLOL & 622 AIAE 210 €83 2 2)| stHE E0HSLICH

System logging

System logging : IEnabIed vl
System log storage location IMemDry vl

System log buffer size (KB, 200 max.) |4
Send system log by Email IDisabIed vI
Mumber of log messages to send a mail (1- |5
1007)
System log recipient's mail address |admin@y0urcompany.com
Save to flash Save & apply Cancel |
System log
07-23-2003 11:258:21 = Boot up System Start d

07-23-2003 11:28:21 > Start with Static IP by 192.165.14.7
07-23-2003 11:26:21 > Start with PPPOE by 192.168.14 .7

Clear Refresh |

Jg 6-2 A|1AE 20 &F 2 27/
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6.3. MEA 212 =5

Users logged on list

sername Terminal Login Date and Time From

root console Jul 22 11:27

78 63 ASK 2I2 25

Users logged on list= AIAE0 =20 8 AMSAE <ol 82 828 EHESLUIC

User name(At& Xt 0 )
Terminal type for the session (M« 0l CHSH HOIE |R¥)
Time connected (2 & & AlZt)

IP address of the remote host (R SAEQ IP F=2&)

8 64 HARAE B HS 20HSUOL 8N AISXe WAFEES HHoted™, &M
HARESE Lo, M IHARAEESE 2=5e = M HARAEE =Qlok)l ol &8 O M

Change password

Current username admin
Enter current pawswsord |

Enter new password : |

Confirm new password |

Subrnit Cancel

78 64 HAFE HS
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6.5. & Xl 0|5 (Device name) &3

Super Series? 22|E Al UNHEL=Z HHl 01§ &3 &= USLICL TZ& 6-5= &Kl 018
&8 StHLICH ALZ2 X Device name=S HZGHH &8 Super Series@ hostname 01 B1& & |

O CLI 42 TEZE L5 Ot 20| HE T = hostname 22 BH20| & LICkL
root@SS800 Device:~#

Device name

Device name | [S5800_Device

Save to flash Save &apply | Cancel |

& 65 &1/ 018 &&

Super Series2| Device name &€&0| S 2X= oI&E0 DA E2OH ALEXIt Device name 2
gl X2 XIEGHA =™ Super Series2 hostname & Super Series? IP =42 U522 K&
0l ELICH E£§ Device name2 HelloDevice Manager?t 22 22l T2 A AUl AES 2
of AtESELICH

6.6. AF=2 X} 22| (user Administration) &3

Super Series = ZE HI2ZAl AIE=x Q1SS XNJLUC ZE 20 &8 ASXe J& 6-6 A/
B 22 2 22 MEX 22| HSHAH 2&0 DIs&LICH AFSX S&3Al HY AIS X0l st
2t AMelY ZE 22 de8ANoz H4FE = USLICHL MEX 2US2 AIESH)| RtiME 2 &
SEOI 243 2/ AOCIOF 3tH AR 2IES TCP 2EUAM 2 HEO0|

E 232 MEX 2B = 2
SLICH (AEX S0 oAM= 4.24.1. TCP ZE2| AIZA 218 2= & XGHAIJ| BHELICEH)

User administration

Uszer list

NO. UserID ) #1 #2 #3 #4
1 |sena_device | O |
Add user

UserID ; |port2_user \

Password ’..ooo.o.o. ‘

Confirm ‘..ooo..o.. ‘

2 Oez [O#4

N

Port: [J #1

[ Savetoflash | [ Save&apply | [ Cancel |

J& 6-6 AFEA HC/
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Super Series= M EN
e &K 2|l
HHEPLICH AIAE THAIR

o
u]

=2l of

il
=
¥

8 6-70t 201 AFZXt= S SR 2 A2t HEE = USLICH

g0 2 AlZE EF0l= & OtX ZR0l ASLICH H Hille NTPAHE AMESHH EW & Al
H¥E RXots HYLICE NTP JIs2 AI20otE= HE0lH, Super Series= AIAEIS THAIXE
IHOICH NTPMHEHOIA £ L Al2t E2E JIMSLICH NTP AHE 0.0.0.02 &EGHH, Super
Series= CIZE NTP AHHE AIE&LICH 0 20l Super Series= UWERIAE SaoiMd AEHYO
AZLO UOOF UL MEX= H=XD0 Oet =M E=F  AI2ZHUTC: Universal Time
Coordinated)2t2| Al2t Q@IZAS SHOHOF SLICH & B YE2 NTP MBHE AMS0HA £
Mt AltEe =322 HFHot= AYLICH 0 EES MESHH WE HXE 0IE5HH SRt
A2 EEE |IE = USLT

LB AR AMAES 2l 2 AIES HEolH &ZF6H)| M= AlZtU(timezone) 2F
UTC2t2l Al2t Q@IZAl AX0| ZRE =& USLICH AEXIL MHEIY S AIESHTH, MHEHY
AZHDH, UTC2ESl A2 @IAL AR DI L Al2E, B8 EWM &L A2t 22 AHErL D e
42 d8g I JUSLICH OlE Soi Super Series= HEeh AIAE AIZIS AHbtE =
UASLICH

Date and time

Use MTP @

MTP server (0.0.0.0 for &uto)
Date [rmmmddfvyyy]

Tirne [hh:mmmss] .

[Standard time]

Timezone

Tirme offset from UTC (UTC + [«.x]hours)
[Daylight saving time]

Enable/Disable daylight saving time
Daylight saving timezone .

Time offset from UTC (UTC + [.x]hours) :
Start date [mm,/dd] :

Start time [hh:mm:ss]

End date [mmdd] :

End time [hh:mm:ss] :

IDisabIed vl

|I 92 168 200,100

[o7/05/2004

[TT:053.20

s

[0

IDisabIed vl

[00

[T/

|DEI: 0000

[T/

|DD: 0000

Save to flash | Save & apply |

Cancell

6-7 EHe Al2t P&
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6.8. 74 &¢cl

MEXE M 748 Z2E CF JtE, NFS MW, AHEA S2H(user space) £= =2Z2 Ha &2
XM L2 BY(Export) = UL, CF IS, NFS AH, AIZX 32t = 22 AWM

SU& (Export) 4 FE2E S0HA(mport) 88X 24 22 UE =& ASLICH

INE=DN;

rr

S0 2I(mport)E & M AKX HH0UA "Factory default'S & &6t HLE Super Series®)
F IHES 2F =0t Il 48 ARXE =d dMadE =) JIE2 £33 78 = USLICH
78 6-80lM F4 22| sHZS 2oSLIC F4 FEE SBEUII(Export)atAHLE S
(Import)otedi™ CE B +=SS HESHH Z&oH0F &LICH

o FPHAFE EUJI(Configuration export)
2| Xl(Location) : t’LHDI(Export)sa* 2IXI.
2 S3HEncrypt) : Yes &=

CI

2 (File name)

o JAHFE S0HI|(Configuration import)
A Xl(Location) : S0 2J|(Import)& <R Xl. Factory defaultE &Ei5tH =J| J|I2 &F

S7g = UsLICh

ujo

*AEE M8 (Configuration selection) : HHE B]R2 FHEFEE SH2II(mport)g XIE
X

2SS SHENcrypt) : Yes == No. S0 2J|(Import)& 2/ XDt Factory defaultO|H Ot J&2
=X &Z&LICh

o M= (File selection) : CF JtE, NFS AW, 12l AIEX 328 52 H&&E AXNA
A4S3 sE2 2tEolE EUDI(Export)E MS S5 B0 SLILCH

ZZ(Local) : /Xt 22 ALY M =22 HAWMA SUII(Export)E ItLES = AHS &2
SLIC
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Configuration management

Configuration export

Lacation ; © cFcard € NFS server € User space(fusr2) © Local machine
Encrypt I\’es vI
File name : | |.syscm

Export |

Configuration import

© cFcard € NFS server € User space(fusr2) © Local machine
 Factory default
Configuration selection :

[T select all

Location :

[ system configuration { 7 Including IP configuration )
[T Serial port configuration

I\r’es vI

Select file

Encrypt

ZI0tE2...

“““ j Local :

File selection : | -----

Irnport |

18 6-8 & &c2/

2XE s

LICH.

1. EHII(Import)& HAXE HEHELICEH

2. S0 20|(Impor)E RHEFEE HEHELIC

3. Y53 s LEELIC

4, S0 I(Import) Xt 2 HAISE OtLILD Factory defaultE OfL|ctH It MEH
el|AE YANM SH20I(Import) & IS SEELICH

5. 0 2J|(Import) <

=0 2J(Import) & TS A

6. [2 X E(Import)] H

X2t 2& 0alolets

Z0LE Jl(browse) HES 2260

gLt
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BHl0 gdo0l=

L EId0lEsE AlclgE 25, 823 28 L= @ oHHBOAE Soll JisgLth =4l
AOYHO0IEE= Sena ZAIOIE  http://www.senaindustrial.com/support/downloads/0l A 0128 %=

UASLICEH
J& 6-92 BAGN Ed0lE & CIHHOIAE 20ESLICH

Firmware upgrade

Select the new firmware binary file
This will take 5 minutes maximum

| _ o), |

Upgradel Reset
J& 6-9 ZFof &5/0/&
YUS Sof BUOE FI0ISHAN (SO EIE BEUC
=2l

1. Z0tEJ| HHES SE6tH =4 BRI HolHeIE &= LICH
2. dBHE BHHE2Z FOd0IE &L

3. Zc0IEE Otdl = HAAMES HESHI| AHM AAE0l MAIEE AL LICH

BAOE SZdOIEE I &2 225 L= AMelZ 2252 AME0H)| M= TELENT/SSH £=
HOIE Olsdiold T30l z28 d&5 Z2EZS Koot &LICH AN fd01E

Sl olde #BLE2 IP 24 €3S Mdt

u
P
S|
o
it
ks
HU
]
vz
i
»y
10
c
O

0

2 Z£2 0850 HANWE 2 dI0l1E I M= TS BXUHE HHELICHL
1. =& HAOWE 2ELICHL

2. TELENT/SSH E= Al2l2 22 ZEES AR50 EHOE ogdos Zzims
I BHLICY.
(N2IY 22 HEES 0|28 A AL 22 22102, Telnet T= SSHE AI251II2
ARELICH)

3. 72 6-1001 20l= 22 HU0 YIS HEE SAELICH

4. 22101 TAIAES 2D 72 61101 B0l= MY 70 TZEZS AI25H0 B0
HHOl 2l Ty e A& E LI

5. A00ISIF U HA AISS X510 A AIAR0 KHAIRE 2AALICH

6. B0l PIAUOISE AMSHH, Super Series= 72 6-12H2 Ol HAIKES HAIE

ALICH &8 Super Series= &M HANH HEZS SXIGHAH ELICH

Login : admin
PESSWOREEl § N
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“ g Com_1 - HyperTerminal . : i -0 x|
File Edit “iew Call Transfer Help

7. Exit and apply changes
8. Exit and reboot
{Enter> Refresh

—> 4 1 5end File ﬂﬂ

System administrat Folder: D:MDownload Senab\Firmware

Select menu: Filenarne:

1- ggzzgg ?_E;;gﬁg ID:'\Dawnlaad'\sena\Filmwale'\SSSDD.img

Device name: 5

2.
3.
4. Date and time  Protocol

g - Change passwor IZmu:udem with Crash Recovery |
7.

8.

User file uplo
Reload factory
Reload factory
9. Firmuare upgra Smﬁt | Cloze | Cahcel |
<ESC»> Back. <Ente
_—2> 9
Do you want to upgrade firmuare? <uysnd: gy
Transfer firmware by zmodem uwusing your terminal application.
To escape,. press GCtrl+X.
==BAf f BHABAS h157

w Lt

|connected 0:02:45 |futn detect |9600 B-1-1 [ScROLL [CAPs  [WUM [Capture  [Print echo

J& 6-11 224 (HyperTerminal) £ 0/&&+ H0/H2/ I HE

--->9

Do you want to upgrade firmware? (y/n): y

Transfer firmware by zmodem using your terminal application.
To escape, press Ctrl+X

**BO0££000005b157

**BO0f£f000005b157

**BO0f£000005b157

**BO0£f£000005b157

Firmware upgrade failed !

Now reboot

6-12 Z'0/ ZI30/= &I HAIX
6.10. Security Profile

Security Profile 883 HUW A= AMEXIL SSHvl ZZ2E2S Super Series Jb XI&SHAH X 0o

otAl 2XIE #F & = /UsUC & HTTPS Z2ES2 ] XN&E & = USUICH Okel
(6]

Security profile
SSHv1 protocol : | Disabled :J
HTTPS secure protocol : [ ssLv2 SSLv3 TLSvV1

Figure 6-13 Security Profile /27
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6.11. AtS A I = =6

MEXtE XHalol MY S Super SeriesOl HZ2EE = UASLICH DLt Y H2E JIse 2
Hi=olAe XIAELIC IIY P25 Hss Z& 6-140lM EWXX0 2 Hl=2 “4. System
administration --> 6. User file upload”0l 2/ XIoil USLICH

METI 2& HSE AMEHA Super SeriesOl TS 26| A=, BIEAl 228 HS

Z2&EZS X&ot= TELNET/SSH L= HOIE GSdIold T2 1#HS AL=Zol0F &LICH
g2t EXts UsSd &0 £ HwE AEdiA BAWE S dI0I=dts WE

1. 2 MEL M2 S =HIFLUIOH
2. TELNET/SSH &£= Alelg 2& ZEE AEdiMd HOIE OoSclold Z2 0
58U
(A2l 25 ZEE 0|22 22 odol 2d Z22B2, Telnet £= SSHE AtE

AXBLICH)

12

[o]]]

3. J& 6-142 20| AHEX It H2E Di=UAM SS & LICH

4. 78 6-1101 20l AXME =222 XAIAE et z29 ZT2ESS A=A AIEX
megds SMSELIC

5. 2 JZ2 D 2AS L H AAHES T2 6-142 20| HAIKIS HEAIE 24LICH

6. 325 AIi6tH Super Series= 7& 6-15 20! 04 HIAIX] |8 24 LICH

Fo. ANET DY YRCE QX MEX I (Jusrd) CHESIWME &EEL/C. Super
Serieslf29 I AAEY 2E [ S FEE 220, 82 ZHA 7L ZS FZIAI
HHEILICH

Welcome to SS-800 configuration page

Current time: 08/14/2003 11:56:13 F/W REV. : v1.0.0
Serial No. g SS800438349-42944 MAC address: 00-01-95-04-d3-03
IP mode : DHCP IP address : 192.168.222.206

Select menu:

1. Network configuration

. Serial port configuration

. PC Card configuration

. System administration

Save changes

. Exit without saving

. Exit and apply changes
8. Exit and reboot
<Enter> Refresh

-——> 4

o U WN

Select menu:
1. System status
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& 6-15 AMEAN g == I OIAIA
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7. NAE SH

Super Series & QHMHOIAE AIAE SH SHS HSELIC AEX=E AIAE

P00 Super Series HIZ2I0 H&EE SH HOIHE &g = JUSLICH UHE
A

DH'

u]

L Alelg ZE SH = link layer, lo, eth 28 Al2lg ZEW O
CP & UDP SHl= TCP/IP ZZ2EZ2| 442 J|2 74 QA4S0 s AlE

bl

—

7.1. HES 3 CIEHOIA(Network Interfaces) S|

UERZR 2HHOIA EH = Super Seriesl local loop back interface ¢! lo &
2 UER3 2EHOIALQ etho TSt J|2 UWER A CLIHHOIA AHESS LIEHE

Network interfaces statistics

StHZS

Super Series2| J|
LICH.

Interface o etho
RFeceive Bytes Gaa0 74483861
Packets = 8057
Errors a a
Drop 0 0
FIFD ] ]
Frame a a
Compressed ] ]
Multicast 0 0
Transmit Bytes Gaa0 Fhe794
Packets = 3991
Errors a a
Drop 0 0
FIFD ] ]
Frame a 330
Compressed ] ]
Multicast 0 0

JE 7-1 WEFHFT CIHBH O &F

7.2. Nelg ZE S

Aelg ZE SHe= 3242 Alelg ZES| A8 S, Baud rate &8 & 2F

EFRLICH ( @ :On @ :Off)

Hl
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Serial ports statistics

Port Baud Rate T R RTS CTS D©OTR DSR  CD
1 33400 0 0 D Q > Q Q
2 33400 0 0 D Q > Q Q
3 33400 0 0 D Q > Q Q
4 33400 0 0 D Q > Q Q
5 33400 0 0 D Q > Q Q
& 33400 0 0 D Q > Q Q
7 33400 0 0 D Q > Q Q
B 33400 0 0 D Q > Q Q

8 72 Al2lg ZE

0
K

7.3. 1P Sl

IP SH SHHE IP Z2ESS AHS0HN
A& s 202t metoleol et E2 & £82 sy €sUih

e Forwarding :
IP forwardingOl enable &= disable &Ei2IX (&

e DefaultTTL :
JI& TTL(Time To Live)

e InReceives :
2AE MO0 £

e InHdrErrors :
ol 2SIt ULt =4lE HOIH OS] ~(EXE MIAE(checksum), %X 2= H&E &, JIEt
O ldd, TTL =t &)

e InAddrErrors :
FA I UL =4S HoIHHO&e =

e ForwDatagrams :
Forwarding = GIOIEH &2 =

e InUnknownProtos :
OIAGX 210 &= XNJAZDKN &2 ZE2EZ0/)] 20 RAUJXNCH 32 A& HOIH

8o =+

f
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e InDiscard :
DT2EZ &9 8 ZHe 2AZKXN LUK A (0

IP GIOIE D&ol 4

nJ|m
in
=
==
E
0K
s
10
!
J
10
0
ro
1o
I

e InDelivers :
NMEE 4 OIS =

e OutRequests:
HEGHESE QEE &4 HOIEHI#S == Forwarding & OIOIE Q&2 == H2E.

e OutDiscards :

FAIE =2 O0IHOd2 = HHEHE2 RS &0 SHIZ =401 U ZHJAXE 2H=
gle= OoleHO8e =5 20|18, 0] == Forwarding € OOz 2t ZIAX D 012 &2
Qolol Al JIES =St HOHIOYY =5 HZaHe

e OutNoRoutes :
destination IP =20 &&6H)| fst 20 HADA 22 OIS £, 0lgd HOoIgHHd#2
H2Jl XE&LIC

e ReasmTimeout :
QIO O 220 =56 =, LM X GO 28 =0l &=aolotdol= al& A2t ™It ol

Of =fotXl &2 &<, oIeHd82 HIl H2E.

e ReasmReqds:
M0l st oIea8e =

o ReasmOKs:
S3XOo2 MWME ColgHI&e £

e ReasmFails :
MAE 2 gl= HoleHIOse %

e FragOKs:

H4E3XH2=Z fragmentation & OIOIE{ &S| ==

e FragFails :
fragmentation &/ ISt HIOIEH Q&S ==
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e FragCreates :
A

MAHE fragment =

IP statistics

Forwarding 2
DefaultTTL 64
InReceives 3208
InHdrErrors 0
InAddrErrars ]
ForwDatagrams ]
InUnknownProtos 0
InDiscard 0
InDelivers 4892
OutRequests 4973
OutDiscards 0
CutMoRoutas ]
ReasmTimeout 0
ReasmReqds 4954
Reasmoks 1667
ReasmFails 0
FragOks=s 21
FragFails ]
FragCreates 118
&8 731P &7
7.4.ICMP S
ICMP SJ{ 31812 ICMP Z2E29 A SXH 22 M2ELICHL 2 DretilH e

2 s €sLith

e |nMsgs, OutMsgs :
28l e WSS HAIX

InErrors, OutErrors :
Ol AL K]

[ ]
AA L= MG

— T otT

A

A

= ds8E SHXUH SEotXl 2

e InTimeExcds, OutTimeExcds :

time-to-live(TTL)E =13

sl Al e

4

e InParmProbs, OutParmProbs :

NAEg

o

—
&L=

1

e InSrcQuenchs, OutSrcQuenchs :
A A Quench OIAIXIS

NS

o T

InDestUnreachs, OutDestUnreachs :

st HIAIXI2

93
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InRedirects, OutRedirects :

[ )
Al = MSE L= Redirection BIAIXIS £

[ )
SAl £= A4S echo 2

]

of %

NEchoReps, OutEchoReps :

[ )
SAl £= =AlE echo SE2 =

InTimestamps, OutTimestamps :

e

& E= MEE time-stamp LA %

InTimestampReps, OutTimestampReps :

[ ]
248 L= MEE time-stamp S€2|

— o

InAddrMasks, OutAddrMasks :

[ J
=4 e dEE =4 0239 +=

e InAddrMaskReps, OutAddrMaskReps :
= = dEE =4 ta3 e =

ICMP statistics

InMsgs

InErrors
InDestlUnreachs
InTimeExcds
InParmProbs
InSrcQuenchs
InRedirects
InEchos
InEchoReps
InTimestamps
InTimestampReps
InaddriMasks
InAaddriMaskReps
Quth=gs
CULErrors
OutDestUnreachs
OutTimeExcds
OutParmProbs
OutSroQuenchs
OutRedirects
QutEchos
QutEchoReps
QutTimestamps
COutTimestampReps
OutaddrMasks
OutaddrMaskReps

ocooooo oo o000 o po oo oo o000 R Qg

J& 7-41CMP &/
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7.5.TCP S

TCP Sl 3tHZ2 TCP Z2EZ22 A2 Sl 38

i
=
I
il
C
o
i
=l

l2t0lEfe) Hol W sHge

e RtoAlgorithm :
AE S92 retransmission time-out (RTO) 2 12|&. MA
0: CONSTANT - Constant Time-out
1: RSRE - MIL-STD-1778 £ B
2: VANJ - Van Jacobson's Algorithm
3: OTHER - Other

OF
ne
kJ
o
o
o
a
0l0
10
g
Of
ol
[
i
()
o

e RtoMin:

%A RTO 2t (ms).

e RtoMax:
ZIf RTO &t (ms)

e MaxConn:

Z0 HE ME =

e ActiveOpens :

SEXOI 2o & SSHO HZS 220IAEY IR

b S i

e PassiveOpens :
==Tol AHO| £ =3zHQl AZEE2 M2
e AttemptFails :

A

AIfEr HZ AIZO0l CHEt =

e EstabResets :

WEZNOZ HoE o1z &

o = —

e CurrEstab :

sl dg= o9& =+
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e InSegs:

=4lE segment

e OutSegs:

MEE segment &=, MESE segment
e RetransSegs:

MESE MOME =

e RetransSegs:

MESE NMOAYME 5 272 =

o OutRsts:
Reset S0t &850 &SE M2

)

HEQ| £

TCP statistics

Rtoalgorithm
RtoMin
RtoMax
MaxiZonn
ActiveOpens
FPassivelpens
AttemptFails
EstabResets
CurrEstab
InSeqs=s
QutSegs
RetranssSegs
InErrs
QOutRsts

Mo oo o oooo

1051
1486
0
0
3

7.6. UDP S|

UbP SH st
cHOil 2+ OHOH

UDP

=1
[
AO'
o= 2

o ﬂJIO

[ =)
-

Ho| g

e InDatagrams :
=4l GI0Ie 182

R

AL
T

e NoPorts :

NEE ZEI RE6HA

20t HIlI MEE

J& 7-5TCP &Jf

IR
rr
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InErrors :

[ J
F=olE 2F OoleHge =

OutDatagrams :

[ J
dEE OoleIdge =

UDP statistics

InDatagrams 2854
MoPorts N
InErrors o
DutDatagrams 3863

& 7-6 UDP &J/
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8. CLI CHLHA

8.1. A&

root £= System admin 2 AlAE 22£E £
Linux 2= HWEetel I HOoIA(CLYN &=

Linux

0>
02

A EO| scriptE

Tt

e

cH Al Bl 22l 0l A
OlA, AbEXb= XHALOI

Super Series= U
HIZ&LICH A
ZOHE 4o
root AtE Xt
System admin2 CLIOI &=
Ch.

00
>

H1 0H

o
> 4

$0
)3
[
o

C

fr - og

=

H
rr

0z
1]
Ut

e

8.2. Z2ciAl 74

HH S Sot0 Super Series AEHE 2AlIGtL, &
ot &= SAEQ Super Series At

ol 24
EWJ_’_/E e

Telnet/SSH Z¢210

= gLt 28 &8

= Telnet/SSH &2 2&

SLICH CLl
t
I0lA IS

A O|C =2
ML=/

A O]
=2 T M
A

0
0
e

PN
=

ol

o

M &St shell scriptS

rQ
Im
Ul

I

N
g =2

=
=)

st
/usr2 0l 1024 KB2
A

TN

=2 O

2 S0oll Super Series?)

ISE MEXE HE

ArZot0d CLI Ol %€ = USLICHL

=2
HAEE "aE & UABL

Super Series W& ot 20l RAELICH AFZ2Xe= Mtdblocks Ol AHRE A
@]

1Bl
I
5
0
rr
E_

/temp

E
e
2
il
ry
o
1>
30
o
C
[l
b=
it
om
o
o
=)
i
E_|
e
2
il
M
Ol
al
ry
_O'j
rr

Super Series(|

oo
o

saveconf HHES

o
a

0 A Mz 0R
0> o 02
il

-

Ct. Zl<tol &2, Super Series)t & S0tHAl

A ELICH [MetM, s=otkl &l BEo

=
wn
[
o
@
wn
@
=
wn
]
ko
T
I
=

Block Type Mount point Size (KB)
MtdblockO Bootloader None 128
Mtdblock1 Kernel None 768
Mtdblock2 CRAMFS (Read only) / 6080
Mtdblock3 Ram disk image (4MB) letc, /var, ltmp 64
Mtdblock4 EXT2 (R/W) /cnf (normally unmounted) 64
Mtdblock5 JFFS2 (R/W) Jusr2 1024
Mtdblock6 Reserved None 64

Total 8192
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8.3. NI’ %= Linux |EclEl

8.3.1. Shell & shell utilities:

sh, ash, bash, echo, env, false, grep, more, sed, which, pwd

8.3.2. File ¥ Disk Utils:
ls, cp, mv, rm, mkdir, rmdir, 1ln, mknod, chmod, touch, sync,
gunzip, gzip, zcat, tar, dd, df, du, find, cat, vi, tail,

mkdosfs, mke2fs, e2fsck, fsck, mount, umount, scp

8.3.3. AAEI RECIE:

date, free, hostname, sleep, stty, uname, reset,

insmod, rmmod, lsmod, modprobe,

kill, killall, ps, halt, shutdown, poweroff, reboot, telinit,

useradd, userdel, usermod, whoami, who, passwd, id, su, who

8.3.4. HESRIA SECIE:
ifconfig, iptables, route, telnet, ftp, ssh, ping

8.4.root == system admin2& CLI EZ06})]

Aelg 2&:

1) PC2l Alel¥ ZEQ Super Series®|

rH
Mk
Hel
Im
un
2
I
1]
-
Q

2) PCZ HOIE HS0ld T2 )83 AHSLIC
3) PCo Alelg ZEE U321 &0l #FeLICH 9600-8-N-1 No flow control
4) <enter>E SELICtH.

5) Super Series root H&EO|LI admin HES=Z Z1QILICH

Telnet 25:

1) telnet Super Series ip address
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8.5. CLIOIA Super Series && H& S|

851 &3 It NB/Z2E S&:
1) Super Series= 28 Al, /cnf/cnf.tar.gz WS /tmp/cnf/0l EF2 2 H&EGtLD
/cnf/ CIEMEE|E unmount & LICH
2) AEXIF €3S BEGHH, /tmp/cnf/0l U= LSS WES HEGHH EULCL
3) AMEXIL &OlAM [Save to flash], £= CLI LH2| saveconf HHEE 0|Eot0, 4¥2 NE
t
/cnf/cnf.tar.gz& CHAl 2 =FELICH

= =2 o
22, Super Series= /cnfE CHAl mountSt) /tmp/cnf/0f UYes HIE TILES

rr

ol

8.5.2. CLIOIA €3 ©HE YH:

CLIOIA Super Series® 882 HEGIHH, HAE I8 M &8 RE2IEIQ configmenuE
=)

=
= &3 Wgs HYELIC (€8 ool 2 WtoIE ol tHet

2) saveconf RECIEIE MEd €38 MLS S+ HZ20l HMESLCH

3) applyconf RECIEIE Aol 2= HE MEsS AAEHUH HEELICH

root@192.168.0.117:~# configmenu
or

root@192.168.
root@192.168.
root@192.168.
root@192.168.

.117:~% cd /tmp/cnf
.117:/tmp/cnf# vi redirect.cnf
.117:/tmp/cnf# saveconf
.117:/tmp/cnf# applyconf

O O O o

8.6. A& X} script &&5}7|

Shell script /usr2/rc.user = Super Series)t 2EEH UHSC=2 SN A#ELICH AME

= MEBX HO script = A8 Z2)d#zg A ol rc.user It

#!/bin/bash

#

# rc.user : Sample script file for running user programs at boot time
#

#PATH=/bin:/usr/bin:/sbin:/usr/sbin

# Add shell command to execute from here

echo ‘'This is the welcome message defined by users’exit 0
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8.7. File 8 &

MNEXeE Y MES <ol ftp SU0IHE Z20¥s AAEE = U1

/usr2 &N NEE = UsLICHL

|H
il
|
0%
Mo
[ml
M0
n<
=]

root@192.168.0.117:~# cd /usr2

root@192.168.0.117:/usr2# ftp 192.168.2.3

Connected to 192.168.2.3.

220 1lxtoo.senalab.co.kr FTP server (Version wu-2.6.1-16) ready.
Name (192.168.2.3:root): sena

331 Password required for sena.

Password:

230 User sena logged in.

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> get test.tgz

local: test.tgz remote: test.tgz

200 PORT command successful.

150 Opening BINARY mode data connection for test.tgz (350 bytes).
226 Transfer complete.

350 bytes received in 0.04 secs (9.6 kB/s)

ftp> bye

cc
ol

o

MEXE scp 2cl0IHE Z2 02 0/E6t0 Encrypt & AEiz Ot

ujo

(R
-
w ™
o 1>
$0
il}g
[

Ct. AFE X2l PC Ol A Super Series(192.168.0.120) 0l Y= S& LY S SAlot
CrS HHAS AMEAX PCOHAM A& Al =EH ELICHL

10
2
rr

00
my
ro

[root@localhost work]# scp root@192.168.0.120:/usr2/rc.user /work

The authenticity of host '192.168.0.120 (192.168.0.120)"' can't be established.
RSA key fingerprint is cl:70:ab:52:48:ab:e5:dc:47:9c:94:ed:99:6£:94:4F¢F.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '192.168.0.120' (RSA) to the list of known hosts.
root@192.168.0.120"'s password:

rc.user 100% |*****************************| 173 OO:OO
[root@localhost work]#

8.8. Gil Al

8.8.1. X9 telnet disable dlJ]

Super Series &Xl=, @23 & ZE(SSH  TCP XE 22 = telnet® TCP ZE 23)=2 i
gxoz Hlg4s of s

==
—
Series &8 H=0AM, 2= 22 25

U

=2

=

% o

AZXE AEXE script rc.usersS S22 M, Al otLIS &2 Z5(telnet £
J

Had et DS &€ = AsUO. "ol 22 s 201 27tX2 ol
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GIFl 1. 'inetd.conf' MYS £+F&LICH
1 &} /etc/inetd.conf (telnet MBIAE commentout £= A H)E =& LICL

2 @ inetd.confZ /usr2/inetd.confZ& SAFELICH

3 ©H /usr2/rc.user scriptg CtSt 20| HAEELICEH.

Ol otH, AtEXt= Y AMAEES SEE MOICH telnet ABIADE HIEZd AMEI D& S
AZ = AsLICH

Gl 2.iptables rule &l
1 S CtS 20l /usr2/rc.user scripte =& &HLICH.

ANEXE ANAEE FEE HOHCH telnet MBIAE disable &EiJF HEF & = UsUICH ASK

Jt Factory Reset J|s= 01800, Super SeriesE & &&X 2 =SR0tH, /usr2/rc.user

script I} 0|2 /usr2/rc.user.old# WEE HEEZMH M2 rc.user M0l SFELU

Ct.
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8.8.2. FJ|AQ T2 A

AMEX=E crontab2 0|00 FI|ECz EH ZZ2 ]S Ad#HE £ USLICH crontab=S
0125t I8 &A= JIsolH oldd USe HH=S=S 2= A0 "HELICh

1 9H /usr2 CIEMECIO crontab LS MAEL

2 LI
CIE&Eel 20l current date WS M0t 11 WHES 2=20tCH B LICH

SHELL=/bin/bash

# Sample crontab job

# Run every two minutes

* % * * % echo ‘date’ > /tmp/current date

2 &A O32 BES 0l crontab IES SEELICL

root@STS800 Device:/usr2# crontab samplecrontab file

#!/bin/bash
#

# rc.user : Sample script file for running user programs at boot time
#
#PATH=/bin:/usr/bin:/sbin:/usr/sbin

# Add shell command to execute from here
crontab /usr/samplecrontab file

exit O

tOd &I crontab=a H&)0| XNJEZKX 2=C

Al vi OICIEHE AFZ0l0 crontab IS HES

Ol

Super SeriesfiAd= —e SE(HICIEHE AIS
FOIGHAID| BIEILICH [MetA Al Xe
ZolloF & LICH

crontab IOIYLO| IECHQ| 28t XIAIStH

e
In

0
HI

= clS2A crontab MRS EFXAOHAAL. (man 5

crontab).
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9. AtZ X+ HAHDIOIE JI0IE

9.1. A&

0B
_O'j
g
2
MO
2
>

i)
Fl'F
Jo
i)
2
=]
~
V)]
c
e}
@

Super Series= Ct2st HAHOIOIE 2EE A

Series€ ®Zg % USLICE Super Series= Ch

0l0
[
my
o
>
0
E
>
(il
[e=|
(=]
Ml
1>
o
o

. EJ|Hol m2Ow A

- AT Il @ HOIX
- ANBT RO REE XM Y A

A= crontab2 0180t FIIHCez EH Zz)dg g = UASLICH crontab=2

>_

=3 &
0l Zot0 =IO/ XS ItsotH otdH G382 HAHS2 == Al1D1 BHELIC
1 BH /usr2 CAECI0 crontab WYS MAHSLICH CHS2S ME crontab IS /tmp
Cle&Eel &0l current date IS M4ot) O WES 220tCH HASLICH

SHELL=/bin/bash

# Sample crontab job

# Run every two minutes

* * * * * echo ‘date’ > /tmp/current date

2 A O32 BHS 0I8oHAM crontab IES SEELICL

root@SS800 Device:/usr2# crontab samplecrontab file

fny

oz HEdY% OsS1n Z0l

o

oy

=

HOIS= cron &g

3 Bl AIAEES OHE M s
ot LIt

rc.user A3 ¥

#!/bin/bash
#

# rc.user : Sample script file for running user programs at boot time
#
#PATH=/bin:/usr/bin:/sbin:/usr/sbin

# Add shell command to execute from here
crontab /usr/samplecrontab file

exit O

SSOHAN= —e SE(UICIEIE AME0tH &M crontabs HE)0l XNEEX E=le=s HE F
JI BHELICH et AlEXte BFEAl vi OICIEHE AFZ20I crontab WS WHES HZoH0F

rr
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10
Hel
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o
>
x
o
0
HT
rr
[af
Iy
>
Q
=
O
3
)
Q
o
2
1}
o
D>i
OII

crontab It 2 Aot AI2. (man 5

crontab).

9.3. AHZX &2 & HlOIXI

Super Series= AIEXH 2 & HIOIXNE XA
S0l AFSX E2 HOIXKIJH H =2
HAN 28 UAE EE= 39. & A4 &
act Jl2 & HOolXIoF 2% HO|X(Customer Page)2 BIALIH, ASXIt & AMEX
CIEHHIOIAN 218 =0 D2 HOIXIJF & UL D2 HOolXe WEs +=35teidH,
AMEXt= BEEAl index.html IHO0ILI CIZE CGlI Z2)&:E =Foi0F &LICH 0 & IiY=2
Super Series2| /usr2 ClEEC|0 AXIo ASLICEH

index.html Lo LHE =H2Z2 index.html IS LIS
D2 WEgs HFELHI M=, ALZXor Bt

A
e

LICI. AFZ2Xt= & AEX QHHOIAZ 2016

E =
g HE=E 288 =+ UsLIth UZE & HOIX
=2
o=

HHE'

04

St 20l HMUSHOF ELICEH CGlI ZE0del AA DEE HIYGH)| /oM A2l 22
e 2tA(cross development environment) £ = SDK(Software Development Kit)Jt Z 2 &fLICt
Super Series® SDKE FotALE IAZA g S#Z0o &St XAMSt HEE  2oHAIH
HUHZ=Z2 X&) Jl& X2 % (Sena Technical Support) Ol H2fatAIDl HEFLICE.

ol
ol

9.4. AHEX Xtalel Z=E Hdotld &

tJ1

|0

MEX Italel 88 Z20d ZEE H4ol)| floldes A2A Y &3 £ = Super SeriesE
SDK(Software Development Kit)Jt & Q8 LICt. Super SeriesSDK= PC CF 3t& &Eig M==ELIC.
(Super Series& SDKE F5toiLE AZA JY =Z0 &8 XME HEE [SHAIH
NUHA=EZXE Jls K20 HSSHAID] HHELICH.

Super Series SDKE AI&E5t0, AF2Xt= Super Series® CLINA 2012 Z2)ds MNHE 5
USLICH

O XHMIst 38 E 286HAIH Super Series HAEOF0IA JH0| =(Super Series customization guide)S
HLOHY AL

J2A Y BZES AMESHH, AHEXe e ZOYg 2019 2IsA PCHM HLEE =
USLICH O F XIS Z2 ]S Super SeriesOl HZ2E=8 4= USLICH 0 Z22 IS
MG AN ALZXR= AEX AEHE MHLD SH(EE) crontab ZZ)HE MEE =
[USLICH AI2X Z2 29 SH0| Al2lg OI0IH MealetH ZH HE2AH0E HwsE MEE
= USLICH ZH oHSeAHolE -0l 28 XNME 2= 428 ZEH WEZ/H0/E8 BS

o
kA
ol
>
=
to
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A 1.1 Ethernet Pinouts
Super Series= AT&T 258 &S &gt HUHQ HZE Ethernet HYUHE AtS&HLICH

g 2 Mas 20HESLICHL

o =

]
>
H
Mo

e
uor

1 8
i

& A-1.RJIA5 F/EES H Hix/

H A-1. Ethernet& RJ45 F/E/E/S & &5
&l a9 st

1 Txt ZE A A

2 Tx- e

3 Rx+ =N B

4 NC M

5 NC HM ElM

6 Rx- =M

7 NC Z AT Bl A

8 NC 2 A

Ss1002 25 % Alelg ZE 2 DB9 HUYUHE ASELICL AlclZ EZEEZ DB9 HUHS &
ANE2 2 A20 2LE0 JASLICH 2 Bols Aldlg S& 230 & J1s0l AsLith

—J& A-2DB-9 F/EE S & HIZ/(SS100E)

H A-2DB-9 F/9E 9 & ZE(SS1005)

Pin RS232 RS422 RS485
1 - TX- Data-
2 Rx - -

3 TX Rx- -
4 DTR Rx+ -
5 GND - -
6 DSR - -
7 RTS - -
8 CTS - -
9 - Tx+ Data+
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w]

A 1.3 SS110/400/8008 2= E Al2l€ EE Pinouts

s

S$S110/400/8002 2= % Al2l€ EZE & RJI45 HUHE At
BHel & XNE2 Z A30 U0 JUsLICH 2 EHils Alel
Cth.

H A3 BZ 2 A2/ EEE RIS FHEEH & gL

Pin RS232 RS485 RS422
(console and (serial ports only) | (serial ports only)
serial ports)

1 CTS Data+ Tx+
2 DSR - -
3 RxD Data- TX-
4 GND - -
5 DCD - -
6 TXD - RX-
7 DTR - -
8 RTS - Rx+

Al4 0l S

HelloDevice Remote Host

JE A3 IZ2A2H 0/H% FHO0IESE AtEE 0/ JE S9Z

HelloDevice Hub

Tx+(1)
Tx-(2)
Rx+(3)
Rx(6)

Tx+(1)
Tx-(2)
Rx+(3)
Rx-(6)

Remote Host

Tx+(1)
Tx-(2)
Rx+(3)
Rx-(6)

Tx+(1)
Tx-(2)
Rx+(3)
Rx-(6)

JE A4 LELI0IE OIS FI0IEE AtES 01T SZ
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A15 Aclg Hidx=

A 151 RS232 Alecl€ Hi&=(SS1008)

HelloDevice Serial Device
Tx(3) P— Rx
Rx(2) —i«¢ Tx

RTS(7) pl— CTS

CTS(8) —«¢ RTS

DTR(4) »— DSR

DSR(6) —¢ DTR

GND(5) —« »— GND
RS232

J& A-5RS232 A/2/Z 4 Z(SS100E)

A 1.5.2 SS110/400/8008 RS232 Alclg HH&E

RJ45-DB9 female adapter

Using RJ45 to DB9(Female) Cross-over Cable

Description (RJ45) | Internal Cable Color RJ45 Pin No. DB9 Pin No. Description (DB9)
CTS Blue 1 > 7 RTS
DSR Orange —> 2 > 4 DTR
RXD Black 3 —— 3 TXD
GND Red 4 > 5 GND
DCD Green - 5 1 < DCD
TXD Yellow 6 > 2 RXD
DTR Brown 7 Gt 6 < DSR
RTS White 8 > 8 CTS
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RJ45-DB25 female adapter

Using RJ45 to DB25(Female) Cross-over Cable

Description (RJ45) | Internal Cable Color RJ45 Pin No. DB25 Pin No. Description (DB25)
CTS Blue 1 > 4 RTS
DSR Orange —> 2 > 20 DTR
RXD Black 3 > 2 TXD
GND Red 4 > 7 GND
DCD Green - 5 8 < DCD
TXD Yellow 6 A 3 RXD
DTR Brown 7 D 6 <= DSR
RTS White 8 > 5 CTS
RJ45-DB25 male adapter
Using RJ45 to DB25(Male) Cross-over Cable
Description (RJ45) | Internal Cable Color RJ45 Pin No. DB25 Pin No. Description (DB25)
CTS Blue 1 > 4 RTS
DSR Orange —> 2 > 20 DTR
RXD Black 3 S 2 TXD
GND Red 4 ) 7 GND
DCD Green —» 5 8 < DCD
TXD Yellow 6 > 3 RXD
DTR Brown 7 A 6 <= DSR
RTS White 8 > 5 CTS
RJ45-DB25 male adapter
Using RJ45 to DB25(Male) Straight Cable
Description (RJ45) | Internal Cable Color RJ45 Pin No. DB25 Pin No. Description (DB25)
CTS Blue 1 > 5 CTS
DSR Orange 2 > 6 DSR
RXD Black 3 S 3 RXD
GND Red 4 ) 7 GND
DCD Green 5 > 8 DCD
TXD Yellow 6 > 2 TXD
DTR Brown 7 > 20 DTR
RTS White 8 > 4 RTS
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A 1.5.3 RS422/485 Alelg HH&=(SS1008)

Data-(1) RS485 Data-
® 7 s ,
Devicey,
HelloDevice 120Q 120Q
N=max 31
Data+(9) Data+
Data- Data+ Data- Data+
Device; " Devicey.;

J& A-6 RS485 A/2/Z H4Z(SS100E)

(1) RS422 -

4 L 4

L 2 4 .
Tx+(9) Rx+ Devicey
HelloDevice
Rx-(3 Tx- =
3) . R N=max31
$ 120 Q 120 Q$

Rx+(4) Tx+

Rx- Rx+ Tx- Tx+ Rx- Rx+ Tx- Tx+

Device, e Devicey.;

& A-7TRS422 A/2/Z B4 Z(SS1008)

A 1.5.4 SS110/400/8008 RS422/485 Alclg & &

Data-(3) RS485 Data-

Device ,
$35110/400/800| 120 Q

series 1200
N=max 31

Data+(1) Data+

Data- Data+ Data- Data+

Device, mee Device 4

J& A-8 SS110/400/800& RS485 A/2/& ML=
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. RS422 o
L 4 L 4
? 120 0 120 G
4 4 .
$5110/400/800| T#+1) Ri+ | Devicey
serles Ric(6) T | N=max31
4 : 4
120 0 120 G
R+(8) Tut
Fu- Ryt Tu- Tx+ Fx- R+ Tu- TH+

Device, nes Device , 4

—7& A-9 SS110/400/800 & RS422 A/2/& M4 = RS422
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28 2. Super SeriesI)t X&3dl= PC JIE

Super Series= 22l PC JtEE XIRELICH

HA-4 LIEFYT FIE

Manufacturer Model/Name SS probed Model name Specification
3COM 3CXES89ET-AP 3Com Megahertz 589E 10 Mbps LAN card
TP/BNC LAN PC Card
Linksys Linksys EtherFast 10/100 Linksys EtherFast 10/100 10/100 Mbps LAN card
Integrated PC Card Integrated PC Card
(PCM100) (PCM100) Ver 1.0
Corega Fetherll PCC-TXD corega K.K. corega FEtherll 10/100 Mbps LAN card
PCC-TXD
Netgear 16bit PCMCIA Notebook Adapter NETGEAR FA411 Fast 10/100 Mbps LAN card
FA411 Ethernet
H A5 24 HESZ JI=
Manufacturer Model/Name SS probed Model name Specification

Cisco Systems

AIR-PCM340/Aironet 340

Cisco Systems 340 Series
Wireless LAN Adapter

11 Mbps Wireless LAN
Adapter

Lucent
Technologies

PC24E-H-FC/Orinoco Silver

Lucent Technologies
WaveLAN/IEEE Version
01.01

11 Mbps Wireless LAN
Adapter

Lucent
Technologies

PC24E-H-FC/Orinoco Gold

Lucent Technologies
WaveLAN/IEEE Version
01.01

11 Mbps Wireless LAN
Adapter

Agere Systems
(Lucent
Technologies)

Orinoco Classic Gold
(PC24E-H-FC/Orinoco Gold)

Lucent Technologies
WaveLAN/IEEE Version
01.01

11 Mbps Wireless LAN
Adapter

Buffalo AirStation MELCO WLI-PCM-L11 11 Mbps Wireless LAN
(WLI-PCM-L11GP) Version 01.01 Adapter
# A-6 ATA/IDE Fixed /A =F FI=
Manufacturer Model/Name SS probed Model name Specification
Advantech CompactFlash CF 48M 48 MB Storage card
SanDisk SDP series SunDisk SDP 5/3 0.6 64 MB Storage card
SanDisk SDP series SanDisk SDP 5/3 0.6 256 MB Storage card
Kingston CompactFlash Storage Card TOSHIBA THNCF064MAA 64 MB Storage card
Viking CompactFlash TOSHIBA THNCF064MBA 64 MB Storage card
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Z AT Alc/g 28 JI=

Manufacturer Model/Name SS probed Model name Specification
Sﬂ'e"r’:;olgc FM56C series 56KFa§nCAgAdE|§EnAA§gc-NFS i ent (e 290
Viking PC Card Modem 56K Viking V.90 K56flex 021 A MODEM PC Card
KINGMAX g;;iﬂizﬂgrrggﬁ 56K I\?ORDREL;Nié;LO-f/IISS6XX V.90 FAX/MODEM PC Card
TDK TDK DH6400 TDK DH6400 1.0 64Kbps
DOI\CIZ?I-\/IO Mobile Card Triplex N NT-EZE%C'I?r ,i\;/)lloeyl(\jjb”e 64Kbps
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£ &8 3. Super Series &3 It

A 3.1 system.cnf







A 3.2 redirect.cnf
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LE Ho= S 22 3JHA 82 & 2H& X E(Well Known Port), SE& I E(registered
port), S&(Dynamic) £= AtE EE(private port)] U= = USLICH & LHE EE&=

3BNX 0I0H, Ol0I SEE EE= 10242H 491510HK12] EZEQLICH & L A4
LEE= 491529 H 655350tK12 ZEL|

o

& 2dd EZEE= IANAJL XEE X222 A, HRE2 AMABUHN=ES AMAE ZZAALE SE0
it ALZXOF Aldst T2 )0 2AoHAE Al=2E &= USLICH Z A-82 & 2l LE B
=2 ZRE ZHSLILL XAE LHEZ2 IANA ZA0IES ZE0tAID| BHELICH

http://www.iana.org/assignments/port-numbers

H A8 & &N FE Ha

Port number Protocol TCP/UDP
21 FTP (File Transfer Protocol) TCP
22 SSH (Secure SHell) TCP
23 Telnet TCP
25 SMTP (Simple Mail Transfer Protocol) TCP
37 Time TCP, UDP
39 RLP (Resource Location Protocol) UDP
49 TACACS, TACACS+ UDP
53 DNS UDP
67 BOOTP server UDP
68 BOOTP client UDP
69 TFTP UDP
70 Gopher TCP
79 Finger TCP
80 HTTP TCP
110 POP3 TCP
119 NNTP (Network News Transfer Protocol) TCP

161/162 SNMP UDP
443 HTTPS TCP
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http://www.iana.org/assignments/port-numbers

22 5 Guideto the Bootloader Ml T2 OHH A

Bootloader Blwe= Hl& Al, 57 SE2Z BOOTP/TFTPE AIE0t( Super SeriessE =61
AMAE SIEYHE Rchol= HEHES M3ELICEH Super Series X0 M0 338 &= 3%
OILHOl AFEXIJE <Esc> I|E %2, bootloader Hlw T2 O3S HE 4= JASLICHE 0 U
D2 )HEHOZRH, MEX= Chest AIAE HI2I0IHE 438 = UL, StEANH AIAE HAE
2 firmware 2 1d01EE =3HE = JUSLICH
-
A 5.2 OISl O+
Bootloader Ul Z2 030 SHIY, AASXse G380 201 HOIXE = = UASLICH
Bootloader 1.1.0 (May 23 2003 - 22:48:25)
CPU XPC855xxZPnnD4 (50 MHz)
DRAM 64 MB
FLASH 8 MB
PC CARD No card
EEPROM A Type exist
Ethernet : AUTO-NEGOTIATION
Autoboot Start: 0
Welcome to Boot Loader Configuration page
Select menu
1. RTC configuration [ Feb 14 2003 - 11:00:26 ]
2. Hardware test
3. Firmware upgrade [S/W Version : v1.0.0]
4. Exit and boot from flash
5. Exit and reboot
<ESC> Back, <ENTER> Refresh
————— >
72/ A-10 Bootloader o/ ZZ32/S o b+ H O/
L
A53RTC &€& 0%
RTC €& H=E ASE2ZM, A& Xt= Super Series2| AIAE Al2t2 HFE = ASLICH
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Select menu
1. Date (mm/dd/yy) : 02/14/03

2. Time (hh:mm:ss) : 13:27:12

<ESC> Back, <ENTER> Refresh

————— > 1

Enter Current Date (mm/dd/yy) : 02/15/03

press the ENTER key to continue

Select menu
1. Date (mm/dd/yy) : 02/15/03

2. Time (hh:mm:ss) : 13:27:20

<ESC> Back, <ENTER> Refresh

————— > 2

Enter Current Time (hh:mm:ss) : 13:25:00

press the ENTER key to continue

Select menu
1. Date (mm/dd/yy) : 02/15/03

2. Time (hh:mm:ss) : 13:25:01
<ESC> Back, <ENTER> Refresh
————— >

_7&/ A-11 Bootloader /7 ZZ & [fS RTC &&

A54 ot=F0 HAE Bi=

AMEX= StEAON HAE H=E AE0t0H o=/ Fd RASS HAEY = UsLICH
CtESd €2 3ItKI2 ot=20 HAE 2201 AsLICH

- 13

- RYK=s HAENAM A2 HAE 80l =&E)

- RS HAENAN 2AF HAEE AMEH =)

AFETIDF 1812 MEisle B2, NS HIAE £ 28 24 QA HAED} 8 8o 2HELIC 0
DEOA, 2 5&5(%1 IP =4)2 ping EHIAES UART

AFRTIOF 2 (X =

JE 2I| @A KNS EHIAEI BH=HO2 AT 0 RE0A, 22 SASMH IP
2=2)9 ping HIAES UART BIAED} 28E X &&LICH

om
>
|
=2
x
fo
10
5_"1_
>
n @
%0
o
1>
gI:
i
i
x
Ja
_O'j
rr
o
£
=
0o
o
N
Q
a
5
'_l
Q
Vv

+9. Ethernet Z UARTOIA HAEEZ XI5 +&otdH, AEAE Super SeriesS Ethernet
HH

HE(| Ethernet H0/EE BF=A) HZ ol SZ8 FYHEZ Super SeriesS ZE A/2/1& ZEW



AZoHOF BILILE B REEHIP FAE XE B SAET) BIEA Q0/0F BLICKL JIE MBS
IP &4 & 192.168.0.128 0/0/ 0/= [Firmware Upgrade] G+ At&Eor0 HFE + 2UZL/ICH

JEX ged, HAEZE H&E5 +&& + Lzl




J&/ A-12 Bootloader /& ZZ 372 9 /=80 HIAE O

MEXIt [auto test]E HEIEH AR, B= oIS F4 QA0 e HIAEI Hs22

gLICH




7&' A-13 Bootloader 5 ZZ 72 [fS SIEL 0 HAE 3

2t OlERI0 e Q4 HAEE o, AZXE <Esc> JIE =d HAEE 2




DRAM TEST === === = mmmm o m o e [SKIPPED]

[FLASH]
Flagh sk el e e e e e e e S S OSSO SIS [ 2 %]
FLASH Test ————-——--——-——-——— - m oo [SKIPPED]

J& A-14ESC J/& A8 E& HAE ALHFHI/

£ RCE HZe IS HAED diHesE S 2HMIE &dols B2, HAEI XN Al2lE
A =

2eld| ol ZHALICH 0l B, AFEAE <ctrl-

m
O
rr
Q'j
In
0
=)
an
|~
Im
S
=z
:‘—T_:I
o
o

A 5.5 Firmware upgrade 05

Firmware upgrade HIRE AMEE2ZM AEXA= X2 fimwareE Z1d0EEY = USL
Ct. firmwareE 2 2I0IEGH &, ALSXs He! Ois HOIXIS e &= 38 HEGHH &M
firmware HH& S &I £ USLICH firmware upgrade 0l Z2 132 & fimware 22
E <ol BOOTP ¥ TFTP 22 Z2&=2=2 XA ELICt. DHCP &&= <8t J

BOOTPLICH AFEXIIF TFTPE M&ist 22, AI2Xte HEs X2 IP =45 &SFH0F &L

Ch X2 JIZ IP == 192.168.161.5. 2 LICt.

0

Firmware upgrade 2| &%, [Server’s IP address]Z &&E MBO BtEAl [Firmware File

Name]Z &&& firmware LHE 0|l BF=Al &Mool OF &LICH

Select menu

Protocol [BOOTP]

IP address assigned to Ethernet interface [192.168.161.5]
Server's IP address [192.168.0.128]

Firmware File Name [ss800.bin]

. Start firmware upgrade

<ESC> Back, <ENTER> Refresh

g w N

Select protocol ( 1 = BOOTP, 2 = TFTP) : 2

Select menu

Protocol [TFTP]

IP address assigned to Ethernet interface [192.168.161.5]
Server's IP address [192.168.0.128]

Firmware File Name [s800.bin]

. Start firmware upgrade

<ESC> Back, <ENTER> Refresh

g w N

_7&/ A-15 Bootloader /= ZZ J& (42 firmware upgrade 4/
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AZ Xt [start firmware upgrade]S 86t <, &0l HAIXIIL 2HHO LIEFELICH A=

£ Q=5tH, Firmware upgrade =&
o

Select menu
1. Protocol [BOOTP]
IP address assigned to Ethernet interface [192.168.161.5]

. Firmware File Name [ss800.bin]

2.
3. Server's IP address [192.168.0.128]
4
5

. Start firmware upgrade

Firmware upgrade cannot be stopped until finished.

And all configuration parameters are restored to default values.
Do you really want to start firmware upgrade (y/n)?y

BOOTP broadcast 1

ARP broadcast 1

TFTP from server 192.168.0.128; our IP address is 192.168.161.5
Filename 'ss800.bin'.

Load address: 0x100000

Loading: A A A A A A A A A A A A A A A A A A

done
Bytes

Erase
BLOCK
Erase
BLOCK
Erase
BLOCK
BLOCK

t

B R R i
gttt ddtddstddddddddddddidiididdiddiddididdididiiddididididdddii
A R R R R
FHEF S
A R R R R R A
gttt tdddtdddddiddidiiddiddiddiididididididididdidididididddii
B o
gttt ddtddstdtddddddddiddidiiddiddiddidididdidididididdididididdddii
A R R R A
G
gt pdddddddddddddddddiddddiddddddddddidddddddiaiaii
G
gt dpdddddddddddddddiddiddddddddiddddddidddddddiaiaii
G
G
gt pdddddddddddddddddiddddiddddddddddidddddddiaiaii
G

ransferred = 5838194 (591572 hex)

Flash Sectors 9-20 in Bank # 1

1

: Copy to Flash... done

Flash Sectors 21-115 in Bank # 1

2

: Copy to Flash... done

Flash Sectors 116-116 in Bank # 1

3
4

: Copy to Flash... done
: Erase Flash Sectors 117-117 in Bank # 1

Firmware upgrade is finished successfully.

Select menu
1. Protocol [BOOTP]

(G2 > GV \V]

IP address assigned to Ethernet interface [192.168.161.5]
Server's IP address [192.168.0.128]

. Firmware File Name [ss800.bin]

. Start firmware upgrade
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J&' A-16 firmware upgrade ZZA/A

firmware upgrade ZZ2AIAJL &S EH, Z2)H2 45 HAIXI M O=E CHAl LIEFHLICEH
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£ & 6. Serial/lP&2 Super Series AtE3tI|

A 6.1 Super Series® Serial/IP2] S& Hl

H A-9 Super Series vs. Serial/lP 4 S 34

&g Hols

Serial Port Configuration of Super Series

Serial/lP Configuration

Cryptograph
Host mode Configuration yp. J p Y
Configuration ) Connection )
Credentials Security
Encryption Protocol
Host mode Telnet Protocol
Method
No login Raw TCP
TCP Disabled None ) _ Disable
required connection
No login
TCP Enabled None ) Telnet Disable
required
“SSLv2” or
No login Raw TCP Negotiate
TCP Disabled “SSLv3
required connection SSLv3/TSLvl
rollback to v2”
“SSLv3” or
No login Raw TCP
TCP Disabled “SSLv3 ] . SSLv3
required connection
rollback to v2”
“TLSv1” or
No login Raw TCP
TCP Disabled “SSLv3 ] . TSLvl
required connection
rollback to v2”
“SSLv2” or
No login Negotiate
TCP Enabled “SSLv3 Telnet
required SSLv3/TSLvl
rollback to v2”
“SSLv3” or
No login
TCP Enabled “SSLv3 Telnet SSLv3
required
rollback to v2”
“TLSv1” or
No login
TCP Enabled “SSLv3 Telnet TSLvl
required
rollback to v2”

Super Series0Ol “SSLv3 rollback

2 LICY.

to v2’

sHde

[y w—
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Serial/lIPOl “Negotiate SSLv3/TSLv1"dt 22 =4




“SSLv3"Z Super Series® 253t HASIH SFEUCHH, Serial/lP=
[ez]

SHE O Z = Super Series?t HZE £ SSLICL

A6.2 HZ OlAH -Telnet ¥ SSLv3 encryption

L

0
on

1 &3 G20 201 1M Alelgd ZEE SAE 2=z dFeLICL
Host mode = TCP,
TCP listening port = 7001,

Telnet protocol = Enabled

Serial port configuration - 1 : Port #1 ---Move to --- ~

Enabla/Disable this port
Port title

Apply all ports settings
Host mode configuration

“Negotiate SSLv3/TSLv1”

Host mode | TCP v

TCP listening port (1024-65535, 0 for only lmm \
outgoing conneckions) : —

Telnet protocol | lErjElll_lB_d_:f

Max, allowed connection (1-32) ; |32 ]
Cyclic connection to remote hosts (sec, 0 : IU I
disable) :

Inactivity disconnection timeout (sec, 0 ; m '
unlimited) ;

| Savetoflash || Save&apply || Cancel |

Remote host configuration
Paort IP filtering
Cryptography configuration
Filter application

Serial port parameters
Modem configuration

Port |logaing

Port event handling

Jal

2 S OsSn 20l 18 Alelg ZEESE 235 Jlgez &

0

Encryption method = SSLv3

LHHX s82 1U& SotAl2 JI2 a2 HFYAL.
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Serial port configuration - 1: Port #1 --- Move to --- &~

Enable/Disable this port
Part title

Apply all ports settings

Host mode configuration
Remote host configuration
Paort IF filtering
Cryptography configuration

Encryption method |SSLv3 v
Enable/Disable cipher suites ;
SSL_DHE_DSS_WITH_RC4_128_SHa
SSL_DHE_RSA._WITH_3DES_CBC_SHA
SSL_DHE_RSA_WITH_DES_CBC_SHA
SSL_DHE_RSA_EXPORT_WITH_DES40_CBC_SHA

& A-18 &35 /5 & Z( Cryptography configuration)

3 B Open Serial/lP Control PanelS £, Super Series2 1H Al2lg ZESQ Sb

25t= COM ZEE “Select Ports” HES = &= EHLICH

- Serial/IP?Cantrol Panel 4.2.3

Tacncar, . IR I
softwa rc—} it 4

COMTT —Settings for COM18

COMI12 IP &ddress of Server! Port Number:
ggmg [192 168,411 [7001

Egmg Configuration Wizard.,,.

COMI17 ,

CoM1g Select Ports [X]

Please select the COM
ports you wauld like to
redirect to Serial /IP?

ICOMS T .

CICOMID i ST
VICOMI]
VICOMI2
VICOMI3
WICOM14
VICOMIS
VICOMIE

Select Ports. ., | VICOMI17

VICOMI8 Rl
_PotMontor.. | | =50 cancel| Help... |
M T OIS e s A

[~ DSR always high

Advanced. ., | [~ DCD always high

[~ Restore Failed Connections

- Security
¥ Enable  |SSL Version 3(S5Lv3) |

Close ] Help... I Sbout,,, ]

7&' A-19 Serial/lP Control Panel Al ZESZS A&
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4 CHH Enter ABHSl IP =2A(ISuper Series IP F=4)2F ZE YWH (1B Alelg ZEQ HEE
HH)E ZEotH Y6t GhSy 201 OE I20IEHES S8 g LICh

Credentials = No Login Required,
Connection Protocol = Telnet,
Security = SSL Version 3 (SSLv3)

—. Serial/IP?Control Panel 4.2.3 X]
TAcTIgaL ===,
0% -

10671 1 E— Settings for COMIE-

COMI12 IP &ddress of Server! Port Number:
COMI13

CoMia |192,168,4,18 | 7001

COM]? Configuration Wizard. .,

COMIS -Credentials
i+ Mo Login Required
" Use Windows Credentials
< Prompt on COM Port Open
" Prormpt at Login

" Use Credentials Below:
[
|

Connectnon Protocal

Select Ports... | o Telnet with CR-Padding
: " Raw TCP Connection
Port Monitor. .. | =

-COM Port Options

Licensing,.. I [~ DTR is modem escape
[~ DSR always high

_ Advanced.. | || 1~ pep always high

[~ Restore Failed Connections

- Security
[ Enable  [SSL Version 3(SSLv3)  v| \

Close I Help... ] About,.. I

7& A-20 Serial/lP Control Panel A/ I}2t0/EH £F

5 EA B0l osdolE Z20ds €1 &4Z2ct= COM ZEE HEgLICH OHH
AMEXt= OHXl XHale) PCOl A= COM EEUHA HOE o=clold Z2OES

ME3GHXO0| Super Series2| Al2lZ ZEE AMSE = USLICH
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.32 - [discannected] VT

File Edit Setup Control  Window  Help

- E A
Tera Term: New connection [Yl =
C TCPAP  Host: [192.168.4.11 -]
sevice: € Telnet TGP portl: 29

€ Other

« Serial  Port: [MUVIEIE -
[ ok | Cancell Help |

v

%

7&/ A-21 Serial/IP£ Super seriesS A/2/& HZEQ HZ5t7/

6 ©H AEX= Serial/lP2l  Serial/lP Port MonitorOlLt Trace window2 &2 AEIE

DUIHSIAU F=HE = JAsLICHL

—. Serial/IP?Port Monitor 4.2.3 =13
File Edit Help

Tac caL =
softwa rl=m

Activity Trace |

23:06:46.140 COM16 : | S5L initialization proceeding -~

23:06:46.140 COM16 : | S5L initialization proceeding =

23:06:46.140 COM16 : | SS5L initialization proceeding

23:06:46.171 COM16 : | SS5L initialization proceeding

23:06:46.640 COM16 : | SSL: RC4-SHA at 128 bits

23:06:46.640 COM16 : | COM Port Control negotiated (RFC-2217)

23:06:46.640 COM16 : | Server connection negotiated

23:06:46.640 COM16 : | FlushTX

23:06:46.640 COM16 : | FlushRX

23:06:46.640 COM16 : | DTR: 1 RTS: 1

23:06:46.656 COM16 : | CTS: O DSR: O 7
Clear l [v Enable Trace v Hex Display v Buto Scroll T Always On Top

&' A-22 Seriall/lP Trace Window
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£E 7.SSL ¢

Ol

A e

uin

y)

A 7.1 OpenSSL I§IIXl &X|

1 &3 Download the latest OpenSSL package. (http://www.openssl.org)

2 ©J Install the OpenSSL package.
<For Windows user>
Download OpenSSL for Windows binary file and run it.

(http://www.slproweb.com/products/Win320penSSL.html)

<For Linux user>
Download OpenSSL source code and compile it.
# cd /work/
tar —-xvzf openssl-0.9.7d.tar.gz
cd openssl-0.9.7d
./config
make

make test

H= W= H= W= HE

make install

A 7.2 root CA (For Self-signed) 8+SD|

1 ©H Editing openssl configuration file.
Default configuration file location is as follows,
< Windows >
C:\Program Files\OpenSSL\bin
< Linux >
/usr/share/ssl/openssl.cnf

Modify [req distinguished name] section as follows,

countryName = Country Name (2 letter code)
countryName default = KR

countryName min = 2

countryName max =2

stateOrProvinceName = State or Province Name (full name)
#stateOrProvinceName default = Some-State

localityName = Locality Name (eg, city)

localityName default = Seoul

0.organizationName = Organization Name (eg, company)
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Modify [req attributes] section as follows,

2 ©H Making self-signed Root CA(Certificate Authority)
< Windows >
# cd /work/openssl-0.9.7d/
< Linux >
# cd /work/openssl-0.9.7d/
# mkdir CA
# cd CcA
#

sh /usr/local/ssl/misc/CA.sh —-newca
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3 ©H Check whether CA key file(demoCA/private/cakey.pem) and CA certificate

(demoCA/cacert.pem) is generated

# 1s demoCA/

cacert.pem certs crl index.txt newcerts
private serial

# 1ls demoCA/private

cakey.pem

A 7.3 21E RE M(Certificate Request) St=J|

To make new certificates, you should make a certificate request first.
# cd /work/openssl-0.9.7c/CA

Run following commands,
# openssl genrsa -out key.pem 1024
# openssl reqg -new -key key.pem -out req.pem

(It is assumed that you are using sample configuration file - “openssl.conf.sena”)

Using configuration from /usr/share/ssl/openssl.cnf

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [US]: (Enter)

State or Province Name (full name) [Minnesota]: (Enter)

Locality Name (eg, city) [Minneapolis]: (Enter)

Organization Name (eg, company) [Digi International]: (Enter)
Organizational Unit Name (eg, section) []: (Enter)

Common Name (eg, your name or your server's hostname) []:Sena VTS

Email Address []: (Enter)

Please enter the following 'extra' attributes

to be sent with your certificate request

A challenge password []: (Press Enter — Do not enter any other characters)

An optional company name []: (Press Enter — Do not enter any other characters)

A 7.4 21F QA K(Certificate Request)ll MZ 3iJ|

1 ©3H Signing a certificate request
# cd /work/openssl-0.9.7c/CA
# cp reg.pem newreq.pem

# sh /usr/local/ssl/misc/CA.sh —-sign
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2 ©3H Check whether signed certificate(newcert.pem) is generated.
# 1s

A75SSE 2SN 2SI

1 ©J Removing headings in newcert.pem file
# cd /work/openssl-0.9.7c/CA
# cp newcert.pem server.pem

# vi server.pem
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2 3 Concatenating key.pem file to server.pem

# cat key.pem >> server.pem
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