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110V E£= 230V &2 RS

- Al2lZ 0l H0l2(SS100E)
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- Quick Start Guide
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SS100 |  ssi10 SS400 SS800
Al g Qg Ho]x 1 XE 4 XE 8 XE
Alg]ld 4% 75bps ~230Kbps
52 Ao
3l= 9o RTS/CTS, AZE o] Xon/Xoff
RJ45 7]
Al
RS232 Rx, Tx, RTS, CTS, DTR, DSR, DCD, GND
RS422 Rx+, Rx-, Tx+, Tx-
RS485 Data+, Data-
e Ao]: DTR/DSR and RTS/CTS
YEHF QAQEHeel~ | RJ45 Ethernet HYLEZE ZHESH 10/100 Base Ethernet
128 2 /55 IP =4 A&
ZTREZ -ARP, IP/ICMP, TCP, UDP, Telnet, SSH v1 & v2,
-SSLv2 &v3, TLSvl
- DNS, Dynamic DNS, HTTP, HTTPS,
- SMTP with/without Authentication, pop-before SMTP,
- DHCP client, NTP, PPPoE, SNMP v1 & v2
PCMCIA 5782 ChS PC IIE X<
ATA Zef v=2e 7h=
802.11b ¥4 # Jl=
10/100 Base-TX @ 7}=
2H 7=
Bt ASXHID Y 25
HTTPS
Het Erjd Qe ]2 SSH
dlo]E <33} SSLv2iv3, TLS vl, 3DES % RC4
IP 74 HEH
SCP
Modem emulation AT H#Ho] 2
< Alel2 22& ZE | telnet, &, HelloDevice Manager
A A A A Y: Windows 98/ME/NT/2000/XP
ANAE 22
2 2] U552 email 8
Al A B AMER
Crest AIAED AR Al JIs
A
telnet, Al2I€ 2& = & AHMBOIAE S8 URI2E Jis
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By &5:-40C~66'C
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A4 5VDC,05A @ | 7.5VDC, 1A @ 5VDC, 1.5A @ 5VDC
5VDC 7.5VDC
A7) 100 x 72 x 25 150 x 103 x 26 245 x 153 x 30 (mm)
L x Wx H (mm) (mm) (mm) 9.6 x6x1.2 (in.)
3.94 x2.83 x 59x4.0x1.0
0.98 (in.) (in.)
DIN-rail mount option
25 (kg) 0.240 | 0.455 15
Gl FCC(A), CE(A), MIC
=4 BZ 7|7 5
14 801 & 20f
O] MEES &2 IIEZ0A Letaoz AIEEHes SHE F2SLICH. 0]l SHE2 g4y 2t 0]
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MAC =A== 6Xtel 0Ul(Organization Unique ldentifier) B122 6Xl2l BIERAN AY Hs=2
24d& 1% 1242 StE/;MAH HSALICH. Super Series2 MAC F=A= 00-01-95—xx—xx—xx0I [,
QIE BFAOl HIEHN 2t&O0| 20 USLICH
SAE
HEHIN HZE M2 ZBEH
PIHY T2EE HANA “SAE” 2t 0= QHYANMN CO2 HAEHL 28 a8ist F=0|
Ilsgt EF FEHE SELIO. SAEN=E HERID B2 HE0W DK IP TAE F4Hols
EXN 27 e “SAE BHS I USLILH
P (Ral
S HA |2 SO & O S4&l SHE AMOIHM d0Lis 239 A &,
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ZSCHE2H) H2Z0] 0120 & M ME&EO0l AIEZ D HAO E=€ [ 2ELICH
SC0IHE/AH
SCl0|HE/ABHE SIS ZEH Zz"8, = ANHAZS Qo= 2c0|HE Zz it
QAN SEol 0IE Xeldte A Z2 08 A0l ZHAHE LEHLICEH.
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ISP Internet Service Provider

PC Personal Computer

NIC Network Interface Card

MAC Media Access Control

LAN Local Area Network

utp Unshielded Twisted Pair

ADSL Asymmetric Digital Subscriber Line
ARP Address Resolution Protocol

1P Internet Protocol

|CMP Internet Control Message Protocol
uop User Datagram Protocol

TCcP Transmission Control Protocol

DHCP Dynamic Host Configuration Protocol
SMTP Simple Mail Transfer Protocol

FTP File Transfer Protocol

PPP Point-To-Point Protocol

PPPoE Point-To-Point Protocol over Ethernet
HTTP HyperText Transfer Protocol

ONS Domain Name Service

ODNS Dynamic Domain Name Service
SNMP Simple Network Management Protocol
RADIUS Remote Access for Dial-In User Service
SSH Secure Shell

NTP Network Time Protocol

UART

Universal Asynchronous Receiver/Transmitter
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Bps

Bits per second (baud rate)

DCE Data Communications Equipment
OTE Data Terminal Equipment

CTs Clear to Send

OSR Data Set Ready

DTR Data Terminal Ready

RTS Request To Send

DCD

Data Carrier Detect
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2. Al&oH)

2 M0 ME Super SeriesE MS &AXlot) E&ols 2HM ot EHSHLICH
- 2.1 /g XM E HE HIXl & LED EAl SS AYSHLICH
- 2.2 OlEF0 HZoII/MM= Super Series® AR, UWERZA ¥ X HZE SEH=S

LI
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- 2.8 AAE Z&£0 EF5ot7l= ANAB 2L = telnet L= & HSE AFE3HH Super
Series? 2 ZE(N &%0l= 2 ES dHELICH
AZStASH OS9 &XE0| EREHLIC.

- otLtel & AHOIE(WIIXI0 ZEE)
- otLtel 2£/Ethernet HOIS(WHIIXI0 Z&E)

- Jlolg BIE(EHBIIIOH mstE)

- WES3 2B HOIA SIS(0I5H NIC)IF e BHLICl PC E£& BHLES| RS232 Al2lg ZE

2.1. HE dlOoIot=

2.1.1.SS100 IHE dil0IOt=

SS1000l= &fEf HAIE <8 6JH2 LED XAIEZIL /USLICL &P 2= AIAEe &

dEiE HAIELIOL O UsS 8Zcs AMAHES NS dEHE AL M BN #Z= Clold

SEE AMel2 ZE9| + HES HAELUO TS Al el 2= 272 100 Base-T OIHS!
c

—

al
&, 10/100 Base 0|4 &3,

H 2-1SS1008 LED XAl &x

e s
ALEH (Status) Power M0 B3 EH w2tAo] ZLICH
Ready AAEO| S&E =H|DF S AHUL SEH =0|H 2HM0| S LIC
OledJF SrMoh 2B EILICH (Ol |Cl2 &olgtedd 28
ZAIGHAID| BHELICH 22 ZAI0 2oiM= 6. 220 M ZHELICH
Alelg Rx/Tx SS1002 Alelg ZEE Sall UI0IEIF SHLI{LE L& WOHCH
ILE(Serial Port) ZetHELICH
OlHY!(Ethernet) | 100Base | 100 Base O Y UHIERAN AHAZEH =2a40| ELICL
Link 10 = 100 Base O|HY! WEHIW AALDH =0 FLICL
Act SS 100 O|HY! ZEE Sall W20l SHLHU Uite A 22
20| AS WO 2 ELICH
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_J& 2-1SS1009 IHE diol0t=

2.1.2.SS110 IHE dlOIOt=

08 2-228 08 2-30 20iXl= 248 SS 110/400/8000= AEH EAIE 98 M 1082 LED
KAl &#=ZIF ASLICH (Wl System, Ethernet 12l1) Serial Ports). =0 @XIst HS M e
HIOI= XN (Power), =H| AEH(Ready) 2l) PC 3JtE QIHHIOIA(PC Card Interface)ES
LIEFRHLICEH O OIS M Jliel & Z= 0lH4Y 100Mbps(Ethernet 100Mbps), & 3(Link), 12l &S
FEH(AC) I LICH OHXIY o= Aleld EZEQ #{l(Receive)dt & B (Transmit)S S0 SLICH

A
H 22004 2 LED XAl 8E9 Jls= &FEL/).
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PG Card
1HMbps
Link

L

Saral RuTe ==

il’i‘-“-:,"a[k—HiEEH
55110

EB3-28W= Ethemar 12100 Factory Resm

& 2-2S8S1109 IHE 20/ot=2
H 2-1SS 110/400/8002] LED XAl X
e s
System Power M0 =53 HZLUICH
Ready AMAEOl S&& =H|JF &H HELIC
PC card PCMCIA &XIJt &= S0/ HELICH
Ethernet 100Mbps 100Base-TX 20| 2 X &H HELICH
LINK OIHY! HERAIO ABEH HELIC
Act Super Series O|HY! ZLEE SoliAd 20l SH L LJt= 240t
22 250 JUS WOotCH 2 LICh
Serial port | InUse A2l ZEJI AFE Z0/H HTLICH (SS400/80001 2 H=L0, ZE
tha'0| IISSIEE SFGIHUL ZE F=0| A2 =2 )
Rx/Tx Super Series® Al2lg ZEZE SollA CIOIEIF S{2HLE L2 MOtHCH
2eteLIC
2.1.3.SS400 g dlolot=
8 2-30 2EHAIXZO0l SS4000l= AEH HAIE ®I8t Ml &2 LED KAl &=t J{sLICH (Ol:
System, Ethernet Z12|1]) Serial Ports). =0 {IXIgt MS A JHS &= X3 (Power), &8I &
Ei(Ready), Z12l12 PCMCIA CIEHO|A(PCMCIA Interface)E LIEFHLICH 1 OS2 A e &8X&=
OIY! 100Mbps(Ethernet 100Mbps), & 3(Link) 12l &S AEi(Ac)RLICE 1O S BEE2
Aelg ZEN CHol AFE2Z=(InUse), #=&I(Receive) 112l & & (Transmit)2 20 SLICH
H 241= 2 LED XAl IO JisS AYELICH. § HHEW= RI4S HEYEHE Al2lE ZE
OlHY! LE SS400 2 ZE, 2l 8 430 2 LICH
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g e

2.2. ot=F0 H&Eo6H|

2 HilMd= =D HHAEE <o, Super SeriesE &EXI0 HAZot= L0l CHotod AH&HLICH.
- Super Series? dA =2 HXE AHAZELI
— Super SeriesE Ethernet 518 L= A<

- oie X0 HZELICH

2.2.1. 8&0 HZSH|
Super Seriestif & JHOI== HZELICH HAA0 HEol =8 B2 [Power] HEAISO|

T EM(SS400/800) L= ®2HAH(SS100/110)2 2 HS &HE S|AELILCL

J& 2-1 SS100/1100 && &1Z ot/
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_1& 2-2 SS400/80001 XM& SAZ 5t/

2.2.2. HERKAIJO HAZ35H]

Ethernet AHIOIE2l &% Z2 Super Series Ethernet ZEOW H&5t1, UK X CHE Ethernet
HOoIE2 ZHHZS UHERZA ZEN HZELICH. 0201 SHt2H HZ&E B, Super
Series? Ethernet WIER A2t HAHAI= G5t 20 LIEFELICH

- [Link] EAISE =M HS 4HE SRAELIC.

- [Act] EAIS2 A& Z2eeld

- Super SeriesJt 100Base-TX WIES A

S KIELIC
- e UIERZ HZ0| 10Base-T2! Z< [100Mbps] HEAISE HXIX &4SLICH
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18 2-4SS1100] HWERZ F0lE AZ 57/

—1& 2-5 SS400/80000 HERZ Flo/E SZ o7/

223.o1E EXI0 HZ5H

Super SeriesSl AlclZ ZEN 2£ H0== HIELIO. AMEXIL EX2 2 ZE
H@ote® X NHMUHA MSB8 2 ZES RKREsS g ERIb USUCH Super

APEXH EXI0 %= A0S EHE

e
=)
e
@

SeriesHOlE2 IJIE DHIIX We ZE2{1-
K50 2ol M3ELICH XAE Liee
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SS100E A2l Z£= SolM 2Fg 2H02tH, & ASU ZFE2 Alelg ZEN Al2lg
HOolISS HAGHA A

|2. CI82 2 Data/Console A XIE Console Z£2 2 2XIAIFIAAIL. SS100
AF0 st g2 2.25 WM XASEI CHE2D ASLICH
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& 2-6 &H/E ss1000 SZ ot/

Equipment

& 2-71 &6/ E ss1100) SZ5t7]

%-\-u

Cﬁ

Equipment

1&g 2-8 &'H/E SS400(£+%) 1 SS800(RZ) 0l &

%=1
2.2.4. ANAad€ | 838101
Super SeriesOl &H{/ote 2HEHES U JHKIF /UASLICH. Ols, AIE2XS
AL 20 et ZetdLUICH, S8, Super Seriess= ®IAE O,
Interface) Ol% = CLI(Command Line Interface)E MZot) USLICH

21

5\

.y

Equipment

XL X

GUI(Graphic User

C <=
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- ANAE 2&:
22 MEXE digEHE A= HYH YL 2=/Ethernet HIOISE=S ArEdH Super SeriesS
ANAE 22E ZEN AE 238 = ASLITH
- 23 2&:
BIAE Ol CIHHIOIAE R0t 2 MEX= HOIE HSc0IEE AHEdH Super SeriesS
telnet(TCP L E 23) = SSH(TCP LE 22)0 & £8 4= USLIC.
-9
2 BRME MESIH Super SeriesE dA&EGtHA= 2= AIEXE= Internet Explorer =
Netscape Navigatoret 22 & SctME ALE6t0M Super Seriesll HZE = USLICH
o YHES2 25 SUPER SeriesAlAECz20l 27018 QPELICEH
2.25. AlAEN & ALESH|
1) Z=/Ethernet AHIOI22 StZ ZZ Super Series 2L ZEW HZELICH.

18 2-9 SS1000i AIAES & H0I=2S HE6H|

ANE 3=
0o C =

—J& 2-10SS1100/ Al HOoIES AZ5t7/

22



_1& 2-11SS400/8000/ AlAE Z£ J0IES HZ o7/

2) RJ4A5-DB9 O1EHE{(female adapter)=S AF2 X A EEH0 HZESHLICH.
3) AN ZEHS A2l ZEN HOIES stZ BS
OlIHE{O0l S (HyperTerminal )t 22 EOIE OSH0IH Z2O3sS AMSLICH. S

- T

4) o a
20l HOlE o=diold 2289 Alelg &8 mcet0IdE &3 LG
B 9600 Baud rate
B Data bits 8
B Parity None
B Stop bits 1
B No flow control

5) [ENTER] 321 SSLICt.

6) AKX Ol HIY HSE 25t Super Seriestl Z 101 SHLICH. G 20|

Login: root Password: root

Login: admin Password: admin

192.168.161.5 | ogi n: root
Passwor d; ****
root @92. 168. 161.5: ~#

7) CLIZ 0I35t0

CHHAME &HZotd

P

I &3

Q.

It

= UsUICEH CLIoI et XkAgr WE=2 8& CLI

ujo

=

8) JlE CHHOIAIL HAE w2 &= Z20 “ssedit” SEHE &dotdH, J&

2-1201 U= Glis SHHO| LIEFELICE.
root @92. 168. 161.5: ~#ss. edi t

Vel come to SS-800 confi guration page
Qurrent time: 08/22/2003 21:52: 36 F/WREV.: v0.4.0

23



Seri al No.: SS800438349- 42944 MAC address: 00-01-95-04-19-5a
| P node: DHCP | P address: 192.168.14.7
Sel ect nenu:

Net wor k configurati on

Serial port configuration

PC Card configuration

System adm ni strati on

Save changes

Exit w t hout saving

Exit and apply changes

Exi t and reboot

Enter> Refresh

A 09 E O S 69 [N [=

& 2-12 B9 M= 518 (SS800)

ool oiss st AtEX= Ol BISE =5t LE [ENTER] IIE =24 Super Series ItetOlE

SO0 Zs Hs &322 Jd88 > ASLUL. ofF Hs 2o U= ArZ2Xi=s 2210 892
Sol Mg Z= HIel0IHE 8488 = JUSLLC. RE mtet0lee= Super Series? HIFYEH
H22 S2t0 MM, 0l MEXOIL Ol 5. Save Changess SEiGHH MAEE == USLILCH
Ol 7. Exit and Apply Changes == 8. Exit and Reboot & «&st I8 ZE HE A&

23 =+ UAsUL.

= Super SeriesOl &=otJ| MUl BtEAl Super Seriesll |IP =48
NS LH2S 3. IEYT IS EHXGHAAIR). Super Seriesl =& =5tA|

|2 IP 2= 192.168.161.5 LICt.

A 2L JIs2 ¥H SAE FH SENAM disable € = USLICH(KAE HES AE

CtS9 XI& 0l et Super Series 2 20| A2 ELICH

1) TelnetZ 28 L= telnetd|s(0, TeraTermPro &= Hyper Terminal)2 XI&ol=
TS AMAZUC. SHEX IP =4 & port number= Super Series®t =6l 0Of
SLICH ZQRF B2, port numberS 2392 XIAELICH. AM=Z2X ZEH "E 2bol

CIEHHIOIAN TS HEWE SHEELI

telnet 192.168.161.5

cC

a

rr

ChS Iet0IEHE H= telnet T2 S &

02

AZLICH

24



File Edit Setup Control  Window Help

Tera Term: Mew connectian

& TCPIP S[-Y 1 92.168.161.5 j

v Telnet TCP porté#: |23

C Serial Port: ICOM1 v|
(0] 4 | Cancell Help |

8 2-13 Telnet ZEZ27& &% O A (TeraTerm Pro)
2) AM8Xe= BtEAl Super Series2 =Z0I5H0F ot0H, Ol ArESX Ol8M LsE
SAELICH. AFEXF 018 & 259 CIZEE 32 AMAHY rootE 28t root & AlA

3) Super Series)t 018t B2, CLI EEZE F= HAE M 3HOI LIEFELICEH.

Super Series= HTTP2I HTTPS(HTTP over SSL) Z2EZ=
Series= Atdl & 22| HOIXIE N S8LICL Super Series & 2t2] HO|IXI0 &=%0tel™, Super

Series®| IPF 240 Jiss SAE ¥Hs @ BHet22XM2 URL/Location Z =0

-
C
A
5

USESAAIR . OdH AMEX= Super SeriesC 21901 sHZ2 2 2 AJLULICH MEX=
BIEAl SHIE AIEA Fl 2SE AIEol AIAE0 ¢ 22N =QYsS CISoH0f
gLt =) &8 4382 Us EsLt

Login: root Password: root

Login: admin  Password: admin

FO ANEXHAHE Super Series & 22/ HOIXO &=£56t7] M0 EI=Al Super Series 2/

PF=XMEE =4 Z4 Jls 22ED HEY 0tA3T 8= ZAIoHAII] HIELICH

25



User authentication required. Login please.

Lzer ID ; |

Password @ |

Move to ;& Configuration page  © Customer page

18 2-14 Super Series & 22/2/ £730! oM

J& 2-14 = Super Series & 22| ZQ! StHALICH O FHOUMAM AtEX= 2021 =0l Ol
SOotDA of= HIOIKE &8 &= JUSLICHL AEXIL 2B & E H Ol XI(Configuration page)E
Ei5HH, 18 2-180 £0l= Super Series & 22| AHHOIAS SHFLEE SHOIXE & = US
LICH AFZXOF 1028 HIO| Xl (Customer page)E SEHGHH Super Series & 22| QIHHIOIAL J|2
D2 SHOIK £= 20212 SHOIXNE & = USLICL & AMSX LEHHOIAS] AHEX HAEDOE

OlZ0l 28t O &tMlet 28 2 9. AIEX FAEO0IE JH0/E 22 FZ0HAIJI BHE LI
18 2-15= Super Series & 22|l QIEHHOIAS 2BLE SHOIXNSLICH 2tHS| XHF0 O
t

7 Bt MISELCH 0l Ois diille 249 34 s 801 ZEE UL O oA &
52 MdEotH 2 S0 A AF2 Jts8 2 6tfl Uiwot Ecl 882 UEELICL AMEXe=
ot?l Ol &S HEOA oilY &S0 Ui o> 882 HEE = ASLICL MEXeE 2
E HIOIXINAM HE AMES [EHAIN XHE(Save to flash)], [M& L = Z(Save & apply)] = [F
2A(Cancel)]l2 = USLICL MEX=E &F MBS HEE =0l BtEAl [SHAU NE(Save

Flash)]2 & &45t0

to al S22 HIFEA JIAZXI0N MEHOF ELICH RLE HIAME
£ HZot)| A AMEXE BEA [HEAME & Z(Apply Changes)]S S &oliOF &LICEH 0 4
2 Ol5 il Ot =20 JASLICH AL XIF [HEALE X E (Apply Changes)|S SHEZHS [HOICH
M OHOHEH ==2t0| Super Series A& HZELICH E£&F ALEX= S0 HWHH=E ME ot
0 HANMNESEES HZ0HD] fo [HE Y HZ(Save & Apply)|S H&E = ASLITH

AZXOE M OB gtE 6K 2=0H [F A (Cancel)]l2 S EiGHOF &LICH Ol ot

t
2= HIANE0 FHAED 0™ g2 SFELICL
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gEm_Nw Management (g \ 7

MNetwork . .
IP configuration IP configuration

SHMP configuration :

IF mode : IStanc vl

Dynamic DS configuration

SMTP configuration IP address [192.168.161.5

IP filtering cubnet rmask ¢ |255. 286.0.0

SYSLOG server configuration

MFS server configuration Default gateway : [192788.1.1

Web server configuration Primary DMS {0.0.0.0 for auto) : [168.126.63.1

Ethernet configuration .

TCP service configuration Secondary DMNS (optional) @ |IEB. 126.63.2
Serial port PPPOE user name ; IWhDE\-'EI'
PC card FPPPOE password @ I********
System administration Confirm PPPOE password |********
System statistics

Save to flash Save & apply Cancel |

Apply changes

Login as a different user
Logout

Reboaot

Customer page

Copyright @ 2003 Sena Technologies, Inc. all rights reserved

_1&/ 2-15 Super Series & 22/ 3t&H
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.UHERZD 2%

31. 1P &3

o

MEX UESR S#B30AM Super SeriesE AtEotdA™H, &8 IP =
FHIZX 28 B, AMAE Z2e|XuA 226t Super SeriesE ¢I8t R&EsH IP =AE &
2ZSLICH. UWIERIA0 Super SeriesE HZotAP, 1w IP =4I JAOOE Stlhe A S
HAIGHOF ELICE.
Super Series IP =4 & Al, AIEXE USh &2 3019 QHY Z2&EZE 59| otUE

HEig = USLICH

e Static IP

e DHCP (Dynamic Host Configuration Protocol)

e PPPoOE (Point-to-Point Protocol over Ethernet)
Super Series= =J| Jl=ZgtS 192.168.161.52 IP =4AE H= Static IP 2E2 &
3-12 3He B= IP £F W2HOIHE =2

gHZot)| fIst &M & I8t UIE 205U

H 31IP £& IietolH
Static IP IP address

Subnet mask
Default gateway

Primary DNS/ Secondary DNS
DHCP Primary DNS/ Secondary DNS (Optional)
PPPoE PPPoE Username

PPPoE Password
Primary DNS/ Secondary DNS (Optional)

28



IP configuration

IP mode . Im
IP address : [182.168.16.1
Subnet mask |255.255.0.0
Default gateway |192.1EE|.1.1
Primary DMS (0.0.0.0 for auto) |168.126.63.1
Secondary DMS (optional) |1EB.125.53.2
PPPOE user name [whoever
FPPoE password ! |H**H**
Confirm PPPoE password |ﬂ****ﬂ
Save to flash Save & apply Cancel |

g 3-11Ip &%

3.1.1. Static IP =& AIZ56}D|

ASXIDF static IP =AE AMSE HS, Super Series? [P A2 &3 JYs RE HEZ
Iet0leHE =22 XI&6HoF &LICH. 0l2ds HtDIE = IP =2, Subnet mask, gateway®t

ONS serverdt ZgELILH. 2 AEUHA= 012 20 KtAlGHH T2 X LITH

fn
0

&i1: Super Series= & E My OiCt £E

rn
0z
kT
Uy
2

Zot0 HIERIE ZAotci ] &LIC}.

e [P address

Static IP "&¥" L= MOl A £ &Lt 0 Bls= =)
UHERI &9 AX =a2Z2ZA2 dgs L. dxE= 0lde IP F=AE AIE0tH UERA
2UAM &S = UAsUC OetM, d=8E P =42 UERZ SE0lA

HdUECZ JIRotl

& 170 192.168.1.x &AQl IP =4= ISP (Internet Service Provider)Jt BIEGHK &Z=Cis
UM A& (private) Z=ALLICH. Super Series AlEIZE HZotei® Z20 ek eyl st
g2 2sU=S Soi OOoIHE =1 &= = UA00F otH, 0 ER R=8 3o Ip =4S
SGHOF ELICH. ZQ IP =AEs LBNOZ XA ISPRRH RUSHHLE AUHE = ASLICH

°

MEHZ2 Z2 X2&H /AX, g Hd=S L= sZo LA fAs 2= UERID =AEES
SELIO. UER/KZIE Sol Uits | = &% Super Series AlelxZ= IH2!0

TCP/IP SAEDJ 2& UHERZA O A=K HMEY OtAIE Soff &elgLICh. =40t Super

[eKeC
Series Al2lZ22 s2s UERKZ L0 UCHH Super Series AMIZZFEH AE AZELICH.



3

54

A #H =& JI= HOIEROIE Soil AZELICH

e Default gateway

HOIEROl= OE UWERIAZ S0t 4 IS ot UERKZ EFYLICH. LBEOZ
UHERKZ WUHAM L= XIS ISPOHA EcHEES MOlots ERE= HOIERAO ==L, 222
HESRZT & o SAES S4Iot)l oMz Super Series Al2IZJF JI2 HOIESRIOI
ZRE2 P 20L0F ELICH. HAIOIESIOl 1P =401 Oist H=s FEB= UERA
2l X 220t AL,

=2

i

e Primary and Secondary DNS

AL S8 EAOIEE Y20tk ofH, ZRE= HAOIES HEsE IP =40 ot

2

ONS(Domain Name System) AMHHOIH 11, 1 &= 01856t01 & AU H=XELICH. ONS= QE Y
SO UYEsS AZEGIH 1P FAZ HEAAFz= YAYLIC. ZH P2 sena.comidt 2
IAEN2 =XE TEE HAS 0IS0IH LBtAo=z J|Y6)dr O &SLUC NS MieE
Jedst "SAE DBkl Tl WIS TCP/IPUI AZGH| fIdh =Xt IP FAZ BHEANAFE=

Super Series Al2lZ2] ONS JIsE AtEotHdE ZOQ UHHLZE SAEN E5g = UAESE
Ol DNS MBiel 1P =AE HEGHOF BLICH. Super Series Al2l== Primary DNS server 2t
Secondary DNS server 22 ONS MHS P =AE HEol= 2B S M8 LICH Secondary DNS
MH = Primary ONS AHHE AIEE = 812 [ A

3.1.2. DHCP At&0alJ|

SN SAE £F S4 Y (0HCP) 2 UWERIZ 22Xt IP A9 ggs Ao HEKIN A
S 2ot XNsSsE = WA ot sS4 ZZ2ESYLICH. DHP= UWIERZ 22IXIt P
FAE SHEUA Z=ot) =Hiot=S ot FFEIH OE UERD |AXN 21 & 3=
MZZ2 IPFAE US22 dSHES UL
Static IP 22 &=, IP 4= 2 BRHN =22 JEHHO0F LT, 2 HFEIL
E UERD |AXZ 0IsEH=E 22, ME=2 1P F=A0F BEAl 2EE00F UICH [P =40t
DHCP ZE0IAM ZEEE [P =&, MEU OtAZ, AHOIEROl, NS AMHE ZEgolse 2=
mtetolgor tsexg 48 ELICH. DHCPE &2l 1P =40t otttel ZFEO ot S8 Al2t
=, “[H0i(lease)” JMHES ASELICH. IP =45 &Hdl=0 ZRE 2E Ijet0IH= DHCP
A sz 28EH0 1P =40 AISEH= % DHP 2ci0IHE =B = Olelst

Super Series)t MA&EZ [HOICH Super Series= UWERT A0A DHCP KBS ZS&LICH DHCP
Mol EE0le IP FAE HBIR6I0 MEY 0tAZ, HOIEO =4, DNS MH & “CHO”

AZ2H0l ZEE N [USLICH. Super Series= Al 0lgd EEE XMl HIZ20 MEELICH
“CHOY” Ot 2t2&l= ES2, Super Series= DHCP AHEREH " HO" Al2te] HEZ2 QAEELIC.
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DHCP MHEDJF O HE=2 &g HS, Super Series= HBZHM &M IP =42 &8
USLICH. DHCP AHIE THH HAES S0Q6tA 2= B, Super Seriese= DHCP MHZE£H

MZ2 IP =4 QF EXE AMHELICH

L

D DHCP ZE0(A DNS AIHHE E&
J&LICF.. DNS AHIt s E SFLHX FE SR, AMEAXNE primary &' secondary ONS [P
£ 9 OoEMN 5 F LIS £ USLICE. ONS FAE s &EF62HZH, primary £

secondary ONS |IP =48 0.0.0.0 (A& &E)CZ2 EF&HLILC.

3 K

>

&

[0 Wy

150
0

ODHCP A= UWIERZT 22[AIF 22lotl U= IP =2 20AM 1P A8 SHCZE g8
Ol= DHCP Zct0IAHE, UHE =0 Super Seriesdt == MOICH CHE IP £ =
DHCP MHOIA 1P =4S WASHH ALS X MEH £ ZE Super Series =4S &4 oalg -
UEE ZHOHO0F ELICH. DHP UWERIANAM 1P FAE 0lL6tedH 2elXi= Super Series?
= Ol A= 4 AEIHOM U= Super Seriesl MAC =25 LO0HOF &LICEH

rr

4
ottt 22

3.1.3. PPPOE At&ot)|

PPPoE= 28 L= SA EXE S Ethernet LAN(Z2H2l SAIY)AQ el ZRE AMSXE
223 AOIEN H&GH| st #FSLICH. 6 BFE AIEX= PPPoEE ARSoll QIE S0 ADSL,
AHOIE BY = R4 AZS & = USUILL
PPPoE 2E0IlA Super SeriesE AtEotcdA® AMEX= PPPoE HE % ADSL 2t 22 PPPoE
=52 ZUIJt AO0O0F &LICH. Super Series= PPPoE Z2EZS XIRAGH| &0l ADSL H&ES
Sofl QI &2 A SAEN B = UsSULO. ASX= Super SeriesOl CHEH PPPoE
HES AHEX 018 & ESE EEoH0FRH & LICH

AN=Z [MOICEH Super Series= PPPoE AH{2F PPPoE HZEZ= AlEE Z
Ot Super Series= IP =4, HOIESRIOl, MEY 0tA= 2L DNS MU 2 @l
Q 25 FAELICH HAOl &I Super Series= H&ES Jtsst 8 2l RXotdA &

=

%™ Super Series= M2 HZZ2 RAEGIH MEZ2 PPPoE HZZ2 AITELICT.

£

I

o
O
O
e

N
nio

NES
= !

Om
ol
rr

C o
0 =

_,_

o
bl

e e
I

0l

&1 PPPoE ZEO0AE DNS AHHE HEEH Super SeriesQ Z2E HERZT &2& [icHIIHE
NEOCZ SFELICEH. ONS AU S22 EFLX Y2 FR, AIEIE primary £ secondary
DNS IP F4AE 2FHESCEN +=5FHCE HFE £+ JYSLICI. ONS FAE I&E &FoHHH,

primary 2 secondary DNS IP F£4Z2 0.0.0.0 (H&&E )22 &F&HL/LC}.

31



3.2.SNMP &£ 3%

ol

Super Series= SNMP v1
USLICEH. NMS E= SNMP

=
=

GET, SET, GET-N

TRAPS
(TRAPS) ,

ext,

MIB-11 AlAE
Ol Oil =0l A
g eIHmOolA

[y

IHAL,

MR g

2t
o

—

=
=
=

3

ol

==
=]

r

USLICH(SET). SNMP v2dil=

SNWP £ & stEE =2

=
=

9 2e| Z2E2) oINMED;

[Ct.

T

X A
=/

MOt

=
-

(B
S

clit= &

i

SKMP configuration

MIB-II system objects

sysContact
syshlame ;

sysLocation

SysSeryice
EnablesuthenTrap .

EnahbleLoginTrap :
EnahbleLinkUpTrap :
Access control settings (HMS)

IP &ddress
|EI.EI.EI.EI

[0000
[0000
[0O000

Trap receiver settings

IP &ddress
|III.III.III.III

[0000
[0000
[0.000

|admini5tratu:ur

|SSBDD

|my location
-

|‘-r’es v|

ko

|N|:| v|

-

Community

T

Commmunity

T
T

Permission
Read only =

IFlead only vl
|F|ead arnly vl

Read only =

WErsion
vl

-
vl =
-

v

vl

-

Save to flash Save & appl

Y | Cancel'

&/ 32 SNMP Configuration
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3.2.1. MIB-Il AlAE 24X (MIB-Il system objects) & &

—_

MIB-11 AIAE X &= Soil AIAE 3=, 018, ?IX & Super Series2 SNMP OIOIMED
=

AE26ts 2= Al A (Authentication-failure traps)S A&& = QUSLUICH 0lefst &2

re

MIB-1l sysName, sysContact, sysLocation, sysService Z12|1) enableAuthenTrap 24il A

ZE2(0ID)Jt AtZots = Mol SLICH

2t 0102 2t

ro
x

o
o

Ct

alo

ot 25U

ro

® sysContact: 22| A

Fote YEsS £FEL
A

AEN(Super Series)Oll CHEH EEX A2 2 o
Ch..
® sysName: AIAE AR

Domain Name) ! LIC}.

4N

>_

2= 0182% et oz =9 FQON(Fully Qualified

sysLocation: AIAEISl AN Sel& <X (0, & 3845, A&, 53)
sysService(I|H8E) : 20tz 22lg 23 YP=Z2A AIAE0l HBole MBlA
HEZES UE-ELICH JI28t2 2 Super Seriess S8 Z2 0 (7) &0t XJEHLICH

o
® EnableAuthenTrap: SNWP OIOIRE Z2AHADL O1F AN LS 2 MHS S
20T GRS UEIKUCH 0 2 2te S& &3 =% joz
OF MG RAUE IS HIEY ANY 4 U= 2

[y T oL

® EnableLinkUpTraps: SNMP OIOIME ZEZANADJL Ethernet HAO0l E/JU=X0 2 ES
MES Y AKX HREE UEHSLICH

® EnableLoginTrap: SNMP GIOIME ZZAHAIJL AIAEN 210 HeX
olEg WX HEE LIEHELICEH

AEXOFMIB =JF £= =&0l et XA0l 2R 2, MU Jlzs XNEFRHMZ HEGHAID
HrELICH. MIB2 SNMPLl XtAIEr B E= RFC 1066, 1067, 1098, 117, 1318 2l 1213

ZNE EFEXOIHAL.
3.2.2. MHIA MO &3 (Access control settings)

HAHA HO= Super Series SNMP OIOIEE0 CHSt 22l Xe &% JisdsS Hootl USLICH
Ol 0w &0 3= 22|X2H0l Super Series SNMP OIOIMEN &6t EEE n&otd

HE £ UASLICH XAEE IP =401 gl HR2(2E | 00 )
=

22| REJF Super Series SNMP OIOI M EN &EHE £ USLICEH

T
o
b
rr
(@)
(@)
© 0

3.2.3. E® 41D &€& (Trap receiver settings)

Egi £AD|= Super Series SNMP OIOIMNEZEH =R O|HE(TRAP) &M AstsS 22| XHOI Al
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s

o

= UACSF FagLIth.

3.2.4. SNMPE 0|88t 2l

[}

NMS(LIER A 22l AIAH) = NP BURME AESt= SWP Z2EZ2S S Super

SeriesE 2l £ USLICH. Super Seriesdt NMS L= SNWP Bt Mot AL D U=
SAEN 52 GIEotAH WS L= SNWP E2IRME AMEsH)| Hol, HAA HO 23S
Aol dHoioF &LICH. 08 33 2 Super Series SNMP OIOIMESl MIB-II 0IDE Ecdt<&
Ot U= LBHEOI SNWP E2t2RXM 3tH AEE S0sLICH

3
File Edit ¥iew Operations Help
T o foe] A o ol .
BB aAHE ity s JuE K20 29
Bt Loaded MibModules al
@ H-tg RFCY 21 3-MIB Host 1892168410 ﬂ Cummunit\,r i
? Jﬁfuargdnd Set¥alue ﬂ Wirite Community
9 o3 internet antestE | ContextEnginelD -
directory
& &3 mgmt Chject D |.i50.Urg.dDd.imernet.mgmt.mih—z.system.sysDescr |
C Sentget requestto 192.168.4.10: 161
@ sysObjectiD sysContact D:--=administratar
i sysUpTime
g g“gﬁ:”mtaeﬁ Sent getregquestto 192.168.4.10 1 161
@ szsanation sysMame. 0--=HelloDevice 53100
@ sysSenices
@ &3 interfaces Sentgetrequestto 182168410 1161
i@ imlumber sysLocation.0i--=Unknown
& [ iTable
e [ ?T Sentget requestto 192.168.4.10 - 161
e[ sysSenices.0—-=T
@ [ icmp
&= t
- % ucgp Sent get requesttn 192.168.4.10 161
@ [ egp iMumber.0--=2
transmission
o (1 snmp —_— --
experimentsl Syntax \DisplayString (SIZE (0 . Status mandatary
@ (] private ACCESS :read—unly Reference
? M TRAF’S. il
egpheighborLoss )
@ @ TEXTUAL CONVENTIONS ObjectD1.3.6.1.21.11 |
Physaddrass - | Atextual description of the entity. This value =
[ N Descripti | Should include the full name and version 55|
2 identification ofthe system's hardware type, —
Glokal Yiew [N E i T = o x

18 33 SMIP B2} RHE AFE3Et Super Series SMUP Ofl0]&ES MIB-11 01D E2tLE
(AdventNet MIBE2ILX)

3.3. &= DNS(Dynamic DNS) & &

ot
oY

A XHJF Super SeriesS DSL 2l HZEGIHLE DHCP A AES AIE
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ADSIE, P FAI BMBE FUCH 0248 BAE P FAN e I2E g4 2RED
A= AS U1 02 LUUCH L8, 2RI} telnet S° AR 2AUS Sa 1 A
HaGts R, IP FAJ HACYOH &S BHS I o@sUC

E& DONS AMHlAE AWM 38t S2MES oiZol)| {8 ZZ2EZ20/0, 0 ISP E£e=
SHOA MSELICH. =& ONS MHIAE AIE2E2ZEZM, AFEXtsE IP A2 HAEN A2810]
S& NS MO S5 SAE 0|52 Soil Super Seriestl &8=& %= USLIC.

ABXM O =2 Super Series= Dynamic DNS Network Services (www.dyndns.org)OlAl HIZdtD Us

SH NS MHIACBS XFSLC. JIEt S8 ONS MElA HMSS At 23 As SHME=2 MU
l= XI& 2A0 HEGHAIDI HHELICH

o

Dynamic ONS Network ServicesJt Ml&ESdl= =& NS MHIAE AIEotedH, AIEX= 122 33
NIC(Network Information Center-http://members.dyndns.org)Ol HZAES AXHoH0F EHLIC
At Xt= Dynamic DNS Network Services Members NICOHI 219 & = MZ2 S& ONS sAE

Y32 2ot & YsUCH

AEX= S=E Domain name,

S NS A& HwMA, S& DNS MUIADE JDisotE=S
2 =2 XH= Domain

=
User name 2 PasswordE &alioF &LICH. &8 HAE AIgEsS EEs F,

.

g
>_

\_l

name2t= AFZ06l0 Super SeriesOl &g = USLU

18 3+4= SH NS 28 & QIHHOoIASE 20 &L

Dynamic DMNS configuration

Dyramic DMS Im
Domain Mame ; |SSEDD.dyndns.biz
User Name : |s=800-user
Password : [rrmnnnnns
Confirm password |****n*n*

Save to flash Save & apply Cancel |

18 34 & ONS &€&
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3.4. SMTP & &

AMAE 27 HAIXIDOE SE i 23 2AAHU HHl1e 210 HAIXIE 28 HS Super Series
= email S22 Sofl 012 22 XH0H &2 = = UsULC. 0IE M=, =8 SMTP AH
o #HO0I SKELICH. Super Series= S &2 3JHA SMTP A S = XIZ&LICH

e QIB0| = SMTP

e QIE0] A= SMTP

e POP-before-SMTP
g 3-6.2 SMTP 2E HdEs o= £& stHYLICL
2F SMTP A XM 0IA 28 I20lHE S 2sLIt

e SMTP server IP address

e SMTP user name

e  SMTP user password

e Device mail address
Device mail addresse 2= &1 ¥ 21D MY email 8t L&A, =, Super Series2 O =
A8 NEELICH. SMTP Server= f5&8= <ol email =22 SAE ZTHQ 0/SBtS &OIEL
Ch. etM, EXIO CHE email =& 282 S=& SAE 0l (i.e. arbitrary_user@ahoo.com or
anybody@sena.com) £ 2t= 22/9| user name2 AFSE £ USLICH

P1E0l U= SMTP L= POP-before-SMTP modedt ME &= B, SMTP AIEX 08 L SMTP

passwordJt Z 8L

SMTP configuration

SMTP enable/disable ;
SMTR server name .
SMTP mode :

SMTR user name .

SMTP password :
Confirm SMTP password

Device mail address

IEnabIed vI

|smtp.yuurcumpany.cum
|SMTF‘ without authentication =

|admin

Iw*w*w

Iw*w*w

|SSBDD@yDurCDmpany.cum

Save to flash Save & apply

Cancel'

& 3-5sMTP &%
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SMTP configuration

SMTP enablefdisable ;
SMTP server name :
SMTP mode :

SMTP Lser name :

SMTP password :
Confirm SMTP password @

Device mail address

IEnabIed vI

|smtp.yuurcumpany.cum

SMTP without authentication |

F'DF' bhefore SMTF
ishd TH waithout authentication
SMTF‘ authentication

I*****

|SSBDD@yDurcumpany.cum

Save to flash | Save & apply

Cancel'

18 3-6 SMTP S & 0|l Al SMTP 2=

/:/E/-/

35.1P EHE
Super Series= IP =4 J|Bt EHE AE0ILt 22 &2 0180t ¢ #HeH0l 8l SAEDL
Super Serieslil 26l AS LS #= USLICH MEXE ISHIIHS H24FS £XEO2M
ks 22 n&Es ¢S = USLICL

-S3 IP =AE JIE S BFLIS] SAEDH0| Super Seriestl 28 % QUChL

- S8 MEY Qe SAEQ0| Super Seriestl 828 %= QUCHL

- BE SAED} Super Seriestl 28 % UCH

Telnet 2%, SSH £ L= & AHAHOH E2= HE6l fAGHA 1P Z2HE HEAS
8251 &(enabled) £= T2 M StH(disabled)2 2 Bt &= USLICHL & E0HAl IP EHE #E2
“X 25| 2(Enabled)” AEH2 0 ASLICH

AMEX= Super SeriesE HFE £ Us SAEL SAEQ s ¢Us %= USLICH
U, AFEXE BEEAl 820 oS IP T4 ABUS 502 SHLICH #2H SAE A
SE MEXE Super SeriesOl E26t)| KA BIEAl & MEUlol &Hel ool U0 02t
SHLICE

S8 S A00| Super Seriest EZ26IEE AES HESHH, S SAEQ IP A2
255.255.255.2552 AB4lE =008 &LICH.

S SAEDL Super Seriest HZotEE HEZS o, IP =A% ABUHES 2%
0.0.0.022 HZELICL XtAMISH AtE2 H 325 FAGHME. €30 et 33 SAEQ Mdil=
“Any(2E SAEYZ Z 0 UASLICH
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IP filtering

Telnet IP filtering

Configuration via telnet |Enab|ed vI

Allowed base host IP |D.EI.EI.EI
Subret mask to be applied : |EI.EI.EI.EI

SSH IP filtering

Configuration via ssh IEnabled vI

Allowed base host IP . |EI.EI.EI.EI
Subret mask to be applied : |EI.EI.EI.EI

YWeh [P filtering

Configuration via web ; |Enab|ed vI

sllowed base hast IP . |EI.EI.EI.EI
Subnet mask to be applied : |EI.EI.EI.EI
Save to flash Save & apply Cancel |

Jg 3-71p EHE &£F

£ 3-2 Input examples of allowed remote hosts

M2 Jls sAE Input format
Base Host IP address Subnet mask
Any host 0.0.0.0 0.0.0.0

192.168.1.120 192.168.1.120 255.255.255.255

192.168.1.1 ~ 192.168.1.254 192.168.1.0 255.255.255.0

192.168.0.1 ~ 192.168.255.254 192.168.0.0 255.255.0.0

192.168.1.1 ~ 192.168.1.126 192.168.1.0 255.255.255.128
192.168.1.129 ~ 192.168.1.254 192.168.1.128 255.255.255.128

2 £st M2 MetES M “enabled’ Bt 7 disabled™?| IP EHE JIs2 AIEELICH HME Z=5tAl
Jl2gt2 “Enabled” 2 LICH “E 20 E(Enabled)” &EHUIA AtEX= & &6 ?IiA Super Series
ol 820l S & SAE(E)E NEE %= USLICH

3.6. SYSLOG AHf &£&

Super Series= &2 HAIXN 22 AHIA, AIAE & ZE HOIH 22 S 918 SYSLOG services
NESULCH &2 SYSLOG serviceE ArEotedi®, AMEX= SYSLOG MHS P42 AIESE
facilityg EBtEAl N &EoHOF &LICH. 08 3-82 & QIHHO0IA2l SYSLOG server configuration
HS B SLICH



SYSLOG server configuration

SYSLOG service . |Di5ab|ed vI

S¥SLOG server IP address |192.1EB.2EIEI.1EID

SYSLOG facility |L|:u:aIEI vI

Save to flash Save & apply Cancel |

18 38 SYSLOG A/t &&F

27 BIAIXIE Super Series2H =#416ted™ Super Series B&UAM XI&EE SYSLOG MH =

AT 0{0F ELICH. Super Series % SYSLOG AEH ALOIOA
280l U= B2, AIBXie UItD S0{Q= WP I2!0l AUHKREH 0ISE = A= #AS
BEE Al Z=DtoHOF &FLICE.

Super Series= local0 OIA local77tKl SYSLOG FacilitySS RXIRELICH. AtEX= 0legt
FacilitySS A&0ot0d, SYSLOG HIAIXICl SEHZ Super Series HIAIXIE MEE & USL
SYSLOG servicedt Jts8h AEHM UL SYSLOG MH AXF0l HEG HFE E=
AMEX= Super Series AIAEN 270 £&= Alelg ZESS OO0IH 21 £& MMM 20 HE
XE SYSLOG MEHZ XNEE = USLICH. ZE/AAY 27 HE S0 s XAME 2=

4.3.6 ZE 22 L 8.2 AAE 227 &8 2 FXOINAL.

“remote reception allowed” 22 4

3.7.NFS ANt &€&

= ZE [HOIEHZE NFS(Network File System) MHIAZ Sall NFS
s= ANSELIC. 0|2 AIEdld= MEX= NFS ABHS 1P =4
ofOF & LICEH. g 3-9= NFS MH && HOoIXIZE

Super Series= AIAH® 227 &
MHO MEE = U ots Il g
2 NFS MBI &X E2E BtEAl XE
SOHSLICH

oI

MFS server configuration

MFS service . IDisabIed vI

MFS server IP address |1EI2.IEEE.EDD.1DEI

Mounting path on MFS server : |f

Save to flash Save & apply Cancel |

& 3-9NFS Al £&&
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Super Series 271 OIOIEHHE NFS MBHOI M&ESted™, Super Series &80 XEE NFS AHE
“read and write allowed” @2 &HHOF &LICH. Super Series 2 NFS At AOIOI Z3HHO0|
U= 22, MEX=E LIt S0H2s UP W20l UHSSH Olseg = Us #2S BHEA
Z=OtoloF &LICY.

NFS MBEIADE AFE Jis AEI0I2 NFS ME &0l HES Z=018H, AIEX
Series? AAE 2] = ZE [HOIH 212 NFS AH=Z HESE = @
MBIt 888 &3S, Super Series= =& LOG HIAIXKIE 22X NS MHHNE ME
TE/ANAE 20 H&E AX0 et TMAHS B2= 4211 ZE ZFZ Y 6.2 AIAE 222 SES
EXotYAIL.

F St

|'0|I

OI

3.8. Ethernet & &

Super Series= Ut 22 0 |RE 2| Ethernet modeE A& & LICH
- Auto Negotiation
- 100 BaseT Half Duplex
- 100 BaseT Full Duplex
- 10 BaseT Half Duplex
- 10 BaseT Full Duplex

Ethernet modeE ©1Z &t

00
>
0K
o
rr
Z
[>
0z
o
=
Sl

gloiOoF & LICH. Ethernet modell =%

SLICH. HREE2 UWESI =Z0lM, Auto
S LICH. Ethernet modeE& = &AM G2
HASHH, Super SeriesIt HIEHA SZUHAM SHGHA %22 = USLICH

E0tAl JI23t2 Auto NegotiationE &AXL

o
Negotiation == Jt&E RuUotl &L=

)
50
Iy

-
62

Ethernet configuration

Ethernet mode : |.ﬁ.ut|:| MNegotiation j

Save to flash Save & apply | Cancel'

J& 3-10 0/4% 2= £&

39. 8 MY £&
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Super Series2 & M= HTTP & HTTPS(HTTP Over SSL)

DisabledZ2 &X™E

228 JEAE O Z Enabled &=

HOIXIE 20sLICH

= AsLith. O

Web server configuration

HTTP service :
HTTPS service @
YWeh page refresh rate for statistics data

IEnabIed vI
|Enab|ed vI

|“:I seconds

display (0-1800, 0 for no refresh)
Default web page :

|CD|‘n‘iguratiDn page =]

Customer web start page & HTML {indesx.html)

|Disabled vI

" CGI (cgi-hin/default)
Customer page authentication :

Save to flash Save & apply Cancel |

18 3-11 & AH &€&

2 && MHOIXIA & HOIK LUO0IE Z=I|(web page refresh rate)= XHE £ USLICH
AOHO0IE FIl=s Alelgd ZE HA HOIX WELKA CIEHOIA, Al2lg ZE, [P, ICMP, TCP
2 UDPRt Z2 AlAE! ARl HIOIXIN E=2ELULICH. O 202 € HOXA=E sz M=z

DE(Refresh)0l H&E TIXl ASLICH XHME WE2 HE 7. AIAE SHE XYM
Ol & O+ HIOIXINA AtEXt=

NS S6tAl JlEgte &8

page)2 =&g == USLICH

glol 21012
HI 0] XI(Configuration page)0| 2

ro

S0 Jl2 & HOoIKE &g = UASLICH
ANZEXIOL AFZE X HIOI Xl (Customer
AMEX HOIXIZ Jl2 & HOIXNE A& S0l ArEXt= fusr2
ClatE2] of2h0ol HTML(index.html) Lt CGl(default)E <

XIAAM AAEX & AIE HOIXIE 43
= JASUILCL AASXtE A2 ALE SHM X0 0l IHESS =38 = USLICL AISA ID2F
HIZES 20l ALZ2 X HIOIXIN 2HEZ HIoIESE 6t fIoiM= AHEX HO

“disable” &EfZ2 SS9 ELICH
MEI 9 & HOIXE H=X

AZX & HIOIXIS xHFE st XAMEt 2= 4

S Al 2.

ol

3.10. TCP AHlA &3

SAE MM dHHE=E 2R, SAE TP ZEQ |ock-up=

TCP MI&E0l &= MA g gtXIGH)| oA,
HMNOZ E=T/00F ELICH. 01218 lock-up2 Z2 0O HIEMXANO =z S22 2l
SHASHH, 0l2ist lock-upsS &HXIGHIl RAoHA, Super Series= TCP keep-alive JlssS
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M=&LICt. Super Series= UWESRKIAIL &S| keep alive=HH U=X =QIGHI| <A
FIHCZ A SAEN IHAS MSELICH. BFS0| SI2H A SAEN Ol&40 U= AHe=2
2HF6t0, MES2 S&6HH LIt

Super Series® TCP “keepalive” JlssS AME56tHdH, AMEsXes OSH 20 3

IetOIEHE £ &0oi0F LI

® TCP keepalive time (sec):

M@ 2te] SAl0l e SEHOIA 0L ZDtotH keepalive IH2! &S AIHE 240X
HEE Z2HELIL Jl=gte 15 =22 2850 UsLICH
(

® TCP keepalive probes (times

AZ2s S5 UK o dEX HFE =elst)| 2ol &

fol
be
Im
=
>
@
@
i)
d
<
@

A
H2lS 2 B0ILE d&ots JtE LEHELICH Jl=gi2 332 €350 ASLITH

=l

® TCP keepalive intervals (sec):
Keepalive TH3! HEO| A2t 2tHS LIEIHLICH, D222 5 =28 ™0 ASLIC.

T XJ| XY O, Super Series = OIOIEIDF S4I0 8l MEIRE 15 I Xt = 5

o o
22402 33| keepalive RIS MSELICEH.

TCP service configuration

TCP keepalive timelsec) : |15
TCP keepalive probesitimes) |3
TCP keepalive intervalsisec) : |5

Save to flash | Save & apply | Canc:el'

J& 3-12 TCP keep-alive &&
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Eoll AF2Xs 2 LEQ host mode, Al2lZE &4 HOet0Ie, ZE 22
A

e TCP:
Super Series= TCP At & Z20IHEZM HSSLUICH 2201 48 TIX %2 HEHUA Al
2l EXN=Z2EH ™ HIOIEHII SEH=2C0H Super Seriess= 5% 33 SAESW HZES
LICH QX 2CHH, Super Series= OIOIEHE Ol2lMel WA ELICEH. =, Super Series=

22 SAEQ Jtaoz 2 UMY XSELICH

(=) oy

UDP 25 X2 UDP Z2EZ0 JIet otiti= E2 MeIstl TCP 2& St Z&LICH

e Virtual COM:
0] 222 442 Usd =Jt=2 o8 LICH

Z= MH 2Z0M port logging 71 &EHOIAM, Alel
SYSLOG server, NFS server’ s storage == PC II= =22 AIE6t= ATA/IDE fixed disk card2
HEEUC. MEXs EZE E2 JI9E HAMXNES S = UM, Ol Super Seriese=
SEE HAIXES0 SHEH email E= SNWP trap S Sofl 22IX0H SEE &= USLICH

ol

1€ Soll AAEXE HZE FXNZRHS HAIXE ZAMEY = JUSLICH

&E& = OOIE = MEMORY,

mo kel
Im
i
Ot
%

o

i

0|

MEMORY Ol MZ&E=l GIOIEl= Super SeriesOl 20| S0 S&HE HA202 RSEHLICH. Al2ld
ZE 27 HI0IHE 2Z=oted™ SYSLOG server, NFS server SEi= ATA/IDE fixed disk card £
ArZELICEH.

e
2
Ho
4n
nx
04
1]
4>
<
)3
-
[wl
tr
~
N
o
=
o
e
Hl
Im

Aelg ZEsE HEXHCZ L= 8HA

&
AF D 2Hst 45 OM2U0IHE ot JUSLICH
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H 441 Al2lg ZE &£F ntct0lH

All serial
ports
setting

Or

Individual
serial port
setting
#1~#8(1/4)

Port Enable/Disable

Port title

Apply all port settings (Individual serial port setting only)

TCP listening port

Telnet protocol

TCP Max allowed connection

Cyclic connection

Inactivity timeout (0 for unlimited)

Host mode UDP listening port

Max allowed connection

UDP Accept UDP datagram from unlisted remote
host or not

Send to recent unlisted remote host or not

Inactivity timeout (0 for unlimited)

Modem emulation

Add or Edit a remote host?
Primary host address
Primary host port
Secondary host address
Secondary host port

Remote host"

Remove a remote host

Port IP filtering® Allowed host IP

Subnet mask to be applied

Encryption method
None/SSLv2/SSLv3/SSLv3 rollback to v2/
TLSv1/3DES/RC4

Cryptography* Cipher suite selection

Verify client (server mode only)

Verify certificate chain depth

Check the cettificate CN

Filter application Filter application path

Filter application arguments

Type

Baud rate

Data bits

Parity

Serial Port

Parameters Stop bits

Flow control

DTR behavior

DSR behavior

Inter-character timeout (ms)

Enable/Disable modem

Modem Modem init-string

DCD behavior

Enable/Disable Port logging

Port log storage location

Port loggin
LR Port log buffer size

Display port log

Port event handling | Enable/Disable port event handling

! TCP/UDP 28t GHZ.
2 TCP 2E0IlM secondary remote host = HZ ATHAI0 HAS AWM SELICH
® TCP/UDP 2 E8H i,

4 TCP 258 %E.
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Notification interval

. Enable/Disable Email notification
Email e of T

notification |te ofEmal
Recipient's Email address
Enable/Disable SNMP notification
Title of SNMP trap

not?f’i\lcl\g![:ion SNMP trap receiver’g IP address
SNMP trap community
SNMP trap version

Add/Edit a keyword
Keyword string
Email notification
SNMP trap notification
Port command

Remove a keyword

g 4-12 -J|8 Aleld ZE &3 SH=2 2HSLICH. Al2lg ZE &3 o He 382
ZTEZSO HEE R0t BWHSLICH. AFEX= 0 HOIXWAMN SAE RE, 2535 g8, 22
HTE YHO Oist 828 2 £ AN, AMclE ZE Ieliles2 888 =& AUSLICH Os=2
SAE ZEO 220t 20lots A2 &Yst A LIC.
Description
Host mode
Mode® Encryption® Telnet”
TCP TCP Disabled Disabled
TCPs TCP Enabled Disabled
TEL TCP Disabled Enabled
TELSs TCP Enabled Enabled
UDP UDP «8 *
Modem ]
) Modem Emulation * *
Emulation
HEHOoZ Al2lgd EZEE HEdt]) &A386teH ZE BHS L= EBEOIE2 ZELUILH
Aleled ZES SHHHN 25 AA™steAM, [All port configuration] 2HE OfcHOl XISt [All]
T= [Port Title]2 2= &LICH.
S MM 424 BAE DC SHSN AX,
S MM 427 255 RY EX

T MM 4241TCP 25 AX,

T

otk ®3.
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Serial port configuration

Sl port confiouration
Port# Title Host mode Local port Serial-settings
all Port # TCP Foo1 RE232-9600-M-8-1-Mo
Individual port configuration
Port# Title Host mode Local port Serial-settings
1 Port #1 TZP Foo1 RE232-9600-M-5-1-Ma
2 Port#2 TCPs 7002 RS232-9600-N-8-1-Ma
3. Port #3 TEL 7003 RS232-9600-M-8-1-Ma
e Port #4 Uop Foo4 RE232-9600-M-8-1-Mo
5 Part #5 Modern emulation 7005 RS232-9A00-M-8-1-Mo
£ Port #6 TCP 7006 RS232-9600-M-8-1-Ma
73 Port #7 TCP Foo7 RE232-9600-M-58-1-Mao
8  Port #8 TELs 7008 RS232-9600-N-8-1-Mo
8 41 A2l ZE S&F 0ol 35
42. 18 TE &3
Super Seriesl Algld LE= JjEHCOz L= SHHHN 432 £+ A=, g L 2E ZE

20l et Letole=

SLELICH

Hg

Im

M
=2o

ro

Ct2 201 120 D822 EF&LICH

Port enable/disable

Port title

Apply all port settings

Host mode

Remote host: Available only when the host mode is setto TCP or UDP mode

Port IP filtering: Available only when the host mode is set to TCP or UDP mode

N o g~ DN Pe

Cryptography: Available only when the host mode is set to TCP mode and Modem

Emulation mode

©

Filter application

9. Serial port parameters

. Modem configuration

. Port logging

. Port event handling: Available only when the port-logging feature of the port is enabled
TIE HF3H 2 CHOIl [— Move to ——] 2IAE AWM OS2

HEote CHE ZEQ £33z gl 0IsE USLICH

I
53
10

o= (O
T AN -

A
e

0
9'j
rir
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Serial port configuration - 1 : Port title #1

EnablefDisable this port

Enable/Disable this port : |Enab|e vl
Save to flash Save & apply | Cancel |
Reset this port Heset |
Set this port as factory default Set
Port. title

Anply all ports settings
Host mode configuration
Femote host configuration
Port IP filtering
Cryptography configuration
Filter application

Serial port parameters
Modem configuration

Part logging

Port event handling

--- Move to --- =|

&/ 42 Serial port enable/disable

4.2.1. Port Enable/Disable

2t AMlelY EZE= enable £= disable & %= QUSLICH. Otk Al2|E ZED
H AISIesE g Al2lg ZEZ F58 4 gsUt. 08 4-2= Al2ldg
3lHE B ESLICH

b disable

AFER O}
I E enable/disable

&l

2 stuck= Al2l2 EE= [Reset this port] 2892 [Reset] HES =2 MEAE £ YD,
[Set this port as factory default]2 22| [Set] HES = 2% E0tAIQ MNHZ2 E&FHE £
Q&S LILC.

4.2.2. Port Title

AMNEXse 229 ZEN AHAS X0 U dHsS S £ UASLICH WIldes XY |,
85 il = fAX HE S0 ZEE £ USLICH ZE EIOIER2 E4F ZZMANA f2E
=0t OtLlch Serial port H2Z & port access menulfl CHist &2 2% 0|E&ELICH.

HH 2 =20 290 22 A 28.. 80l e
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Serial port configuration - 1 : Port title #1 --- Move to ———j

Enable/Disable this port
Port title

Port title |F'|:|r‘t title #1

Save to flash Save & apply | Cancel'

Apply all ports settings
Host mode configuration
Femote host configuration
Part IP filtering
Cryptography configuration
Filter application

Serial port parameters
Modem configuration

Part logging

Part event handling

—1&/ 4-3 Port title configuration

4.2.3. Apply All Port Settings

ArZ XL al | ports settings £ &6t 2= XES2 HFS s8N0l =&StCHoH, &

O ©l= JI&E ZE HA gsS XIDIgtoles AS D] fAoH, Super Series= ME d
0|12 3l2g X ZLX HEE HAS £ QU SLICH 2ty HAAO| disable &MEHQI HL, JIZE9
TE HH g2 all ports setting@ 8ottt SXZAH ELICH. 08 4-4= apply all

=

ports settings &8 302 BUHS

-
jl
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Serial port configuration - 1 : Port title #1

Enable/Disable this port
Port fitle
Apply all ports settings

IEnabIe vl

Save & apply | Cancel |

Apply all ports settings

Save to flash

Host mode configuration
Femote host configuration
Part IP filtering
Cryptography configuration
Filter application

Serial port parameters
Modem configuration

Part logging

Part event handling

--- Move to --- =]

12/ 4-4 Apply all port setting configuration.

424.3AE BE 2EH

0

Super Series?| & ZEE "SAE 2t ELICH SAE 250l= TCP 25, UDP 2E, &2 ¢
olZdiold 2= Al JtXIDOt A= LICH
TCP &

Super Series= TCPAH2 Z20I1HE & IJNE HSELICH 0] 2E0HA= Al2lg ZEL
TCPEZEONAM CIOIHE H&otE2Z2 HREE2 HEcIAHO0IE0 ol =& LICH TCPEZEN H&AO0|
HEDN UK 2L0H STE A SAE ZF 02 ROAML HZ QE=2 s U3 A2
OI2= A2l ZEN Hs=E HOIEE SHELICH A2l ZEZ2EEH =0H2= GI0IEIF JACHH
SS=E A SAEN E%6t0 HOHE SYLICH
UbDP 2&

UDP & =&2 UDP HZ2Z2EES= #Zstl=e ¥=2 Mot TCP Z2E2o =&
Hl ==& LICh.

28 o2dolE 2=

Al2lgd &XIJF 0|0l 28 AT HEsS XotHU AIZXIF AT 282 AMEHM H&ES
MOGHOX & [ Of 2EE A& LICL TCP M&EH XI&E LICH
J8 45 S2E 2C SHFLFO CHSE HIe) |12 AHOIA SEHALICEH



Serial port configuration - 1 : Port #1

Enable/Disable this port
Part title

Apply all ports settings
Host mode configuration

Host mode

TCE listening port (1024-65535, 0 far anly
outgoing connections) |

Ueer suthentication |
Telnet protocal
Mawx, allowed connection (1-32) ¢

Cyclic connection to remote hosts (sec, 0
dizahle)

Inactivity disconnection timeout (sec, O
unlimited)

Socket 1D option ¢

Socket ID{for outgoing connections)

TCP Nagle algorithnm

TCP v

--- Move to--- |«

|D|sabled v |

az

o

o

Disablad v/

Disabled +|

| Savetoflash ][ Save &apply |[ Cancel |

RFamuote Host configuration
Part 1P filtaring
Cryptography corfiguration
Filter application

Seral port parameters
Modem configuratian

Fort logaing

Fort event handling

424.1.TCP EE

ﬂJIﬂl

TCPEE Il OloiotIl PohA He=atEl
Sob ZSUCH 2l o GOl =il CHet

2O 2ot s LI T

0z 0¥

EHE TS 20| 2

- [E9I(Listen)]

"SEE A SAE F Ood HZ
TCPEE=Z HEL/AS M CIZEE AME 2=
- [ & (Closed)]

"HAO Bl MH'E

A SAE L= Super Series & oFLIJE
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Ch. O & dH=s S22 [E)|(Listen)] 252 M StELICTH
8F=(Sync-Received)]

o”>

0
Iy

I

SAE I oOtLIF & FES 2BULOYE [ED|(Listen)] AEHUIA [&3-22(Sync-
Received)]2 & LICH. Super Series)t RAES ZO0IS0|H, [=E(Established)] &EHZ
gt LI C
- [ 2-BH (Sync-Sent)]

Super Series)t HZ QIS A SAEN BRUOHE [EE(Closed)] AEHUHA [&3-
BH(Sync-Sent)]2 HHELICH. 0 &dHies A SAEI HZE IS 202 MK
= XIELICH

- [=& (Established)]

"HA0| =g = (open connection)'S LIEFHLICH A SAE L= Super Series 2| GtLIJt
CtEg & HZ QEZ Y00/ HZ0| ©/1) [+~8 (Established)] AEiZ HrELICE

- [HI0l & (Data)]

[=~&l(Established)] &EHY [ 8 SAEQ OOIH=E OUE SAEZ MEE HYLICL TCP
N& &2 20 Al Olchotdl fIGHA, OIZH &XH CIOIEH &&0l 0IRHX= AHE
[CIOIE{(Data)] 2t 2 ELICH. &HMZ, [HOIE (Data)] 2&= RFC 793 [TCP: Transmission
Control Protocol]ilM &HZE= AXE [E(Established)] &AEHS] LR=ZLICH HEQ
IoIe d& SHAHUM= 0l &EiDoF LEHELICH

Super Series= AHEH0| 2t TCP MBILE 22I0/1HEZ S&EHLICE Super Series= Al

= TCP ZEZ2H HOHE XEGHEE U222 OHE2IAHOIEN Ciol LerRol 2

ELICH CIZE TCP &ti= TCP MH 2E2 =Z2 [EDI(Listen)]2 LIC}.

E

b

N Hl

1) 8

09.

HOl &Ef &0l

[SDI(Listen)] --> [Al3-2+S(Sync-Received)] --> [4&l(Established)] --> [HI0IE{(Data)] - ->
[E£8! (Closed)] - - > [E DI (Listen)]
Or

[E7I(Listen)] --> [&3-2Z(Sync-Sent)] --> [=& (Established)] --> [OIO|IE (Data)] -->
[Ef & (Closed)] - - > [EI(Listen)]

FJl AHE [EDI(Listen)QLICE. A2l ZEZRH S0H2e dOIHIE JU2H  TCP
ZC0IHEZM JH SAEN JHXS 6t TCPEEE SdlM CI0IEHE ANSELICH
SHAU= HE RFS FZ NMHZRH 228 TCPHMHZAM ¢HES s = Alcg
ILEE Sol OIO0IHE H™SELICL 0ld Aoz, MEXs A& Super Series)t S8 22
SAEN 500 DO UTtL IHEE &= ASLIC

2) &

AlclZ CIoIE &5
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A2l EXIJb Super Series2 A2l ZEE Sofl UOIHE 2¢ WHOICH OIOIE= Super

Series2 Al2lg ZE HIHO & JLLICH HIHIOF OIS XtHLE A2 Xk(time-gap) 2t & A2t

Et& Ot=(inter-character timeout)ll =EotH (ZAtZt EtO0L20 &tst KtMe 2Z= 2

4482 ZH(Options)E ELOIAAIL), Super Seriese= S5& 2 SAEN IHELICL

TCP HI&0| OF& & &K LUCHH. Super Series)t 85 A

Aeld ZE HHC HOlHE Y SAEZ MSE AULICH DX 2L0H HIH ote 2E

o= AME AL

N& AZaH A

A SAENAN HZoHM RES SBUAHLE LFE AlE Sot Alelg ZEWAM OOoIH
HME0l LOULR 22 M&E H201 oHME JYLICH Ol O HoHE AlS "HIZS

EtY Ot=Z(Inactivity timeout)"Olct) SfLICH. (HIZ2sS EtO0IZ0 28t XME 232 4.4ZF

10
HU
10

.
fol
>
Im
2
2

M
el
2

S & (Options)=S EHZXZOHAID| HHELICH. Alelg ZE HHO Z0tyAE 2= Ol0IEH= HZ0l
oHME [ A AdLICH
HEASAEZRHO HE QF
TCP Z2l0IYME 2ENME E0HRE 2 TCP HZ QA0 HEE JYLICL

3) DHoHEH =

TCP clayY ZE
olxde &2 SAEIJ TCPA HZotY OOoIHE s=4g == Y=s TCP =EE
HSYLICH TCP 2lAd ZEE HASH ZEN ol S0= ¢HZ RE2 AHARE AU
Super Series= 10242H 66635)HK ZE HSE Mot Ctef 022 EF0| I Lte
& Z (outgoing connection)2t0| A& LICH (TCP M 25)

ANEX 215 (User Authentication)
TCP 2Z=0IlA Super Series = ZE AMEX 213
H ABAhE EE E2A MBI ID 2 IHARE
= 6.6 ALEX+ 22l (user Administration) &
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TCP2=0lM, Super Series= &Y COM ZE MO S&(RFC2217 S&8h= Xsi2=2

MNEXts &35 =T (baud rate), HIOIEl HIE 12l &8 MO sdEI 22 Al2lg 01K
O UsLICH (AlelEg

CHoH Ol @& RFC221738 COM ZE cICIOlsiEHet &M AMEEZNH AMEX=E 2019
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EME FEXGHAIDl HHELICH (0 &Ms B32E

o)
SeriesAtEZ0tJ| 2= & X0FAIJ| BHELICH

0
[e]]

Al 25 6 Serial/lP2t & Super

olE&e= HZ2 x|iat

Super Series= 2AF SAEZRH A2l ZEZQ U= %2 =0 32J00tAl X2 ELICH
L | SAE 2IAE 8Z &S (remote host list configuration)0fl 2I6H 0|0 | SAE
0| A, HB Jts =Xes (dEB-= AZ2 zH - 0101 HEE A STAEQ

=2 HALICHL HE S0 AFEAF I8 = U= HE 2 ZUsS 322 £33
SAE 2IAENM A3E 20l 2t Super SeriesOlA &2 SAE=Z 342 HA
< Us HZ9 zUgt2 29(=32 - 3)0| =
St XAt 822 22X 425 A2 SAE
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(Cyclic Connection) JIsS AIEotEE ZFEJAUHE Super Series= Y Al2lZ
AXNZ2FRH SUH2= AlelZ OOIHIt gtHet: oA A2 ASEX Ho
ANEg JYLICH A3 SAEN Alcg EFx2 24 OOolet
Super Series2| Al2lg ZEE SolM Alelg EX2 dE5E =

Super Series)t @23 SAEN =5 OO FF SAED Alelg
E EeZM FIEH2=Z Alelg BXE ZAME = JUSLICH Alelg EXIot
ez BUX 22 Hole o2 &X 8282 88 2RIt AS W 0
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ID(Socket D)0l
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Data &&0| AIEEA ELICL AZXi= Al2lg Bs E=
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TCP Nagle 212|&

TCP ZZ2EZ0l= Nagle 21cl& Oldte 400 F& H0 AsLIC 0 Zlels2
SZRs E2 =2 A2 WA dES YXo| Ao DAL ULH st 3! FotE
g Xlot=0 =SELICHL daU 0 212E ME0l 0l FR0lse dsSHIE 0PIEI &
SLICE Nagle Z212IS0 TCP 2| XHE ACK SE 2401 ZAIEQ MSHIZ o246
SHE ZHAIPIIIE LI Nagle 21cl&2 0| options 0/E0t0 24 L= Hl2dst
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TCP connection request rejected
Or internal TCP time-out

In-coming TCP Close request

TCP conpfection request accepted

Inactivity time-out

Incoming data via serial port

Established @
YN
Incoming data
from remote host

Accept

= T S

Incoming TCP connection request

Incoming data via serial port
J& 46 TCPZELZS MEfNOIZ

S EFAOFRZ (Inactivity Timeout)
HIZS Et20t=2(Inactivity Timeout) Jls2 ME0EE IS W, HIES EHHO2
A P

ofdl gt =S¢t OIoIE &850 Z0HUX 28 FH SAEQ

SeriesAl0|2] HZ2 AsS22 EWELILC
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4242 .UDP 2=

ubPzZtE =z
Series2t

St
H20 Ar2Xt=
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DPZE0 Jlgts &1 ULD H
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tLESl AFE HolEl 323 S AEQH0| Super
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Al S = AA
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N gdzgs 24 2RIt slsLIth
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S&

2 SAEJ UDP OIOIH 12 Super Series® UDP &2 ZE F2| o
Super Series= 0| OO0 &3 SAE SHALdFUA HEE SAE
IR SOISLICHL offY 23 SAED 23 SAE SFZLFHUNMN HEE SAE F9 ottt
Super Series= Al2l¥d ZEE SolA OOIHE dASELICH OZX 2LCH Super Series=
SH2= UDP OOIEO& S HIISLICH Ol AI2Xt= 2IAEN Sl 3 SAEZRH 2
UDP datagram2 £J|(Accept UDP datagram from unlisted remote host)' DHIOHEI=E '0li(Yes)' 2
HFOIH |FF SAE EZLFN A4S0 BEE == UDP OOIHIEES Super SeriesIt
g Bts = USLLCL Aelg ZEZRH =02= dOIHIE U2, Super Series= Ol
E

SHELEN FoE A SAER MESELUOL AR ZEIL SHJUAX

0

TCP clad ZEQ Z2 JHSYLICL TtMlet AMtee 4.241F22 TCP 22L& OIHEH+E

2d
CPSA&I 2sLICH THAIE Atet2 4.24.1E8°2 TCP Z2E MWIHEH+E T LotAlL.

=50 8l 83 SAEZ2H UDP GIOIEHOE 2|

AEZSRH 2 UDP datagram= 2J[(Accept UDP datagram from
unlisted remote host)) IS0l 'OtLI2(No)E &&EIH, Super Series= JA2 SAE
BN FHEE HFASAEZRH S0HL= UDP OI0OIHIOgStS 2= JLLICH
B2 '2IAE0 Sl 38 SAEZREH & UDP datagram= £HJ|(Accept UDP datagram
from unlisted remote hosf) JIS0| '0(Yes)2 &&%IH, Super Seriese= 22 SAE
AL A280l 2E E0{2= UDP HOIEHO#ES &2 4L

'SE0 gle A2 ¥HE ZAEZ AB0hI|(Send to recent unlisted remote host) IS0l
'Ol (Yes)=2 &H&E™, Super Series |20l Super SeriesOil 8=8H 23 SAEZ OO0IHE

& =
HEELICL S50 e 22 |2 SAES Super Series® WY AM2lE ZEN X2

JU rr
b
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B BA SAE BAMFUN PHEX 22 /A SAES L
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il
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o}

AE EZEFUN PHE SAEWNT OOHE d35g€ = USLICL
AEZ HMEGHI|(Send to recent unlisted remote host)' J1 S0l
er Series= ¥ SAE SFLHN 2dE SAENS QOIHE

&= EtOt=2(Inactivity Timeout) =0t =50 Sle =22 JH

EE'O |'0|'

'OtLIQ(No)'2 &AF& P Su
SHYLICE Super Series=
SAEE RAELILCH

HIEZS Erot2

UDP ZRE0lAM, S=E0 Sl x29 JA SAEE RRAoHIl fdl BIZ2S EHOIRS
AZELICH HIgs Ef AEQL Super Series? Al2lg EE
AFOIOIl CIOIE &&0| 120, Super Series= A2l ZEZRH =0 e 229
SAEZ [tAlI OOIHE EUWX %S /YU =

Super Series)t SE0 gle= 22 A3 SAEE SXok)| 2ol &elot= A2t LICH UDP
Bt 022 022 &&05tH, Super Series= Alclg ZE=Z2H

(G

S=E0 gle 28 S2EZ Y OOIHE: 2UWX &= AL

0o
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Ho
Om
°
o
J
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Ir
40
¥
fol

230 ID

Super Series)t &3 S &

™ HXQXNE BAESS SOt AEotAH & 2RI UAS = USLICL

ID(Socket ID)0I E&s ZAEES XIEGIH Super SeriesIt A& SAEN &g A0
NEE 2Xgs ¢ 5ot Data &0 AIEEAH ELICL AZXi= Al2lg s E=
ZIO 49K+ DtXl RSt 2Kt =
HZA0| JFSELICL) UDP 2S00 Al

g oSdiold ZEO0A, Alelg ZE ZZANA= OHX Al2l2 EXI0 2 2800 XXE
AULCH AclE ZE Z2AA= 0K Z2E0AM ot X8, AT 28 Zds 20 g0l
ct SEELICL £8 2 ASE HEohl MelgLith. 28 oEdold 2E= s €2
d=0 =L

- 0101 AbE X2 Al2iE EXI0 2ae 2801 AS B2

AMEX Alelg EXI0 d3td AZg 20| 0101 J}UCHH, 0IE S=ol 0l HZE Super

Series2 WHME = UASLICH. AEXIE ofi0F & Z=2 ATAATDT ZES ==

oS Al IPFA (s ZHe H)E AtEdts JYLICH

- 550 #F SAEZ A2 HOIHE 2 22t /US 32

Alelg  EXIoA ==2 SAEZ O0IHE =20 sttdE 28 olsdold 220t



ZELICL WE &0 Al2ld EXI2 = YW OOolIeH= = YM HOolH &5 Mi=z, &
B OOIHE & Bl AHZ 2B == USLICL AEZEX EXIOF oo & =2 EXIUA
ATD(T) XXX HES 2 MOICH IP =A(Es THQ H)E HiRe AALICH
Super Series? Z2E HEZd0ld ZREE AIE2otH, AISX= Alelg ClE0IAE ol
HERIN &H HZE = JA2H, Ol &M ZBEES AIEZote HEC HEELLC. H 42
Super SeriesOlAl XI&ot= QUYE AT a0 HELYLICH O 4-70Ad= olHY WEKAIAM
HZGIJ| /ol ATDA BH =S AMEIES e Alclg ZE HY SE2 HMEH2 WE 2EWHSLICL
H 4-2 Super SeriesOl A X&ZE AT Z&Z0/
= Ue s 2¢°
(verbose code)
+Ht g8 28 22 5 NS
TCP ZEZ TCP 220/10E ZEZ2 AXs 5, HAlE
ATD(T A SAER F&2 AT )
[%Dq( )|p T= ool d=atd,
Y2 ZE]CR]LF] | Of) atdt192.168.1.9:1002 g#(gg\lolﬂEgT_&C;FD]}LF]
Te= 0ll) atdt1921680010091002 Y ARifE; LE
ATD(T) IP =4 192.168.1.9, ZE 10022 HZsLICH. A  [CF <]>[f':'4]
B2 PRE EE[(ZEHSE OAXRINK 58) - S
[CR][LF] 0il) atdtss.sena.com:1002 ERROR [CRILF]
SOQl =A ss.senacom 2 ZE 10022 HASLICH.
AT S = ATZ[CR][LF] TCP 43D Al2lY ZEZ XJ|5HEHLIC
ATA/ [CR][LF] OIXI2 HE S BH=EEHLICH H3sie,
A TCP 2S2 TCP MM 2c2 &Fs =, Tep ags | OF CRILF
[EZ ZE #35] [.:j\:\i(zl__:alsu[a]n)j]i A_‘Hi:u.—e ISl TASX Lo = IH5H,
[CRI[LF] - HOH = =, - 2Jb SAIEX 229, | ERROR [CRI[LF]
CHal TCP Ml& OHHE=, 22 ZEJL AlZELICH
oll P HAIELIC SSohe
E,E0: |2 AXS GhMELIC ’
ATEN [CRIILF] EL: 0128 &FELICH OK[CRILLF]
ATON [CR][LF] 0,00: HIOIH REZ Ma5LICH 1o,
ERROR [CR][LF]
Q,Q0: SES ZAIBLILL (CIZE)
ATQN [CRIILF] 0l: S92 TAIS 2aLC
. o2Cck = i
ATV [CR][LF] V,V0: SE —o<numer|c code> [CR][LF]
V1 (CIZE): Y =<verbose code> [CR][LF]
D, DO: DTR(PC) Al&Z S AIELICH.
AT&DN [CRILLF] D2(CIZE): TCP HI& S22 SHRIBLIC
AT&Fn [CR][LF] FFO,Fl: CIZE 28 &FgsS =38 LI
K,KO0: & MOIt Sl&LICH
AT&KnN [CRI[LF] K3:RTS/ICTS 52 MO (CIZE)
K4: Xon/Xoff (X & & )
O 0B RSOt MFEW, MM 0| SHSIUCL 02D UM iZsts 220l USUCL H2 252 SF5IK 2o,
Soor] BUELICH
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S, S0: DSR(PC)= 9 HILI =&LICH

AT&SN [CRILF] S1: DSR(PC)J} TCP 91ZE2 YW ELICH.
H, HO: 8T TCP HZ S G{MELICH
ATHnN [CR][LF] 2E OIOIEJF AMIELICH OK [CR][LF]
H1: & TCP (&2 S XI&LICt.
[,10: “SenaTechnologies, Inc."E IHA|I&LICt
ATIn [CR][LF] 1I3: @ BISE HAIELICH <=
CtE &2 :“OK'E EAIELIL.
HI&S EIOIHE n22E &3ELICH
AT\Tn [CR][LF . g OK [CR]ILF
[CRILLF] \T,\TO: HIZS EIOIHE AMESHX LSLICHL (CI2E) [CRILLF]
ATBn, ATCn, ATLn, ATMn,
ATNn, ATP, ATT, ATYn,
AT%Cn, AT%EN, AT&BN, | oo
AT&Gn, AT&In, AT&ON, “e OK[CRILLF]
AT&V, ATMn, AT\An,
AT\Bn, AT\Nn, ATXn
ATS?, ATSn=x, AT&Cn, .
ATEWn, AT&ZN=x 8= ERROR [CR][LF]
nOl 10/ ™
o OK [CR]ILF
ATFn [CR][LF] s u%[ %]S’[I:E]P'E,
ERROR [CR][LF]
nOl 00|2+t™
o OK [CR][LF]
=2
ATWn %S e 2ete

ERROR [CR][LF]

N

4-3AT ZE 0

0l

Q
Ry
In

HEA IE (Verbose Code)

(“ATV1" Y0l &J™E =)

=X 2 E(Numeric Code) &9
(“ATVO" HZE0| Al %)

OK

CONNECT

RING

NO CARRIER

ERROR

0 A0l &
1 S0l 2
2 g AsD
3 2dol 3
4 A gtot Xl
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HelloDevice < ATZ Serial A
SS100 ATZ < Device
OK > Command mode
TCP connection
Kequest ATDT
hal «
ATDT >
TCP connection
Established.
»| CONNECT X
'DATA.... ?ATA.... TCP mode
DATA.... > DATA.... '
4+++
Request TCP
, disconnection <
< ATH .
TCP . Command mode
disconnection
p| OK -
>
NO CARRIER

\4
18 47 258 WE40/18 229 FFIHO0IEH &89 HFHO! o

SEES PN

425 %A SAE
2 SAE FHHE I (Remote Host Configuration)Ol 2t Super Series2| Al2lg ZEZ2EH OO0lH
H&E0l US [ Super Seriesl Al2lY ZEZRH HOIHE s8E SAES S5 LELICH
TCP 2E0lM, Super Seriesdt 1XF &2 SAEN &E=olkl RE ME HHlotd A2l
t

=
ﬁE% M SH

ZEZRH OOIHE =g 2x JAA & A™e T JASLICH DLk 1x A
SAEZ HAO0| 0IRHACHH, Super Series= 1XxF &2 SAEZQ HAQ| AWE MNKl= 22Xt
A2 SAEZ HOIHE BWAl ZSLICH D2l 11X ¥ SAEZ 838 £ Use =Xes &MU

UDP Z2E0ME Super Series)t 1X &2 SAEQ AHE ZIAMY 20 HSE=2
t
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Serial port configuration - 1 : Port Title #1 --- Move to ———j

Enable/Disable this port
Port title
Apply all ports settings

Host mode configuration
Remote host configuration

Check Host#  Primary remote host IP Port # Secondary remote host IP Port #

r 1 192.1a68.14.1 6001 192,168.13.1 S001
r 2 192.168.14.2 a002 192,168.13.2 S00z2
Action on remote host & add  C Edit  Remove

Primary host address

|
Primary host port |
|

Secondary host address

Secondary host port |

Save to flash I Save & apply | Cancel |

Port IP filtering
Cryptography configuration
Filter application

Serial port parameters
Modem configuration

Port logging

Port event handling

JE 48 2% SAE

f
0y
I
02

4.2.6. Port IP filtering & &

Super Series AlelZ ZEW &E52 6l80cts A SAE= P =4 filtering #&0 JI=6tH
NEE = USLICH AISXse &8 P =4 2 subnet maskE H30t E& SAED} Super
Series A2l ZEN HEs 2~ QAT =2 G{ZELICH. KHMISH LHEe dM 3.52 HXSHAAL.
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Serial port configuration - 1 : Port title #1 --- Move to ———j

EnahblefDisable this port
Port title
Apply all ports settings

Host mode configuration
Femote host configuration
Port IP filtering

Sllowed host IP [0.0.0.0
Subnet mask to be applied : |EI.EI.EI.EI
Save to flash Save & apply | Cancel |

Cryptography configuration
Filter application

Serial port parameters
Modem configuration

Port logging

Port event handling

12/ 4-9 Port IP filtering for serial ports

427. 24535 74

Super Series= 2 O2dlol®@ ZEWUDP 2% Otd !

N&S X3 LICH

)2 =

ol

ro
_|
0
v)
0]
n
=2
x
=
02
fol
foi
rn

4.2.7.1.Secure Sockets Layer(SSL) ¥ Transport Layer Security(TLS) 253t JI¥
By setting the cryptography method as one of SSLv2, SSLv3, SSLv3 rollback to v2 or TLSv1, the
Super Series)t 23S 3tE NEONA SSUTLS 233t JIEE XJdte OHE EXISH SaE =
ASLICH
SSLZ2 Netscapell 2IcHAl Z2t0IHEQF MH2H0 AtESHI] fIoHAM IHEEUSLICEH SSL

dolie 2E 25 ZZEZ20 A0 UL HTTPR 22 HE2AH0IE Z2EBUAM s 2
= JUSLICHL SsLe oHE Y, HiE =55, 12l O & Z2E229 MZ2lisd82 sSHE= ot
USLICH sSLE UWERKAN Z2HA S4lct= OHZ2AH01E0 OIoIEH 2ets M3 LICH SSL2
SclAolE ZE2EZ TCP/IP AHOI0 A= &5 ol 2ot Z2ESLICH
TLS2 SSLO| UIOIEE HAELYLICLH 0] Z2&E 22 Internet Engineering Task Force (IETF) 2
Z0fl ClohA NS Internet RFCLHOIAL XIS LICH TLSE SSLOI &3tE EEf0lD) 221019 E

NH & & St M22 Z2EZ= XJoHK 2= Z2, SSLE Udite ZES

JELICH [MetMd TLSZ Oldote A2 dUHE2=Z HEA &2 2Lt
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SSL/TLS A& ZS AlXGHHASE A2 2240IHE AOI0 SSL sH=40132t) =cl= OAIX

AMZELICH & Jl(symmetric key
iitELICE StXISH = I 2SIt 15 HE HUlM=E SH ZSLILL SHEHOZ= MBIt

Ok

LRELICL SSUTLS Z2EZ22 23 Il(public-key) 2t THE Ilymmetric key) 25352
(0]

) ¥53t= 3 Jl(public-key) 2532 HIWaA 2N

ctOIHENA QISotl) MBiet SctoIHEIL N TS MENA
g

=
=2 WE Z33, s oS el gol X Sl AEE UE J1E ddote A= ol Sl
A

Zcl0IUEIL AH0I Sct0IAESl SSL/TLS A 815, ALOIIH(cipher) €&, SAAZ A
A& OO0, dell MHIE SSLITLSSE AMEst= 220IHER S4lct= Olol 228t C

g 422 EdLICL

NBiJot SciolHEN MBSl SSL/TLS HE B, ALOIIH (cipher) €&, 242 dd=
iole, delld Sel0I¢UEDL SSLITLSE SoilAd MBiet S4lct=s diol 28 OE &
£ SBYLICH MB £& XHalo EME 2D Y SctoIHdEI Sel0IHE 2150
28t MH NS QESUHE Z220IHES AISHE QEELICH

Scl0IHE= MBHE 2S5t oM A 2 28 ZE2E 0IZELICH oiE MH It
oISE = QlUH ASBXUA 2HES JAd=10 2353tE) SE HA0| U= &
& b= NS UL MBIt E3H2e=2 2EEHH Se0IdEE U8 HHE ddd

Ct
SA0IHE= SMNK HEHOIQNAM MHEE 2= GIOIHE MEHM HY MES 2l
M premaster secretE 2t=10 O0lXE MHE 2= (A 20 2EUHE A2 S MO
N SHENE A=l 2S3lotH 0l 2¥SshE premaster secret2 MHZ EYLICH Of O
o AFEE AL OIJH(chipher)Oil Metd S2H0IHE} MHIE g2g & JUSLICH SSL/TLS

rn

= Ht2 0] "SS|E" 0tAH A2 M4 R0l et ettt

NHIt Set0I¢E 2158 RFcts FREMEHZY SE A= Y S2U0IHE
Jb O SHEHOIZOS UL SeloIHE}F A X0l A& HIOIHE AtQIELICH 0
220 220IHE= MOE HOIEH SC0IHES ASMHE 2 S3HE premaster secret
ot S MHZ 2YLICH

MBI 220l E oE8 70t
Ct. oile Zet0IHED}

OIS EH M e XAl AFE Il(private key)E AFE0H Al premaster secretE i Sot)
2o I (220IHE £t 22 premaster secretOll A AIZIGHA ASSl=)=S AHMNM
OtAE Al2 & (master secret)S M A &HLICH

CtOIPES M= 0l OtAH AITX S AFSdiA SSLITLS A& Sl netE F2E
FSSHYS disote ol AFE2E = THE I121 A& Jl(session key) S

Scl0IHESY M= 0l OtAH AISS ALEHAM SSLITLS HZS Soll S48 Al
ol & & HOoIEH2 F& 4 (integrity) =
ZU0IHEE= SUOIHEZRHS HAIX

oy
HO
|0
HU
=
=
X
N
i
>
%
x
0Q
ol
tol
Ut
Y
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Olet geAF= HAINE MBIZ S-YLICH £8 Sct0IHEE=E HEH0ITS Sel0IHE
P22 SRHULE XE 2dF= SEE S= HAIKNE 2YLIC

9. MbBl= MBIZRHS2 HAIXIE ¥2=2 0 M&E JIE ASHA 233 2 A0t LA=F
= HAIXNE AHZ 2YLICL £8 Mbls HEH032 A RFE2 SSEHUAL=E RS
2= SgEE 25 HAIXE 2L

10. SSL/TLS HEHOIZIOF 2= &AL OIM SSL/TLS AIE0 AIHEASLICH SctolHES

E ASBoM MZ2H0l S48 HOIHE ¥S3totl) 2S H=otH 0l
2

Client Server
Client Hello
Server Hello
Certificate
ServerKeyExchange
Plain CertificateRequest
Tt < ServerHelloDone
ClientKeyExchange
CertificateVerify
ChangeCiperSpec ChangeCiperSpec
v Handshake
Finished
i Cipher :
Application Dat < > Application Data
 Text pplication Data < pp

& 4-10 2EtZ Qo1 SSLITLS HEH 0/ EZAHA

Super Series= TCP 2= AEH0 M2t SSL/TLS MB E£= Z20|dEZN &SE £ UASLICH
SSL/TLSIHS| TCP HZO0| 222 SAEWNA YK AEECIH, Super Series= SSL SH=41013
SOt SSLITLS AHEZEM ESEHLICH B, SSL/TLSDHS| TCP HZ 0| Super Seriesl Al
ZEWA OlM HH AXESECHH Super Series= SSL #=40l132 SOtdl  SSL/TLS
Sc0IHEZ M ESEHLICH

AMEXIE SSLITLS &S JIgHE AME

USLICH

e

A
e

Wi
0o
i

2y

o

fo

M, AtEXt= C OHoHH==

e AIOIH #E(Cipher suites) 4 3H/HI&4 3}

Cipher suites= SSL/TLS HZ 202t0l AtE&l= HICH& (asymmetric), CH& (symmetric) el
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SH4l(hash) LD2IZES XSS OOl AREES MHMALICH HIHE LDASS MY <
SH0IIE(S M) MBIl OFOIBIEIEl (identity)2l 2SI HIZ I HEE QHESIH L5t
GOl AF2ELICH HE 2DRIES SSUTLS P22 SalM o= 2o CIOIEE 2535
Sl= dIol AISEUCHL 14 LD2ES ®aE HOEI ®@3 £ HAGQE 2AS
SIXIGH=E AFRELICH CHED HICHE LIS AFRE 319 20/E XIEE O

2tOIHEDN AHEZ SSL/TLS HZE Mol AFE Jisolll AIZ6ted ol= cipher suite 2

Qﬂ

:.
S5 2HUO. AMde 0 =52 M XN& @ = cipher suite? HlwWoiAl 0 S5 S0l
ANHIE AFEE = A0 AtEotdd ot A B cipher suiteE MEELICH. ScCOIPERS

M= Ol Ol cipher suiteE AtEdHA HAZS ZotefLIT
cipher suite2| ME2 =& SZ U 2ot LAAIE0 M2t E2HELICH RSAN JIEts &

cipher suite= 0| JH& 20l AIEEH =& HUME e X2 UHOI JASLICH
Super Series= LSt cipher suiteE XIR6t] AtEXt= ol Eot= cipher suiteE & &3t
= HIZ4HS 822 M 2 cipher suiteES AEHE & USLICEH

Zcl0IE ZE (AW 2 &8)

ANEXIL Z210/HE Z2Z S8 “0l"et2 8tH, Super Series= SSL SHEH03 Z2
(SH 2)= Z2H0IHEQ OISAE QIFELICLE BHHEZ AMEXIL Z2H0/9E ZEZ S
“OtLI2"et] otH, Super Seriese= SSL SHEHOIT Z=2AA (A 2)= 22t01A
OIZSNE RFGHA LSLICH

QIEA Mol & A(certificate chain depth) 25

OIEM HeE oY Helel CEMIE ol e ASMHU M AlelElE HeZ,
CIZMES HMYLICL 0 2ISMH Mol B2 XiM(Ef=s =S(peer)) LUSHUAM &l=E
& U= CA 0t = 21 LICH CAE SS(peer) S A

A QISKAMA A2E = JY=s HelsS
F

AHIBIO 2 OIOIEIEIEIZ 28l . B AEXte
SE S DAE20 Y ASMH AHZ0l UCHH, 012 ARSI ARIE SS QIEA
CE MY 4 UCHs A2 O 0IELICH Super SeriesOl A AFEXHS QZA ol @lAol £2

K&t A Super Seriesdt Q1SN MM &ZIZ=E CA USMHE FOIM 8 ZMEHA

2= oi==00F ELICH

OIZA CN &Z

MNEXIt OIZAH CN &2 sHE0l “6I"E HE5tH, Super Seriese= Y SAE 0150l
OIS AS CN(ZEH 0I8)t LXIot=XIE BHHELICL 2+ 0l S0l LXIGHA 222 Super
SeriesE 2 SAEZRO A QS ZIFLICH BHHZ A2 XIF 2/5A4 CN &FZ S&0l
“OtLIR"E & Ei6tH, Super Series= ofld =AE 0|80 ASAM2 CNEEH 0I5)n

ol=XlE EAHGHA &Z&LICh
Super Series= SSL/TLSZ M &S OIS CN(ZEH 01 &) BB ELICH

ﬂ]O
o
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Serial port configuration - 1 : Port title #1 --- Move to ———j

Enable/Disakle this port
Fort fitle
Apply all ports settings

Host mode configuration
Femote host configuration
Part IP filtering
Cryptography configuration

Engryption method ¢ |SSL'¢2 =]
Enable/Tisable cipher suites

7 SS5L_CK_RC4 128 WITH_MDS

¥ SS5L_CK_RC4 128 ExPORT40_WITH_MDS

¥ SSL_CK_RCZ_128_CBC_WITH_MDS

¥ SS5L_CK_RCZ_128_ CRC_ExPORT40_WITH_MDS

¥ SSL_CK_IDEA_ 128 WITH_MDS

W 55L_CK_DES_g4 CBC_WITH_MDS

W S5L_cK _DES_192 EDE_CBC_WITH_MDS

werify client (int server mode only) MO

werify certificate chain depth |EI

Check the certificate CH : MO
Save to flash | Save & apply | Cancel |

Filter application
Serial port parameters
Modem configuration
Paort logging

Part event handling

18 411 =3 74

4.2.7.2.3DES 253t J|H

253t JYHE 3DESZE &FotH Super Series= 3DES(168 bits) 2S5 3tE MAONA CHE Super
SeriesZ X| L= HelloDevice Pro Series?t S48 &= USLICH
% 4.12 3DES IH2lQ HRE ZEUE B0 USLICKL HIIHA 2 229 20l O3

25U

20l Gl Ol E e (X4
)

18 4-123DES IH2/° 2= Zo
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8-bits = XILICEL O 20/= LW(CIOIE! & THE)2l 20/1= Ol0I&LICH 3DES = 64
|E 22 XIT(cipher) 2D2IZ01D KII0IAIC 20lI= 8(64/8) B2 01201 ELICH

gl
00
1o
FEl
A4
1]
Ju
>-||
=
°
o)
>
@
©
-
(_1

HE 2t2 HE@-8)HA2 8 IHE BHOIEYLICH

Super Series® 3DES Z1cIS0A Es3te GIOIE IHA dE0 AIESE 212 =J HEH= 2|
S=S0lA REELUCL deld I =52 AELN 74 I €5 MEdA ddaLt. J& 413 2

I RE HHS 20iE

J
0
i)g
-
[

Key Block(32-byte)

Key (24-byte) IV(8-byte)

Jg 4413 7 R&

Jl 252 U3 20l ZoELIth
Key_Block = MD5(KEY_STRING) + MD5(MD5(KEY_STRING)+KEY_STRING)
= (16 bytes) + (16 bytes)
Key = J| 252 XS 24bytes
IV(Initial Vector) = J| £52| OtXI2 Bytes

4.2.7.3.RC4 &S5l I8

2535 JIHE RC4x2 EHGHH Super Series= RC4 2S5 5tE NEOM Super Series& X2 Sl
g £ USLICH RC4 25 DE=0IA Super Series= AMEX 24 I €2 MEWA ZE TCP
A Q LICt. RC4 D2 AI85tH 6l = Y2 AFE6HA 2SLIC
DES JIEHE0 £&0t WSLICH

4.2.8. 2 OHZcIAHO0IA

Super Series= AISXIF Al2lg ZEN HZE Al2lg Xk A SAE
TS > UAEE XNSUCL ZH fELAH0E RHES 0|8t 85 MY = ASLIGH
MR IHalel ZHE HE2H0E ZZ2 0SS AESOH Super SeriesOfl E=2=0t0 ZEH
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OHZSclAolE
OHZSclAolE
ot Al L.

-4 H=E

40

INE=T I
st XtAlgt Atet2

9.4

Xt
[

Serial port configuration - 1 : Port Title #1

Enable/Disable this port
Port title

Apply all ports settings
Host mode configuration
Remote host configuration
Part IP filtering
Cryptography configuration
Filter application

Filter application path :

Filter application arguments :

Save to flash

Z28o oIS

A=
ol_I_I_E

AEA AL D=

tH

s
=

ICt. ZH

M85 2

$0

6.9 AIESA IHE

--- Move to --- =|

|fusr2a"d efault_filter

[0

Save & apply | Cancel'

Serial port parameters
Modem configuration
Part logging

Part event handling

g 4-14 ZEH o4=2/7ol&

4.29. Alcld ZTE OHHE=

=

el
FX

ZEN AlCclE EXE A ZXI 24

I == UART
MO DTR/DSR

A Z0otHA™ oY Super Seriesl Al2lH
2tol OHOHEHZ=DF 2L XIGHOF EILICH Al2lY Salof 2Lt
S(baud rate), OIOIE HIE, DH2IEl, A& HIE,

(inter-character) Ef2 0t S&LICH

St
=

= 0d

E Al

A
S/ T [
Ak2t

l_

FIEI

Super Series 2t
RS232, RS422, RS485(echo
| &Aalg HAHBHD| oide &4

B2 Alclg ZE &

e Al2IE EXI= Al2IE S4& 4101 LXIoHoF &

s o
RS485(nonrecho) 25 S

PEE ZFEUH

OoC =
— — T

! Bl =0l A

S Al
S

bl

HF0 UolM=

Super Series= echo A9l RS485 Sl

= X

B



0l & 2= 25 28I (two-wire) 2= A LICE. RS485 echo 25 Al2lg ZENM =&&
2= HOIHE nonecho2E0IA Bt&Sots SH0I SICH AUsS22 e Alclg ZEZ BHE
SLICL Alel2 Sao & 240 A0l et THAlst Atete 2512 32 MEsS X6t
&AL,

Aelgd &5 (Baud rate)
Super SeriesOlAl AFEE £ U= Al2lg dESEE= S 2&LICH
75, 150, 200, 300, 600, 1200, 2400, 4800, 9600, 14400, 19200, 38400, 57600, 115200, 12|12
230400
=J| d8= J|=28t& 96002 LICt.

GIOIE HIE (Data bits)
OIOIE HIE= 7 bits £= 8 bits2LICHL =J| &&E JI&28t2 8 bits2LILCH.

Serial port configuration - 1 : Port #1 --- Move to ———j

EnablefDisable this port
Port title
Apply all ports settings

Host mode configuration
Femote host configuration
Paort IP filkering
Cryptography configuration
Filter application

Serial port parameters

Type |F|8232 =]

Baud rate : IEIEEIEI vI
Data hits |B hits vI
Parity : |N|:|ne vI

Stop bits 1 hit =
Flow contral : Im
OTR behavior |.ﬁ.lways High |
DSR behavior : [Mone =]
Inter character time-out (0-10000 msec) |I oa
Save to flash | Save & apply | Cancel |

Modem configuration
Port logging
Port event handling

& 415 UART #&
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IH 2l El(Parity)

IH2IEl= none,even £= odd &LICH =J| &&E JI2 82 none & LICH

A& HIE(Stop bits)
AE HIEE 1bit £= 2bitQLICH &I &&= J|2 gt 1hitYLIC.

S & N0 (Flow control)
Jl d8E J|2 22 None2 LICH Super Series= XON/XOFFE Aot AZEY N S4l
M2t RTS/ICTSE At&5t= SIEANH S8 HMAHE XI2&ELICH
ATEQN S MO HA2 EEZXH(XON/XOFF(0x11/0x13))E & Hel HAE HXS
2ol M SoilM CIoIE & £ HOHELICL SIEAN S8 Mo gAlMdE S e o2&
o

= XS MOIUAM &= St S8= MO ELICH

i F>
1A
Joom

na
0o
|0
HU
=
ol
§
o

&
RS232 2E0H0| S2 MO 2HAIES XKELICH RS422 2E2F RS485 2E= 0He EFQ

ATEY0N L= of=/ANH =& MO & XI&otXl #sUCh

DTR/DSR =%t

DTR/DSR EIol E&= A2l ZE ASE MEUAM TCP HZ AEHE X
S HMOHE MEdI0IE ot= Ol ASLICEL DTRE MI|HEEZ(write-only) &
DSR= 24J|& & (read-only) &3 AISLICEH

DTR £8 &2 U3 M 2 &4l = 6t Aoz dFE & USUILCH always high(gf
& =5), always low(&4t &5) Z& high when open(€& 1 =&). DTR S&0| high when
open 22 HFE AR, DTR & 24 &M= TCP HA0| 48 & Z0 high2 SXIELICH
DSR €& s&g U8 F M s& & stz &3E &= USLICE None(HS) L& allow
TCP connection only by high(=Z {0/t TCP ¢Z 5/&). DSR 2 =%0| allow TCP
connection only by high 2 &0 ©H DSR &l&J} 24N
TCPIt AZELICH &8t DSR &SI =2 MEHLMY, A SAEZR2HS TCP H&EE o
2ot UDPZ OI0IE{E 2&LICH DSR A13JF =2 AN

TCP HZ0| ZUH&ELICE. Super Seriestl HZ& &
Super Pro Series2| TCP H& = Mg = USLICH

t, 2¢ d=dlol® Z2=0M= DSR 28 & s8 230l &2 80l DSR & EDt low
ot A S AEN et AZ01 201X SLICH

g1

DTR/DSR S Himwe 220 243 ZoAse dHlidE 201X ZsLICL

& Xt2K(Inter-character ) E+ Ot
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Ol DHOHE === Super SeriesJt WS HIHOMA &M Al2l2 OOIHE S2H2=00 2=

HAULICH Y Aleld ZEE SolA IOIEIt S0 A= B, Super Series= GI0I
E U2 HHO HEESLICL HY W2 HIHOt 2836 WM UHLE 2X2E Al2F 2301 &2
Atzt Ef2 0f=Z(Inter-character timeout) 22 X &= Al2H LHOI S8t Z<08 Super SeriesJt
HIH =0HRU=s HO0IEHE TCP/IPE SoiM &ESELICE =At2t B Ot=(inter-character
timeout)0l ‘0’22 & EHH WS HIHOH MEE OOIH= HMs XNHT 40l SA d&5E U

ZE X2 BE0tz2 AEAe HE2A01E0 Tet 8Lt otXleh zl4st XIE
= HILAOIENAMS 22Xt StLt 22 E0= H0F &LICH OE &2 AlelZ ZEDJt 1200 bps,
8 HIOIH HIE, 1 A& HIE ¥ IH2IEl S (no parity) 22 £&FEUACtD IJtEH 2 AIL. 0l
=20 otLtel =XUE dEot=0o 28 &M bitel == 10bit0l) otLtel SXE & &6t

10 (bits) / 1200 (bits/s) * 1000 (ms/s) = 8.3 ms & L|C}.

Metd At8Xie 2X2F Bt 2 8.3 ms2Ch AN & Foior &LICH 2X2+ Etor2
o Hele =22 YE(ms)LICH

MNEXL 2+ SeriesE otLiel T2le2 EWeil SCHH Super SeriesOf HZ = Al2l &
X= 22X AH0IS 22 Bt Ot201 XIS AIZE2E0H B2 2XE MSE6H0F ot GIoIE 2
&l Z0l= Super SerieslH® HIH AJIECH HHLE 2010k &LICEH Super SeriesQ Al2lH
S4 HIHO A= 256 bytes LIC}.

42.10.24 4

Super Series= Al2lY ZEZO AE E AZS XJAELICL AFZXOF Alelg ZEN 22
H&otd g€ Mol= 28 4 HOIXINA DCD sS4t 2 |n|t-str|ng% A3t OFCH ELICH.
Super Series= SAE BEJ TCP 252 A% S R0 B8 HZ2= KR ELICHL

=
=E 43t 42, AFEXt= Super Series2| Al2lY ZEN REES MY HZg = U

LICt. Ol OHOHE =Dt Ed3tE BR0 = Super Seriesold ZEIJ 2 EEZ0F AIEE T

e 2HEl init-string
AMZX= Modem init-string OOHEI =0 28 Al G(initialization string)2 XAl 2 EIN 9
FUHM 23 %= USLICH Enable/Disable modem O~ Z4(Enabled)2 E&&E2ZM
Aelg ZEJ 28 2E2 HFHIUS UHUl= Super Seriess= DTR & &S AS0] EXE
HLb Alelg ZE 240 2eE NSOt 63 & Mot 28 A& AE
o TEZ SHEHYLICL

70



DCD s#&

DCD =0l or0l & mfojet TCP &Z &/ &(Allow TCP connection only by HIGH)Y2 2 & & &
™, Super Series= Al2lg ZEQ°| DCD AEHJF Gt0l(high)2 HOIQH A SAEZREHS A
ZZ2 GIEELICH 0 JIs2 AR Alelg ZEE [0l12el 2E 2 =(dial-in modem mode)
Z0h AlSote! & ol |88 JIsLICH 0 Z<0l 0/0] HZ&E 20| ACHH Super

Series= TCP= HZ 2 51 E06tAl ZSLICHL

s o 2 &
s oA 28 FZ0| EnableZ2 &Y, HH T otlt Olaf2l TCP HZ01 E UCHIH 2
£ TCP HZO| E32 M0l Super Series= 28 HAZS Z&LICH 0l 80| Disablez &
& Z20= RE TCP HZ0| 80 dtHet: 28 HZS 2olXl 2SLICH 0 89
A3 N= 42001 RES = StLtel 2E0l HZBS 22U MM Motd AZ2 Eill= A
2 YAGSIYMAR. 0]l S22 2E TCP HZAS0| Z&2 M Super SeriesKHAMIOIA 28 HAA
£ =cIcte diol ArEE = USLIT
AMEXO CHOIE Ot=2(dial-out) JISE AtEote 2%, MEX= DCD &&= Nonel2=z
SLICH CHolg otz ZEs 290 8 2UIl fIsid=E AR 290 82 &

;
AUO0I0F StI1 MELICH

Serial port configuration - 1 : Port #1 —--= hove to '"LI

Enable/Disable this port
Fort title
Apply all ports sethings

Host mode conflguration
Remote host configuration
Port IR filtering
Cryptography configuration
Filter application

zernal port parametsrs
Modem configuration

EnablefDisakle maodem ; |Disab|e vI

Modem init-string [a!e0s0=2
DCD behavior [ MOME |
automatic release modem connection | |Di5€|hie vl
Save o flash Save &apply | Cancel |
Pott lagging

Fort event handling

Jg 416 28 74
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4.211. X E Z 2 (Port Logging)

ZE 22 JIsE AEotH Alelgd ZEE Soid EU& HO0IeH= MEMORY, ATA/IDE & Cl
A3 JtE,SYSLOG AMB £&= NFS Aol E= Xl S0l dEELCH

o IE 22 BH3SHWH|IEHS(Enable/disable)

ZE 229 gdst = HEZdE FogUt. x=J 432 HIE2ds

o IE 22 K& =X
ZE Z7 HI0IEl= Super Seriesltie O2¢2l, ATAIDE D& ClA3 IS (PCMCIA &2 U8),
NFS M2l &H& X £= SYSLOG MHU MEZ = USLICHL WHE HI2elE AFSHA
ZE =] UOIHE NM&Eote dR0 = Super SeriesIt JHE M0 0 ZE 27 HIO0IHE &
ZELICH Al2lgd ZE 27 HO0IHE 2Exotdd® ME fIXIE ATAIDE 1&E A3 It
SYSLOG Al = NFS MHE E2AAIL. OIZA ot AMZ X AFEO Y OHAE
T AHHOF ELICH Ol OHXIOF MESHH HFLX L2 ASEX= AHHOIANM ME fAIXIE
Seig =~ SLICH

o ILE 2] HIHQ 3JI
Ol OB+ E= 22 ZE 27 GI0IEHS S HOELICL W 2
1 HI0IHE MEE Wole ZE HIHS &AM 2270t 3200 KbytesE &
Y ZEQ DE ZE HIHES 372 &0l 3200 Kbytes 0I5+0{0F2F &HLICH.
2 4 Kbytes2 L|Cl.

ATAIDE 1F A3 IIEE MEWMHAM 21 HOIHE MEE O ZE HHS =0 3D

oY JtEQ S0l Met ZetE LI

NFS MHE MEWHAM 21 HOIHE MEE Mile ZE HHSY =0 20l= MEEX

LSLICH AFEXIE oY ZE 22 AIAEN XFAHAM NFS MHE 2 AGH0F & LICH
SYSLOG ANHE AtZdiA 21 CI0IHE MEE ils ARSI ZE 21 HIHS 3

JE 28 = glsUth

rr
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Serial port configuration - 1: port # #1 --- bove to --—-

Enable/Disable this port
Fort title

Spply all ports settings
Host mode configuration
Femote host configuration
Port IP filkering
Cryptography configuration
Filter application

Serial port parameters
Modem configuration

Port logging

Port logaing IEnabIe vI
Port log storage location @ IMemDry vI

Port log buffer size (KB, 400 max.) |£1EIE1
Save to flash | Save & apply | Cancel |
Port log :

Clear Hefresh

Port event handling

12/ 4-17 Port logging configuration

4212. 2 O|HE HEEH 74

Super Series= AFEXI ZE OIHE HES PHES SolM Alclg ZEZ HZE A2l X0
N OOIHE ZUHZEILE CIOoIHN Bt = U= =H=S MSELULCL 018 QU2 AMEX=
emaillSNMP 2 & (notification) &£= ZE O|HE si=52 FAHS SoiM Al2lE ZEZ HE 2L
& HHAS EclNHE 2 Alelg ZEZ JIYEE FAY & JUSLICL L8 0l JIs2 AEXIE ¢
ZE EXE SHA OOIEHE ZUIEHEGSHHLE AME HoE IIFEI Xl HUS Mo A2 &
XNE AE 2el/Ho & = UH HSLICH L& Super Series2t oY Alelg EHXI2te] HZ AEH

E JIRE AMEYY 22 YYo=z

2|1 Super Series® 22 SAEZS TCP & AEE Z
clotl 2UHY & =+
;F

o OIHEON st =g& Bt20l #&E = USLICHL HIIHA BtS(reaction)2 email
= d

80|
>
=



MNEIDL ZE 0/HE H=E JlsS 0lE0tdH, ZE O/HE =8 = ZH 3t (enable)ol OF
SfLICE OlXE 2=2¢ HHE==01J] =201 Ol JIs0l Hlg&3t(disable)=l™ oS Super
SeriesZE O[HIEQ 28 8 OHE 2T otk EsLICH

28 2tA(Notification interval)

Super Series)t ZE OIHEEZE SH=d &0 JHMH Ed(trap) &= A= Y

Z(Notification interval) O H+Z AtZELICE Super Series= 22 2HH0HCH 22 email &
= SNMP Egs EYLICH &8 2tA A2t WS ME ZoE JI/FESE EXIELICH 0 DK
JHH0] Lol X At FOE JIKFEN =2 BHSot)| 20 AIAE RS HO0l XA
SLUICH AFZXDL 20 S = Us Y 2 ¢S 20 AIAE"E IE AIES zas &

&= UAsLICHL

Email 2 & (Email notification)

Super Series? Email €8 JlsS 43 L= HIEAH3 ot= JIsYLICH. Super Series
Email 282 28 [l 0[2d=2 SMTP A UM & SMTP MBIE AtEgLICH. SMTP
MBI ZE6HH RESX AUAL BIZ2HS S ACHH Email Jls SAl Bl&435H ELICH
SMTP At 4 & XAMlet &FE2 3.4 SMTP S FXGHAAIL.

Email XS
Ol BHHH == AN HOE JIKFASIt €Xl ZUZS [ Super SeriesOl 2lofA ZLHE Email2

N=ss £&d& LIt

A2 Email A

Ol BB == AIE E2olE JI/AEI BAEHUE I €8 Hegs 2= =8N E 258U

SNMP &8l
0l DHIHH === Super Series® SNMP 22 J|

or
ujo
gk
0x
ton
A
rr
o
ok
0x
ton
Il
c
a

SNMP E&2ol M=

Ol == AIE E2lE JIA=I BAIEUAS M Super SeriesOl 2JoiAl 2LHE SNMP E
gol M=ss £d& LUt
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Serial port configuration - 1 : Port title #1 --- Move to —-- j

Enable/Disable this port
Port title
Apply all ports settings

Host mode configuration
Femote host configuration
Port IF filtering
Cryptography configuration
Filter application

Seral port parameters
Modermn configuration

Port logaging

Port event handling

Port event handling IEnabIe vl

Motification interval (20-2600 sec) =]

Email notification : IEnabIe vl

Title of Email : |F'|:|r‘t event notification mail
Recipient's Email address ; |admin@my-cnmpany.cum
SHMP notification : Im

Title of SHMP trap : |F'|:|r‘t event notification SHEP trap
SMMP trap receiver IP |192.1EB.M.1

SHMP trap community |pub|i|:

SHMMP trap version : V1 F

[Status event edit]

Status event Ernail Moti,  SMMP trap Noti, Port command Pork command string
Device connection M~ = r |
Device disconnection M~ = r |
TCP connection V = r |
TCP disconnection V = r |
Save to flash Save & apply | Cancel |
Check Key word # Key word Reaction Port comrmand string
r 1 fest Ermail/ JCommand reboot

[Keyword list edit]

Action on key word & add  © Edit © Remove
Keyword string Ermail Moti,  SMMP trap Noti. Port command Port command string
| 3 r ra |

Save to flash Save & apply | Cancel |

18 4-18 & 0/9E =g F&
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2=4J| IP(SNMP trap receiver IP)
= AME HoE IR Xl ZUS M SNMP EY ¢

o
4
=
ol
rr
(%))
Z
<
o
m

HSLIEI(SNMP trap community)
= AE FoE IS0t Xl ZUS M SNMP EE HIAIXIO EZ&E HSFLIE

e SNMP E& H&(SNMP trap version)
Ol DB === AtE HOE JIRFEDF EAl ZIUS I 2WHE SNMP EC HHEsS £d3eU

Ct.

[AHEH OIHIE B
o I3 /R

Aelg X A2 L= 22l OIMENAM Follor & & s&2 M3 HAE HIAESLICH

e TCP &E/=2cl
AH SAEZRH TCP HZ = Z2I2 OIHEWAM FHoior & 24 S&H2 M3 %HAE

M3 g LICh

Bl B
¢ 3JINE ST
ANEBTHE HelEl JIICOl e SXHOR “EIb T “HIIE M8 & USLICH

o JIRE Z(Keyword string)
MNEXte SEG6t0XA ot IIMEZ M HOUHE

il
=
0
ot
i
s
i
-
o

e Email &&

APEXE 8 E JIREZ Emall 28 HSS 2483 = HE2ds g = UsLIth

e SNMP E& 2Z&(SNMP trap notification)

ARSI HE8E JIAEZ SNMP Ed 28 A== 24dst L= Hlgds & = AsLIth

>
oo
>
N
rx
i
rin
g
10
In
tu
Hl
Im
02
o
1
O
mo
g
0x
ol
A
rr
o
g
0x
ol
It}
I
$0
i}
c
Q

e Port 2338 <Z(Port command string)



Super Series= AtE HOE IJIYEIL Xl EAS I Al

S NEELO. MEXE 0l Hi=0A Al2lE ZEZ 2L
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43. 2

rin
M
Im

X
0

2= AMelg ZEJ RAGHHLE S26tH =8E= &<, 0l JIsS O0lZaotH &L All port
configuration &EHOIA HEE &2 HE EZES “apply all port setting” S 0| disable=
AL UK (2 ZE Al ZEW HZELICH. (SS100/1102 all port configuration Ol &It
glS S FootHAIR)

“all port configuration” Ii2IOIEE Of2fel 8522 LIHON & £ UASLICH
Port enable/disable
Port title
Host mode
Remote host configuration
Port IP filtering

o o0k~ wDn P

Cryptography configuration (Only valid and visible if host mode set to TCP or Modem
Emulation mode)

7. Filter application

8. Serial port parameters

9. Modem configuration (Only valid and visible if host mode setto TCP mode)

10. Port logging

11. Port event handling

Serial port configuration - All ports : Port title --- hove to ———j

EnablefDisable this port

Enable/Disable this port : IEnabIe vl

Save to flash Save & apply | Cancel'

Port title

Host mode configuration
Femote host configuration
Paort IP filtering
Cryptography configuration
Filter application

Serial port parameters
Modermn configuration

FPort logging

Port event handling

Figure4-19 2 X E &&



Port enable/disable
Ol el0lHeE ZEQ| Jls A E0EE &3&LIC

Port title

Ol II2t0IEDJE S8 U2 £8e 32, 2 Alelg ZEW Uist ZE E0IE2 1O & &
LE HS9o oz d8=ELUC. HE &0, ZE EIOIE0l “my server” 2 3% = &
f, #12 ELE EI0IE2 “my server#l” £ &L ZEH#2O ZE EHOIE2 “my

i
server#2” & XAsez AHELICH

Host mode
SAE BEJITCP £= UDP 2Ez Hd3EH= E2, 2 Mg EZE= &Jl(listening) £E

gt OSd 201 sz g2 E L.

(listening port number + serial port number - 1)

2t AMeld ZEQ| 2 L2t0IeHES2 “all port configuration’?t 22 value set@& & & &LICE

Remote host configuration, Port IP filtering, Cryptography configuration, Filter application,
Serial port parameters, Modem configuration, Port logging, Port event handling
AJl OS2 MH=E <dH, “all port configuration” 2| values set2 ZE A2l ZEUA

SZotH 28 &L

79



5 PC JltE &£3F

Super Series= Jlso ®Rod L SHHZS 2ol PC ItE X2 HME6t2 USLICH. TS X
SEol PC II=IF XIRELICH

- LAN Jt=

- 24 LAN JtE

= =

- ATA/IDE fixed disk card

But please note that SS1002 PC Jt& &8 H=E X0t ZLS2 F2otAAIL.

MEX= LAN £= 24 LAN HEE 0IEotH £ OE UERZA HZE= 3ol Super SeriesOll
=g = U2M, ATA/IDE fixed disk cardE 0I&ao AIAE Y Al2lg ZE =21 HOIHE
HEE > UASLUL. 2E JIEE ASECZM AXE RE0| AZ5t= Alelg ZE 10| Super
SeriesOl 22l (out-of-band) HX2 & =& USLITH

PC card configuration

Currently configured PC card

Card type : Mone
PC card service
Discover a new card | ShEE EahE SerEe
Save to flash Save & apply | Cancel |

Figure5-1 =J/ PC 7t && Ol 35

PCIIE 222 AI=Zotd| SIol SRS CHS o T2 £36H0F BHLICH
S 1. PC IS £20| PC IS = AIQBHLICH
S 2. Select PC IS &= 0l % 0l A Discoveranewcard | o wensr |y,

©HH 3. Super Series= IHEE ZM
AEE 21010, & M= SHO LIEIY 24LCH AlEXts S 3t
f/et HIet0IHE £&8< = USLICH

©H 4. Save the configuration settings by selecting
SEHE MEELICH

A 5. OIS [Apply changes]E HEiGIH ME2 43S HSAIZLICH

y
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Super Seriesdt PC JIEE &AHGI=0 AlotH, OIS 2F HAIXIJF LLEFELICEH.
Microsoft Internet Explorat = |

”!E Failed to probe & new PC card,

18 52 =0l Al ol UIAIX

Super SeriesJt XI&dt= PC ItEQ| 2|AEE 22 RJotAIH 25 B. /&%= PC JFIEE E#X
S Al R.

PC JtES AEZS FHU MS0UA HMIAGHHSE, AAEXsE S &
Step 1. [(Ban-show the actual button) Stop card service]E &I &3
Step 2. [Save to flash]E &&iot0{ BHE=E &8 UHES MEGHY Al
Step 3. HI=0I Al [Apply changes]S &EHGI B LHES HZAIIAAL.
Step4. PC ItE =R 0 M PC ItEE HMH SIAAIL.

O

Fo. SI9 22 BNE XX &1 LROIM PC FIEE HIHHH AAE @RS K010 & +
QUSLICH

51.& 3= &3

LAN JtEE PC JtE =ZX0l 2XIotH Super Series= 22 UERZD AEHMHOIALL 1P =4S
=0t EUCH Ol, IP =A= BIEAl Rs8 XS XEoH0F &LICH
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PC card configuration

Currently configured PC card
Card type :
Model

Metwork configuration
IP mode :
IP address :
Subnet mask :

Default gateway :

Primary DMS
Secondary DMS

PPPOE user name :

FPPCE passwaord ;

Confirm PPPOE password
PC card service

Discover a new card

Metwork Card
Linksys EtherFast 10/100 Integrated PC Card
(PCM100) %er 1.0

[FcF =]

|1 92.168.1.264
|255. 255,255.0

|192.1EB.1.1

168 126.62.1
168 126.62.2

|whuever

I********

I********

Stop card service

Save to flash

Save & apply | Cancel'

_J& 5-3 PCLAN J/E &%

MEXt= BIEAl PC & JIEE &3S Ml PC & JIEE HE6t] primary 2 secondary DNS
NHE &&FoloF LI 2E OE &#F9 ¢iHse 4AE 31 IP &0 XMoGl 2850
UsLICH

Super SeriesJt X2 ot= & PC ItE 2|AEE 2 £= B. Super Series/f A/&ol= PC

52. 24 LAN Jt&E &3

LAN JtEE PC 2tE =XR0l EXIotH Super Seriess= 22 UWERZA AHHOIAR P FAS

N
=0t EUCH Ol, IP =A= BIEAl R=s8 XS XEoH0F &LICH
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PC card configuration

Currently configured PC card

Card type : Wireless Metwork Card
Model Cisco Systems 2350 Series Wireless LaMN Adapter

Metwork configuration

IP mode : IDHCF’ vI

IP address : [192.168.1.254
Subnet mask : 255,255, 256.0
Default gateway : [192.168.1.1
Primary DRSS 168.126.63.1
Secondary DMS 168.126.63.2
PPPoE user name @ |wh|:|ever
PFPoE password : |HHHH
Confirm PPPOE password @ |****nn

Wireless network card configuration

5SI0 |

Use WEP key : |Disabled vI
YWEP mode : |En|:r5.'pt vl
WEP key length : |£1III hits vl

WEP key string @ |

PC card service

Discover a new card | Stop card service |

Save to flash Save & apply | Cancel'
& 54 PC 24& LAN /& &&

MEX= BIEA PC & JIEE 48 I R4 & IEE HEGHL) primary ¥ secondary DNS
MBE &&6H0F LIt 2 U8 &H39 HHS2 HAE 31 IP 50 XMGl 2N
AUSLICH

Super Series= 24 AN HFZ2 <ol SSID(Service Set Identifier)2 WEP(Wired
Equivalent Privacy) 21 JIs€ XJELICI. ALEX= AP (Access Point)E XIEGHI| <ol
SSIDE H&EE = UM £, encypted L= shared2 WP REE H4FE
20l= BEAl 40 £= 128 bit GHOF ELICH. 40-bit WEP J101H, At=Xt
ele 5IHel 168 DE NEES LHalioF &LICH. 128-bit WEP 2|01H, 22X 22(:)0l e
13042l 168 DE NEE 2¥ot:

HE =0, 128-bit WEP 3| =&

= H

NEE BtEAl &=0oi0F ELICH

A

—
[
u—

AtESH)| ?Iol AtE Xt TS 201 1302 168+~ 2 &

000F25E4C2000F25E4C2000F24
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Super Series)t X&ot= 24 8 PC ItE 2|AEE 22 &= B. Super Series /F A/ & 6t=

PC JIEE FXotAAIL.

5.3. Serial Modem Jt& & &

PC card configuration

Currently configured PC card

Card type Serial Modern Card Serial Modem Card
Model PCMCIA CARD SEKFaxModem FMSGC-NFS 5,41
PC card service
Discover a new card | Stop card service
Save to flash Save & apply | Cancel

J&/ 5-5PC serial modem 7t &&

5.4. ATA/IDE Fixed Disk Card Configuration

ASXsE AIAE Y A2l ZE 2 1E MESHI| <fIol PC ATA/IDE fixed disk cardE
ArE3dt=0 228t &M OOoIH AJNIE 8tEA HE6H0F &LICH. Super Series= &AM M&E A
2 CIATUM AMS Jitsst A3 3242 sz 838Ut

>..

2 Xt= Super Series® AIAE HAAMS export & import SO Z2M, Super Series &%

ngs M& f= 5728 = UsLICH
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PC card configuration

Currently configured PC card

Card type : ATASIDE Fixed Disk Card
Model TOSHIBES THNCFOS4MBA
Size . G4 MB

File system : ext?

ATASDE Fixed Disk Card configuration

Total data size to be used (0~64 MB) |64
Delete all files in ATAJIDE Fised Disk Card : Delete |

Format ATA/IDE Fixed Disk Card @ IEXTE YI Farmat |

PC card service

Discover a new card | Stop card service |

Save to flash Save &apply | Cancel |

_1&/ 5-6 PC ATAJ/IDE fixed disk card &&
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2t

6. Al AES 2|

Super Series= &EH CIAE2O0l 3™ (Status Display Screen)2 Soil AIAE AEHt 221
HOIHE E0H=0 Z2IE <o AFZELICH. AIAYE & OO0lHs 29 018, Aldlg #5,
BAIO BIE X Super Series2 UERZD £&F S0I UsLICH. L8 Super Series= system
logging Jls2 Soil XNEE =FHHAH email2 21 HOIEHE XNsS22 HMLOH &¥E =
USLICH.

AMEXt= Super Series® HX 018, EM2 Al2t, & ZFotAl JI2342z: MAFE =&
USLICH &t MEX= & CHHOoIA, 3 25 2 AMelg Z£= MEGHH Super Series
EAIME gOdioleEe =& AsUt
6.1. A|AE AFEH

System status

System infarmation

Model Na. :

Serial Mo, :

F/W Rev. :

MAC address :

Current time ;

System logging ¢

Send system log by email ¢
PC card type:

PC card mode| :

iF infarmation

1P mode ;

IP expiration ;

IP address
Subnetmask

Gateway :
Receive/Transmit errors ;
Primary DNS :

Secondary DNS !

S5800 Dewvice
S5B00-030799599
w40
00-01-95-04-19-53
07/23/2003 13:40:42
Enabled

Disabled

HORKE

HOMNE

STATIC
/2
192.168.14.7
255,255.0.0
192.168.1.1
MjL
162.126.63.1
168.126.63.2

6.2. A|AE

g

Super Series= system

logging Jls

18 6-1 AILE &YE CIAZd/0/

At
(=]

o OAAE 2O AR HA
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System log storage location

ANAE 2= Super Series LIS BI2el, PC ItE &R0l & & ATA/IDE fixed disk card,
NFS AMHS &XI XI&E L= SYSLOG AMH 0 HEZE = USLIC. AA®E 27 O0IHE
MEot=0 W= HIZ22E MEdt=e ZES, 221 OOIH= Super Seriesdt HE M
AMELCH AIAE 20 OI0IHE 2&6ted™, ME <SIXIS ATA/IDE fixed disk card,
SYSLOG A L= NFS AtHE &AFoH0oF &LICH 0l +=#ot)| ol MEXsE HAY 229
HXME AtEotJ|l <18 mOetoled= SfLICH. OHAMDOF H&Eol 2EEXN =2 &R

=

5 = 0 =
AEXE 8= HHE NE 42 288 = sSLICH

OII

System log buffer size

Ol Itet0leHE 228 = A= A28 27 CoIHe ztigs LI HOoIHE MES
Jl ol WS HEelE M8ote 2%, AIA® 27 MM 2Jl= 300 KbytesE =g = &
SLICH

27 OIOIHE MEGHI| 2ol ATA/IDE fixed disk cardE At
JtE S0 Met Eetd LUt

27 HOIHE M#EoSH) 2ol NFS MHE At8ol= 3%, 2l HIH AJI= S LICH
MEXH= NFS MBHE S&5t0 AIAE 27 J1s0] HES ASE = JUESF aioF L.
27 HIOIHE MAESII| <o SYSLOG M 2DE AIEdte 32, MEX= HH 3AJIE &
g 2RIt &L

oS

il

Ol

rr

te 3%, =0 I A=

ot

Super Seriese= YSLDX %2 21 WAIX JH==JF 0Ol2l XA £=X0 0l2H =2
HIOIEHE Xse=z 2L

]

=S 238 = UsLIL. AMASEXN=s emils dScH)| 2
MetOIeHE BtEAl £HoH0F & LICEH. Of et0IE o= emailS d&ot=0 E2Re 221 i,
=F 0Ol email =& S0 X2 == JAsUO. 18 625 €8 L AMAE 21 2J| 3tHS
2HsLIT
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System logging

System logging IEnabIed vI
System log storage location |rv1erru:|r5.I v|

System log buffer size (KB, 300 max.) |-f-1
Send system log by Email : |Disab|ed vI
mHurnber of log messages to send a mail (1- |5
1007
System log recipient's mail address |admin@ynurcnmpany.cum
Save to flash Save & apply Cancel |
System log
07-23-2003 11:28:21 = Boot up System Start ;I

07-23-2003 11:258:21 = Start with Static [P by 192,165,147
07-23-2003 11:25:21 = Start with PPPOE by 192.165.14.7

Clear Refresh

g 62 AlI2E 27 & 2 27/

>
0l
>
rr
=
|>
oz
10
e
==
He
[
>
10
>
0o
P}
o
0mn
o
=l
L]
o
1
$0
ol
C
[wl

Users logged on list

Lsername Terminal Login Date and Time From

root console Jul 23 11:27

18 6-3 ArBM} 212 5=

Users logged on list= AIAEN 2101 & AISXE Qo OS2 E8EE EWSLIC
User name(AtZ X 0IE)
Terminal type for the session (M&O0 CHEH E0IE RE)

Time connected (HZE Al2t)

P address of the remote host (223 SAEQ |P F=4)
FO: 2 Soll L6l MEANE SE0 LIEILIX ZSLICH. HTTP/HTTPS T2 £22 Sof
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08 645 MASIS B SIS LSO, SN ASXS HACES #HAsAN, SN
WASISE QHotD, M HAUSES U2ist = M HAKSE =G| <o ot o A
HASISE HAGHOF BHLICH

Change password

Current username : admin

Enter current pawwsord |

Enter new password |

Confirm new password |

Submit Cancel

& 64 AR E HF

6.5. Xl 0|5 (Device name) &H

Super Seriesl 22|E ol MNMECZ HH| 0|5 ¥ £ JSLICH. O 9-4= EX
0lE &4 SHYLICH. AFS XL Device name= B1ASHH =™ Super Series2l hostname O] B4&

O
1<
Im

S = CLI a2 & LSt Ot 20l HE = hostname 22 HZ0| SLICH

r oot @S800_Devi ce: ~#

Device name

Device name | |SSEHIIIIII_Deuic:e

Save to flash Save & apply Cancel |

&8 65 &x/ 0|18 &&

Super Series®| Device name &&0| S8 =X= AE0 DA L2 AESXIL Device name
2 Yl 2X= XEOHH ™ Super Seriesl hostname = Super Seriesll IP =42 ANs22 A
A0l ELICF. S8t Device name HelloDevice Manager2t 22 &cl T UM &l AgE=2

?lofl At=ELICEH
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6.6. At Xt 22| (user Administration) & &

Super Series & ZE HIZA MEB= 2I5S XNIJELILO. ZE Z20 28 AI=2X= J& 6-6
APEXF 22 2F 22 AMEX 22l =AM & X SFA WG ALSX0 T

£ OIZE2 AIZol)| floideE 2
P 2EUAMR HEO|

= T
C o MNER S F2S FU6HAIDl HHEU

User administration

LIsar |ist
M. UserID

1 |sena_device |

#2 #3 #4

= .

[ %

Add ussr
User ID ; |portZ_user |

Passward ; i---------- |

Coanfirm ¢ ||||||||||- -I

0«3 O #e [P

iy

Port

| Savetoflash | [ Save & apply ] [Cancelj

& 66 ArEA 22

6.7. &M H A2t £F

Super Series= &M €M  AlF I2E 22/ LICH SS110400/8002 AlH % €
LIS &KX &0 2o =X LICH

1o
>
0
o

(SS1000l= LS AIHIE I8t &XIJt 85 FSIGHAIDl BHELUICH AAE AR =0l= &M
gm 2 AlRE 2301 RXZX EsLC dH2=2 SS100 ZE0A ZHEe M & AlZS

S Ao RIHM=E NTP AHE MEE 22 HEELICL)
8 6-61 201 AFSXt= 8 €M 2 AlS BHEE = UASLICH
2 A2t EFH0l=s S JHA 20l JUSULCL H BHlM= NTPAMHE ALE6HH M 2
A2t 882 |Xote JALICL NTP JIs2 AIE2ot=S &8olH, Super Series= AIAES
HAEE JIMSLICH NTP AHE 0.0.0.02 &&5tH
Super Series= CIZE NTP AHE AISELICH. 0] R0 Super Series= UERIAE SdiA
QIHUI HZTON UONOF BLICH AMEX=E HAFXG0 et =H =& AIZHUTC: Universal

Time Coordinated)dte| AlZ2t QEAlE HAEGHOF &LICH & S ZHEHS NTP MHE AtE0HAl

=
=
J7
o
:'::
O
Q
zZ
_|
e
x
[
=
x
e
=
p=
=
i
04
HI



L8t ASXOE AIAES Il & AIZtS HEotH ZEFol)| oAM=  AlZHH (timezone)2t

UTC2tel AlZt @EA SFH0| 2R =& USLICL AFZ2XI AHEtY S AISEHOUE, AHEHY
2

Date and time

Use NTP : [Disabled =]
WTP server (0.0.0.0 for Auto) ; [1592.168.200.100
Date [mm/dd/yyyy] |EI1;’EIEF’2DEI-*-1
Time [hh:mm:s=s] |11IEI912EI
[Standard time]

Timezone : juTC

Time offset from UTC (UTC + [x.x]hours) |EI.D
[Daylight saving time]

Enable/Disable daylight saving time : Im
Daylight saving timezone |

Time offset from UTC (UTC + [x.x]hours) |EI.D

Start date [mm/dd] |EI1KEIEI

Start time [hh:mm:ss] {00:00:00
End date [mrmfdd] : |EI1KEIEI

End time [hh:mm:ss] 00:00:00

Save to flash | Save & apply | Cancel'

67 LW A2+ RY
6.8. 74 &cl

MNEXE 8 24 2E CF IS, NFS AW, AMZEX S2H(user space) L= 222 & 22
X0 oYz SdExport) &= UL, CF IS, NFS A, AMEX 32t L= Z2Z HAWA
SUW& (Export) 248 EEE S0 A(mport) M 24 2= 0t =& USLICL

MEXE S0H2I(Impor)E & M |XI H4H0AM "Factory default'S «EAGHHLE Super
Series@ § IHEQl =& &6t Jl2 4% AIXNE =d At =I| Jle 838 =728 =
USLICE T 6-80A & 2el FH=S 2dsUt. 24 F2E 2 UWII(Export)ot HLE
S0H20I(Import)oted ™ CHS HIHEHSSS HESHH ZFoH0F &LICH



+48FE 2UWII(Configuration export)

? Xl(Location) : 2 LHI|(Export)& <l Xl.

&4 S3HEncrypt) : Yes == No

Ot H(File name)

+48FE =0 <2J|(Configuration import)

A Xl(Location) : SHX2J|(Import)& 2 Xl. Factory defaultE &Ei6tH =J| Il &3
=72g = YASLICL

88 & (Configuration selection) : HH BFS FHIEELE SUH2I|(Impor) & XIE
ZE g LICHL

%’ii}(Encrypt) : Yes £= No. =W 2|(Import)& <IXIJt Factory defaultOl®t Ot Z&=

nio

44
0x

=X ZSLICH
oty HEH(File selection) : CF JIE, NFS AW, Jdcld AMEX 32t S8 A& XI0A
2AS3 sHZ2 2tEotE EWII(Export)E IHY Sl SE2 2 SLICL
ZZ(Local) : ®|IXIJt 2Z MY I 2Z HAOWA EUDI(Export)E MLE H= WS &
SLICH

Configuration management

Configuration export

Location : © CcFcard 7 MFS server © User space(fusr2) ¢ Local machine
Encrypt I‘v’es vI
File name : | |.5y5cm

Export |

Configuration import

Location © CcFcard © NFS server ¢ User space(fusr2) € Local machine

" Factory default
Configuration selection

I select all

I system configuration { 7 Including IP configuration )
[T serial port configuration

Encrypt I‘-r’es vI
File selection : [---—- Select file -—-—- =l Local : ZokE 2., |

Irmport |

18 6-8 724 &2/

SN RHEEE Z2UDI(Export)dtd ™ s EXE GELICH
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N
=]
0
2
0

1. %Oigjl(lmport)%* AXIE SESLICH
2. €0
3. €3 .
4. S0 2J|(Import) /Xt 22 HAZ OtLI L2 Factory default™ OfLI2tH It MEH
AE YANA SO0I2I|(Impor)& MHUS AELSHLICH.

2 J|(Import) 9IXIJt 2& O{&I0I2tE ROLED|(browse) HES 22 6t(

04 2 J1(Import) &

mes
6. [YEE(Import)] HES 2 &LICL

BHAO gdolE

o €Od0lE= A2l 25, A2 225 = 8 HHOoAE Sdll Jisglch =l
AOH0lE= http://www.sena.com/support/downloads/ Sena &I AIOIEONIA OIE2E %= USLILCH

J& 692 BAIW ¥d0IE & AHHOIAS EWSLICH

g2 Sol EAN0E LOoIESHASY T2 BXE MELULH
1. ZO0I2J| HES 286t =& AN BIOIHCIE HEHELITH
2. dEE HECZ ¢OdI01E gLt
3. Ec0I=E 0tdl = HBAMSS HEoH)| FIohA AIAEOl MHAIRE AJLICH

Firmware upgrade

Select the new firmware hinary file
This will take 5 minutes mazimum

pgrade | Reset

18 69 &0 gdol=

BAOE Sc0IEE I &3 25 L= AclE &S MEoH| PloiA= TELENT/SSH £=
HOIE OlEdiold Z280] z28 M85 Z2E=2S XIJoH0F2t ELICH EA0 Ld0E



for
2
rr
o
b
lo
rig
oy
iz
0
ro
=
4
0x
ux
0
o
>
to
ol
=
b
N
S
e
nx
0!
10
tu
o
P

2 JYLICHL

Z ZE2 0/126t0 HAWE LdIolE )| Rt =E TGhisel BXE MHELICH

1. zld BAKWHE FELILCH
2. TELENT/SSH £&= Alclg 2£& ZEE AIZol B0l tSdiolEd Z2)#S

(Al2lg 2& ZEEZE 088 B3 AU 222 2222, Telnet F& SSHE
AF25I01S AFEILICEH)
8 6901 20ls AXME AU LI0IE HES MEISHLICH
4, 2212l XAAIES 22 08 6-1001 20l AXMY z2Y Z2EZ2S AR50
YOl HiolHel Mg MSSHLICH
5. 930S0 BUY HA AIES HE61D| Rl AIAR0l HAIZE A LICH
6. TR0 AIYUOIEE MG TAIE

tH, Super Series= 1 6-11KH& 0l HIAIKIZE HEA

Y UICH E£8 Super Sl B HES KAGHH SLUICHL

%

eries

Login : adm n
Password : **xx*

Wl come to SS-800 configuration page

Current tinme: 07/23/2003 15:04: 07 F/ W REV. : v1.0.0
Seri al No.: SS800438349- 42944 MAC address: 00-01-95- 04- 19- 5a
| P node: Static IP | P address: 192.168.14.7

Sel ect nenu:
Net wor k configurati on
Serial port configuration
PC Card configuration
System admi ni strati on
Save changes
Exit w t hout saving
Exit and apply changes
Exit and reboot

<Ent er> Refresh
---> 4

o NIE @l N [=

Sel ect nenu:
System st at us
System | oggi ng
Devi ce nane: SS800 Devi ce
Dat e and ti ne
Change password
User file upload
Rel oad factory default settings
Rel oad factory default settings except IP settings
Fi r nwar e upgrade
<ES(> Back, <Enter> Refresh
--->9
Do you want to upgrade firmware? (y/n): y
Transfer firmaare by zmodem using your term nal application.
To escape, press Crl +X
**B0Of f 000005b157

@ G = En On s @9 [ =
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18 610 & K£= AclEZ 2ES AFEe B0 d/01=

“¢Com_1 - HyperTerminal =10 x|
File Edit Wiegw Call Transfer Help
D|e| &5 ofH
7. Exit and apply changes _I
8. Exit and »eboot
{Enter> Refresh —
—3> 4 i send File 2 2]
System administrat Folder: D:\DownloadhSenakFimware
Select menu: Filename;
é: g;:z:; ig;;l;ﬁg ID:'\DDwnluad'\Sena'\Firmware'\SSSDD.img
3. Device name: §
4. Date and time  FProtocol
g' E:Zgggiggsﬁgig’ IZdeem with Crash Recovery j
g: Eeiuag ﬁactury
. Reloa actopy
9. Firmware upgra Send%J Cloze | Cancel |
{]:ESE} Back, <Ente
Do you want to wupgrade firmware? C(y/nd: y
Tranzfer firmware by zmodem using your terminal application.
To escape. press Grrl+i.
=*xHAf f AR5 h1 57
Connected 0:02:45 |.C\ut0 detect |9E.DE| B-M-1 |SCROLL |CP.F‘S |NUM |Capture |Print echo 4
& 6-11 22 & (HyperTerminal) £ 0/&8&F H10/H2] & HE
--->9
Do you want to upgrade firmware? (y/n): y
Transfer firmaare by znmobdem using your term nal application.
To escape, press Crl +X
**BOf f 000005b157
**B0Of f 000005b157
**B0f f 000005b157
**BOf f 000005b157
Fi rnwar e upgr ade fail ed !
Now r eboot
6-12 &ZF0f 0= &I UIAIXI
6.10. AE X I =2 E56HD]
MNEX = Aee IS Super SeriesOf HZ2Eg == JASLICHL dHU Y HZ2E J|Isa
Z5 HRUAMer XNJAELICL IHY g2& HeEs 6-120lM 2WHX X0l 2& =2 “4.
System administration --> 6. User file upload”dil ?/XIol USLICHL

MEXIL 2 HSE MEWMA Super SeriesOl HILE SBZEGH)| fIHA =, BIEAl z2E
Hd& ZZ2EZ2 X26l= TELNET/SSH L= EHOIE Hilgd0l8 T2 082 AFZEol0F &LICH
HZ2E EX= O30 20l 2 U FEHAM BANHE S 0ISdH= & D HI=& LI
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2. TELNET/SSH S= Al2lg 22 ZEZ AM2HAM HOE o0&
& =ELIC
(Alelg 25 EEE 0188 &2 &ddl 2 Zel2=2, Telnet
AE5III1E AFELIC
T2 6-132 20| AI2X MY P25 BIF0IA & E

4, 1% 6-1001 20l AXE 22t XAIAE et Z

2L AIAEZ2 08 6-12%2 201 &3 HAIXNIE EAIE
[uz] -

T2 0

L= SSHE

Super Series= 18 6-1320] 02l HAIRIE EAE A LICH

=9
MEX TIY 2= & AIZX B2t (Jusr2) CIEE2|N M2 Sl EE LICH. Super Seriesli =2l
O AIAEIN 28 O 22 F3EE 224,82 EHA IE/A B8 EHZOHAID| BEELICH

Wl come to SS-800 confi guration page

Current tinme: 08/ 14/2003 11:56:13 F/ W REV. : vl1.0.0
Serial No. : SS800438349- 42944 MAC address: 00-01-95-04- d3- 03
| P node : DHCP | P address : 192.168.222.206

Sel ect nenu:
Net wor k configurati on
Serial port configuration
PC Card configurati on
System admi ni strati on
Save changes
Exit w thout saving
Exit and apply changes
Exi t and reboot

<Ent er > Refresh
---> 4

GIRIE O SN [=

Sel ect nenu:
System st at us
System | oggi ng
Devi ce nane: SS800 Devi ce
Date and tine
Change password
User file upload
Rel oad factory default settings
Rel oad factory default settings except |P settings
Fi r mnar e upgrade
<ESC> Back, <Enter> Refresh
---> 6
Do you want to upload a file to user space? (y/n): vy
Enter a filenanme: test.txt
The file will be saved as /usr2/test.txt.
Transfer a file by zmbdem usi ng your term nal application.
To escape, press Crl +X.
**B01f f 000005b157

@D H ey En S @0 (=
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Wloading a file is conpleted.
8 6-13 A8 I ZYZ2E =2 8 UIAIX

18 6-14 AEX 0tg == A OIAIX



7. N AE SH

Super Series @ QIHHOIAE AMAE SH HS MIBSLICH AMEXes AMAEYH SH FHS
X0t Super Series HIZ2I0 MHEE SH COHE &HoEg == JUSLLC. UHESZA
OIEHIOIA L Alel¥ ZE EHe= link layer, lo, eth 2 Al2lg ZEN S AIE SHE
LIEFRHLICE. IP, ICMP, TCP & UDP EXHl= TCP/IP Z2E22] 412 JI2 4 2ASH Ust
AZE SHE LIEFYLICH

7.1. HHES® 3 B HOIA(Network Interfaces) S|

HERZ B HOIA EH = Super Series2 local loop back interface 9! lo & Super Series

o JlE UWERZAD AEHMOIAC ethO Tt JI2 UWERZD EHHOIA AFZS LIEFELICEH

Metwork interfaces statistics

Interface [u] ethO
Receive Bytes G20 7448861
Packets 2 B0S7
Errors a ]
Drop 0 ]
FIFO ] 0
Frame a ]
Compressed ] 0
Multicast 0 0
Transmit Bytes G0 Jaa794
Packets a 3991
Errors a ]
Drop ] 0
FIFO ] 0
Frame ] 220
Compressed ] 0
Multicast 0 0

JE 71 HIERHF QIHEOIA SH

7.2.ANlelg Z2E S

N2IY HE SHE= 3209 Al2IY ZEO AFR S, Baud rate A% U 2+ TEO| H AR
= LErUc. (@ :on @ 0ff)
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Serial ports statistics

Port Baud Rate Tx Ry RTS CTS DTR DSR  CD
1 38400 0 0 > Q > Q Q
2 38400 0 0 > Q 3 (* ] Q
3 38400 0 0 > Q > Q Q
4 38400 0 0 > Q > Qo Q
5 38400 0 0 > Q > Q Q
6 38400 0 0 > Q > Q Q
7 38400 0 0 > Q > 9 Q
g 38400 0 0 > Q > Q Q
g 7-2 Al2lg ZE AEY
7.3. 1P SH

IP S 3tH2 IP Z2ESS AFE0H0 2!/ A
(w2

ANE&EesE 222 OietolE o et 82 & 4

Forwarding :
IP forwardingOl enable £= disable &EHCIX] O 2
DefaultTTL :
JI2 TTL(Time To Live)
InReceives :
AE oI =
InHdrErrors :
GIC @FIE ACHD =41E HIoIHIO&#S =(ZRE MAHE (checksum) , XX Z= HE EH,
JIEF O ofl2f, TTL =2t S)
InAddrErrors :
Fa FIF JCLD =4 HOIHOES =
ForwDatagrams :
Forwarding & OIOIEH&29 =
InUnknownProtos :
QIAGX 210 L= NIDA %2 Z2E20/7] B0 RAZAXCH &3
Ol & ==

I
|0
HU
4
>
i
o

InDiscard :
D2ES &9 8 2He AR LAXL PAE(ME SH, HIH 32t 259 Q)
2 IP OO0 =

InDelivers:
deE =4 OoIH ™
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OutRequests :

HESOIESE QEE =2 o6& £=. Forwarding & OIOIEIOES £= HME.

OutDiscards :
SPAE &4 HolgOde =
OutNoRoutes :
FPAE £ HOIHIOES = HHEHS B
H= gl= OOIHIOge =&
Olet 22 229 2Al JI&ES B2t=Eot= HIOIHIOA- =5 Z& g,

OutNoRoutes :

9

destination IP F=A0 &&oH)| fst 20 ALK 2 GO =,

J82 Hol MEg LU

ReasmTimeout :

OIOIHO LI S&6 =, LIOAXA CIOIEH 8BS0l Sxoliotct=s d& Al2t. &

AZHO E&GHAI 2 22, o8 2 HII M2E.
ReasmReqds :

M40 228 OIOIHOE =
ReasmOKs :

d3HCZ Ml OoleHade =+
ReasmFails :

MlE =~ gl= o8 =
FragOKs :

H3H2Z fragmentation & OIOIE &S =
FragFails :

fragmentation &S OIS =
FragCreates :

MAHE fragment %=
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IP statistics

Faorwarding 2
DefaultTTL G4
InReceives 2208
InHdrErrars 0
InaddrErrars 0
FarwDatagrams a
InUnknownProtos 0
InDiscard 0
InCelivers 4892
QutRequests 4073
CutDiscards 0
CutMoRoutes a
ReasmTimeout 0
ReasmReqds 4954
ReasmOks 1667
ReasmFails 0
Fragioks 21
FragFails ]
FragiCreates 118

Jg 7-31Pp &4

7.4.ICMP 33

ICMP SH 3tHE ICMP ZE2EZ2 A2 SH 3282 HM3gLICH 2

Ctst ZsUt.

E_l
o
=]
o
10
04
10
He
x
02
ro

InMsgs, OutMsgs :

=4 = 8SE HAIK =
InErrors, OutErrors :

=4 = 8SE HAIK =
InDestUnreachs, OutDestUnreachs :

= L= d&5E SHXN S=ZotX =st HAIXS =
InTimeExcds, OutTimeExcds :

time-to-live(TTL)E Z=1dt= =& L= 8SE HAIXS =
InParmProbs, OutParmProbs :

=4 L= dSE AKX S OO0 FoF DAs HIAIXI2 2=
InSrcQuenchs, OutSrcQuenchs :

4 = 888 AA Quench BIIAIXIS ==
InRedirects, OutRedirects :

4 £= MEE = Redirection HAIKIS ==
InEchos, OutEchos :

S48 L= SAE egcho REQ £

O - L —
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NEchoReps, OutEchoReps :

S8l = =8lE echo SE€2 =+

InTimestamps, OutTimestamps :
o L= MEE time-stamp QAL
InTimestampReps, OutTimestampReps :

24 L= MEE time-stamp SE2 %=

InAddrMasks, OutAddrMasks :
= T= MEE F4 0tAT £

InAddrMaskReps, OutAddrMaskReps :

=4 e 8EE =4 0tA3 SE2 +=

ICMP statistics

InkM=gs

InErrors
InDestUnreachs
InTimeExcds
InParmProbs
InSrcQuenchs
InRedirects
InEchos
InEchoReps
InTimestamps
InTimestampReps
InaddriMasks
In&ddrMaskReps
QuthMsgs
CytErrors
DOutDestUnreachs
OutTimeExcds
OutParmProbs
OutsrocQuenchs
DOutRedirects
OutEchos
DutEchoReps
OutTimestamps
OutTimestampReps
OutaddrMasks
OutaddrMaskReps

o T s T oY s Y e s s Y s O O s S s e s Y e o T e e N N s Y O s R 8

JEg 7-41CMP S

7.5.TCP 34

TCP SH 22 TP Z2EZ2 AE SH 22 MILIC 2f Wetllge #o & 2432
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Ctst ZsUt.

RtoAlgorithm :
AF2 Z9Ql retransmission time-out (RTO) &1N2IS. MEL LN2sE2 US9
£ J&.

0: CONSTANT - Constant Time-out
1: RSRE — MIL-STD-1778 25 B
2: VANJ - Van Jacobson's Algorithm
3: OTHER - Other
RtoMin :
X4 RTO 8t (ms).
RtoMax :
Z/CH RTO 3t (ms)
MaxConn :
ZI0H 22 ME =

ActiveOpens :

Ir
il
X
)
e
N
0
4

>
1
bl
o
Q
M
0
4
4
O
Ja
e
R
Uy
ro
x
&
10
Y
0

AttemptFails :

alTfst A& A0l Oist =
EstabResets :

MEHCZ HEg& HEo =
CurrEstab :

S d8gE 32 =
InSegs :

=4I E segment =+
OutSegs :

HMSE segment 4. MHASE segnents= ESC R 28,
RetransSegs :

MESE MOHE ==
RetransSegs :

MESE MIOHE & 222 i
OutRsts :

Reset Scii 1ot €0 dEE NAHES =+
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TCP statistics

Rtoalgorithm
RtaMin
RtoMax
MaxiConn
Activelpens
Passivelpens
SttemptFails
EstabResets
CurrEstahb
InSegs 1051
outSegs 1486
FetransSeqs a
InErrs ]
DytRsts 3

RO oo oo ooda

g 7-5TCP &4

7.6. UDP S

UDP SH 2tH2 UDP Z2EEE AIEct= IH2A! £

OfcHOl 2F DHOHE =2 &2 & &F0| Lt ASLICH

rr
e
Y
=
3]
it
Om
X
0
H
i
=
0B
il
C
o

InDatagrams :
=4IE Oolgadel =
NoPorts :
NEE ZEI Rgotkl &0t HII M2 =& HOoIHOZE2 =
InErrors :
ol 27 oIS =
OutDatagrams :
d&EE OolgHade =

UDP statistics

InDatagrams 3259
MoPorts 4
InErrors a
CutDatagrams 2863

1&g 7-6 UDP &4/
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8. CLI CHUH A

8.1. A&

root £= System admin 2 AIAE 2L £ = Telnet/SSH & 2£= S Super Series2
Linux @& HMEe! QIHHIOIA(CLIN H= & = UASBLICH CLI OHAM SE AEX=E H&E
Linux 2E S St Super Series &EIE 2tAIotLD), 832 BHESILD HZE AIES &6, A

E 2 Super Series AIOIOIAl IIYS MEY == R

Super Series= WS EHAl HZ2I0A $12/2 = UAEE Jusr2 0l 1024 KB2 MEX 3
o]

root AFEXt= AlAE 2L E£= Telnet/SSH Sc2H0IHEE ALESHH CLI Of 5 = US
LICE.

System admin2 CLI0I &% € = 8lgUlh 2 28 Mliwlt &S SN 858 = U
& LICH

8.2. Al 14

Super Series LHE ZSciAl= OFelel HEeF 20 RAELICH. AFSX= M dbl ock5 0l ANKREA

a8 =

d=g = U=d, 0l Jusr2 0l OI2EZNH USLICH. ALEX= letc, /var ¥ /tenp
oo 82 = ASsLCH. MREEs = 013 It S=sl 820t= H2 Super SeriesOl
Hdet2 =X ZSUICH Ddeflk, 2 AIZXDF IS0 822 o6t saveconf YES
ASBICIY, HF DS HALN WS ZHAl N2 F¥Ao2 NI, M6 o
W0l E2%H LG Oetd, RE0tA 2H HABGHH Super Series Jb SHE2H =& GHA
22 = USLICH. &AL B, Super Series)t HSotAl 2 =& USLICH

Block Type Mount point Size (KB)

MtdblockO Bootloader None 128

Mtdblockl Kernel None 768

Mtdblock2 CRAMFS (Read only) / 6080

Mtdblock3 Ram disk image (4MB) letc, Ivar, tmp 64

Mtdblock4 EXT2 (RW) /cnf (normally unmounted) 64

Mtdblock5 JFFS2 (RW) Jusr2 1024

Mtdblock6 Reserved None 64

Total 8192
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8.3. NI’ T = Linux §€2lEl

8.3.1. Shell & shell utilities:

sh, ash, bash, echo, env, false, grep, more, sed, which, pwd

8.3.2. File & disk utils:
Is, cp, mv, rm, mkdir, rmdir, In, mknod, chmod, touch, sync,
gunzip, gzip, zcat, tar, dd, df, du, find, cat, vi, tail,

mkdosfs, mke2fs, e2fsck, fsck, mount, umount, scp

8.3.3. AIAEl RECIEl:

date, free, hostname, sleep, stty, uname, reset,

insmod, rmmod, Ismod, modprobe,

kill, killall, ps, halt, shutdown, poweroff, reboot, telinit, init,

useradd, userdel, usermod, whoami, who, passwd, id, su, who

8.3.4. UERID REItl:

ifconfig, iptables, route, telnet, ftp, ssh, ping

8.4.root £= system admin2& CLI E%3H)|

Aelg 2&:
1) PCOl Alelg EEQ Super Seriesl 2=
2) PCE HOIE 2dold Z20¢s SHSLICH
3) PCE A2l ZEE O3 &0 d&E&LICH: 9600-8-N-1 No flow control
4) <enter>E SELILCt.
5) Super Series root H&EOILt admin HESZ Z QIEHLICH

Telnet 2=:

AL

E

Hl

i

HAZeLC.

A

1) telnet Super Series_ ip_address
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8.5. CLIOIA Super Series & & HH& D]

85.1. 43 Il NE/ZE S&:

1) Super Series= & Al, /enf/cenf.tar.gz WS /tnp/cenf/ O =2 20 MEoH
1 /cenf/ O EEIE unmount & LICH
2) AE S HZESHH, /tnp/cenf/ Ol Y= MLS2 HE8S HBSHA SLICH

=]

3) At

S|
x

0
|

£

[—

o

[Save to flash], &&= CLI W2 saveconf &
22, Super Series= /cnf £ CHAl mountdtd /tnp/cnf/ Of U= SHAEE It

cnf/cnf.tar.gz 2 CtAl E=EHLICTH.

el clite
e
=2
x

>d
mn ox o0 0
Ol

~ [

o
o

8.5.2.CLIOIA €& BHE UH:

HPolHAH, SIAE Jgte] Him &

04

=EelEl2l configmenu

FE'E SIS EI,OI% _U_:iXI%I—[JCl..

H
(B3 Mo 2t OIetoIHM et XMs 8HE F5 C. Super Series &% M2 2 &

1]

-

2) saveconf RECIEIE AMEol &8 M= Scix M2l MEELICH

3) applyconf RECIEIE Ao 2= HE MES ANLAEUH HEELICH

root @92. 168. 0. 117: ~# confi gmenu

or

root @92. 168. 0. 117: ~# cd /tnp/cnf

root @92. 168. 0. 117: /tnp/ cnf# vi redirect. cnf

root @92. 168. 0. 117:/t np/ cnf# saveconf
root @92. 168. 0. 117: /t np/ cnf # appl yconf

8.6. AtE Xt script A5

Shell script /usr2/rc.user = Super Series)t RSEHEH XIs22 SN ASMHELICH At
2x= M2A HO script = A T2 s A#GH)| ol rc.user IIEE =88 %= U
SLICH

#! / bi n/ bash

#
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# rc.user : Sanple script file for running user prograns at boot tinme
#

#PATH=/ bi n: /usr/bi n:/sbin:/usr/sbin

# Add shell command to execute from here

echo ‘This is the wel cone nessage defined by users exit 0O

8.7. File & &

AEXE e dES 2ol ftp SctOIHE

Jusr2 CIEE2I0 HEE %= USLIC

[H
HU
|J
0
o
>
00
e
1>
$0
k—l

H
HU
|J

R
o
[l
Mo
nc
=}

root @92. 168. 0. 117: ~# cd /usr2

root @92. 168. 0. 117: /usr2# ftp 192. 168. 2.3

Connected to 192. 168. 2. 3.

220 | xt oo. senal ab. co. kr FTP server (Versi on wu-2.6.1-16) ready.
Nanme (192.168.2.3:roo0t): sena

331 Password required for sena.

Passwor d:

230 User sena | ogged in.

Renot e system type is UN X

Usi ng binary node to transfer fil es.

ftp> get test.tgz

local : test.tgz renote: test.tgz

200 PORT command successful .

150 Openi ng BI NARY nbde data connection for test.tgz (350 bytes).
226 Transfer conpl ete.

350 bytes received in 0.04 secs (9.6 kB/s)

ftp> bye
Lot AEXE scp 2CH0IHE T2 N&#HS 0[E0tN Encrypt & &HZ WES SAE = UAsU
Ch. AFEXHSl PC OIA Super Series(192.168.0.120) Ol U= S MLS =SAlotd A4S F20

= USh 22 HE=S ALZX PCOIA &3 AlIH =8 FLICH.

[root @ocal host work] # scp root @92. 168.0.120:/usr2/rc.user /work

The authenticity of host '192.168.0.120 (192.168.0.120)' can't be established.
RSA key fingerprint is cl:70: ab: 52: 48: ab: e5: dc: 47: 9c: 94: ed: 99: 6f : 94: 4f .

Are you sure you want to continue connecting (yes/no)? yes

War ni ng: Permanent|ly added ' 192.168.0.120' (RSA) to the list of known hosts.
root @92. 168. 0. 120' s password:

rcuser 100%|*****************************| 173 OOOO

[root @ocal host work] #

8.8. Oil Al

8.8.1. & X 9| telnet disable 6}2|
Super Series &Xl=, ¥ 2£ TLE(SSH 2 TCP LE 22 L= telnet® TCP ZE 23)=
o

HERNCO=Z HIEHs ot JIs2 KASHK= 2SLICH



[ —
AMEXE AMAZXE script rc.user 2 £=HSOZM, X otLIS /A 2= (telnet E£=
SLICH. £8ote 2y e OS2 2001 22HXI2) Gl JIDt

Examplel.'i netd. conf' WYE =FELICH
1 E&tH /etc/inetd. conf (telnet MHIAS comment out £= AMNI)S =& ELICT.

2 ©H inetd.conf £ /usr2/inetd.conf & SAI&LICE.

3 Sl Jusr2/rc.user script & ChS1 201 HESLICH.

OIZ otd, AFZ2XtE 8 AIAEES S22 MOICH telnet MBIADE HIZ2H &EHIE =S S
IAZ = JAsLt

OlMl 2. iptables rule &/&

1 ©H CHSF 20| fusr2/rc. user scriptE =F¢&LICH
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# if user wants to enable tel net service only fromspecific hosts(192.168.0.0 ~
192. 168. 0. 255)
#iptables -A INPUT -p tcp -s ! 192.168.0. 1/ 255. 255.255. 0 --dport 23 -j DRCP

exit O

ANEX=E AIAES 288 MH0ICH telnet AHIAS disable &EIDFI S &8 & £ UASULCH A=
AJF  Factory Reset JIs2 0l&0t0, Super SeriesE 2 &A&8X 2 S&otH,
fusr2/rc.user script IS O|&2 /usr2/rc.user.old# III¥=2 KNAEZMH o

rc.user 20| E3RELICH

o

8.8.2. FJ|HQ ZIZ )& Al

MEXE=E crontab2 0|25t FIIHECZ EX T2 Mg ASE 4= USLICH crontabS
0125610 FIIE HAS JIsSoHH otdH U292 HHES 2A2al=AID] HEELICH

CSH 1/usr2 CI2E2|0 crontab ItY

=
Clg&el &0l current-date MY S MAstD

SHELL=/ bi n/ bash

# Sanpl e crontab job

# Run every two m nutes

* *x x * % gcho "date’ > /tnp/current_date

-

& 2 Ots2 2HS 0IE0HM crontab I2ES SSEELICL

r oot @sTS800_Devi ce: /usr2# crontab sanpl ecrontab_file

CHHl 3 AMAES Y MMAIEHE MUHZ cron &S IRHEOZ OHsHY OIS 20|
rc.user A3JEEE A206tH ELICH
#! / bi n/ bash
#

# rc.user : Sanple script file for running user prograns at boot tine
#

#PATH=/ bi n: / usr/ bi n:/ sbin:/usr/sbin

# Add shell command to execute from here
cront ab /usr/ sanpl ecrontab file

exit O

Super SeriesiAN= e SE(UHCEHE AIE0tH &M crontab=S &) 0l XAZX L=lies A
Z=OIGtAIDl BH&ELICEL et AM8Xt= BHEAl vi HICIEHE A28 crontab It WE

= HZoH0F LICH

crontab I 2l ZEOHY|

ik

tst XtMISt 2= 2l=A crontab HRZS EXSHAA2. (man 5



crontab) .
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9. A=A HAHOIOIE JI0IE

9.1. A&

Super Series= st HAHOIOIE Z2EES HIokdl W0 AEX= =ZH0 %A Super
SeriesE HEE £ USLICL Super Series= CS0t 201 A HAHOOIE #=HS

M= gL ICh

- AT Zo & HOIX
. NBT Xalo DCES RH o A

AMEX= crontab2 0|6t FI|&EeZ & Zz s Adg = USLICHE crontab2S
0125610 FII™ HAS JIsSoH otdH TE29 HHES 2AZ2=AID] bEELICH

= o
E2] 20l current-date IS MAHstD 1 WS

SHELL=/ bi n/ bash

# Sanpl e crontab job

# Run every two minutes

* % % * % echo "date’ > /tnp/current_date

S 2 82 HHZ2 0I2WMAM crontab LY S S=& LIEP
r oot @S800_Devi ce:/usr2# crontab sanpl ecrontab_fi

_|_

Sl 3 AIAES Y MHAIEE MOHZ cron Hgs IRz oHEdEH O3S 20l

rc.user 2AJEHEE AIZoIH &ELICH
#! / bi n/ bash

#
# rc.user : Sanple script file for running user prograns at boot tinme

#
#PATH=/ bi n: /usr/ bin:/ sbin:/usr/shin

# Add shell command to execute from here
cront ab /usr/sanpl ecrontab file
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exit O

SSHIM=E —e SE(NICIEHE AtE0t0 & crontabs #&)0l X=X &2=ls A
JI BHELICH Metd AFEXt= BH=Al vi OICIEHE AF=Z0L0d crontab 1Tt i
Ck.

crontab It O] IZCH(Y 2

ﬂ]o
-
0R
o

ro

AHst 8= 2lsA crontab =22 EXGIMAIL. (man 5

crontab).

9.3. AtE XA+ &2 & HOlX|

Super Series= AMLEX H2 & HIOIXIE XNJEULCH AR & ALZX IHHIOIAZ 21018t
S0 AFEX E2 HOIXKIDb H FHCZE Y &S HFE £ USUCL CS2E & HOIX
HA0 28 TME E2= AE 3.9 8 MH & (Web Server Configuration)S & LoH& Al L.
2ck Jl2 & HOoIXIJt 124 HOIXl (Customer Page)2 HAEH, ALEXIF & AIZX
OlA0 =1elst =0l 28 HWOIXIOF & ELUCH D24 HOoIXS WEs +=ZotdH,
AMEXt= BIEAl index.html IHYOILt CIZE CGI Z20Y¥s 2FoH0F &LICH. 0 & I
Super Series2| Jfusr2 CISE2|0 I XIoH USLICH
index.html IS LHE +=&EZ index.html Il LK
CGl 289 Hgs HEo)| M=, ALZ XL gt
+=Jeh F0l ZoLoHoF FLICH CGl Z2 8o AA DEE ZIMAGH| |oiA AIZAls 2A2A
e =& (cross development environment) &£ = SDK(Software Development Kit)Jot & & LICtH.
Super Series® SDKE FotHL ZIZA g sHo 28 XAst HF2E
MUHA=2X&E Il K& 2(Sena Technical Support) 0l HEt3EAID| BHEFLICH.

u
o
>
2

9.4. AtEXH XtalS] DEE Aot Aol

MEX X 28 Z20d DEE A4dot)| flold= A=2A WY #& L= Super Series&
SDK(Software Development Kit)Jt & 2 8LICt. Super SeriesSDK= PC CF Jt= EEHZ MS&LICH
(Super Series® SDKE FotAHL ZIA=Z2A g 2F0 28 TUAE F2E  JASHAIY
NUHZ=ZXE Jls KJAL0 HASHAID] HHELIDH.

Super Series SDKE AIE3dt0, A& Xt= Super Series? CLINIAM =012 27

% AsLICh

o

u

HE XA SH
= = =

0

2otAH Super Series HAEOHOIE Jt0| &(Super Series customization
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A 1.1 Ethernet Pin outs
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2=
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& A-1. RJ5 FHHYE{ 9] & bix/

zg

H A-1. Ethernet& RJ45 FH Y E 9] &

zl 49 A A
1 Tx+ ZFEM BIM
2 Tx- T2
3 Rx+ =M B
4 NC = AH
= NC M Bl
6 RX- = A
7 NC ZA T Bl A
8 NC ETYN

A1.2SS1008 2 & Alclg EE Pin out

Alelg ZEZE B9 HHEHS

2l S& &30 E JIs0l AsLICH

ss1002 2 & Al

NE2 2 A2 L0 JAsLICH 2 Hille

& A-2DB-9 FHUE/O E HI/(SS100E)

I A-2DB-9 FHYE/9 E &E5H(SS1002)

Pin RS232 RS422 RS485
1 - TX- Data-
2 Rx - -
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3 TX Rx- -
4 DTR Rx+ -
5 GND - -
6 DSR - -
7 RTS - -
8 CTS - -
9 - Tx+ Data+
A 1.3 SS5110/400/8008 2= L Aldl€ EZE Pin out
SS110/400/8002 25 2L Al2l¥ ZLE & RIS HEYUEBEE AISELICH. Al2lg 2
o B XN&E2 HE A3 220 USLICH 2 Hil= Al2lg s& &30 e
I A3 22 2 A2IY ZES RIS HUE B 2L
Pin RS232 RS485 RS422
(console and (serial ports only) (serial ports only)
serial ports)
1 CTS Data+ Tx+
2 DSR - -
3 RxD Data- TX-
4 GND - -
5 DCD - -
6 TXD - Rx-
7 DTR - -
8 RTS - RXx+
Al4 0|4 2HE
HelloDevice Remote Host
J& A3 IdEALH 0/HE F0/EE2 AtES 0/HY &E AZ
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& A4 AEZO0IE OILHT HOIEE AtE

Al5 A2l HHdE

A15.1RS232 Al2lY Hi& E(SS100R)

HelloDevice

Hub

Remote Host

Rx+(1)

Rx

Rx-(2)

Tx+(3)
Tx-(6)

[
Lad

Rx+(1)
-(2)
Tx+(3)
Tx-(6)

Ol

FoIG Y o1

[

Serial Device

RX

T

— CTS

RTS

\ 4

DSR

A 4

DTR

GND

HelloDevice
TX(3)
Rx(2) —1«
RTS(7)
CTS(8) —«
DTR(4)
DSR(6) —{¢
GND(5) —¢

RS232

18 A5 RS232 A/2/Z Hi& Z(SS1008)
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A 1.5.2 SS110/400/8008 RS232 Alelg &=

RJ45-DB9 female adapter

Using RJ45 to DB9(Female) Cross-over Cable

Description (RJ45) | Internal Cable Color RJ45 Pin No. DB9 Pin No. Description (DB9)
CTS Blue 1 1> 7 RTS
DSR Orange = 2 G 4 DTR
RXD Black 3 <t 3 TXD
GND Red 4 1> 5 GND
DCD Green —> 5 1 < DCD
TXD Yellow 6 1> 2 RXD
DTR Brown 7 1> 6 DSR
RTS White 8 1> 8 CTS
RJ45-DB25 female adapter
Using RJ45 to DB25(Female) Cross-over Cable
Description (RJ45) | Internal Cable Color RJ45 Pin No. DB25 Pin No. Description (DB25)
CTS Blue 1 1> 4 RTS
DSR Orange —> 2 D . 20 DTR
RXD Black 3 ) 2 TXD
GND Red 4 Gt 7 GND
DCD Green —> 5 g <= DCD
TXD Yellow 6 > 3 RXD
DTR Brown 7 D - 6 = DSR
RTS White 8 1> 5 CTS
RJ45-DB25 male adapter
Using RJ45 to DB25(Male) Cross-over Cable
Description (RJ45) | Internal Cable Color RJ45 Pin No. DB25 Pin No. Description (DB25)
CTS Blue 1 1> 4 RTS
DSR Orange —> 2 D . 20 DTR
RXD Black 3 ) 2 TXD
GND Red 4 G 7 GND
DCD Green —> 5 8 < DCD
TXD Yellow 6 > 3 RXD
DTR Brown 7 D - 6 <= DSR
RTS White 8 1> 5 CTS
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RJ45-DB25 male adapter

Using RJ45 to DB25(Male) Straight Cable

Description (RJ45) | Internal Cable Color RJ45 Pin No. DB25 Pin No. Description (DB25)
CTS Blue 1 | 5 CTS
DSR Orange 2 G 6 DSR
RXD Black 3 > 3 RXD
GND Red 4 <> 7 GND
DCD Green 5 > 8 DCD
TXD Yellow 6 1> 2 TXD
DTR Brown 7 1> 20 DTR
RTS White 8 1> 4 RTS

A 1.5.3 RS422/485 Al2| Hi& £(SS100)
) RS485 _
Data-(1) ° ° Data:
Devicey
HelloDevice 120 Q 120 Q
N=max 31
Data+(9) Data+
Data- Data+ Data- Data+
Device, Device,
18 A-6 RS485 A/2/Z & =(SS100E)
RS422
Tx<1) ° ° Rx-
120Q 120 Q
@ ’ .
Tx+(9) Rx+ Device,
HelloDevice
Rx-(3) ° ° Tx- | N=max31
120 Q 120 Q
Rx+(4) Tyt

Rx- Rx+ Tx- Tx+
Device; ree

RX- Rx+ Tx-Tx+
Devicey 4

8 A-TRS422 Al2lZ Hi& Z(SS1008)
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A 1.5.4 SS110/400/800& RS422/485 Al HI&SE

Data-(3) RS485 Data-
? ? Device
H
881 1;::22."30(] 120 0 190 0

N=max 31

Data+(1) Data+

Data- Data+ Data- Data+
Device, me Device 4
J& A-8SS110/400/800 & RS485 A/l ML=
T(3) R5422 -
4 4
120 G 120 G $
L L .
$5110/400i800( T+ 1) Re+ | Devicey,
series Rx-(6) e | Nemax3t
4 4
120 O 120 O ?
Ry+B) =—
Fu- Rx+ Tu- Tu+ Fw- R+ Tu- T+
Device, nes Device 4

_J& A-9 SS110/400/800& RS422 AlC/E M4 = RS422
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28 2. Super SeriesJt X&3dt= PC 3t

Super Series Al2lZ= Ct82 PC ItEE KNI R ELICEH.

HA-4 WERF JtE

Manufacturer Model/Name SS probed Model name Specification
3COM 3CXE589ET-AP 3Com Megahertz 589E 10 Mbps LAN card
TP/BNC LAN PC Card
Linksys Linksys EtherFast 10/100 Linksys EtherFast 10/100 10/100 Mbps LAN card
Integrated PC Card Integrated PC Card
(PCM100) (PCM100) Ver 1.0
Corega Fetherll PCC-TXD corega K.K. corega FEtherll 10/100 Mbps LAN card
PCC-TXD
Netgear 16bit PCMCIA Notebook Adapter NETGEAR FA411 Fast 10/100 Mbps LAN card
FA411 Ethernet
H AL P& HERT IIE
Manufacturer Model/Name SS probed Model name Specification

Cisco Systems

AIR-PCM340/Aironet 340

Cisco Systems 340 Series
Wireless LAN Adapter

11 Mbps Wireless LAN
Adapter

Lucent
Technologies

PC24E-H-FC/Orinoco Silver

Lucent Technologies
WaveLAN/IEEE Version
01.01

11 Mbps Wireless LAN
Adapter

Lucent

PC24E-H-FC/Orinoco Gold

Lucent Technologies

11 Mbps Wireless LAN

Technologies WavelLAN/IEEE Version Adapter
01.01
Agere Systems Orinoco Classic Gold Lucent Technologies 11 Mbps Wireless LAN
(Lucent (PC24E-H-FC/Orinoco Gold) WaveLAN/IEEE Version Adapter
Technologies) 01.01
Buffalo AirStation MELCO WLI-PCM-L11 11 Mbps Wireless LAN
(WLIPCM-L11GP) Version 01.01 Adapter
H A-6 ATA/IDE Fixed C/AF It
Manufacturer Model/Name SS probed Model name Specification
Advantech CompactFlash CF 48M 48 MB Storage card
SanDisk SDP series SunDisk SDP 5/3 0.6 64 MB Storage card
SanDisk SDP series SanDisk SDP 5/3 0.6 256 MB Storage card
Kingston CompactFlash Storage Card TOSHIBA THNCFO064MAA 64 MB Storage card
Viking CompactFlash TOSHIBA THNCF064MBA 64 MB Storage card
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AT Al2lg 28 It

Manufacturer Model/Name SS probed Model name Specification
- PCMCIA CARD .

Billionton . . Ambient (Intel) V.90
Systems Inc. FM56C series 56KFaxMod§r21FM56C NFS EAX/MODEM PC Card
Viking PC Card Modem 56K Viking V.90 K56flex 021 A MODEM PC Card

CIRRUS LOGIC
KIT PCMCIA 56K
KINGMAX Fax/Modem Card 56K MODEEI_)\/I4C1:L-MD56XX V.90 FAX/MODEM PC Card
TDK TDK DH6400 TDK DH6400 1.0 64Kbps
NTT . : NTT DoCoMo Mobile
DoCoMo Mobile Card Triplex N Card Triplex N 64Kbps
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2% 3. Super Series &8 I}
A 3.1 System.cnf

#

# system cnf

#

# systemconfiguration which exist only one place on this file.
#

# kind of IP configuration node
# 1 - static ip, 2 - dhcp, 3 - pppoe
i prode = 1

# systemip addres
i paddr = 192. 168. 161. 5

# system subnet mask
subnet = 255.255.0.0

# system gat enay
gateway = 192.168.1.1

# dns configuration

# 'p_dns' is a primary dns ip address and 's_dns' is a secondary dns ip address
#if you want to set dns authmatically in case of dhcp or pppoe,

# you can set 'bmanual _dns' to O.

p_dns 168.126.63. 1

s_dns 168. 126. 63. 2

# pppoe confi guration

# 'ppp_usr' is pppoe account nane and 'ppp_pwd" is a password for that account
ppp_usr = whoever

ppp_pwd = pppoepwd

# Emai |l | oggi ng confi guration

# if you want to send log via E-mail, set "emaillog to 1

# '"emaill og num trigger sending email.

# The number of | ogs are greater than 'emmill og_nuni, then send it.
emaillog = 0

emai | log_num =5

# SMIP configuration

# 'smpsvr' is a SMIP server

# 'sysmai |l addr' is a sender address.

# 'recvmail addr' is a receiver address.

# 'smtp_node' nmeans a SMIP server aut hentication node.

# 1 - sntp wo authentication , 2 - pop before snmp, 3 - snp w
aut hentication

# If '"smp_node" is 2 or 3, you need SMIP account information.

# 'smp_user' is a SMIP account nane and 'sntp_pwd" is a password.
bsmtp =0

snt psvr = snt p. your conpany. com

sysmai | addr = SS800@ our conpany. com

recvmai | addr = adm n@our conpany. com

smp_node = 1

snmtp_user = admn

smp_pwd = adm n

# 'device_nanme' mean a unit name assigned. A unit nane will be a identifier
anmong PS products.
devi ce_nanme = SS800 Device

# IP filtering configuration
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# By setting 'btelnet' to 1, you can use renbte consol e.
# Simlarly by setting 'bweb’ to 1, you can use renote consol e.
# 0 means that protect any access.

# 'enable_ip', 'enabl e netnask' pair is a source rul e specification for renote
console filtering.

# 'enabl e_webi p', 'enable_webnetmask' pair is for web filtering

btelnet = 1

bweb = 1

enable ip = 0.0.0.0
enabl e netmask = 0.0.
enabl e_webip = 0.0.0.
enabl e_webnet mask = 0.0.0.0

.0

o o

# dynam ¢ DNS(DDNS) confi guration

# dynam ¢ dns can be enabled by setting ' bdyndns' to 1. 0 for disabl e.

# 'dyn_dn' is a domai n nane for your DDNS.

# 'dyn_user' is a account name for DDNS and 'dyn_pwd" is a password for it.
bdyndns = 0

dyn_dn = ss800. dyndns. bi z

dyn_user = ss800-user

dyn_pwd = ss800- pwd

# NTP configuration

# 'ntp_enable' set to 1 for using NTP or set to O.

# 'ntp_serverip' is the | P address of NIP server and 'ntp_offset' is a your

of fset from UTC

# If you don't know any NTP server |IP, then set 'ntp_auto _conf' to 1.

ntp_enable = 0

ntp_auto conf =1

ntp offset = 0.0
1

ntp_serverip = 192.168. 200. 100

# Log configuration

# systemlogging is enabled by '|l og enable' to 1.

# 'l ogbuf _size' is a variable for representing | og buffer size by KB

# 'log_stoloc' is a location to save |og.

# 1 = menory 2 = CF card 3 = NFS 4 = SYSLOGD

# |f you choose | og | ocation to SYSLOGD, 'l ogbuf_size' you' ve set will | oose his
role - limting log file size.

log _enable = 1
| ogbuf_si ze = 4
log_stoloc =1

# syslog configuration

# You can run or Kill syslogd by setting 'bsyslog_service' to 1 or O.

# 'syslog_ip' is a IP addresss of a renote syslog server.

# 'syslog_2ndip' is a |P address of a secondary sysl ogd server which wll get
the same | ogs.

# 'syslog facility' specify what type of programis logging. 0 ~ 7 for LOCALO to
LOCAL7

bsysl og_service = 0

syslog_ip = 192.168. 200. 100

syslog facility = 0

# NFS configuration

# You can nmount or unmount NFS by setting 'bnfs_service' to 1 or O.

# 'nfs_ip' is a NFS server |IP addresss and 'nfs_path' is a nount path.
bnfs_service = 0

nfs_i p = 192. 168. 200. 100

nfs path =/

# WEB configuration

# If you want to support HITP, then set 'bweb http' to 1. If not, set tot 0O

# 'bweb_https' is for HITPS.

# 'web_refresh_rate' is for refresh the changi ng page when you see t he system
status page

bweb_http = 1
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bweb_https = 1
web_refresh_rate = 10

# TCP configurati on

# 'keepalive_time' is a tine before keep alive takes place.

# ' keepal i ve_probes' is the nunber of all owed keep alive probes.
# 'keepalive intvl' is a tine interval between keep alive probes.
keepalive tine = 15

keepal i ve_probes = 3

keepalive_intvl = 5

# Ethernet configuration

# 'ethernet node' is a et hernet node.

# 0 = Auto Negotiation, 1 = 100BaseT Half Dupl ex, 2 = 100BaseT Ful | Dupl ex,
# 3 = 10BaseT Hal f Duplex, 4 = 10BaseT Full Dupl ex

ethernet _node = 0

# PCMCI A configuration

# 'pcntia_card_type' shows a pcntia card type.

#0 for enpty , -1 for unsupported card, 1 for CF card, 2 for Network card
# 3 for Wrel ess Network card, 4 for Serial Modem card

pcrti a_card_type = 0

# PCMCI A i pconfiguration

# same with systemip configuration
pcnti a_i pnmode = 2

pcnti a_ip = 192.168.1. 254

pcnti a_subnet = 255, 255, 255. 0

pcnti a_gateway = 192. 168. 1.1

pcnti a_ppp_usr = whoever

pcnti a_ppp_pwd = pppoepwd

pcnti a_bmanual _dns = 0

# In case of serial nbdemcard, 'pcntia nodeminitstr' nmeans a nmbdeminit string.
pcnti a_nodem initstr = qle0s0=2

# Wrel ess network card configuration

# To enable or di sabl e Wred Equi val ent Privacy(WEP), set 'pcntia wep_enb' to 1
or O.

# 'pcntia_web_node' is a WEP ndoe. 1 for encrypted, 2 for shared

# 'pcntia_wep_length' is a length for WEP. 1 for 40 bits, 2 for 128 bits

# 'pcntia_wep_key str' is a key string for VEP

pcnti a_wep_enb = 0
pcnti a_wep_node

=1
pcnti a_wep_l ength =

1

# 'pcntia_cf _conf_nmax' is a maxi numsize to use in case of CF card
pcrti a_cf _conf_max = 0

A 3.2 Redirect.cnf

#

# redirect.cnf

#

# Port configuration is placed on this file

# Basically keys followed by 'port' key are data for those port.

# Port nunber is zero base index and the naxi num val ue for port is used as al
port configuration

# Data followed by all port are default values and will NOT be applied

# 'port' key notify the port data fol | ow

# |If you want to activate the port, set 'benable' to 1. If not, set to O.
# If you set 'bmanset' to 1, you don't want to change the port data by changing
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all port configuration.

# |If you want to change the port data by changing all port configuration, set to
0.

port =0
benabl e

bmans et

port =1
benabl e

bmans et

port = 2
benabl e

bmans et

port = 3
benabl e

brmans et

port = 4
benabl e

brmans et

port =5
benabl e

brmans et

benabl e

port =6
bmans et

benabl e

port =7
bmans et

benabl e

I I I I
o o [eoNe] [eoNe] o o

I
o o

I
O O o

0
0

# As refered, maximum port (in case 8 port nmachine ,8) represents the
# defaults values for all port configuration

port =8

benable = 0

bmanset = 0

# Serial paraneter configuration

# 'uvarttype' is for UART type. But PS only support RS232.

# So set 'uarttype' to 0 and DO NOT CHANGE

# 'baudrate' is for baudrate. From 1200 to 230400 is avail abl e.

# 'stopbits' is for stop bits. 1 for 1 bit, 2 for 2 bits

# 'databits' is for data bits. 7 for 7 bits, 8 for 8 bits.

# 'parity' is for parity. O for none, 1 for even , 2 for odd parity.
# 'flowontrol" is for flowcontrol. O for none, 1 for XOV XOFF,

# 2 for hardware flow contro

# 'dtropt' is for DIR pin option.

# 1 = Always HGH, 2 = Always LON 3 = H gh when open

# 'dsropt' is for DSR pin option.

# 0 = None, 1 = All ow TCP connection only by HIGH 2 = open/cl ose TCP connection
# '"interchartimeout' is for inter-character tineout. It works ONLY FOR RAWCP
# node.

uarttype = 0

baudrate = 9600

stopbits =1

databits = 8

parity = 0

flowcontrol = 0

dtropt = 0

dsropt = 0

i nterchartinmeout = 100

# Host node configuration

# 'host node' neans a host node

# 0 = TCP npde, 1 = UDP node, 2 = Mode emul ati on

host node = 0

# In TCP node, 'l ocal port' is a |listening port.

| ocal port = 0

# 'max_connection' is a maxi num al | owed nunber of renote host
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max_connection = 32

# 'renotehost’' is arenote host |ist

# (Primary | P address:port Secondary |P address:port)
renot ehost = 192. 168. 0. 135: 7000 192. 168. 0. 135: 7001

# 'cyclictine ' is a cyclic connection tine in seconds

cyclictime = 10

# 'inactivitytineout' is a inactivity timeout in seconds.
inactivitytimeout = 100

Crypt ography Opti ons

"encryptionnode' is encryption node

0 = None, 1 = SSLv2, 2 = SSLv3, 3 = SSLV3 roll back v2, 4 = TLSvl
"encryptionkey' is encryption key file nane

' key_password' is password for encryption key file

‘ci pher _suite' represents a combination of cipher suite.
"verify client' is Verify client(server node only) option

0 = No, 1 = Yes

‘verify_chain_depth' is a nunber of chain depth to be searched
"verify_cn' is Conpare the certificate CN and host name option
0 = No, 1 = Yes

encrypti onnode = 2

encryptionkey =

key password = testing

ci pher_suite 524287

verify client =1

verify chain_depth = 3

verify cn =1

HHEHFHHHFH HHHR

# In UDP node,

# 'accept _unlisted is Accept UDP datagramfrom unlisted renote host option
#0 = No, 1 = Yes

# 'send to unlisted Send to recent unlisted renote host option

# 0 = No, 1 = Yes

accept _unlisted = 1

send_to unlisted = 1

# IP filtering configuration

# 'allow ip', "allow netmask' pair is a source rule specification for seria
port access filtering.

allowip =0.0.0.0

all ow_net mask = 0.0.0.0

# 'porttitle’ is a port title.
porttitle = Port Title

# Mode configuration option

# ' nodem node' is nodem node option

# 0 =Di sable, 1 =Enable

# 'modeminitstr' is a nodeminitialization string
# ' modem dcd_opti on' is nodem DCD pin option

# 0 = None, 1 = Allow TCP connection only by H GH
nodem node = 0

nodem i ni tstr =

nmodem dcd _option = 0

Bvent notification configuration

Enabl e of disable Event notification by setting 'event _enable' to 1 or O.
"notification_interval' is interval of event notification
"brmei | _handle' is a Enabl e/ Di sable E-mail notification option
0 = Disable, 1 = Enable

‘mail _title' is atitle of email notification.

"mai |l _address' is a nail recipient’s address

"bsnnp_handl e' is a Enabl e/ Di sable SNWP notificati on option

0 = Disable, 1 = Enable

"snnp_title' is atitle of SNVWP trap notification.
‘snnp_trap_receiver _ip' is a |P address of SNWP Trap recei ver

HHEHHHHHFH HHHR
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| OIH, Ol0 S&E& X
EO

LAY EE= 491528 H 655350 K12 i

3O ERIZ

defd ZE(Well

& Known Port),
(Dynamic) &L= AME ZE (private port) Us £
E= 10242 & 491510 X 2

& 2HE EZE= |ANADE gt W22 AN, HHEEY AAHUHMN= AIAE ZZ2AMALE
oi It AFEXDL st T2 0 2AHAME AFZRE = UsUt -2 &
S 2 YRE 20HSLIL. THAE LHEES IANA ZIAI0IES Y20tAIDI BHELICH
http://www.iana.org/assignments/port-numbers
H A8 & 23N EE B
Port number Protocol TCP/UDP

21 FTP (File Transfer Protocol) TCP

22 SSH (Secure SHell) TCP

23 Telnet TCP

25 SMTP (Simple Mail Transfer Protocol) TCP

37 Time TCP, UDP

39 RLP (Resource Location Protocol) UDP

49 TACACS, TACACS+ UubP

53 DNS UubP

67 BOOTP server UDP

68 BOOTP client UDP

69 TFTP UDP

70 Gopher TCP

79 Finger TCP

80 HTTP TCP

110 POP3 TCP

119 NNTP (Network News Transfer Protocol) TCP

161/162 SNMP UbP
443 HTTPS TCP
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22 5 Guideto the Bootloader Hl5s T2 18 OHLHA

A51 R

J

Bootloader Oilw= HI&A Al, 237 SE2SZ BOOTP/TFTPE AF25I0 Super Series® =3ot

o
ANAE SIERAINE &HS s2e = 3%

te 28 E M3ELICH. Super Series X0 &R0l =S
OILHOIl AP XIJF <ESC> IIE 29, bootloader Ol Z2 S A&AE £ USLICH 0 His
T2OYOZRH, AFEXts st AIAE Tel0IHE S3E £ AL, otE/A0 AAY HAE
2 firmware EH0IEE +&HE = USLILCH

A5.2 HQ %
Bootloader Ol =200 S0HIIH, AI2X= OS1H 20| HOIXNE & &= U

Boot| oader 1.1.0 (May 23 2003 - 22:48:25)

CPU : XPCB855xxZPnnD4 (50 MHz)
DRAM : 64 MB
FLASH : 8 MB

PC CARD : No card

EEPROM : A Type exi st

Et hernet : AUTO NEGOTI ATI ON
Aut oboot Start: O

Sel ect nenu
1. RTC configuration [ Feb 14 2003 - 11:00: 26 ]

2. Hardware test

3. Firnware upgrade [S/WVersion : v1.0.0]
4, Exit and boot fromflash

5. Exit and reboot

<ESC> Back, <ENTER> Refresh

&' A-10Bootloader ol =279 o/ [+ H 0 X/

A53RTC &€& Ol

o
x
I
ot
1>
50
i
-
o

RTC & HIwE MEE2ZM, AZXt= Super Seriesl AlAEN Al2
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Sel ect nmenu

1. Date(mm dd/yy) : 02/ 14/03
2. Tine(hh:mmss) : 13:27:12
<ESC> Back, <ENTER> Refresh

Enter Current Date (mmidd/yy) : 02/ 15/03
press the ENTER key to continue

Sel ect nmenu

1. Date(mm dd/yy) : 02/ 15/03
2. Tinme(hh:mmss) : 13: 27:20
<ESC> Back, <ENTER> Refresh

Enter Current Time (hh:mmss) : 13: 25:00
press the ENTER key to continue

Sel ect nmenu

1. Date(nmm dd/yy) : 02/15/03
2. Tinme(hh:mmss) : 13:25:01
<ESC> Back, <ENTER> Refresh

18 A-11 Bootloader 7 ZZ1& L§9 RIC &&
A54 otEHH HAE 0w

IESI0l HIAE MRS AFESHH SIESI0 P4 Q452 HAESZ 4 ABLICH
AE @

=
It 22 DX GHEAN

Ct E 20t ASLICH
- 13
- RE(XNS HAENA 2R HAE 10| &g
- RS HAENAM AR HAES MSoll =)

2)° ping HIAES UART EHIAEDE & 8 A SSFLICEH
Aot 2E(AUS HAEWNAM 22 =dE)S HEGts 3R, ARt <ctrl-c>
Jl ENAl s HAED gtEdoz :ELICH 0 2E0AM, A3 SAE(MH IP
)2l ping HIAEQL UART HIAEDL S8E X &L
LU (s HAENAM AR HAEES AMEd =E)s MGl 2, ARt
<ctrl-c> I8 20| ENA U= HAED gEAHoZ S#FLICH. Jd2ll, ¥ SAE(MY

IP =2)9 ping HIAESQH UART HIAED} BI=X o=z SEELICH

W

00 B N o
[

1
1r

=
P
N



F9:

Ethernet Z' UARTOIA HIAEE FHZE

Ethernet FHOIEE BIEAl HZold ZFEY FHEUHE Suer SeriesC ZE Al2Ig HEEO
E 8 SAEJ} BFEAl Q00+ EILICH JIE

ol #&olHEH, AEIE Super SeriesS Ethernet EEO

HAZoHOF BILICIH. EE, R&5 P FTLAE
AHS P F2AE 192.168.0.128 0/ 0] Firmvare Upgrade] Ol=& At&E6l0f HFE =+

=
st JgX 228, HAEZ JHES +dg = AL
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& A-12 Bootloader 0= ZZ 24 LJo IEZ0 HAE &=

2E of=RN P4 40 St HAEI UAs2e=2

o
X
T
00
0
40

MEXIE [Auto test]

F=HFLICH
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Port # 1 test in progressing(Read/ Wite)---------- [ SUCCESS]

(RTS/CTS)------------- [ SUCCESS]
(DTR'DSR)------------- [ SUCCESS]
Port # 2 test in progressing(Read/Wite)---------- [ SUCCESS]
(RTSICTS)------------- [ SUCCESS]
(DTR'DSR)------------- [ SUCCESS]
Port # 7 test in progressing(Read/Wite)---------- [ SUCCESS]
(RTSYCTS)------------- [ SUCCESS]
(DIR/DSR)------------- [ SUCCESS]
Port # 8 test in progressing(Read/ Wite)---------- [ SUCCESS]
(RTSYCTS)------------- [ SUCCESS]
(DTRIDSR)------------- [ SUCCESS]
[ PCMCI A]
5V CARD

5.0V card found: Lucent Technol ogi es WAveLAN | EEE Versi on 01. 01
Net wor k Adapter Card

[ Et her net ]

Ethernet chip test------------------ oo [ SUCCESS]
PI NG 192. 168. 0. 135 from 192. 168. 161.5 : 64 bytes of ethernet packet.

64 bytes from 192.168.0.135 : seq=0 ttl =255 tinestanp=11172879 ( ns)

64 bytes from 192.168.0.135 : seq=1 ttl =255 timestanp=11173874 ( ns)

64 bytes from 192.168.0.135 : seq=2 ttl| =255 timestanp=11174875 ( ns)

64 bytes from 192.168.0.135 : seq=3 ttl =255 tinestanp=11175876 ( ns)

**x*%xxx%  Hardware aut o- detect and aut o-test SUMVARY **#*x**x

1. DRAMTESt ------cmmmmm oo o oo [ SUCCESS]
2. FLASH TesSt =-------c-cmcmcncmoceeeceeeeeeaecoee e e oo s [ SUCCESS]
3. FAN Test  -----mmmm i o o o [ SUCCESS]
4, EEPROM TeSt-----------ommmmm oo oo e oo - [ SUCCESS]
5. UART Test Summary
ort NO| exist status | exist status | exist status | exist status
Port 01-04| YES SUCCESS | YES SUCCESS | YES SUCCESS | YES SUCCESS
Port 05-08| YES SUCCESS | YES SUCCESS | YES SUCCESS | YES SUCCESS

6. PC CARD Test Summary
5V CARD
5.0V card found: Lucent Technol ogi es WaveLAN | EEE Versi on 01. 01
Net wor k Adapter Card
7. PING TSt - mm o oo e o oo e e [ SUCCESS]

PRESS any key to continue!!

J& A-12Bootloader Ol =272 LHSl ot=EXON HIAE FHH

Qj
n
j__O
==
4
0x
[0
IS
&
>
m
1]
0
%
=
U
o
rr
N
m
02
V
E
1]
ur
o
&4
>
m
1]
Y
O

1A
1

Sel ect nenu

Test Mode - One tine
Aut o test

DRAM t est

FLASH t est

LED t est

EEPROM t est

UART t est

PC card test

SNEp @l S@N = ©
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8. Ethernet test
<ESC> Back, <ENTER> Refresh

----- > 1
x*x*%kxkx*x  Hardware auto-detect and auto-test **x****

[ DRAM

DRAM Test in Progress -------------m-mmmm oo oo oo [ 640KB]
DRAM T@St = - - - s m s m oo s oo oo e e e e oo oo [ SKI PPED]
[ FLASH|

Flash Test Status-------------------------~----~---~-~----~------ - [ 29
FLASH TESi ====cc=ccccoccoccccccoccoccsccococcoccoocoocoocoooas [ SKI PPED]

& A-13ESC 712 AESHY E& HAE 257
S 2EE 2= AUsS HAEI dE-s S SHot Zdots B2, HAEIN EXEH

Alele InUse LED= oI=RI0 HIAEDL AIHFCHE Z2lD| fAo Z®ALICH. 0 HR, Al EXs
<ctrl-c>JI1E =2 U HOIXIZ =0tJt0F2H &LICE.

A 5.5 Firmware upgrade 0%

Firmware upgrade =& AMSE2=zM AMEXs X2 firmwareE &€ 1dl0 )
firmvareES Y1d0IE3dHI| &, AIEXesE O O HOIXS s =5 32 &=otd &M

n
It
I
30
>
c
[

firmware H&8 2 =08 %= QUSLICIH. firmware upgrade Ml Z= 1S A firmware 22
CE <ol BOOTP & TFTP 22 Z=E=23 AJELICH. DHCP &= #8t JI8 Zz2EE=2

ro

BOOTPILICH. AFESAIL TFTPE MEst 32, AASkt= HEst X2 IP =45 Z&Foli0F &LIC.
=A

X9 Jl1Z IP = 192.168.161.5. & LICt.

Firmware upgrade 2 2, [Server’ s IP address]Z &&= MHO BtEAl [Firmware File

Name]l2 EHE firmware I 0| Bt=Al =IHoHOF &LICEH.

Sel ect menu

1. Protocol [BOOTP]

2. | P address assigned to Ethernet interface [192.168. 161. 5]
3. Server's |P address [192.168. 0. 128]

4. Firnware File Nane [ ss800. bi n]

5. Start firnware upgrade

<ESC> Back, <ENTER> Refresh

Sel ect protocol ( 1 = BOOTP, 2 = TFTP) : 2

Sel ect nenu
1. Protocol [TFTP]
2. | P address assigned to Ethernet interface [192.168.161. 5]
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3. Server's |P address [192.168.0. 128]

4, Fir
5. Sta
<ESC

A2 XL [Start firmware upgrade] & Aeiol= AR, 20 HAIKIIE SFHO LIEFELICE.
FAIEESILICH. Olefst Z2MA=E 22

by B

nware File Nanme [ s800. bi n]
rt firmvare upgrade
Back, <ENTER> Refresh

72! A-15 Bootloader = ZZ 72 LHS firmware upgrade Ol =

25t , Firmware upgrade T2 A A0

A B=X #sUt.

Sel ect

O g £9 [ =

----- >
Fi r nwar
And al

Do you

LS

nenu

Prot ocol [BOOTP]

| P address assigned to Ethernet interface [192.168. 161. 5]
Server's | P address [192.168.0.128]

Firmvare File Nanme [ ss800. bi n]

Start firmare upgrade

5

e upgr ade cannot be st opped until finished

configuration paraneters are restored to default val ues.
really want to start firnware upgrade(y/n)?y

BOOTP broadcast 1
ARP broadcast 1

TFTP fr

om server 192.168.0.128; our | P address is 192.168.161.5

Fi |l enane ' ss800. bi n'

Load ad

Loadi Ng: #H##GHEHH HHHHHHHH R R R R R R R R

done

Bytes t

dr ess: 0x100000

BRI R R R R R R B R R R R IR R R T
HHARHHHH HH AR HHHH T R R R HHHH R R
HHHHHHHH R R R R R R R R R
BRI R R R R R AR BRI A R R R R e 7
BHHH BHHHHHHHHHHAHHRHHA AR R R R B R AR AR AR R
HHHHHHHH R R R R R R R R R
BRI R R R R R AR BRI A R R R R e 7
BRI R R R R R B B R R A B T
HHARHHHH R AR HHHH R R R R HHHH R R
BHBRHHHH R R HHHH R AR AR G R R AR R R AR AR AR A
BRI R R R R R R R R R R R R
HHARHHHH B AR R R B R
BHBRHHHH R R HHHH R AR AR G R R AR R R AR AR AR A
BRI R R R R R R R R R R R R
BHHH BHHHHHHHHHHHHHHHHHAHHA R AR AR R AR R H R R R R A
HHHHHHHH R R R R R R R R R
BRI R R R R R AR #

ransferred = 5838194 (591572 hex)

Erase Fl ash Sectors 9-20 in Bank # 1

BLOCK 1

: Copy to Flash... done

Erase Fl ash Sectors 21-115 in Bank # 1

BLOCK 2

: Copy to Flash... done

Erase Flash Sectors 116-116 in Bank # 1

BLOCK 3

BLOCK 4 :

Fi r nwar

: Copy to Flash... done
Erase Flash Sectors 117-117 in Bank # 1
e upgrade is finished successfully.

INE=DNS

==
=
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& A-16 firmware upgrade ZZAlA

£ CHAl LIEF-HUICE.

ar

firmware upgrade ZZ2ANADI 2SCH, T )2 42 HAIXAG MW O
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22 6. Serial/lPZ Super Series AIZ35HD|

A 6.1 Super Series®?t Serial/IP2 & Hl
X A-9 Super Series vs. Serial/lP 84 24 #E HIO/Z
Serial Port Configuration of Super Series Serial/lP Configuration
Cryptography
Host mode Configuration i ) ]
Configuration _ Connection )
- Credentials Security
Encryption Protocol
Host mode Telnet Protocol
Method
] No login Raw TCP )
TCP Disabled None Disable
required connection
No login
TCP Enabled None Telnet Disable
required
“SSLv2" or .
_ No login Raw TCP Negotiate
TCP Disabled “SSLv3 .
required connection SSLv3/TSLvl
rollback to v2”
“SSLv3" or
] No login Raw TCP
TCP Disabled “SSLv3 SSLv3
required connection
rollback to v2”
“TLSv1" or
No login Raw TCP
TCP Disabled “SSLv3 . . TSLv1
required connection
rollback to v2”
“SSLv2” or
No login Negotiate
TCP Enabled “SSLv3 Telnet
required SSLv3/TSLvl
rollback to v2”
“SSLv3" or .
No login
TCP Enabled “SSLv3 . Telnet SSLv3
required
rollback to v2”
“TLSv1" or
No login
TCP Enabled “SSLv3 Telnet TSLv1
required
rollback to v2”
Super SeriesOl “SSLv3 rollback to v2" S&2 Serial/IPOl “Negotiate SSLv3/TSLv1'lt 22

2 LICH
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“SSLv3"Z Super Series® 253t HASIN SEEUCHH, SerialllP= “Negotiate SSLv3/TSLv1”
H

o
SE 2= Super Series®t HZE =+

A6.2 HZ OlH -Telnet &£ SSLv3encryption

SH 1. 3y 20| 18 A2l ZEE SAE &z dFeLIC
Host mode = TCP,
TCP listening port = 7001,

Telnet protocol = Enabled

Serial port configuration - 1 ; Port #1

Enable/Disabla this part
Part title

Lpply all ports settings
Host mode configuration

—-= hove to --- |

| Savetoflash || Savedapply || Cancel |

Rermote host configuration
Poft IP filkering
Cryptography confriguration
Filter application

Serial port parameters
Modem configuration

Part lagging

Port event handling

Host mode | TCR v

TCP listening port (1024-65535, 0 for only |?IIIIII1 |
outgoing connections)

Telnet protocol | |Enilfllgi v{

Maw, allowed connection (1-32) |32 |
Cyelic connection to remote hosts (sec, 0@ |EI |
disabla)

Inactivity disconnection timeout (sec, 0 |_D |
unlimited)

Jg A17 2242 ZE2 %

SH 2. OSl Z0 18 Acdg ZEE s JIHez &3 (Cryptography

configuration)&LICt.

Encryption method = SSLv3

139



LIHAI 842 D& SG6tA2 D2 2422 HFHAIL.

o

Setial port configuration - 1 ¢ Port #1 -—- Move to ---

Enable/Disable this port
Fort title

Apply all ports settings

Host mode configuration
Remote host configuration
Part 1P filtering
Cryptography configuration

Encryption method |SSLV3 w
Enable/Disable cipher sutes ;

55L_DHE_DES WITH_FC4 128 SHA

S5L_DHE_RSA. WITH_3DES_CRC_SHA

55L_DHE_RSa& WITH_DES_CRBC_SHA

S5L_DHE_RSA_EXPORT _WITH_DES40_CBC_SHA

Jg A1 257/ &&( Cryptography configuration)

Im
o
O

>

& 3. Open Serial/lP Control Panel& € 1l, Super Series2 18 Alg|g X

fole COM LEE “Select Ports” HES =i HEHEHLICH
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.__Seral/IP?Control Panel 4.2.3

TALTIES) ==
e,

— Sattings for COMIE

C: O: M2 |P &ddrass of Server: Part Murnbet:
COM13 [152.168,4, 11 | 001

Egmg ‘Canfiguration Wizard.,,
%E— Select Ports le T

Please selectthe COM
ports wou would like to
redirect to Seral/PT?

CICOmME o | 15

CICom1 - —!
ICOMIT
WICOMI2
WICOMI3
[WICOM14
[@ICOMI5
[WICOMIE

Select Ports... | ICOMIT
WICOMI1E o
Pu WManitar... £ Cancel.l Help... i
ucenSingl" I [ | illl 1 TTTUOETTT e Lnﬂl_llﬂ-
I~ DSR always high

Advanced... | I= DED é:JWéL...!s higﬁ

|~ Restore Failed Connections

;:Eecun'ts.l
W Enable |55L Version 3(55Lv3) x|

Clase | Help, .. | About,,, |

72! A-19 Serial/lP Control Panel /Al ZESS M

SH 4. Enter AHE IP =2 (ISuper Series IP )% ZE léI:I-I(lt&l Al2lg ZEQ9| ZE
HH)E AM&6H Yol CHS 20| CHE TIet0IES EHSHLICEH

Credentials = No Login Required,

Connection Protocol = Telnet,
Security = SSL Version 3 (SSLv3)
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=

_ Serial/IP?Control Panel 4.2.3

Select Pors...
Part Manftar,,,
Licensing,..,
Advanced,.,

TAac CAL
o Fowvar
[CoMIT
COmMIZ
coM13
Cor1a
cOoM15
COoMI5

Setlmgs.fur COMIG-

|P-Address of Server: Paort Murnbar:

[192,168.4.18 | fO07

Configuration Wizard, .,

-Credentials
t+ Mo Login Required
¢ Use Windows Credentials
" Prompt on COM Port Open

¢ Prormpt at Login

 lse Credentials Below:

:-Cnnnectmn Protocol
i1 i
e net with CH-Padding
" Raw TCP Connection

COM Paort.Options

I~ DTRis moder escape

I~ DER always high

I~ DCD always high

[~ Restore Failed Connections

 Security :
¥ Enable |SEL Version 3(55Lve |
Claze | Help... ] Ahaut,,, I

712! A-20 Serial/lP Control Panel A1 If2tO0lEH & ZF

5 HOE Ol=clol@ Z2Ods
Aae PCOl R
Ot=0l Super Series| Al2|Z ZEE A

AMEXRE O
ALHS

g1

FIF

aSot ZE
COM ZENA EHOE
g = UAsLIt

=
[
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I 32 - [discannected) VI

e gt Sety confrel W
e
 TCPHP Host: [192.168.4.11 |
Service: € Telnet TEP porth: |._'._'
& SSH
© Other
* Serial S COM1E Ry
0Ok i Cancel | Help |
s o

18/ A-21 Serial/IPZ Super series9 A/2/& ZE0 AZ5t7]

SH 6. AFHEXl= Serial/lP2] Serial/lP Port MonitorOlL} Trace window® & &
SLIEHSIHL =XE = UAZLICH

—  Serial/IP?Port Monitor 4.2.3
File Edit Help

TAacricAaL A
sofFrwwa l't=

Activity  Trace |

Z23:06:46.140 COM1g | 3L initialization proceeding -~

23:06:46.140 CoMis | 33L initialization proceeding =

Z3:06:46.140 COMi& : | 3L initislization proceeding

23:06:46.171 COM1g | 33L initislization proceeding

23:06:46. 640 COM1g | 28L: RC4-3HL at 128 bits

23:06:46.640 COM1G | COM Port Control negotiated (RFC-2217)

23:06:46.640 CoOM1s | Server connection negotiated

Z23:06:46. 640 COM1A | FlushTX

23:06:46.6490 COMlg | FlushRX

z23:06:46.640 COM1a : | DTE: 1 BT3: 1

Z23:06:46. 656 COM1A | CTS: 0O D3R: O 2
Llear | W Enable Trace [ Hex Display W duto Scroll T Always On Top

_1& A-22 Serial/IP Trace Window
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F£= 7.SSL 215A &

A7.1. OpenSSL IH3IXl &Xl

Step 1. Download the latest OpenSSL package. (http://www.openssl.org)
Step 2. Install the OpenSSL package.
<For Windows user>
Download OpenSSL for Windows binary file and run it.
(http://www.slproweb.com/products/Win320penSSL.html)
<For Linux user>
Download OpenSSL source code and compile it.
# cd /work/
# tar —xvzf openssl-0.9.7d.tar.gz
# cd openssl-0.9.7d
# .Jconfig
# make
# make test

# make install

A 7.2. root CA (for Self-signed) St=D|

Step 1. Editing openssl| configuration file.
Default configuration file location is as follows,
< Windows >
C:\Program Files\OpenSSL\bin
< Linux >

lusr/share/ssl/openssl.cnf

Modify [req_distinguished_name] section as follows,

count ryName Country Name (2 letter code)
count ryNanme_def aul t KR

count ryNane_min 2

count ryName_max 2

stat eOr Pr ovi nceNane = State or Province Nane (full nane)
#st at eOr Provi nceNane_def aul t = Sone- St at e

| ocal i t yNane = Locality Nane(eg, city)

| ocal i t yName_def aul t = Seoul
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0. or gani zat i onName = Organi zati on Nane (eg, conpany)
0. organi zati onNane_defaul t = Sena Technol ogi es | nc.

# we can do this but it is not needed normally :-)
#1. or gani zat i onNane = Second O gani zati on Name (eg, conpany)
#1. or gani zati onNane_default = Wrld Wde Wb Pty Ltd

or gani zat i onal Uni t Name = Organi zational Unit Name (eg, section)
#or gani zati onal Uni t Name_defaul t =

comonNanme = Common Nanme (eg, your nane or your server\'s hostnane)
commonNanme_def aul t = Sena Technol ogi es
comonName_nmax = 64

Enmai | Address
40

enmai | Addr ess
emai | Addr ess_max

Modify [req_attributes] section as follows,

chal | engePassword_mn =0
chal | engePassword_max =0

Step 2. Making self-signed Root CA(Certificate Authority)
< Windows >
# cd /work/lopenssl-0.9.7d/

< Linux >
# cd /work/lopenssl-0.9.7d/
# mkdir CA
#cd CA

# sh /usr/local/ssl/misc/CA.sh —-newca

CA certificate filenane (or enter to create)
;(Press Enter to use default val ue)
Maki ng CA certificate ...
; openssl is called here as follow from CA sh
; openssl req -new -x509 -keyout ./denoCA/private/./cakey.pem\
; -out ./dempCA/./cacert.pem - days 365
Usi ng configuration from/usr/local/ssl/lib/ssleay.cnf
Cenerating a 1024 bit RSA private key
........ ++++++
...................... 4+
witing newprivate key to './denoCA/ private/./cakey. pemn
Ent er PEM pass phrase: ; CA Password (Enter password and renenber this)
Verifying password - Enter PEM pass phrase: ; CA Password
You are about to be asked to enter information that will be incorporated
into your certificate request.
Wiat you are about to enter is what is called a D stinguished Name or a DN
There are quite a few fields but you can | eave sone bl ank
For some fields there will be a default val ue,
If you enter '.', the field will be |eft blank.
----- : CA' s Information
Country Name (2 | etter code) [AU: KR
State or Province Name (full nane) [Sone-State](Enter)
Local ity Name (eg, city) []:Seoul
O gani zation Nane (eg, conpany) [Internet Wdgits Pty Ltd]: Sena Technol ogi es
O gani zational Unit Nanme (eg, section) [](Enter)
Common Nanme (eg, YOUR name) []: Sena Technol ogi es
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Emai | Address []:(Enter)
#

2-3. Check whether CA key file(demoCA/private/cakey.pem) and CA certificate

(demoCA/cacert.pem) is generated

# Is demoCA/

cacert.pem certs crl index.txt newcerts
private seri al

# Is demoCA/private
cakey. pem

A7.3. 215 23 A (certificate request) BtS7|

To make new certificates, you should make a certificate request first.
# cd /work/openss|-0.9.7¢/CA

Run following commands,
# openssl genrsa -out key.pem 1024
# openssl req -new -key key.pem-out req.pem
(It is assumed that you are using sample configuration file

- “openssl.conf.sena”)

Usi ng configuration from/usr/share/ssl/openssl. cnf

You are about to be asked to enter information that will be incorporated
into your certificate request.

Wiat you are about to enter is what is called a Distinguished Name or a DN
There are quite a few fields but you can | eave sone bl ank

For sone fields there will be a default val ue,

If you enter '.', the field will be | eft blank.

Country Name (2 | etter code) [US]: (Enter)

State or Province Name (full nane) [M nnesota]: (Enter)

Local ity Name (eg, city) [Mnneapolis]: (Enter)

O gani zation Nane (eg, conpany) [Digi International]: (Enter)

O gani zational Unit Name (eg, section) []:(Enter)

Common Nanme (eg, your name or your server's hostnane) []:Sena VTS

Emai | Address []:(Enter)

Pl ease enter the following "extra' attributes

to be sent with your certificate request

A chal | enge password []:(Press Enter — Do not enter any other characters)

An optional conpany nanme []:(Press Enter — Do not enter any other characters)

A7.4. 21F Q3 M (certificate request)0ll A St

4-1. Signing a certificate request
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# cd /work/lopenssl-0.9.7c/CA
# cp reg.pem newreq.pem

# sh /usr/local/ssl/misc/CA.sh -sign

Usi ng configuration from/usr/share/ssl/openssl. cnf

Ent er PEM pass phrase: CA Password (Enter CA password in step 2-2)
Check that the request natches the signature

Si gnature ok

The Subjects Distinguished Nane is as fol | ows

count ryName : PRINTABLE: ' US'

stateO Provi nceName : PRI NTABLE: ' M nnesot a'

| ocal i t yNane : PRINTABLE: ' M nneapol i s'

or gani zat i onNane :PRINTABLE: ' Digi International"’
comonName : PRINTABLE: ' Di gi Port Server CM

Certificate is to be certified until Ot 6 09:39:59 2013 GMI (3653 days)
Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, conmt? [y/n]y
Wite out database with 1 new entries
Dat a Base Updat ed
Certificate:
Dat a:
Versi on: 3 (0x2)
Serial Nunber: 1 (0x1)
Si gnature Al gorithm nd5W thRSAEncryption
| ssuer: C=US, ST=M nnesota, L=M nneapolis, O=Digi International, CN=D gi
I nternati onal
Validity
Not Before: Oct 6 09:39:59 2003 GMI
Not After : Oct 6 09:39:59 2013 GMr
Subj ect: C=US, ST=M nnesota, L=M nneapolis, O=D gi International, CN=D gi
Port Server CM
Subj ect Public Key Info:
Public Key Al gorithm rsaEncryption
RSA Public Key: (1024 bit)

----- BEG N CERTI FI CATE - - - -

.- END CERTI FI CATE - - - -
Signed certificate is in newcert. pem

4-2. Check whether signed certificate(newcert.pem) is generated.

#ls
denoCA key. pem newcert.pem new eq. pem req. pem

A75.SS & 2SA BtSD]

5-1. Removing headings in newcert.pem file

# cd /work/openssl-0.9.7c/CA
# cp newcert.pem server.pem

# vi server.pem
Certificate:
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5-2. Concatenating key.pem file to server.pem

# cat key.pem >> server.pem
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