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BHOIE MB(E£= CIBtolA MB)YLICH STS Alel2= TCP/IP2H UDPY &2 2= UERID =
SEZ0 JIgtS S0 Hote AlelE HbIol zUee RHdsS Mg JYLICH STS Alel22
PPPoE(PPP-over-Ethernet) 12 =4S AIE6tH DSLIIBHS ZUE HERIAE SoiM RS232

Alelg ZHISS 2elg = UASLICH

DHCP, PPPoE, S& DNS(DDNS: Dynamic DNS) S2 S2& 2 HERD d& ZT=2EZSS
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1.2. IIX M2 2IAE

-STS AlelE & A
-110v £= 230V &8F 2E
- CAT5 012

- 25 JolE JIE

- Quick Start Guide

1.3. M3 At

STS400 STS800

STS1600

Alelg IHHoIA 4-ZE 8-ZLE

16-ZE

Al =% 75bps ~ 230Kbps

S8 MO
SIEAIN RTS/CTS, 2AZER N Xon/Xoff

RJ45 214H

>
foh

RS232 Rx, Tx, RTS, CTS, DTR, DSR, DCD, GND

2& HO: DTR/DSR and RTS/CTS

Network Interface | RJ45 Ethernet HEE{E & &St 10/100 Base Ethernet

8 2 75 IP =2 N&

OZ2EZ - ARP, IP/ICMP, TCP, UDP, Telnet, SSH vl & v2,
-SSLv2 &v3, TLS vl

- DNS, Dynamic DNS, HTTP, HTTPS,

- SMTP with/without Authentication, pop-before SMTP,
- DHCP client, NTP, PPPoE, SNMP v1 & v2

PCMCIA S PC 2IE XI&:

ATA Zdi+ HI2el ItE
802.11b 24 & 3=
10/100 Base-TX & JIE

28 3=

ot AMEX ID & &S

HTTPS

2ot Holg 2/HHI0lA: SSH

OOIH 233t SSLv2/iv3, TLSvl, 3DES 2 RC4

P 32 2HE
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Modem emulation | AT Z2&0 XI&

e A2l £ IZE telnet, &, HelloDevice Manager
2 H XI2: Windows 98/ME/NT/2000/XP
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o ZSciOIHE/MH
SHOIHE/NH

SOHS BFEH Z208, = A
ot= MU

H (o)
208 A0Sl 2HHE ZELICH

MbBle ol = 0d ZRH &2 OE ZTHRHEH IZ2080 AMNHAE M3dte S
T2 HYLICH SctoIHE=s ScH0IHE/ME 2ZHA0 UAs 2EF Z208 = ASIHLIO
HE S0, & BN ASNH=s A& & HolX2 MB0l ot Z20IHE RS ot
As AL Ed2M MHe IFEAS AN Fst HTML IS =210 Bratots
Scl0IHELLICH RES HMeldtd HTML Y S SdF= ZRHEHE=E AHYLICH

Iz
iz

1-1. go0/Z

ISP

Internet Service Provider

PC

Personal Computer

NIC

Network Interface Card

MAC

Media Access Control

LAN

Local Area Network

UTP

Unshielded Twisted Pair

ADSL

Asymmetric Digital Subscriber Line

ARP

Address Resolution Protocol

IP

Internet Protocol

ICMP

Internet Control Message Protocol

UDP

User Datagram Protocol

TCP

Transmission Control Protocol

DHCP

Dynamic Host Configuration Protocol

SMTP

Simple Mail Transfer Protocol

FTP

File Transfer Protocol

PPP

Point-To-Point Protocol

PPPoE

Point-To-Point Protocol over Ethernet

HTTP

HyperText Transfer Protocol

DNS

Domain Name Service

DDNS

Dynamic Domain Name Service

SNMP

Simple Network Management Protocol

RADIUS

Remote Access for Dial-In User Service

SSH

Secure Shell

NTP

Network Time Protocol

UART

Universal Asynchronous Receiver/Transmitter

Bps

Bits per second (baud rate)

DCE

Data Communications Equipment

DTE

Data Terminal Equipment

11



CTS

Clear to Send

DSR Data Set Ready
DTR Data Terminal Ready
RTS Request To Send
DCD Data Carrier Detect
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& 5tJ|

= H0lAM= STS AM2IZE M8 &Xlotd 8ot 280l ot 2&F&LICH
- 21 HE 0020 ME THE BIXI & LED HAl S£ &L
- 22. oLERON FZoH/0IME STS Alel22 &3, UWERI & EX H2 LEH AIAE
Z3 L= telnet= AFEG6HN STS AlelX2 £ ZEN Z%ols 28sS dLIH
- 23. & B4 22 2HHOIAY EEo= EAWAM STS Alelx22l & OO0l
H=ots YEES £dELICH

AZoted® Ghs2 XS0l ERELICH

- St M2 HOIZ(THIIKIO ZEE
- 5iLISl 22/Ethernet H0IZS(THIIXI0I Z&E)

S Jl012 JIE@WIINN TEE
- WESIT QEBOIA FHE(0I8H NIC)I QU= 5HLISl PC £= 5tLIO| RS232 Al2Y ZE

2.1. THE c0lot=

2.1.1. STS400/800 € dil0I0F=

78 2-101 B0XEsE HHE ST400/S8000= AEH HEAIE @8 M 182 LED XIAl &It
AUSLICH (0l: System, Ethernet 12l1) Serial Ports). =0 <fAXI& HS M e D=

& & (Power), =H| &tEfi(Ready) 12l PC 2= 2EHHOIA(PC Card Interface)E LIEFELICH. 1
Ct2 M JHel @IZ=  Ethernet 100Mbps(Ethernet 100Mbps), 2 3(Link), 2eclx =
AEH(Act)ALICEH DOHXY SHZ= Al2ld EEZ2l #4I(Receive)lt &&(Transmit)2 Z 0 SLICH
H 2-10iM 2t LED XIAl &ZOo Jis2 HY9&LUC. F MEols RI45 HEHE Al2lg EE,
Ethernet L E, STS400 2 X E, ¢l 232101 2 LICH

ok

@ Fower @ 100Mops @ Link  Serial @
@ Ready @ PCcard @ Act [ ]
[ ]

STS Series 3838 STS800

J& 2-1STS800< HE 2/0/0t=

13



H 2-1STS A/2/ZX9 LED M4l &Z

= s
System Power M0l B2&™ HELICH
Ready ANAE0l S&g =HIJF &% HELICH
PC card PCMCIA EXIJt &t S012 HZELICH
Ethernet 100Mbps 100Base-TX HZ0| ZX&™H HELICH
LINK Ethernet WIERAI0 AAZIH HELICH
Act STS Alel=X Ethernet ZEE SoilA T30l S 2L Lot At
22 8301 A= MOtCH 22 LICH
Serial port InUse Aelg ZED A2 018 HELIC
RX/TX STS Alel=2 Alelg ZEE SollAM 0Bt SHLAHL LIS Motc
2rerel L Ch.

2.1.2. STS1600 & dll0lot=

78 220l B0XEsE AHME STS16000l= &AEH EAIE <8 M 11E2 LED XIAl &It
ISLICH (Ol: System, Ethernet J12l1) Serial Ports). &H=0 fXIs HS M JHel #MZe=

o]
A
X
—

12 (Power), Z=H| AfEH(Ready) 12l PC Jt& QIEHHO0IA(PC Card Interface)E LIEFRLICH 1O
S M JHel & XZE=  Ethernet 100Mbps(Ethernet 100Mbps), & 3(Link), 12l =
AEi(Act)DLICEH DX SZ= Al2lg ZEQl #4l(Receive)lt &E(Transmit)2 20 ELICHL
H 2-10lM 2 LED XAl 29| Jlss AHe LIt

g

J& 2-2 STS1600° HHE 20/0t=

2.2.ot=90 HEo6H)

HOIME ZJ| HAEE 9I%H, STS Al2IXE IXI0I S2sts Y#0l Histol 8L
-STS Al2lZol M2l 32 FAE LU

2.2.1. A0 AZo|

STS Al2IZ0l && 3JHol== HZgLIth. &30 HE

TSSOz FS dHE RASELLCL

| =& &S [Power] HAISOI

Oll

14



_J& 2-3 STS400/8000) && o267/

g Wy, N\

& e

J& 2-4 STS16000) && 2Z5l7/

2.2.2. UIERI0 HZ5HDI

Ethernet 0|22 &% ZS STS AlelX Ethernet ZEN ™ZsotD, UOXA CtE Ethernet
HOIES EHHS UERKID ZEN AHASILICH HOIS0| SHIZ2H HZE= AL, STS AlelX%t
Ethernet UIER 32t0| HAHEAl= LSt 20| LIEFELICH

-[Link] BAISS =& ®BS AEE SXSLICH

J[Ac] BAISS HEOHAM 2 HelS A Ethernet THZIS] £4A10] 0122 LIEFELIC

- STS Al2I=J} 100Base-TX WIE 0| HHE= AL [100Mbps] BEAISS =M HE AEHS
ST

- ETo YIERD S120| 10Base-TY! 2L [100Mbps] EAISS HXIX %&LICH

15



lig
R
y
Qu
N

_7& 2-5 STS400/800/16000/ LIES= F0/

k1

ol

223. g X0 HAZ

STS AlelZ2 Al2lg ZEN Z£ H0=S HZELICh MENIE X2 2 ZE
HZGtHAH EHX KNMOAM HM38 22L& EEQ RKRES 1Ddg ZI JASLCL STS
A2IZA0IE IIE WIIX Wel 21-¢ HEEHS=2 AMEL X0 Ste JH0l=S ZHE
1 A

XI&otJl <ol MBELICH XAE WE=2 FF

Equipement

Equipment

T8 2-6 &H/Z STS400/800(2Z) | STS1600(L=X) 0 &1 2517/

2.2.4. NAE 22&0 E=50l|

STS AlclZ0l &=ots g2 od JHKIF AsUCL 0ls, MEXS AXIH 88X Es

| == HIAE 0%, GUI(Graphic User Interface)

FA0ILF S0l et SHELICH £8 STS Ale &l
0% &£ = CLI(Command Line Interface)E M 3ot USLICH.

16



cC
a-

=
[—

o ANAH 2&:
22 AEX= HYS= HOIE HEHEH L ZZ/Ethernet HOIS2 ALEdH STS Al2l=2] AlAE
25 ZEN HE HZ2g = USLICH
o A 2L
BIAE Hm QHHIOAS 2Fcts 2 AIEXE HOIE HSYO0IEE A=Eol STS Al2IEQ
telnet(TCP 23)0 &g = ASLICH
o A
2 BctRME MEBotH STS AcIZE H&Eotd= &ZF AMEX= Internet Explorer
Netscape Navigator?t 22 & E2l2ME AME0INH STS Al2l=0 AZE £ UASLICH
POl YHES 2F STS AlelX AIAEOZ9 27018 QFPELICH
2.25. NIAH & AE6H|
1) EZ/Ethernet HOI=S2 &% Z2 STS Al2lZ2 25 ZEW HZELICL
& 2-7STS Al2|Z0] Z£ H0IE S1Z 617/
2) RJ45-DB9 O & E{(female adapter)S A BAEEOM HAZELIC
3) ALZX BFHS Al2lY EZEO AHOIEQ st= 22 HAZELICH
4) OlOIIHEOIE(HyperTerminal) 2t 22 HOIE NS0 Z2O3sS ASESHLIC
Z0| B0lE ogd0l& T3l Al2ld &3 Wel0leHE Ed&Ltt

9600 Baud rate
Data bits 8
Parity None
Stop bits 1

No flow control

17



5) [ENTER] 9|12 S<ELICH
6) AMEX OIS HIY HSE 2dSot] STS Alel=0 221 LIt G2 201 CZE

Login: root Password: root

Login: admin Password: admin

192.168.161.5 login: root
Password: ****

root@192.168.161.5:~#

7) CLIZ 0180l =J| 832 & = JUSLICHL CLIO CHEH KtMISH LHE2 8. CLI 2HAAHE
HEOHA A L.

8) Jl=Z CQIHHOIAIL HAE w2 28& ER0U “ss.edit” BEHE A dotH, J&
2-80l U= Ois SHHOI LIEtELICH

root@192.168.161.5:~#ss.edit

Welcome to STS-800 configuration page

Current time: 08/22/2003 21:52:36 F/W REV.: v1.0.1

Serial No.: STS800438349-42944 MAC address: 00-01-95-04-19-5a

IP mode: DHCP IP address: 192.168.14.7

Select menu:

1. Network configuration
2. Serial port configuration
3. PC Card configuration
4. System administration
5. Save changes
6. Exit without saving
7. Exit and apply changes
8. Exit and reboot
<Enter> Refresh
————— >
g 2-8 W2 B+ 8 (STS800)

ol His stHe AMEX= Oin HSE LS HU [ENTER] 1€ 2 STS Al2l= Tet0lH
A0 e He =22 d8g = ASLULC o His SHU A= AAEXHsE 2242 8482
Sof M3E = Oc0IHE &Z38g =+ UsLIG 2 OtetOleH= STS AlelX22l HIFgd
H2cel S2H0l MEEZM, Ol AFE Xt /7 5. Save changes= &I MH&EE = USLICH
H# 7. Exit and apply changes &= 8. Exit and reboot & &HEiEH OIS ZE HE MES &5E
= USLICH
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2.26. 3A & ALE0H)

MEXE 223 Z£S AMESHE STS AlelZ20 E=506101 80l BFEAl STS Al2l29 IP =48 &
OtOF ELICH (KtAMIEH LHE2 3. HERZT TS FXOHEAR). STS AlelE22 B& EotAl JI=
IP =A&= 192.168.161.5 & L|Ct.

A B Jls2 A SAE = SHEUA disable 2 == USLICL(AAME L2 & E 35, IP
ZEHE 2 EXOHYAR).

Ct22l ot et &8 2= JlsS AEg = ASUH

1) TelnetZ=2 18 £ = telnet)|s(0l, TeraTerm-Pro £= Hyper Terminal)2 X &0dl=
DTz )ds AHAZLICL sEX IP =4 % port number= STS AlelZ22t SoHOt
&LICH 28 &2, port numberE 2322 XI&&HLICH
ASEX ZBEEH EE 2t OIHHOoIAN TS YEWE LSS LICTH

telnet 192.168.161.5
= U3 Let0IHE Z= telnet T2 182 A AIZILIC
@ Tera Term - [disconnected] WT o i 4
File Edit Setup Control Window  Help
Tera Term: Mew connection
« TCPAIP GhT-iH(192.168.161.5 j
M Telnet TCP porti: |23
" Serial Port: ICOM1 v[
Ok I Cancell Help |
||
& 2-9Telnet ZZ72 && 0/4 (TeraTerm Pro)

2) MEX= BIEAl STS Alel=22 Z10IoH0F otHH, Ol A2 X Ol 2SS E LHELICH
AMNEX 018 2 239 [BE &E2 AAH rootE & root & AAE 2A2INHE e
admin & JtXILICH

3) STS Al2I&JI &8t R, CLI E8ZE T = HAE Hiw 3tHO0| LIEFELIC



23. 8 EcifAM 22l AEHHOIAN &E561)I

PN

STS Al2lZ2= HTTP2t HTTPS(HTTP over SSL) Z2E=22 25 XA LICH £8F STS AlelE=

A & 22| HOIKIE M3&LICH STS Alelx & 22| HOIXIN &%ZotHd™H, STS Alel=2
IPEALE =4 240 JIsd SAE HE & 22t2M2 URL/Location ZE=0 LML .
M AFEXE STS Alel£22 2100 gHE B & JALICH AIZBXte BIEAl SHIE AMEXR
I ASE AEoH AAEN 20 SHCZMN =0Q1dE oISoH0oF &LICH =J| 28 32
Chst Z&UCh

Login: root Password: root

Login: admin Password: admin

FY. MEANWAE STS Ale/X & 22 HOoIX &Z=Zo17 Mo EBLEA STS Al2/Z29
IPFMEE T2 &4 JI5 SL2ESY HEX U123 EFZ ZAIotAIT] BIELICH

User authentication required. Login please.

User ID : |

Passwaord |

Move to . @ Configuration page ¢ Customer page

& 2-10 STS A/e/X & &c2/9 £79/ 5157

J& 2-102 STS Alel= & 2telel 2101 StHYLICEH 0 SN A X 212 =0l 0ls
ot0Xt ot= HOIXNE H=HE %= USLICH ASXOF &8 &3 H 0| X(Configuration page)E &
BiGHH, & 2-1101 20l= STS Al2l= & 22| AHHOoIAS &SHFLE SHOIXE =2 = US
LICH AtZXOt 028 H Ol XI(Customer page)E & EiotH STS Series & 22| QHHIOIAL J|&2
02 EHO0IX L= 2210 EHO0IXNE 2 & USLICH & AFZX CIHHOI ALl AFEX HAEDO
OlE0 28 O HAME HEEE 2l 9. AEHN HAHUOO0/E J10/1E BS FXGHAIDI HHE LI
Ct

/& 2-112 STS Alclx & 22| QIHHOolAS 2B & SHOIXYLICH otHe =0l O~ Bt
b MSELICH O M dtile zlae #H4d Hw 1500 ZSELILL Ui BIOA 8 &=

t2l Oi=20F Ecl g2 UEtELIDH At EXt= otel O

ir e

SEistH 28 O80M AHE Jtsst 2

(AL = O

F E=2s HEA Y &S0l st Mtetlled 282 HEE &= JASsUL. AMEX= 2E HOI
KoM B8 Atst2 [EAdAN HE(Save to flash)], [M& 2L =&(Save & apply)] &= [FA
(Cancel)]& #= USLICH AIEXt= && H2t0IE S HEE =0 BtS Al [E2HAIN M E(Save to
Flash)]S SE5t0d HEE I2t0IE S HIZEE JIAEX0 HEHOF FLICH LE HIAES
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IP configuration
SNMP configuration
Dynamic DNS configuration
SMTP configuration
IP filtering
SYSLOG seryer configuration
NFS server configuration
Web server configuration
Ethernet configuration
TCP service configuration
Serial port
PC card
System administration

System statistics

Apply changes
Logout
Reboot

Customer page

M23510| AMM AIRIs BFEAl [HBAIE HZ(Apply Changes)|2 A E4EH0F &LICH 0 242
% B2l Otel =0 USLICH AFZ2XDF [HEALE HEZ(Apply Changes)|2 A2 OIS A
Otet0lE gt0l STS Alel= 2348 F0 HE=ELIC £t AAEX= et Miet0IeHE MEGHLD
HAAISS X5 ol [M& L MZ(Save & Apply)|S HEis 2 ASLICH
AZXOE M Het0Ie g2 JotAl Z=C0H [FHA(Cancel)]2 S EioH0F &LICH OIEH otH 2=
HIAANEO0| FHAED 0| gtz s2ELICL

TECHNOLOGIES _ B %‘ }

Network

IP configuration

IP mode : W\

IP address [192.188.4.18 |
Subnet mask : |255.255.0.0 |
Default gateway ! [192.168.1.1 ‘
Primary DNS (0.0.0.0 for auto) : |168.126.63.1 ]
Secondary DNS (optional) | |188.125v53.2 ‘
PPPOE user name : [whoevel |
PPPOE password | sosssooe ’
Confirm PPPoE passwaord ; iuuuu |

[ Savetoflash | [ Save&apply | [ Cancel |

& 2-11 STS A/2/X & 22/ 515
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3.UERZA &3

3.1. 1P &F

AMEX UESR SZ0UAM STS AMeIZE AMEotHY, &8 IP A0t ZERQELICH IP A0t
SHIZX @2 B2, AIAE 22X Z2/ot0 STS Al2IXE fIg =&dt IP FAE EE
ESUCH UWERKAIN STS AlelXE HZotad®, U7 IP =201 JA00F Sl= MAS B oH0F
LI

STS Al2IZ IP =4 Z3 Al, AIEXE USH €2 3042 Y Z2&E2 2 otLE d8g

= USLICH

e Static IP

e DHCP (Dynamic Host Configuration Protocol)

e PPPOE (Point-to-Point Protocol over Ethernet)

STS AlelZ2= =J| JlEgtE2 192.168.161.52 IP =AE H= Static IP 2E2 &L
USLICH # 3-12 32 2= IP £& ILel0IEHE 20HSLICH & 3-12 MEX IP 84832
HAG)| st AR & Il GUIZ 20{ELICH
HZ31IP && mt2t0/EH
Static IP IP address
Subnet mask
Default gateway
Primary DNS/ Secondary DNS
DHCP Primary DNS/ Secondary DNS (Optional)
PPPoE PPPoE Username
PPPoE Password
Primary DNS/ Secondary DNS (Optional)

IP configuration

IP mode :

IP address :

Subnet mask :

Default gateway @

Frirnary DNS (0.0.0.0 for auto) @
Secondary DNS (optional)
PPFOE user name

FPPCE password :

Confirm PPPOE password

IStatic vl

|1E|2.IEB.1E.1
|255. 255,00
|192.IEB.1.I
|1 B8, 126.63.1
|1 B8 126.63.2

|whuever

I********

I********

Save to flash Save & apply

| Cancel |

& 3-1IP &&
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3.1.1. Static IP =4 AFE06lD|

AP Xt static IP FAE AIEE B2, STS A2lZ2 IP =42 23 U= 2 4% OIet0IHE
> =2 XIXGHOF ELICH 0l48t metl0le = IP =2, Subnet mask, gateway2t DNS serverJt

—v——v—

S0 NMIGHA CHE A LICH
Xt

ZgELIC 2 dE0lds 012
AIZE [, &8& J20 et IERIE =T/ &L/}

FY. STS Al2/XE AIAE 0/

e |P address

Static IP= DA AOIHA FRAQ AlYH BSol Agg FLICL 0 Hs= FFHOH ELDA
HERT &9 X FLZAM AES &LICL FFE= 01248 IP A5 AIE6I0H UERZA
MUAN &S AYotD OstE = USLICH Oets, d8E 1P =4 UERIZ SZ0AM
HdlECez IRot] SSoioFet LIt

£9 192.168.1.x &4/9 IP F£4= ISP (Internet Service Provider)Jf 8/ & of A1 Z=0E & 0MA

At&(private) F=2AL/LICK STS Al2IX AI2IXE ZHESI21P ZR0 et CIEHY Y 22 ZSE=2
Sof L0IEHE 10 &= =+ 2l0/0F ot, 0] &R R&2at Fo P F4£Z &&o/0F gL/t). F2/
A

4
P =24 /B8 Z X% ISPERE F22o/L g + IAUSL/ICH

rr
ﬂjo

e Subnet mask

MBuz 22 XNa& fX, 8 22 L= =& LANY0 U= 2= UERIA SAEES

SELICL UWESKI3E Sofl L= 20l U= ER STS AlelE Alelx2= W30l X EE

TCP/IIP SAED 22 UESRZA Z90l U=X HAEY OtA3E Soil =elgLIth. =401 STS

AMelxet =gst WERKZ J90 JUCH, =l Soild HE
0

=
AZFLICH DX 22 FHA JI2 HOIEHA

i

X0l =4 (Physical address)

e Default gateway

HOIERAIOls OE UWERKIAZ S0HIl= &€+ dAE€S o= UERI ZFEYLIOL LptEo=2
HERT WM E£= XY ISPUHA EcHEHES Molote FRE= AHOERO ==EYLICL 2
HERZ && o SAEQ Sdot)|l fIoid= STS Alel=Jt J12 AHOIEHNO A=FES IP

3 c
=4S ZO0toF UL AOIEHOI2 1P =0 st H&s F2s= UERZ 22 Kol

e Primary and Secondary DNS
20 S8 EA0IEE Y=o6tdA ofE, BRE= HAOIES2 FHEe IP =20 Oioto

DNS(Domain Name System) AMHOA &1, 1 g2 01&0t0 & MH0 Z=§LICH. DNSE

>_

 —
AL L ﬂ
22 24 =UE LEst A9 OIS0 LetHe2 J[A6IJ O g&UICH DNS M=
Jdefgt "2AE J[Bte] EOel WIS TCPIPOlI &6t 2ol =it IP A2 BHEAIAF
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STS AlelX AlelX22 DNS JlsS MEotdE e ez SAEN 858 = UAEE 0l
DNS MHBi2l 1P =45 &&HoioF &LUICh STS AlelX Alel== Primary DNS servert
Secondary DNS server 22 DNS AH2 IP =45 H&ote 28 S M3&LICH Secondary

DNS A= Primary DNS AIHHE AIEE = 1= M AFSot)| o XNIEELICH

3.1.2. DHCP AFESHI

M =

Static IP 222 32, IP =A== 2 RN =522 LS00 UG &Y FREI UE

HERZA /X2 0lsEl= 22, M2 IP =201 BtEAl Y& 0F &LICH IP =20t DHCP
CHAM EEEE IP =2, MEY OtA3, HOIERO0l, DNS MHE E&ol= 2= Iet0lE It

AAsez £FELICL DHCPE &2 IP =20t otutel FREO ot |8 A2t =

“tH0i(lease)” HES AMEELICL IP =4S gEot=ell 228 Z= ItctlIBHHE DHCP A
oM AHs22 Z85CM IP =20t AISEH = 22 DHCP 220/ E ZRE= 0l2e 22

=L T
DHCPE AIZot=SE HEEHUS B2R, STS AlelZ= AIAE0l AIE 2MOOH UWERAZ &0
DHCP RE=S ZSEELULOL DHCP AH2 SEUs IP =242 HIXot ANEY 0tA3,
HOIERAOl =2, DNS At E “THOI” AIZHOl ZEE0 UASLICH STS AlelZE=E FAl 0lgd EEE
KAl oI2elol MEELICH “CHO" It Stefles & DHCP AMHZSRH "H0”
ANZ2te AEE QEELICH DHCP MH It OO HE oler B, STS AlelX2= AHSoHA &M

FAZ2 A5g = UASLICH DHCP MBIt THH A& S selohA §= 3%, STS AlelXs
DHCP MHIZRE MZ22 IP =4 Q& EXE AHELICH

_—IO
0
_|
n
=
o
I

rr

i
0>
°
o

+9. DHCP ZEZ0/A DNS A/HE ¥ &5t D& WEFT & STS A/2/X IfetUIHE IH&LZ
EZELICL. DNS AU} NHELE SF LA

FAE QEEORN +502 HIE #

&2 R AMEANE primary 2 secondary DNS IP
AsL/Lf. DNS F2AE & &&6t/%, primary 2/
secondary DNS IP &4 Z 0.0.0.0 (&&= &&FEL/CH

DHCP AMBi= UERZ &clAt 22fotd U= IP =& S0A IP =4AE SH2Z e LI
X % L

Ol= DHCP Z0IHE, HE =0 STS AlelXJt &=sZ MOLH THE IP =4 & efLICh.
DHCP MHOIA IP =4S Mot0 AISXOF MEH 22 STS AlelE F=AE eaf eiag =
U= ZHoH0F ELICH DHCP UERAIDNA IP =AE OlotAH 22[Xt= STS Al2IX2| ofE
RO Az A AEIHO JY= STS Al2I=2 MAC =AE 20t0F &LICH
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3.1.3. PPPOE AtE3dlJ|

PPPoEE 2E L= |A ZXE Soi Ethernet LAN(ZH2l S4AI)&S Hd ZHRE AIZXE
= >

| AZSHI e AHYLICH Hd HFE AIEX= PPPoEE AtEdil IS0

2 A0l A |
ADSL, 20l 28 = 24 g2 ¢ = AUsLIth

PPPoE Z2E0IM STS AM2IZE AE5te® ALEX= PPPoE HIE % ADSL 281t 22 PPPoE
=8 HHI0F Q00F &LICH STS Alel2= PPPoE Z2EZE XN&6H)| HE0 ADSL HZS

Soil AEHY &2 A ZAEN EH5Y = UAsUO. AISX= STS AldlX0l st PPPoE
HE2 ALZ2X 018 & &sE ZFoH0ret &L

PPPoOE AH 2t PPPOE SHZ= AIAELILH HES Al

ANEE W0ICH STS Al2I= xse ol
STS Al2IZE 1P =2, HOIESOl, AEY 0IA3 U DNS A 22 OIEY HZ0 Zes
HES SMBLUCL HEO0| IW STS A2Xs HZES JissE & 0 SN SLICL 920
Z2EM STS AlRIXE M22 HZZ2 Q8510 M22 PPPOE SIZZ AIZELIC

£9. PPPOE ZL0jA/=E DNS AHE HEES STS A/2/ZXS 2E WERZ & IelUHE
ANsCF HFE L/ DNS AU &L F LA FE TR, AEAE primary £ secondary
DNS IP £AE EECEIM +&5FCF HFE = JUZL/ILL DNS F2LAE U&E HFo/H5,

primary 2’ secondary DNSIP =24 Z 0.0.0.0 (H&&8) = &F&L/CL

3.2.SNMP &3

STS Al2lZ== SNMP vl & v2 Z2EZS X &5t= SNMP(Simple Network Management Protocol)
HOIME Jlss UWHSID JUASLICE NMS F= SNMP E2t2Me 22 UERZ H2XE
OIZ0t0 STS Al2IXZ0 &g =~ /US = Ol

[al]
0
HL
i
EJ
o

g = UAsLICh

SNMP Z=2Z&ZE GET, SET, GET-Next, 12l TRAPEZ IZ&8LICH 0ld JIsE2 SdiA

2ellts SUe OlHE g2 SXNE 22 = UL(TRAPs), KtAMlet BEE 28 EXE X3

= JAOBI(GET), ¥Xl AEHE BEEY = USLICKSET). SNMP V20l B8 % 2ot JIs2

S7g = A= GET-Buk IS0l FILEH UASLICH

SNMP 23 IHE= Soll AtEX= MIB-Il AIAE JiAl, 85 Mo 23 2 TRAP =410 &0

o €82 & = UsLIT 0 H=lA 28 2eis 2 W & A5 MHMOUE 2F
pY g Hs 20sUt

=g = JsUL. J& 3-2= & 2HBIOIAE S8 SNMP £ & &

25



SMMP configuration

MIB-II system objects

sysContact :
syshame @

sysLocation ¢
sysService |
EnablesuthenTrap :

EnableLoginTrap :
EnableLinkUpTrap :
Access control settings (MMS)

IP Address
|D.D.D.D

[
[0000
[pooo

Trap receiver setbings

IP Address
|D.D.D.D

[pooo
[
[pooo

|admini5trat0r

[55800

|mg.l location
hp

|\(es vI

No =

No =

Community

-

Community

T
T

Permission

Wersion
vl =
vl -
vl -
vl -

Save to flash Save & apply |

Cancell

72 3-2SNMP &%
3.2.1. MIB-Il A28 2HH|(MIB-II System Objects) &3
MIB-II AIAE MH dFZ2 Soll AIAE AHE 018, |IXI & STS Al2lE=2 SNMP 00l ™ EDt

INE=Te, H3g > JASLILOL 0ledst &3 MIB-I

enableAuthenTrap 24Xl Alg &2 (0ID)Jt

o1E A1 &Y (Authentication-failure traps)

rr

koo

sysName, sysContact, sysLocation, sysService _1c|

ArEote = MSdl SLIC

2t OIb9 2

i
o

29

rlo

Chsit &

>

LICt.
e sysContact:
22| AABNSTS AlelZ)0l Cist €9A A

gL

Rl

2 oig 22X0 HEES FHols

o
13
ujo

e sysName:
AMAED A" AFZEE = 0l

LI

o
10
HU
e
T
i

Oz LY 59 FQDN(Fully Qualified Domain Name)

e syslocation:

ANAEO AN 2cl& X (U, & 3845, 8L, S5)



e sysService(HIIAE):
20t 2ol L9 UAS2A AIAE0l Mot MblA HMESZS UEELICH JIE28tez

STS AlRIXE 28 T2 (7) d®orS XIRELICH

e EnableAuthenTrap:

SNMP OIOIME ZZ2HAIL oEF A
LIEFEHLICH O AN gte S&8 &3
ZEE "2d AZ = U
e EnableLinkUpTraps:
SNMP OIOIME IZZAADJE Ethernet HZ0| Z/U=X0 2t 2 MH

£E LIEtELICH

o
Qb
0R0
e
py
e
>

e EnableLoginTrap:

SNMP OIOIME ZZANAIE AAEN 232 =Ko 28 2 MHs dEE AeX
£E LIEHHLICH
AZXIE MIB =0 £= =30 e N30l 2Rst L, ALt Jizs XNEREAHAZ AEHCHAID]
HtefLICH MIB2E SNMP2| IHAlIgt B2 = RFCS 1066, 1067, 1098, 117, 1318 12l 1213 2AE
S XLotYAIL

3.2.2. MHIA HO &F(Access Control Settings)

HHNA HMOE STS AlelX SNMP OIOIMEN gt 2elkel E% & HREE Footl
USLICEH 0 0= &0 Z&E= 2elXeH0l STS AlelX SNMP GOl E0 &E=0t0d ZEE
tot =2 MOg = AsUbh XNEE IP =401 gl 3REE IP A 0

JlZg), 28 SAE 22Xt STS AlelX SNMP OIOIEEN 5 =~ USLICH

3.2.3. E& £41J| &3 (Trap Receiver Settings)

Im

g =4lJl= STS Al2IX SNMP OIOIEZRH SR8 0IHE(TRAP) 24 A&sS 2t X0l

=
B8 4 UATZ FIBLIC.

o
ol

-

3.2.4. SNMPE 0O|=8t &2

NMS(LIERIZ 2tel AIAE) L= SNMP EctfNE AISols SNMP Z2&E=ZS Sofl STS
A28 22" = UsLIOL STS AlelXIt NMS E= SNMP EctMIF ™) R

SAEN HEKE oI26tHdYH NMS £= SNMP EctRXME AESHI| &oll, HAA HH 432

ol

27



MAG HdHol0oF &LICH OJ8 3-3 & STS AlelX SNMP 00| &8 E2| MIB-Il OIDE EctR& ot
U= LBHEQI SNMP B2t XM =S B SLILCH
_I0l I

File

EERH HE nany

Edit View Operations Help

LB KE® 2?9

o Pl
= Park
Rk

-

[Fi& Coaded MibMadules
® % RFC1213-MIB
9 ¥iormg
® =3 dod
© & internet
directary
@ = mymt
@ =3 mik-2
@ 3 svstem

&
@ sysUpTime
@ sysContact
& sysMame
& sysLocation
@ sysSerices
@ &5 interfaces
@ imumbear
o [ iTanle
@ (] at
@ [ip
@ [ icmp
@ (] tep
@ (] udp
& [ egp
transmission
@ (] snmp
expetimental
@ (] private
§ @ TRAPS
egpheighborloss
@ i TEXTUAL CONVEMNTIONS
PhyshAddress

a ™

- |

Global Yiew =

Host

I:IE Wirite Commmunity ’—
=] =]

|.i5D.Urg.I:IUd.internet.mgmt.mib—z.system.sysDescr |

SetValue

Object ID

Sentget requestto 192168410161
sysContact 0--=administrator

Sent get requestto 192.168.4.10 161
sysMame.0--=HelloDevice 55100

Sentget requestto 192168 410161
sysLocation. 0--=Lnknown

Sentget requestto 192168 410161
sysSemnices 0--=7

Sentget requestto 192168 410161
itfumber.0--=2

Syntax DisplayString (SIZE (0 .. Status mandatory
Access read-only Reference
Index
Object D 13612111
Atextual description of the entity. This walue
Descripti.. | Should include the full name and version
identification of the system's hardware type, =

St

J& 3-3SNMP ECZ2}RHE A&

STS A/2/= SNMP 0/0/&E2°/ MIB-1l OID E2/R&

(AdventNet MIB Z 2/ .4)

3.3. & DNS(Dynamic DNS) &3

AEXIL STS Al2IZE DSL ctelol HZSHHLE DHCP #FEE AI8E &S, U0 Al2H0]
Jototd, 1P =20 B LI Oledgt BHadE IP =20 e E2E &8 2x/ot0 Us
A2 e o2 LYLICH £&, 22Xt telnet S8 &2 2= Sol 1 SAE
g&otde 32, IP =201 HIEHJASH &5 dEHES 2| ogsut

=& DNS ANHlA= R0A et E2HES ofZot)l Ast ABIAOCIH, 6l ISP == SHHI0IA
HSELICH. S& DNS AMBIAE AISE2ZM, AIEXs IP =42 BHF0 &28101 & DNS
NBO SE& SAE 0SS Soll STS Al2I X0 58 = UAsLIGH
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2Bt o2, STS Al2lX= Dynamic DNS Network Services (www.dyndns.org)0llA H336t1) U=
S DNS AUHIADS XIELICH JIEF S& DNS AUlA H3ZA2r 2 As 2HES ML

Jlzs X SAHU HSSHAID] BHELICEH
Dynamic DNS Network ServicesJt M3ot= =& DNS MHIAE AMEotHH, AIEX= =9

3l& NIC(Network Information Center-http://members.dyndns.org)0l H&EZS &&FGHOF &LICH

=
AM&Xt= Dynamic DNS Network Services Members NICO| £1¢! & & MZ2 =& DNS S4AE
d3AE FItg = USLICL
=& DNS €3 Ui=0lA, & DNS MHIAJF D5
User name % PasswordE & &0l Ot

name2t=S AFE0StH STS AlclX0 52 = UAsLICH

18 3-4= =X DNS €& & QHHOAE 20sLILHL

Dynamic DNS configuration

Dynarmic DHS ¢ Im
Damain Mame : [5=B00.dyndns. biz
User Mame : [ssB00-user
Password : I*w*w*w*w**
Canfirm password |**HHHH

Save to flash Save & apply | Cancel |

18 3-4 X NS £F

3.4.SMTP &3

ANAE 27 HAIXDOE EE i 23 A AAHL ZHIQ Z10 HAIXDE &d8E HR STS AlelX
= emall S22 Sofl 012 220 &€ = = USLICL 0I5 FM=, &8 SMTP AH
of #4F0| SRELICL STS AMelxEs Sl 22 3K SMTP MY S8= XIZ&LICHL
Z0| = SMTP
Z0| A= SMTP
OP-before-SMTP

\_|

e

e

& 3-6.2 SMTP 2t HdE8s otz &€& tHIL

2t SMTP A3 0UA ZRs ItetlleH= O3 &L
e SMTP server IP address
e SMTP user name
e SMTP user password

e Device mail address

29


http://www.dyndns.org/
http://members.dyndns.org/

Device mail address= 2& 21 ¥ Z1) MY email Rs LAIX, =, STS AMelX2 MY FAE
KIHELICE SMTP Server= 2842 ol email =42 SAE THQl 0/E2S &QISLICH T
chA, X0 Uit email =4 882 S5 SAE 0|2 (i.e. arbitrary _user@yahoo.com or anybody
@sena.com)2 2t= 2212| user name2 AIEE = USLICH

21E0| U= SMTP L= POP-before-SMTP modelt 88%l= &L, SMTP AIEX 0|8 ¥ SMTP
passwordJt Z 2 aFL|C}.

SMTP configuration

SMTP enable/disable :
SMTR server name
SMTP mode :

SMTP user name :
SMTP password @
Confirm SMTP passwo

Device mail address

IEnabIed vI

[smtp.yourcompany.com
| SMTP without authentication =]

|admin

I*****

rd

I*****

|SSBDD@yDurCDmpany.CDm

Save to flash

Save & apply |

Cancell

& 3-5SMTP &&

SMTP configuration

SMTP enablefdisable :
SMTP server name !
SMTP mode :

SMTP user name :
SMTP password
Confirm SMTP passwo

Device mail address :

IEnabIed vl

|smtp.yuurcumpany.com

SMTP without authentication |
F'OF' .befure SkATR

Vwithout authentication |, |

MTF' authentication k

rd

I*****

|SSBDD@yDur:Dmpany.cam

Save to flash I

Save & apply

Cancell

i
=

3.5. 1P EH

18 3-6 SWTP EZ0IA SHTP 2= L&

STS AlelZE IP =2 J|E 2HE A#20[LH 22l &S 0I8otH ¢ dstol s SAED;
STS Al2l=0l EZots RS =S = USLICL AMEXN=S I2A0IEHS 2FS =ZE2EZM
st 22 #2s ¢ = AsUL

- ST IP FAE IOt SAEQH0| STS Al2l=0 H2E = UL

- S8 MEU JA= SAEDR0| STS Al2lX20 E2¢ += UL

- 25 SAED STS Al2l 20 82€ = UL
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mailto:arbitrary_user@yahoo.com
mailto:anybody@sena.com
mailto:anybody@sena.com

Telnet 22, SSH =22 S£= & Abidl 22 W6l SIhM 1P ZE2 RS
25 Z(enabled) £= &2 sH(disabled)2 2 BFS & USLICH 2E =5t Al IP ZE2 FES

‘820l E(Enabled)” &EHZ &0 UsSLICH

MEX= STS AMEZE HE3E == U= SAEH SAEQ OF2 ot £ USLICH dHU,
AZXE BIEAl E201 o8& IP =42 MEWUS JHMO0IE LICH 33 SAEH 2=
AMNEX= STS Alel =0l 23610 fAHA BIE Al e MEUYlel Eel ool A0 0F2H &HLIC
Ed AP0l STS AlelZ0 E26t== #2S HFotd8, S8 SAES P =A%
255.255.255.2552 AMEUS 2o 0Fgt & LICH

2= ZAEJL STS AlelZ0 &E2ot== A& BHIotd8, IP =42 NEUE 25
0.0.0.022 ZFELICL XMIE Atgt2 Z 3-28 FXLothx. 280 & 83 SAES dEis

“Any(2E SAEY2 ©0I USLICH

1P filtering

Telnet IP filtering
Configuration via telnet
Allowed base host 1P :
Subnet mask to be applied .

SSH IP filkering
Configuration via ssh
&llowed base host IP .
Subnet mask to be applied @

web IP filkering
Configuration via web @
Allowed base host 1P :

Subnet mask to be applied :

IEnabIed vl

[

[p000

IEnabIed vl

[p000

[0000

IEnabIed vl

[0000

[0000

Save to flash Save & apply |

Cancell

Jg 3-71P EHE £F

Z 32 528 9% sAESS 92

Input format

Allowable Hosts

Base Host IP address

Subnet mask

Any host

0.0.0.0

0.0.0.0

192.168.1.120

192.168.1.120

255.255.255.255

192.168.1.1 ~ 192.168.1.254 192.168.1.0 255.255.255.0
192.168.0.1 ~ 192.168.255.254 192.168.0.0 255.255.0.0
192.168.1.1 ~ 192.168.1.126 192.168.1.0 255.255.255.128

192.168.1.129 ~ 192.168.1.254

192.168.1.128

255.255.255.128
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g £t B2 HMEts ?oHA “Enabled”lt ” Disabled”2 IP 2HE JlssS MEELICH MZ =ot
Al Jl28t2 “Enabled” YLICt “E 26 E(Enabled)” &EH0IA AHEX= & &okI| PIoiA STS Alel

BA
X0l Hosts SE W SAE(S)SE NHE & UsUCH

3.6. SYSLOG AH &3

STS Alelx2= 2 HAIK 224 MblA, AIAE 2 ZE HOIH 24 E I8t SYSLOG serviceE
KNHAELICH #&A SYSLOG serviceE ALEotcA®, AFEX= SYSLOG MBSl IPFAL ALS
facilityS BEAl XI&ZoHOF &LICH Z& 3-82 & QIHHOIAS SYSLOG A &F 3t
S0 SLICHL

SYSLOG server configuration

SYSLOG service IDisabIed vI

SYSLOG server IP address 152168200100

SYSLOG faclity . |LDcaIEI 'I

Save to flash Save & apply | Cancel |

7& 3-8 SYSLOG A/H] &&

£ MAIXIE STS Al2lZ2RH =4I5tdH STS Al2l2 HF0AM XEE SYSLOG AMbe
“remote reception allowed”2Z &HAEEZ O ELICH STS Al2l= % SYSLOG ABi AHOIO
230 As 2R, AKX LIt SH2= UDP T30l ANREH 0SE =+ Use #AS
BEE Al =DtolfoF &LICH

STS Al2l=&= 1localOOA local7ltAl SYSLOG FaciitySS XIRELICE. AEXt= 0lqst
FacilityS S AIE06t04, SYSLOG HIAIXISl EEiZ2 STS Al2l= HAIKIE M&EE & USLICH
SYSLOG servicedt Jtsst &EH0 A2 SYSLOG MH HF0| HES S 2200 At
STS Al2IX AAE 227 £E= Al2lg ZEEQS HOIH 210 &3 HAM 230 ME X
SYSLOG MHZ X&EE = USLICH ZE/ANAE 27 HME S0l s MAs 2= 421
HE 2 262 AIAE 27 &F

o
1]
P
ol
=
=

3.7.NFS AH &3

STS AM2lZE AMAHE 21 = ZE HOIEHE NFS(Network File System) AMHIAE Soll NFS
J

MBI HEE = JA dte JIs2 XNJELICH OIS AIEStei= AMEX= NFS A IP =4
&2 NFS MHe ZX Z2E PEAl XNEoloF &LIC. /& 3-9= NFS AMB && HOIXKE
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MFS server configuration

MFS service IDisabIed vI

MFS server IP address |192.IBEE.EDD.1DD

Mounting path on NFS server ; |f

Save to flash Save & apply | Cancel |

& 3-9NFS A/ &&

STS Alel= 21 OIOIEE NFS Ao M&ESS ™, STS Alel= &30 X&EE NFS AH
“read and write allowed”22 A&GHOF &LICI. STS Al2lZX 2 NFS M p?
2, AABXs Ut S0 2= UDP M210I UHREH 0Ise = U= AES BIEAl FIHoH0F
8tLICh.

NFS AMHBIADJE ALE Jts &AHi010 NFS MB £&0l BES Z208, AIEX= STS Alel£8
AAB 2] = ZE HO0IH 22 NFS Mz MEZE = USLICH EE/ANAY 210 &
SIXION CHE XHAIEH B2 = 4211 FE £2/ 2 6.2 A/AE8 £ &5 MES FXotYAL.

3.8. Ethernet &%

STS Alelz= S &2 0 582 Ethernet modeE X & & LICH
- Auto Negotiation
- 100 BaseT Half Duplex
- 100 BaseT Full Duplex
- 10 BaseT Half Duplex
- 10 BaseT Full Duplex

Ethernet modeE H&AS =, AZX= AIAEE HEEGHOE &LICH Ethernet mode2 =& =0GtA|
Jle2gt2 Auto Negotiation@Z A AT USLICHE HHERS UERKA #H0W A, Auto Negotiation

2E= Ot RdotH &&= 2EYLILH Ethernet moded E S A RMe T2 £Z&otH, STS

A2l X0 HER D F0lA SHoHA €= = AsUL

Ethernet configuration

Ethernet mode : |.-’-‘«ut0 Megotiation =]

Save to flash Save & apply | Cancel |

7&/ 3-10 Ethernet Z& &&
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39.8 At &£€3

STS Al2lZ2 & MBHeE HTTP 2 HTTPS(HTTP Over SSL) MBIAE 2% XIRELICH
Disabled2

22t HEX2Z Enabled £ =

HOIXIE 20 SLICL

M X 5t
=2o =2

= UASLICHL

Web server configuration

HTTP =service
HTTPS service :

display (0-1200, 0 for no refresh) .
Default web page @

Customer web start page .
Customer page authentication :

Web page refresh rate for statistics data

|Enab|ed vl
IEnabIed vl

I”ZI seconds

|Canfiguratian page |
& HTML (index.html)

IDisabIed vl

" CGI (cgi-binfdefault)

Save to flash Save &apply | Cancel |
78 311 & Kb &F
=2 &3 HOoIXIoA & HOIXI HHOolE =F=Jl(web page refresh rate)= &= £ USLILCHL
HHOIE +Jl= Alelg ZE HZ HOIX WERD AHHOIA, Al2ld ZE|IP, ICMP, TCP &
UDP2t &2 AIAE AEf HOIXO ZHELUIC 1O 29 & HoXiAM=s XHs22 M2
DZ(Refresh)0| ®& TIXl LSLICH XAS LIE2 A& 7. A/AH SHE 2AGIAAL..

Of &% 0= HIOIXINA AFEX= &0 2102 8 =0 Jl2 & HOIXNE HSe48 £ USLICHL
ME ZotAl Jl28t2 &3F W0l Xl(Configuration page)Ol) AFZ XL AFEXF Hl 0l XI(Customer
page)E A& £ QUSLICL AF=ZX HOIXIZ JI2 & HOIXNE HdFS Z0 AF=ZXEs Jusr2
Clei &2l OfeHOol HTML(index.html) LICGl(default)S ANAM AEX & AIX HOIXNE d3E
= ASLICH ASBXsE A9 AIE SR XF0 0 LSS =8 = UASLICH ALZS X ID2F
HIZHS 20l AFEX HIOIXIN 2Hoz HI26tEE 6HJ| /oAM= AIEX HOIX 218 AAS
“disable” &EHZ 2= ELICH AIEA & HOIXIS zFFFE <8 KMEt F2= HA4& 93
AEIF ZS & HOIE EESHAAL.

3.10. TCP MHIA &3

TCP HMI&E0I & SAE HUHAM M8Fs 2R, SAE TCP ZEQ lock-up2 ZXIGH RGHA,
Fa4Noz ZZEOO0F &LICH O0ld8t lock-upe Z2el HIHAXC Bz S22 2ldl
2SO, 0128t lock-up=2 X6t fdiM, STS Alel== TCP keep-alive Jls2 H3E&LICH
STS Al2lZ= UIER3J &0l keep aliveTlO JAEsEX 20lgH)| ol FIEC2  AH
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STS Al2lZZ TCP “keepalive” Jls2 AMEotHH, AIESX= G

S HoH0oF LICH

0l
S

20l 3042 IetOIHE

e TCP keepalive time (sec):
M& 2t S4I01 Sle MEHAM S0tLt Z06tH keepalive THA! &S Al
o

¢}
Zd LI Jl=gt2 156 =28 4850 USsLIC

JA
o
¥y
o
>
=}
i
i

e TCP keepalive probes (times):
HBS BZE WK B4 HEeIXl HRE &0Clot)| ol 2 SAEN keepalive IH2!IE &
SHO0lLt #&ot= JtE UEHELICH D22 332 4350 ASLICH

e TCP keepalive intervals (sec):

Keepalive I§2! M&E2| Al2t 2t S LIEHRHLICH JI=28t2 5 =

Hu
x
04
m
2
0
)3
-
o

3]
(6]
b

& =) 2L M, STS Alelx= OI0IEHJE S&l0l 8l &EHRH 15 =Jt Xt
2

o
A0 33| keepalive TH2!S XS EHLICH

TCP service configuration

TCP keepalive time(sec) @ |15
TCP keepalive probesitimes) : |3
TCP keepalive intervalsisec) . |5

Save to flash | Save & apply | Cancel |

7&' 3-12 TCP keep-alive &%
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4. Nlglg ZLE &HF

4.1. R
ANelgd ZE H3F Jls2 S AAX= 28 ZEQ| host mode, Al2lg S4 Wtet0lH, ZE 22
9 DBt 28 M0IHE £38 & ASUCH

Aelg EZEZO| hostmode= Cit81t 20| &%

e TCP:

C SoilA &2 O0IEE digote Al2lg EX2 WEWD, Alelg EXE SaiAd &2 ol
CP HA WEELICH TCP MB, TCP Scl0IHE, TCP A & ZSel0IE 2z &

bS8 Ch2 HBES SoiM A2l EXI0l dIOIEHE EWAL TIOIEHE

| Ct.

o

&= USLICH

—

o
i

o
—

i
O
ol

rnr oM

'y (L

o4
$0

or o

o

— O

UDP 2E =%& UDP ZZ2&EZ0 J|Bt otdlt= &

o
b
to
_O'j
kJ
_|
0
o
H
n
O
il
]
my
i3
C
o

Ol 2E= AT BEUHE AESH2 Rdt= AFEXLE JIE0 Al2lg EXI0t 28 AT ZEHE XIR

— LV VN

e Virtual COM:

0l 282 £¥2 usol =3t2 olELICh
port logging JI1S22, Al ZEE Sl 8&&= OOIEHE MEMORY, SYSLOG server, NFS
server £= PC & &2 SollAl ATA/IDE fixed disk card0ll & & =+ QU&LICH port event
lsez, AgXte ZE E2 IJIAE HAXNSES S5 = U220, Ol STS Al2l=E Aleld
AXNZ2H IIAE HAXNSS 2H ZH, Alelg EXd 02l 480 Us HAINE EUHD
email £= SNMP trap 2 Soll 2elXNuH SZ26HH & = JASLILH 01E Sol AEXe HZE

Z

FXNZRHS HWAIKNE ZAE = USLICH

MEMORYO M&EE Z7 HI0IEl= STS Al2lX0 M0l HAN= =2t XKAXI| S0, A
ZE 27 HOoIHE E=5l)| fIcHAd= SYSLOG server, NFS server £= £ = PC I9I&
Eo6H Al ATA/IDE fixed disk cardE AI=3dIAOF &HLILH.

.

mo ne

l
ol
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Aelg ZEE HEHC2Z L= 8HA
2Est 43 IIet0IHE 246t U

H 41 Al2/E HEE LT Ii2H0/E

Port Enable/Disable

Port title

Apply all port settings (Individual serial port setting only)

Host mode

TCP listening port

Telnet protocol

TCP Max allowed connection

Cyclic connection

Inactivity timeout (0 for unlimited)

UDP listening port

Max allowed connection

Accept UDP datagram from unlisted remote

JIl? host or not

Send to recent unlisted remote host or not

Inactivity timeout (0 for unlimited)

Modem emulation

Remote host?!

Add or Edit a remote host?
Primary host address
Primary host port
Secondary host address

All serial Secondary host port
ports Remove a remote host
setting S Allowed host IP
Port IP fil g
ort lltering Subnet mask to be applied

Or Encryption method

. None/SSLv2/SSLv3/SSLv3 rollback to v2/
'”d_'VI'dua' TLSV1/3DES/RC4
siré?tiﬁgrt Cryptography?* Cipher suite selection
#1~#8(1/4) Verify client (server mode only)

Verify certificate chain depth

Check the certificate CN

Filter application

Filter application path

Filter application arguments

Serial Port
Parameters

Type

Baud rate

Data bits

Parity

Stop bits

Flow control

DTR behavior

DSR behavior

Inter-character timeout (ms)

Modem

Enable/Disable modem

Modem init-string

DCD behavior

Port logging

Enable/Disable Port logging

Port log storage location

Port log buffer size

1 TCP/UDP mode only.

2 A secondary remote host is available for connection-fail backup in TCP mode

8 TCP/UDP mode only.
4 TCP mode only
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Display port log

Enable/Disable port event handling

Notification interval

Enable/Disable Email notification

Email - -
notification Tltle.o.fEmall -
Recipient's Email address
Enable/Disable SNMP notification
Title of SNMP trap
SNMP

SNMP trap receiver’s IP address
SNMP trap community
SNMP trap version
Add/Edit a keyword
Keyword string
Email notification
SNMP trap notification
Port command

Remove a keyword

Port event handling notification

J& 4-12 &-J|Et Alelg ZE 43 JHE 2BHSLICH Aleld ZE 43 Hs JHS2 2
ZTESO HEE %60 2EHSLICH AF2X= 0l HOIXIWAMN SAE BE, 2535 568, 22
ZE 4H0l gt 282 2 = USLICL OS2 32E BE2 E0It 20lclte XS &AHst
AL CH
Description
Host mode -
Mode> Encryption® Telnet”
TCP TCP Disabled Disabled
TCPs TCP Enabled Disabled
TEL TCP Disabled Enabled
TELs TCP Enabled Enabled
UDP UDP *8 *
Modem )
Modem Emulation * *
Emulation

NE 424 SAE JE 22 T BX.
HE 427 Z=5 74 HX.

ME 4241TCP 2 X

K& otk 3.

0 N o O
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Serial port configuration

all port configuration
Port# Title Host mode Local port Serial-settings
All Port ¥ TCP 7001 RS232-9600-N-8-1-No

Individual port configuration

Port# Title Host mode Local port Serial-settings
1 Port #1 TCP 7001 RS232-9600-M-5-1-Na
2 Port #2 TCPs 7002 RS232-9600-N-8-1-No
3 Port #3 TEL 7003 RS232-9600-N-8-1-No
4  Port #4 UDP 7004 RS232-9600-N-8-1-No
5  Port #5 Modem emulation 7005 RS232-9600-N-8-1-No
&  Port #6 TCP 7006 R5232-9600-N-8-1-No
7 Port #7 TCP 7007 RS232-9600-M-8-1-Na
8 Port #8 TELs 7008 RS5232-9600-N-8-1-No

JE 41 AEIZ EE ST o 58
42.18 ZE &F
STS Al2IZ9l Al2lg EE:= HEHCZ E= BNv0 232 + U=, Hg L 22

SIS
=2o

HE X

Im
ro

Chst 201 1204 OA82e2 EF[E UL

Port enable/disable

Port title

Apply all port settings

Host mode

Remote host: Available only when the host mode is set to TCP or UDP mode

Port IP filtering: Available only when the host mode is set to TCP or UDP mode

N o o M wDdh PR

Emulation mode

©

Filter application
9. Serial port parameters
10. Modem configuration

11. Port logging

H
Im

Cryptography: Available only when the host mode is set to TCP mode and Modem

12. Port event handling: Available only when the port-logging feature of the port is enabled

220 g BE M RF AT Us [ Move to —] 2IAE HANM 0SS
HEES Mo (12 ZTEC MFSHCOZ #) 1S + UBLICH

39
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4.2.1. Port Enable/Disable

2t AM2lg EZE= enable = disable @ = USLICH OteF Al EZEDJ} disable AEHIF & ™
Al & £ QISLILH & 4-2= Aclg¥ ZLE enable/disable &89S

Xtz oY Aelgd ZEZ 3%
o

Serial port configuration - 1 : Port title 21 --- Move to ———j

EnahblefDisable this port

Enable/Disable this port |Enab|e vl

Save to flash Save & apply | Cancel |
Reset this port Feset |
Set this port as factory default et
Port title

Apply all ports settings
Host mode configuration
Remote host configuration
Part IP filkering
Cryptography configuration
Filter application

Serial port parameters
Modem configuration

Port logging

Port event handling

_7&/ 4-2 Serial port enable/disable

2t stuckE Alele ZE= [Reset this port] 22| [Reset] HES & MEEE == UL, [Set this
& U

port as factory default] 2 22| [Set] HES = =& Z=GtAISl AEH

tu
T
Ml
o
!

4.2.2. Port Title

AETE 2212l ZEN HZE X0 et 48 85 = USLICH oI EXe =E,
g gH £= AX 2 S= LHoto, 2 LE2 AMES oA AIEE = USLICH

40



Serial port configuration - 1 : Port title #1 -—- Move to ———j

EnahblefDisable this port
Port title

Port title : |F'c:r‘t title #1

Save to flash Save & apply | Cancel |

Apply all ports settings
Host mode configuration
Remote host configuration
Port IP filtering
Cryptography configuration
Filter application

Serial port parameters
Modermn configuration

Port logging

Port event handling

_J&/ 4-3 Port title configuration

4.2.3. Apply All Port Settings

AEZXIIL all ports settings & =85l LE ZES HFS SHHBON &I, HIMM= o
f= JI&E LE 43 gsSS TJ|stcte RS | 2o, STS Alelxt= HE ZE HHUAM 02
sige X ZX HEE £ = UA LICH 2+ HFO0| disable &EHQ AL, J|&EQ ZE 4
& gt all ports setting2 =&dotHetE RKAIEAH ELICH Z& 4-4= apply all ports settings &
& 3HE BEHSLIC

Serial port configuration - 1 : Port title #1 --- Move to ———j

Enable/Disable this port
Port title

Apply all ports settings

Lpply all ports settings @ IEnabIe vI

Save to flash Save & apply | Cancel |

Host mode configuration
Rermote host configuration
Port IP filkering
Cryptography configuration
Filter application

Seral port parameters
Modermn configuration

Port logging

Port event handling

J&/ 4-4 Apply all port setting configuration.
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424 SAE BE BZLF

STS Ae2lxe &z EEE "sAE 2Lt gLt A8 ZE0= TCP 25, UuDP 25, 28

l2dold 2= Al JtXIJH ASLICH

e TCP 2L

TCPE SaoiM S0& HOIHE AMelg ZEz UWEWD, Al2YEEZEZ SR UO0IeHE TCP2
LHEYLICH TCP HZ2 &£F& TCP 22 ZE EHZ STS Al2IZ2 S0HL= HZ 1 STS
Al =0l 28 3 SAEZ Wihe dE2s2 25 AMEg = UsuUth L8 O

HZS 0I8BollA A2l ZEZ HOIHE WL &8 =% UsLICH

e UDP Z2E

UDP 2E X2 UDP Z2&EZSS EE8es 8= Mot TCP 252 s Hi==g L.

o 2 OEd0I& 2E
Alelg  EXIot 0101 28 AT EEd=S Aol MEXIE AT ZES MEdAM MNMES
Moot A & I 0 22 AEELILHL TCP M&ER XIS LT

78 45 SAE DS BAEIO M SHYLICH

Serial port configuration - 1 : Port #1 --- Move to --- ~

Enable/Disable this part
Part title

Apply all ports settings
Host mode configuration

fol

Host mode ! ﬁC-F’— v

TCP listening port (1024-65535, 0 for only mm

outgoing connections) ! =

User Authentication | 1Disabled v

Telnet protocol | Disabled v |

Max. allowed connection (1-32) ¢ |32 |
Cyclic connection to remote hosts (sec, 0! 10 |
disable) :

Inactivity disconnection timeout (sec, 0 ¢ 10 i
unlimited) : !
Socket 1D option ¢ [Disabled v__]

Socket ID{for outgoing connections) ; [ |
TCP Nagle algorithm : \DisLedv]

[ Savetoflash |[ Save &apply |[ Cancel |

Remote host gonfiguration
Port 1P filtering
Cryptography conflguration
Filter application

Serial port parameters
Modem configuration

Port logaing

Port event handling




424.1.TCP 2&

TCP 252 O & Ololiotdl fIoiM Sa3stE AEf™0| &(State Transition Diagram)E AtE0t=
Z2It ESLICHL el of Cholofadol et AtEX2l OlshE =21 |IoiM STS Al2l=<
AEE G810 20| 2tetotH dHot R SLICH

[E7I(Listen)]

"SEE A SAE F UMM HZE QAHO 2IIE DIt US"S UEELICH

Z &
TCPREZ HEEAS M CIZEE AIX RS LLICH
[E&!(Closed)]

"800 Y= AEN"E =3t

BHA o

ICt, &2 SAEQ STS Al2l=2te OI0IH &350 255 H,
|= & ottt BW AZ6iH A2l Z 0l AHZ HHAHA
SLCL O & AHE IS22 [EDI(Listen)] 2E2 ®HELICH
[ 3-2+8(Sync-Received)]

£ 2ROH [EDI(Listen)] AEHUHAM [&3-E+S(Sync-
Received)|2 HHELICH STS A2IZIJt @ES 20S0|H, [+~ 2 (Established)] AtEiZ HHE LICH.
[43-2H(Sync-Sent)]
STS Al2IXJF g1 QEHS /2 SAE(N SO [ZE (Closed)] AEH0A [A3-& H(Sync-
Sent)|2 HHELICH Ol AHes 22 SAED ¢HZ QES 20t WA SXIELICH
[==& (Established)]
"HZ0| =& & (open connection)"'sS LIEIRHLICH &H SAE = STS AlelEx &2 otULIt
ChEg 2o HZ QFS YolS0|H HA0| &1 [+ E(Established)] &EHZ BHELICEH
[CIOl &l (Data)]
[4 2 (Established)] AEHY [ & SAES COIHE C2 SAEZ2 M&E A4ALICL TCP
N&E s&2 20 gA Olaiaol fAGHA, OIZ2H AH OOoIeH &&0l 0IR0HX= AEHE
[CIOIEi(Data)] 2t) F&ELICH & HMZ, [OOlE(Data))] @== RFC 793 [TCP: Transmission
Control Protocol|ilA &Z &= JAXME [+E(Established)] AEHS] LR2ALICH. AHZQ

CIOIE &5 SAHMAME 0 &Eidr SEHELICY.
STS AlelZ2= &&0l et TCP AU Z240/HEZ SHELICH STS A2lZ= Alelg ZE
 —

= TCP ZEZSH OOIEHE MZ502 WE2o HZ2H0I&0 el Lsrsol @
ELICH CIZE TCP ABlE TCP AH 259 =22 [ED|(Listen)] LIC.
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1) MEHQ AEf &0l

[E Dl (Listen)] --> [&l 3 -2 S(Sync-Received)] --> [~ & (Established)] --> [0| 0| E{ (Data)]

> [=t8!(Closed)] --> [E D] (Listen)]

Or

[E7](Listen)] --> [&l -2+ S(Sync-Sent)] --> [~ & (Established)] --> [{I 0| & (Data)] --> [£ & (Closed)]
--> [ J|(Listen)]

2| AHE [SDI(Listen)LLICH Al2l¥ ZERELEH  S0i2=  COIEJ USP  TCP
SP0IMERN 22 SAEN Hz2 50 TCPEEE S6iM  OIOIEHE  ®BHLICH
SOIQACIE 012 QXS AR AHZSE 2O8 TCPAHIZA OIZS 228 = A2
HEZS =5 COIEE MSBLUCH 0l ACZ, AISXE 84 STS AX) =3 242
SAEN B0l €0 UCID JHEE & USUC

2) E=

o Al2I€ OIOIE &5

STS Al2lZ29| Alelgd ZEE Soll Al2lg ClIBtolADE HIOIHE BUH, HolE= STS Alel=2
Aelg ZE HIHO 20/H ELICH BHIHIF IS ALE IF Al2FSeH HI0IE &0l Lo LEX
©AoH STS AMelxzs SSEE A SAEQ AZELIOHL Ol O FoH& Alg "Xt
Et2 Ot=2(Inter-character timeout)'Olct2 & LICt. (2A2H Bt 020 2tst XiAlst 492 4.2.9.
Al2lg HEE [DICI0/EE EZZSHAIDl BHELICH TCP M&E0l HZE X 22 AEHOAM STS
ANelZJL &8 SAEQN HF0l TH, Alelgd ZE HHO ¢ dolHe 3 SAEHHN &S
gLICH DX 208, HHH d&E 2 HO0IH= AMELCH
o AH& HZdA

A SAENMN HZHH RES EUWHLE LFE Al S Al
UL 2o A& HZ0l SHEMELICH ol ol HoH& Al2t2 "HIE#S Et0r=2(Inactivity
timeout)"Olct) & LICL Alelg ZE HHO gO0AE 2= OoleH=s #2201 ofME M
AHIE LIC.

clg ZEWA OOolE &&0I

° A S
2= L= TC

3) I+2H0IE

e TCPZlAY EE

01HS 22 SAED} TCPAIAS S1Z5ID HIOIHES Z248 & Q= TCP ZE HSLICH
TCP 2lAY ZEZ XQIE ZEN o SOIQs 9Z IS HEZ AYLICL STS Al2IXs
102426 666350HX EE W52 KBS0 0 022 &F0| T8 L= o2 (outgoing

N

connection)20| oiE&E LICH (TCP

44



e ALEX 21E(User Authentication)

TCP 2E0IM STS Al2IZE = ZE AISKA 213

= ZE E2Al AFEXH ID 2 HAREE LSoH0F &LICH (AHEX 2telofl CHaH
)

£ XL 0l SE0I 43t T A2 At
==} St
21X+ 2Ztel(User Administration) & &2 & X3HAIJ| BHEHLICH.

E_
Flr
_>_

°
2
K

HU

HN

[

TCPREOUIA, STS Alel=x= &4l COM EZE MO SE(RFC2217 S8H2 XNJAGIEZ AISXtes

&5 =T (baud rate), HIOIE BIE 02l €8 MO s&U &2 Al

RFC22175 & &4l Z20|HE T2 Q3o HHE = USLICH (Alel
4.29. A/2/12 HEE II2I0/EH & EZRSHAID| HHELICH)

IO O S48 RFC221758 COM EE ZICIOIZE S M AMEHN AI2Xs 2012 Alelg

ZE OHSelAolE Z20YsS MESIH STS Alelx2 Alel

ne
Hl
Im
=
u
=
o
]
z
=
e
I

/00, Tactical Software2 &l Serial/IP Jt MZELICL. COM ZLE 2|CHOIE AtE0ll 2tof
H AMst F2E 2al® SeriallP2 EME ZEHZEGHAIDl BHELICH (0 AAMSt H32E J6HAIH
2= 6. SerialllPZ STS A/2/X At&ol7 BS & XSHAID| BHELICH

o OIEEHE=E HZ2 =&t

STS A2lZ2E A% SAEZRH Al2lg ZEZ9 U= X2 z/0 320HNHX XJELICH O
Lt 223 SAE 2[AE #Z &8 (remote host list configuration)Ofl 2|51 0/0] &3 SAE &H=0|
ULH, AZ Jts =Xe (GI8dHes HZQ ZUat - 010 HZE A SAEQ )2 2 AFL

Ct. GIE S0 ALZXIE S8 = U= HZ2 xUgtS 328 €36, #2 SAE CIAENA

HSFE ol et STS AMelZUAM 223 SAEZ 3042 AZ0| JAUHH, AR SAEZLH Ale]
o LEN HEE £+ Us HAQ ZU2 29(=32 — 3)0] & HYLICH 2 SAE 2|AE &
A0 &2s O KMet E2E 2HH 425 & SAE 2#F &F 2 EXR0HAID| BHELICH

o FIH AH

ZJ|& ™HZ(Cyclic Connection) Jls t2otEE HFEJUOH STS AMlZesE oY Aleld
ZEN HZE EXNZRH SHe AldlY OI0IEIE iHets, €& AIZI0ICH AHEX Hel &34

SEELICH 32 SAEN Al2lg EX2 22 OOoIEIt JATE, 32 gl =
STS AlelZ2 Alelg ZEE &g = JASLICH 2Fer STS Alel X0t

SolM A2l EX=2
AENAM STS Al2IEZ2

[=13

2 = e, 0 JIss Ol

e
I

2 S A
STS AIRIZD} @2 SAEZ CIZEGHH 24 ASLICL AFSIHE STS ARIZIL 22 SAE
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TCP connection request rejected
Or internal TCP time-out

In-coming TCP Close request

TCP conpection request accepted o
Inactivity time-out

Incoming data via serial port

Established

I\

Incoming data
from remote host

Incoming TCP connection request

Incoming data via serial port

J& 4-6 TCPEZEY HENHOIE

e A3 D

STS Series)t & 2 SAEE= HZEE STS Series Jb ™

UsLICH 0 20 232! ID(Socket
Ef &E=sg 20 NEFE =XEsS

D)0l S&dst EXAES XEotE STS Series)t &3 =
b =IO 494 DHAI Eot=

=
JA
0n
~
o
ju
Q
=
0t
>
rr
=
o
e
r
foh
o

BN &&E6t0 Data &E0I =
shgs 23 D2 X3 = USLICL(O0I S8 root AIESX2 HFO0| JtsELICL) TCP

Z2E0A 23 ID = TCP H2Z0] 0l



e TCP Nagle &112|&
TCP ZZ2EZ=0= Nagle &12l&
g

e 4o M2 WA HB

s . tds=E o

S0, deflth 0l ZNelE 20 oY 3=R0= S&s2HIt 0FIEDl & &LICH Nagle
2dNelBW TCP o XHE ACK 82 A0l LAHQ MEHIZ A ZHE LA
8LICH Nagle 2102|52 0] option2 Ol E5I01 &4 L= &8s A2 &= USLICH

e HIES ELOtZ(Inactivity Timeout)

HIZ&S El20t=(Inactivity Timeout) JIs2 AE5IES &SFMS W, HIES EHLUR
EHETNA HHE gt S OOoIEe AS0l LA %2 A SAEQ} STS Al2|ZA0I<
AZ2 s Z & LICH

4242.UDP 2=

UDP2C SX2 UDPRCO JI¥S S1 U1 © 5l AL® Holgl &2 SAE0H0| STS
2 o1

TCPR2ES HIx&LICH UDP= HIHZ ZZEZ0|7]

e
O
1

AEDJF UDP CIOIEI &S STS Al2lX2 UDP 2Z ZE =2 oLl 2, 8K STS
A= 0l HOIEH80l &3 sSAE SFZLFHUA 28 A8 S92 StHU0IAM 2 X
SOISLICH ofl" 38 SAEI #H S AE & AE Z9 otuet®, STS
ANelZ2s AMelg ZEZE SoiAd CIoIeE &EELICh 88X @08 STS Al2lZsE S0HsE
UDP OIOIEO&=S HIIIELICL ddU AMEXE '2lAEN 8l F SAEZRH &2 UDP

o
ooy
fol

datagram= &tJ|(Accept UDP datagram from unlisted remote host)' Tt2t0IEIE '0ll(Yes)'E & &St
SAE SELEFN 20 ZE EH2= UDP UHIOIE &S STS A2IZIF HEs oS

= UASLICH Alelg ZEZRH S02e= dI0IEHIE JA2H, STS Alel== 0| HI0IHE &2
AEZ MBELIOL Bt SF0 gl= z2 33 SAEZ
&0tJ1(Send to recent unlisted remote host)' IS0l '0l(Yes)s &8 &N UACHH, HZ2 (IS
EFL 02232l AIZ2H0I BT X %) STS Al2IX0l HOIEHE BEH 23 SAEZ2T HOIHE

0

X foh
[>
Im
o
X

X
bl
=2
bl
10
n
0
¥
fol

2) I+240IE
e UDP =4I LE
TCP c2lAad ZEQ 22 JHELLICt. XHAIst A2 4.24.1. TCP Z£°o 1I2l0IeHE

Hge TCPESalt Z&LICH XtAE Atet2 4.241. TCP 2229 NI2tOIHE F X0 AIL.
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o SE0 Sl ¥ SAEZEH UDP HOIEHIOE 8|

2|AEN Sl A SAEZRH & UDP datagram2 2HD|(Accept UDP datagram from unlisted
remote host)' IS0l 'OtLI2(No)2 ATEH, STS A2 A2 SAE SHILTUAM 2HE
PASAEZREH S0H2Q= UDP OIOIHIOES YSLULCL Btz 2AE0 e &3
SAEZR2H & UDP datagram2 2HD|(Accept UDP datagram from unlisted remote host)' J|s 0|

Ol(Yes)Z2 AAEH, STS AlelXEs JH SAE SHALFHN AH2Q0 RE ES0H2= UDP
QoI O&=S 2 ELIC

o =50 8l= 2 ¥3F SAER dEGHII

'SEN Sle 22 A SAEZ ME06HI|(Send to recent unlisted remote host)' J1s0| '0ll(Yes)'&
SFEH, STS Al2lZ= #2220 STS Al2lZ0 &8 A SAEZ HOIHE HSELICHL
SE0 el= 22 2 SAER STS Al2lZ29 Y AlclE ZEZ OHO0IEHE SR A
SAE BHAMEFHNN FHEHUX L2 A SAEE UELICL 22 STS AMelxs H SAE
BIHTUAM FHEE FSAEWNS OOHE ®ESELICL 'SS0 e z2 @83 IAE=R
& & 36HJ1(Send to recent unlisted remote host)' JI1S0] '0OtLI2(No)E E&&8EH STS Alelxz= &4
SAE  SFLFU RHE SAENR COOIHE E2HYLIO. STS Aldlz= Hlgs
Et2 Ot=2(Inactivity Timeout) =t =50 Sl= %22 @& SAEE SAISLICHL

o HIES EIAOIR

UDP 20, S=0 e 229 /2 SAEE KXo <ol HIES EIL0IRE AIEELICH
HES B0 SO 220 9= |2 SAEQ STS Al2IX9 Al2lZ ZE ALOl0l GI0IH
&0l oW, STS AelZe Alelg EZEZEREH SE0 e =29 A2 SAEZ A
CIOIEHE EUWRX &S 24LICH =, UDP 2E0M Hlgs EtYot20/8t STS Al2l=IE S =0
SlE 229 A SAEE RAGH)| Rlol 22ldt=E AZFLLICH UDP 2E0HM AFE XD HIES
ElY0IRE 022 H3F5IH, STS AlelZEe Al2Ig ZEZRH SE0 e 24 2 0
OIS 2UWXl &2 ALICh

e A3 ID

STS Series)t 223 SAEN XN H=ol=

0

£

}0||

f A SAEE AHAE STS Series It (™
XX E 2AHES s f. 0 B0l A3 ID(Socket
D)0l SE&st 2ANEES XNEGHH STS Series)t A& SAEN E=5g 20 NEEH XSS

B &&E6tD Data 8E01 AEEN SUC AFBXE Al2lg Bis = 0 494 Xl &ot=
FAgs 23 D2 NEFE = USLICHL0I SHE root ALZXEH HZAO| Jts&LICL) UDP

SEUHAM A3 ID = 2 20 =t FLICH

4243 29 OlEdol&E 2=

28 H=2diold 2Z0A, Alelg ZE Z2AAE OHXl Al2lE€ X0 2= 280 XHE
SHEULL AlclEd ZE ZZMA= OHX Z280A ol ZXE, AT 28 8= 210 S0l
et SELth £ 28 MsSE ot XMelgut 28 tsSdold 2= s &2
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e 00 AMEXY Alclg EXI0I 2HE Z2E0| AS B2
AZXE Al2lg EXIo dstd A

2 0 QULCHH, 0IE =35l Ethernet H&Z2E STS
Ael=22 wxHg = JUSLLCH AFZXOE off

F g 22 ATAATDT 29 I2A0IEHZ MBS

Al IP=A(E= Z0e F)E AMS8cte AUt
o =39 FF SAEZ A2IE HOIEHE 2 22 USE R
Aelg XA S==2 SAEZ HO0IHE 2UWoF &tE 28 Sdold 2EJt ZELeLICH

IS SOl Al2l2 =X H BN OIOIEIS H BN HOIE S AB2, £ BW HoEHE S
B MBIE 29 & USLICL AFSX &XIJF aHOF 8 22 FXI0IA ATD(T) XXX S Pu
IOFCH IP FA(EE

STS Alelxz9o 2
HEAIZN i g2 = UASH
STS AlelZ0A XI&sts

1T
HZGH)| ol ATDA HEE AIERS 12 Alg ZE H

IO|AE Ethernet

a!
l= M3t ZES AMEdts HECL MEELICL # 42
O

S8 HdEHQ HE 2WSLICH

e
o
=
i
ol
N

A g o
(verbose code)

+++ dd 94" 22 =57 =

TCP 2EZ TCP Z210/0E 252 &F3 =, HAE

2104 S AE %S_ﬁ_% E%C’F i
ATD(T) _ A2 SAER N[=-T0]s" PP
[_,_de P £ cHol !
Y[R EE][CR]LF] 0ll) atdt192.168.1.9:1002 g&NNEST_[SFg[LF]
co 0/l) atdt1921680010091002 I\TOE(;H,LRT;IL;SE,R L
ATD(T) IP =4 192.168.1.9, ZE 10022 S ZEHLICH Cre o1210r ‘:'[MHC]>[}D4]
22 Pz ZE||(ZEsE UAKXIIK 58) ERROR [CR][fFT
[CRI[LF] 0ll) atdtss.sena.com:1002

COQl =A ss.sena.com 2 ZE 10022 HAEHLICH
AT = ATZ [CR][LF] TCP A3 Al2lY¥ EEES XJ|58LICH
ATA/ [CR][LF] OXIS HES Sr=gLIC
ATA TCP 2CSZ TCP AB 252 &Fs &, TCP AHE
(22 ZE wa [ED|(Listen)]2 & HEHLICH STl
[CR?[L;]— = . 9@ met0lE, 22 ZE H3J} HAGX 228, | OK[CRILF]

CHal TCP A& TetDlE, 22 ZEJL AFRELIC

Al TH 5§

E, EO0: 2 &FZ GhRISLICH ERROR [CR][LF]
ATEn [CRIILF] EL: 122 &XsLiC
ATON [CR][LF] 0,00: HIOIE 252 A&aLICh

Q,Q0: S22 TAIBLICH (CIEE)
ATQN [CRI[LF] 0l: S92 ZAISIK 2aLich

I Qo AFEE, BN BP0 BEIUC. D210 UM HZets S20l USUCL 02 22 26K 2o

° o
S0l LA LICH
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ATVn [CR][LF]

V,V0: & =<numeric code> [CR][LF]
V1 (CIZE): 8Y = <verbose code> [CR][LF]

AT&Dn [CR][LF]

D, DO: DTR(PC) A& Z SAIELICH
D2(CIZE): TCP M& HAZZ2 oHAMELICH

AT&Fn [CR][LF]

NMNX™2
=2 o

F, FO,Fl: CIZE 28

%4
BA =2

SeLCh

AT&Kn [CR][LF]

K,KO: &8 HMOJF 8isLICh
K3: RTS/ICTS 58 MO (CIEE)
K4: Xon/Xoff (K& & )

AT&Sn [CR][LF]

S, S0: DSR(PC)= 1 RIL
S1: DSR(PC)Jt TCP ¢4Z

=5LICH

S0 SLICH

H, HO: & TCP HZ= oM ELICH

ATHn [CRI[LF] 2 CGIOIEIJF AL LICH OK [CR][LF]
H1: 270 TCP ®ZS SX & LT
I, 10: “Sena Technologies, Inc.”E HEAI&LIC.
ATIn [CRI[LF] 13: 29 HSE HAIELICH <=
(12 2o .“oK’E BAELULC
HIZE EIOIHE n2o2 AFsLC
ATTn [CR][LF] \T\TO: BIZE EIOIHE ARSI 2aUC (CIEE) OK [CRI[LF]
ATBnN, ATCn, ATLn, ATMn,
ATNn, ATP, ATT, ATYn,
0, 0,
AT%Cn, AT%En, AT&Bn, os OK [CRI[LF]

AT&Gn, AT&In, AT&Qn,
AT&V, ATMn, AT\An,
AT\Bn, AT\Nn, ATXn

ATS?, ATSn=x, AT&Cn,
AT&Wn, AT&ZNn=X

Qe
alo

ERROR [CR][LF]

ATFn [CR][LF]

3
alo

nol 1019
OK [CR][LF]
OE Z=ctd,

ERROR [CR][LF]

ATWn

Qe
alo

nol 00l2te

OK [CR][LF]
CE 3=
ERROR [CRI[LF]

H 4-3AT F20 88 A
HEA BE(Verbose Code) =X 2E(Numeric Code) 49
(“ATV1” €&E0| Adi=l ) ("ATVO” HHEHO| adl= 5)
OK 0 FP0l AEE
CONNECT 1 oo 3lH0 AZE
RING 2 2 ASIF 2RE
NO CARRIER 3 Zal Hel MSE &3
ERROR 4 HBoHA ¥ Y
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HelloDevice < ATZ Serial A
SS100 ATZ > Device
OK > Command mode
TCP connection
Sequest _ATDT
| |
ATDT >
TCP connection
Established.
»| CONNECT \ 4
A
ATA.... <DATA.... TCP mode
DATA.... > DATA.... -
At
Request TCP D TH
,_disconnection 40‘
< ATH .
T_CP . Command mode
disconnection
p| OK -
>
NO CARRIER
v

18 471 28 S0/ =9 ZEIG0IEH S5 HEEFO 0

425 /A SAE 8H&EH

22 s AE 3#ZFEZ(Remote Host Configuration)0l gt STS Al2lX2| Al2lgd ZEZE2EH OI0lH

T o=o

HE0l AUS M STS Al2IE2 Alel2 ZEZREH HOIHE =8 SAES S5 ZELILL
TCP ZE0lAM, STS Al2lZJt 11X 3&A SAEN &HE06HA RE HE WBIStH Alelg
o

ZEZEH OO0IHE =4 2X A SAESE 4F¥g =& UsLICh DU 1 3
g &2 2 al

2 SAER HOIHE 2EUA &EsLICH D2l 1 #83 SAEZ 43g = U= == =

UDP SEUAME STS A2IZEJL 1At & SAES MEHE JAME 2RO HA22Z AEXsE 1

2 SAED 288 = USLICH et 2A &3
(6]

=] =
& 4-82 & AEX QIHHEOIANA 3 SAE SHEEHS 205U (TCP 25)
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Serial port configuration - 1 : Port Title #1

Enable/Disable this port
Port title

Spply all ports settings
Host mode configuration
Remote host configuration

Check

-
-

Host #
1
Z2

Primary remote host 1P
192.168.14.1
192.168.14.2

Action on remote host

Primary host address

Primary host port

Secondary host address ;

Secondary host port

Save to flash I

Port #
6001
6002

Secondary remote host IP
192.168.13.1
192.168.13.2

Port &
5001
200z

# add  C Edit  © Remove

Save & apply | Canc:ell

Port IP filkering
Cryptography configuration
Filter application

Serial port parameters
Moderm configuration

Port logaing

Port event handling

78 4-8 #2

4.2.6. Port IP filtering &3

STS Alel= Alelg &=
USLICH A2

X A2lg ZE 8%

A

X 5t
o= T

Serial port configuration - 1 ; Port title #1

EnablefDisable this port
Port title

Apply all ports settings
Host mode configuration
Remote host configuration
Port IP filtering

|‘0|I
s
o
Ut}
iy
02

EX
—| o

subnet maskS M &5+

Allowed host IP |D.EI.D.D
Subnet mask to be applied : |D.EI.D.D
Save to flash Save & apply | Cancel |

Cryptography configuration
Filter application

Serial port parameters
Modemn configuration

Port logaging

Port event handling

_7&/ 4-9 Port IP filtering for serial ports
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427 253 24

STS Al2IX= 2@ HEd0/d 2EWUDP 2 0Hy)
X 28I C
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>
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fon
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=
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4.2.7.1. Secure Sockets Layer(SSL) & Transport Layer Security(TLS) 253} JI 8

By setting the cryptography method as one of SSLv2, SSLv3, SSLv3 rollback to v2 or TLSv1, the STS
AMel=JF 2SstEl MENAM SSUTLS 2s3st JIEE XRocts OE EXSH sHg =
USLICH

SSLE Netscapelll 2lofiA ZSUH0IHE} MBZ2H0l AtE5H)] fIHM JHEE}SLICH SSL
doldie 2 28 Z2ESE0 &R0 JALD HTTP &2 HE2HOE Z=2E20HM s 2
= USLICH ssLe ordy, itE 5%, dell O & Z2E229 HElsS

USLICE ssL2 UWERAIN Z2HMAM Si&lct= HSclAH0l&u HIOIH 2= MB&LICH SsL2
ScAolE ZZ2EZS TCP/IP AFOIO A= &5 dold 2 Z2ESLICH

TLS2 SSL2| HOIOIEE HELYLICH 0] Z2&Z28 Internet Engineering Task Force (IETF)2
ALU oA JHEE Internet RFCLHOIM XIEELICH TLS2 SSLO| &IstE HEHOILD Z2H0IHE
= MAH & & oLt M22 ZZ2EZE NJotk 2= JR, SSLE Uit EH-EES
KNZELICH Metd TLSZ Oldcte A2 AUE22 gl @22 YLt

SSL/TLS HIES AlXGIHAZH AHH2A 22H0IHE AOIN SSL sHEH0IFet =2cl= OIAIK

naol ZLELICH SSLTLS Z2E22 &% Il(public-key)2t THE 3l (symmetric key) &S 35}2
LS AIZELICE & Jl(symmetric key) 2S5 3t= 35 Il(public-key) 2532t HIWaHA 2N
HSLICH StXIgt B 31 2F3IF eE YE HilMds s ZSUOL SHEH= MBIt
=25 JIE AMNEBoHM KHaIE2 ZH0IHENAM CISdtD MBIt Zct0IHED &M OS MEUA
ArE2E e 253 25 ols el 2ol EX Sol ASE UE JIE M4Hdctls H2 oS
SLICH &g HEHOITS &M AEES S 201 %48 > UASLIT
1. 220IHEIL MBIl 22t0IHEQ| SSL/TLS HE #S, ALOIH(cipher) 88, 2522 A
A& O0IH, delll MBiJF SSLITLSE AtEdt= 220I0ER S4lot= ol 228 T
g JEE EYLILL
2. MBIt 220IHEN MBS SSUTLS HE B1S, AtOIIH(cipher) &%, A2 M4E
GIOoIE, 2l 2et0IAHEDL SSLITLSS SolM ML Sdldte ol 28t te 38
£ S2YLICHL MH E£8 Xalel oIEME BEUL ol 22101 EDL Z2I0IHE o1E0|

i

Z2ost A NS QEFSUE 220IHES ASHE QASLICL
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10.

Sc0IHEE= MHE QSot)l oA MBIt EH L2F HEE 0ISELICH oiE MBIt
CIZE =+ UUY AIZXHA 2HES JDd=10 235D 2SE AZ0| S50 E
= Sl NS UL MHIt 83H2=Z CIEEH Ze0IHEE U8 HIHE JdE
LICH

ScioIgEE SEMMA HEHOIDUA dEE 2= CIOIHE ASoHA e MES <ol
KN premaster secrets S 0= A2 = II(EHAH 20lM 2UHE A2 IS A0

N ZUHENE AMEA 2SsotH 0l 2S3HE premaster secret2 MHE 2 R-HLICH Of W
ol AFEE ALOIIH(chipher)Oil [tetAd SctOIHES} MHIL &FE = JUSLICH SSLITLS
= HZ 0] “SRE" 0tAH A2 M4 W20l Tt SetELc

NHIE Set0IHE ES R+cts ZAREIEHMOIZL 6@ SH)0= Y S2U0IHE
O ol sHEHoI30e UL SeloIHES} M X0l LH& CIOIEHE AteIELICH O
A0 SC0IHE= ACIE OO} SC0IHES ISHE 2S35E premaster secret
o BH Mz ZYLICH

MHIt 220IHE
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OIOIEfel 22& H(integrity)2 2 S&LICH
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Client Server

Client Hello
hr..
Server Hello
Certificate
ServerKeyExchange
Plain CertificateRequest
L Text P ServerHelloDone
Certificate
ClientkeyExchange
CertificateVerify
ChangeCiperSpec ChangeCiperSpec
Handshake
h 4
Finished
i Cipher |
icati < » Application Data
Text Application Data > > pp
............................ iy

& 4-10 28/ 0/ SSLITLS HEH0/=Z EZAA

STS Al2lZ2= TCP 2E AEHO M2t SSL/TLS MBl £= ZSel0IdE=ZMN 38 = USLICH
SSL/TLSItSl TCP HZ0l & SAEWNM S AIEECOE, STS Alelx= SSL HEHOIA
SCH0ll SSL/TLS AMHEMW ZHSSLICH BHHZ, SSL/TLSSl TCP HZ 0| STS Al2lX2l A2l
ZEOAM OIM S AIHECH STS AlelX= SSL HEH0IT S0l SSL/TLS Sct0IHEZ M

S LICH
AMEXIJE SSLITLS &5 JIEE AEE M, AHEX=e U3Sn &2 IciIHEES 488 =
USLICH

e AIOIIH #E(Cipher suites) E43H/HIEH 3
Cipher suites= SSL/TLS 9o& B2otll At8%Z = HIO&E (asymmetric), & (symmetric) 12l
ol (hash) Z1el&2 X&Eots OOl AI2&es AHAMALICH HIHE Lnelsde MH E=
Sct0IHE(SE)2 M OtOIElElEl(identity)2] 231 HIY 3| HEE oHEGHH Watst= ol
AMEELICH HE g1DelE&E SSLTLS HZS Solld &d&E E2 OOoIHE 253 o= dlol
ArZELICH di4l gnelse d&E oIt 88 &
ot HIE goelsu AEE J12 201 XNEEA
Sc0IHEI AHZ SSL/TLS HZE MOl AF2 Jtsdtl) ALE6ted St= cipher suitell SES
LIC}. MHE 0l 522 XA X&& = cipher suite?t HlWalA 0l S5 S0 AHIL AISE

= AL AtEste] ot X YW cipher suiteS HEELICH. 220U EQR AHH= OIM Ol cipher

pA-4d

=

=)
=

=}

I
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cipher suite?| d&2 =

suite=S 0| Jt& 0l ALE il O

STS AeclZx&= Cst cipher suiteE XI&ot) AIEX= HEdt= cipher suiteE 243 £
S

o
HIZ24d3 822 M 2! ciphersuiteS Mg 4= UASLICH

O SF 2o LTAAEN et Eet8LICH RSAN JIBtS = cipher
s e= 0

rr

EdE)

S0l “oi"etl) ofH, STS AlelX= SSL HEHO0I3 Z2AA (B
NE QIEUL. BtHE MEXDIL Z2/0/9E ZZ sE0l “OtLIL7etld
, STS AlelX2&= SSL HEHOIa ZZAA (BHH 2)= Z2U0IHEQ ASHE 2+6HAl

2
=

o OQIEA HOl B A(certificate chain depth) 2&
OIS A HMele oY Mool ESAI FHol LE AUSHU 2AMAN AlE=E HeZ2, oS
ol d mMelel =X CISMOAM &ZIg = A= CA

ISAIX &g = Ys HES Bes JAYLICHL CA= SS(peer) LSAHU AIQLE2ZM

10
C
o
=}
o
0l
>
ro
=
é
T
rr
Om
on
=)
(9]
o

At A= 2

AelZJF QIS A HMelOA &l2etsE CA ISA

CN(ZE 0I8)t LXIct=XE BHELICH 8t 0l =0 ZXIotK E28 STS Alelxs &3
SAEZO o QFS ZSIELICL BHZ AN 254 CN &FZ SEU “OLILYE
HEoHH, STS AlelZE diled SAE OIS0 ISAS CNEE 018)1 LXIoteXIE BHoHAX
2 SUICH
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Serial port configuration - 1 : Port title #1 -—- Move to ———j

Enahle/Disable this port
Port title
Lpoply all ports settings

Host mode configuration
Fermote host configuration
Port IP filtering
Cryptography configuration

Enaryption method : S5Lwe j
Enable/Disable cipher suites .

¥ SS5L_CKE_RC4 128 WITH_MDS

¥ SS5L_CKE_RC4 128 ExPORT40_WITH_MDS

W S5L_cCk_RCZ_128_CBC_WITH_MDS

W s5L_cCK_RCZ_128_CBC_EXPORT40_WITH_MDS

W S5L_cK_IDEA_128 WITH_MDS

¥ S5L_CK_DES_&64 CBC_WITH_MDS

¥ SS5L_CK_DES_192 EDE_CBC_WITH_MDS

werify client (int server mode only) NO =

werify certificate chain depth |D

Check the certificate CH MO
Save to flash Save & apply Cancel |

Filter application
Serial port parameters
Modermn configuration
Fort logging

Port event handling

& 4-11 &35 74

4.2.7.2. 3DES &53t J|Y

233 JlH=S 3DESZ &HoH STS Alel== 3DES(168 bits) 23 3tE AMAEOMM CHE STS
AMelZ&E X £ &= HelloDevice STS Alel£22t Salgr &= USLICH
& 4.12= 3DES IH2!2 clRE ZUS 201D USLICH HIIUMA 2f BES 20ls UsSH
Z2SLICH
20l GloIE (X <21)
J&/ 4-12 3DES Z'S HE= HEH
[ Dlol

64

rr

=
210l 8-bits £AALICH 0l 20ol= HR(EIOIE ¥ THE)el 20/= 2/0I&LICH. 3DES
HIE 22 XIMH(cipher) 20210120 01JI0IA2 20l= 8(64/8) B2 0120{ & LIC

57



e 1= (Padding)
2 HZE =2 X H(ciphenQLICH THE 2t2 MY @~8)MIAS &M IS BIOIELICEH

STS Al2lX2l 3DES € 1cIE50A 2=zt HO0IE W2 d-0 Ar=2E 212 =J1 HiHes Il
=SS0AM S=ELICL deld I =52 MEXR 74 I 22 MEdA d48ELIT. J& 4132
h.

9| Tr—l— J_’—l'xilo le:IT_I_ M% IE

Key Block(32-byte)

Key (24-byte) IV(8-byte)

& 4-13 7 R&

Il 25 UsSH 20 ZoELith
Key_Block = MD5(KEY_STRING) + MD5(MD5(KEY_STRING)+KEY_STRING)
= (16 bytes) + (16 bytes)
Key= Il E29 XS 24bytes
IV(Initial Vector) = 2| 52| OFXI2f Bytes

42.7.3.RC4 253 J|H

gsst IS RC4Z £ FotH STS AlelX= RC4 ZSatE HEMNAM STS Al2IZEXI S
g &= USUCL RC4 €S ZEOUAM STS Alelx2= AR 24 I €2 AIEdHA 2= TCP
A LICt. RC4 JIEE ME0otH ol = IHES AEGHA #SLICH
IHE O =SS0 #HELICH

4.2.8. 2€ OHZcI3Hol&

STS Series= AMEXIE Al2l€ ZEN HIE Aldlg EXt FH SAE &= OOIHE
A& = A== NFELC. Z2H M3 - =

AEXIE XF&Iel ZE HS2AH0E Z2]8E AtEstth® STS SeriesOfl 22Z=ot) ZH
OHEcIAHOIE FE HRE ASBoHA Z2go 0l8 2 ZPHE = USLICHL ZH
OHScelaole 40 et KtAlst Atg2

XY AIL.
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F9. ZZ 080/ 112 5= &

g
g gZ=op A2 HELXotE AL

ILICK 1S ZZ25 0] HE T el AFeE 6.10 AFE XY

[I0||

Serial port configuration - 1 : Port Title #1 --- Move to ———ﬂ

EnahblefDisable this port
Port title
Apply all ports settings

Host mode configuration
Remote host configuration
Port IP filkering
Cryptography configuration
Filter application

Filcer application path : |fusr2/default_filter
Filter application arguments : |—pD
Save to flash Save & apply | Cancel |

Serial port parameters
Modermn configuration
Port logging

Port event handling

& 4-14 ZE WE2/H 0/
4.29. Nclg ZE ImictolE

Aelg ZEN Alelg HEXE HZotdH oy STS Al2lX2 Al2lg ZEQ Iit0IHE o3&
Alelg  ZXIol A SFHGHOF & LICH AIEXb dF38 = As

ME =S (baud rate), OIOIE HIE, THelEl, A5 HIE, SEMO0, DTR/IDSR &S E 0|88 4
el EXk2H(inter-character) EF 0L S LICH

B STS Alel22 ciE Alelg EXI= Alelg sS4 &4

A gLICH Alelg
Ao B 2d1 IS0 THe RHME Atee &5 1.

OHm

o Aclg MEXE(Baud rate)

STS A2IZ0A AISE =+ Ue AldlY A= S 25U

75, 150, 200, 300, 600, 1200, 2400, 4800, 9600, 19200, 38400, 57600, 115200, —12|1) 230400
=) £&8& J|=82 96002 LICt.

e 0lOIH HIE(Data bits)
HIOIH HIEE= 7bits £= 8hits2LICH. =J| &&& JIE3t2 8 bits LICH
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Serial port configuration - 1 : Port #1 -—- Move to ———j

EnahblefDisable this port
Port title
Apply all ports settings

Host mode configuration
Remote host configuration
Port IP filtering
Cryptography configuration
Serial port parameters

Baud rate : IESDIIDD vI
Data hits : IB hits vl
Parity . INDI‘IE 'I

Stop bits . 1 bit =
Flow contraol : Im
DTR behaviar |.¢.Iways High =l
DSR behavior ; [Mone =l
Inter character time-out (0-10000 msec) : |I 0o
Save to flash | Save & apply | Cancel |

Modermn configuration
Port logging
Port event handling

& 4-15 UART &%

e Il2|El(Parity)

IH2lEl= none,even L= oddLICH =D &S D

rt
&
10
>
(@]
>
@D
©
[
o

o AF HIE(Stop bits)

AS HEE= 1bit £= 2bit2LICH =J] &FE JI2 2 1bit2LICH

e SE MO (Flow control)

JIE2 8t2 None LICH STS Al2l== XON/XOFFE AtE
2t RTS/ICTSE AtE5t= GtE/N S8 MO E XI&ELIC
LAZEQNH S8 MO ZA2 S=2XH(XON/XOFF(0x11/0x13)E & el A& EXIS2Ho &
SoilAl OI0IE S4 S&2 MOELICH ofEANH S8 Mo ZAMAME S W HZE EXS

AOIOIA ASE =1 ZHS2EMN OI0IH S4 S8 ML

b

)| &RE

238 te AZEN S& HO

Ql

F9 RS232 L0 SF MO B4/E2 XSELILL RS4A22 P =9 RS485 PE= O/fst ZEF9
AEEF0 L= OF=RI0 &5 Mol A& oI =L/
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e DTR/DSR &%

DTR/DSR Z2] E&= Al2Ig€ ELE MSE AIZoHA TCP HZ HHE MOSHAL 2 s X
HE 0=cl0lE otz Glol ASLICE DTR2 MI| M ZE(write-only) £ &S Q21 BHHN| DSR=E &

Jl & &(read-only) & ASALICH

DTR £ S&2 U3 M el g4 S ot A2 483 &= USLULICH always high(&4f

=5), always low(&'4f &5) &= high when open(&€& 4 =5). DTR S 0| high when open <2

£ 4F8E Z2,DTR & 74 &Ei= TCP HZ0l 4&€& B<0 highz2 S XIELICH

DSR & SX2 I8 & M s& = oLtz 84582 USLICH None(&XS) Z& allow TCP
& =&0| allow TCP connection only

by high 2 &0 ©/® DSR &SIt L2AEHMAN =2 &EHZ2 HatE W, TCPIt AZELICH &

St DSR AlSIt =2 AHMY, A SAEZLHS TCP HZ2 & &dot] UDPE OIOIEHE

2HSLICH DSR &SI =2 MEuM E2 HAZ0l ZOHELICH STS

SeriesOfl H#Z& HHl= N&l2 DTR 4SS MOUHESZM, STS Series2 TCP HZE HOHEY =
UASLICH

G, 29 HEdol® 2E0AM= DSR 28 =& 3@ AZ0 &2t 20l DSR &EHIt low 2
BHGIH A2 SAEN s HZ0l Z2HAA SLICH

F9:DTRIDSR && U7 280/ &3 HOIUE SHANE 201X Z=L/ICH

2X2H(Inter-character ) EF 02

met0lHE d55 = Alelg HO0IEfE TCP/UDP 222 LIl ol AFZELICH STS Alel

= Aeclg HOIEHE &2 M, 22 Bt 022 Al2tsSet HXE HoIEE JICELICh O

AIZE OHOll CIOIE O SHX &22® OIOIEIt SZE 2d2= 2b=5t1, 6tLtel TCP/UDP IH3! 2

FSOHAM MESELICH 2Fer X2 B 020149 AlZE Xt 2101 Alel dlOIEi Dt 1024 bytesOl

HEEH 1024bytesE ofLESl T2/ 2 TCP/UDPZ HM&olH ELICH 2X2H EFA 00l ‘02

SFEH STS Al2l== U3 HI0IHE JItel X Jtsst ¥el HIoIeE MSELICH

ZAE 22 B0t 2 AL XSl OHS2IAH0I&0 [et Eet&LICH SHRISH 2Ast XNEE dEH

SOAMe 22X GtLel MSAIZIE L= H0F ELICH g &

HIE, 1 AS HIE % IH2IEl &S(no parity)2 2 HFLUS 2R, otLIS 2XUHE HSdt=dol
Ol B AlZt2 10 (bits) / 1200

8.3ms=2CH 2AH HEHH

=
A B0t HRE

=}

)

»

H 0z HU

2
=
o
e
Hel
Im
'—\
N
(]
S
o
S

o
g
o
@

(bits/s) * 1000 (ms/s) = 8.3 ms LICt. TetA ALS Xt

OF &LICH 8.3msOlotZ £&Hgt2, 022 A&e A 201 S LICH
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4.2.10. 2 M

STS Al2lZ= Alelg ZEZ9 NE ZE HZES XL AFZ2XIE Al2lE ZEN 282 o
Zotd g ole 28 74 HOIXINA DCD S& 28 init-stringS & ot 0F2F & LICH STS

ANelZs SAE ZEJH TCP 222 £3 HUS B0 28 2= AU

l_

o ¥ FH3/HIEHLS

STS Alel22 Alelg ZEN RS A8 g2g FR MEEUCLL STS Al2lX2= DTR/DSR/DCD
dsE 2O HEEHH U= A2 IJtEGtD MAHELICH
e ZE init-string

=
i
>
rnr o

Modem init-string Ut2tOIEHIAM 28 =13t H &0 (initialization string)= Xt&l2l S &
(@]

UEUHAN EFE = USLICEH Enable/Disable modem Ii2t0IEHE &4 (Enabled)2 EFECZ
Aelg ZEJ RE 22 HFHCJAS WUols STS Alelx= DTR &SI ¥2 MHUAM =2
MEHZ HSGHHL Al2lg ZTE AN S M2H0IEI HE 2 Mot 2 =0|3 HEOS

e DCD S&

DCD S&0| =2 AH 2ot ‘TCP HZ & 2(Allow TCP connection only by HIGHY2& & &g
B, STS AlelZ2= Alelg ZEQ| DCD &t =2 AL ML }H SAEZLHS HAS §
AN Al2lE ZEE O0|Z 2 28 P E(dial-in modem mode)Z 0t ArEate] & [l
LICt. Ol Z<0 ol0l ¢2Z& 2E0l QIttH STS Al2l== TCPE HZE S ol EotAl

-
a

30 o
0> o 0o
o
S
olr
i)

-
a

c
0||9_

e XS okl 28 A2

s oM 28 HZ0| Enable2 £FTHH 2= TCP HZ0| XS M STS Alelxz=s 28 A&
S gsUb. s oid 28 HZ0| Disable2 d&EH 2= TCP HZ0| EIAHE STS Al2IE
= 28 HZ2 2X &L 0l JIs2 &30 o280 28 2201 F20XE &M M3t 23
Ol BOHAICE RS F2AoYAIL. &, 0 82 STS AMclXEE 0I20t0 2 TCP H&0| &
= [ 2L g2 22 = UAsUT

ArZotdd, M 280 dialout 3EHE 2UII RIoHA Al2IE ZEO
AJUOI0F otJ| 201 AtEX= DCD S% &tHE NoneLZ &£

L Mo
0

e oY I
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al po 0 g atio PO > ---Moveto --- =

Enable/Disable this port
Port: title

Apply all ports settings
Host made configuration
Remote host configuration
Port IP filtering
Cryptography configuration
Filter application

Seral port parameters
Modem configuration

Enable/Disable maodem ; ]Disable vl

Madem init-string : [ale0s0=2
DCD behavior ]r"l"i«l 2 |
Automatic release modem connection |
Save to flash Save & apply | Cancel I
Port logaing

Port event handling

78 416 22 724

4.2.11. ZE ZZ(Port Logging)

IE 22 JIsE ME0IH Alelg ZEE Sold 22U OO0I8= MEMORY, ATA/IDE & [l
A3 JLE, SYSLOG MB £= NFS AtHe #= X S0 MEELICH

o IE =2 EH3HHIEHS(Enable/disable)

Ol met0ltle ZE& 222 243 L= Higdsts Ut =) €32 [HI 24 at(disabled)]

& LICEH

e Portlog storage location

ZE 27 HI0IH= STS AMlel=W= Hl2el, ATAIIDE & ClA3 ItIE(PCMCIA =X &), NFS
MHel &= X £&= SYSLOG MO HEE == JUSLICH W HIZEE MEHNM ZE 21
HOIEHHE M&ESte Z2<0= STS Alel=Jt JHE ol 0l 25 21 OO0IHE AZELICH Alel
IZE 27 HOIHE EXcted™ HE RAXE ATAIDE D& COA3 ItE, SYSLOG MW £=
NFS MHZ ZHAIR. 02 otcASE MEXIE AHE0 oHE WME 2«oloF &LICH Of OHA
b HEGSHN £ZCTX E28 A=ZXesE AHMHIOIAMA ME AXNE HdHE = IsLICH

e EE 21 WMo 3D

0 M2t0lfs 202 ZE 27 G062 S HOSUC WE H2
OEIZ NS [ols ZTE BIHO ®A IJIJt 3200 KbytesE =2 = 2L
ol O TE HIESS 3719 80| 3200 Kbytes 015H0{0k2F BHLICH) £ A& 2t 4 Kbytes2)

£ MEWHAH 22 O
L

(DI- /\|E|O-| _LLE
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LICH

ATA/IDE D& ClA3 JIESE ASdiM 21 OOIEHE MEBE M ZE HIH2 2 )= oiE
JtEQ E0l et et LICH

NFS AHHE AZoilA 21 G0IEHE MEE Mol=s ZE BIHe =0 2JI= ME=X ESLICh
AZXIL e ZE 22 AMABH X=0A NFS ABHE Holi0F &LICH

SYSLOG AHE MEMHA 271 CIOIHE MEE Mol= AFZ2AIH ZE 271 BHIHe IJIE 4

s &= sl

Serial port configuration - 1 : port # #1 -—- Move to --- j

EnakblefDisable this port
Port title
Apply all ports settings

Host mode configuration
Rernote host configuration
Paort IP filkering
Cryptography configuration
Filter application

Serial port pararmeters
Modern configuration

Port logging

Port logging IEnabIe vI
Port log storage location Irvhemorg.I vl

Part log buffer size (KB, 400 max.) |4DE1
Save to flash I Save & apply | Cancel |
Port log
=
=

Clear Hefresh |

Port event handling

&/ 4-17 Port logging configuration
4.2.12. Port Event Handling Configurations

STS AlZIZE AFSXIOF ZE O[HE sz 7 o
N HOIEE SUEZHL GIOIEN 9S8 & = 82 MISBUCL 08 IHE2 MEXE
ST =

email/SNMP & (notification) £= ZE OIHE HE2 FHES SN Alcld ZEZ HE U
& HHS EQINHE 2 Alelg ZEE JIFEESE HYY =+ USLICH £5F 0l JIs2 AAERIE A
2= IXE SoiM Oole [EHHEGHAL AFE HolE IS EXl HUS Mo AZe &
XNE AE 2el/HAH & == U HSLICH E£& STS Alel=2t oY Alelg EXI2+e A& A
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|J
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kJ
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_|
(V)]
>
[at]
A
{0
o ¥
fol
|>
Im
S
10
_|
0
0
e
(Y
0z
m
i
ke
Im
Ny
<0
In
>
0l
1023
3]
my
o
0z
113
|0
HU

212t OIHIEN et sEe 23S0l 2dE = UsLICL HII0A BtS(reaction)2 email &,

=2
SNMP E8 ®%, 3z Mz F= 2 BSso X0 2 = UsUCL

MNEIIL ZE 0/HE S8 JlssS 0I1Eoteld, ¥ E 0/HE #58 S & -3k (enable)oliOF &
LICH OIXE2 22E L2007 201 0 J1s0l Hl&d3sk(disable)T® oi& STS Al2IZEE

e ¥ 2tA(Notification interval)

STS Al2lZ= 28 2HA00H 28 emall £= SNMP EE 2 SYLICH IIKSIt ZHE WHOHCH
email £= SNMP EgS EUA ZHH, UEoHH X2 emailt SNMP E0] ZM4E Jts &0l
USB =2, STS AMelxsE L8 2bH9 Al2ts0t 0 =]

Of 20l U oW AIAE XS 20l M ELICH AFSXIE 2o 2 = A= IHE 2 2

SHMOF AIAEN XHE ALE

o
fvall
k>
ton
e
I
80
i}
c
0

e Email 2&(Email notification)

STS Al2lZ2| Email 28 Jls2 43 T= HIEZ43 o= JIsLLICH STS Al2l= Email &
g2 22 M 0122 SMTP MY 40N FHE SMTP AHE AE&LICH. SMTP MBI Z=
StH PES X LUAAL BIZ2HS S JACHH Email Jls DAl BI85 ELICH SMTP M 2

& 2 XME &E2 3.4SMTP S E X0 AIL.

e Email M=

0l Tlel0lBEeE AME HoE IS EX ZIAS M STS Al2l=0 QoA 2EWE Emailel M
S &HFstLI

o F=AMIXO Email =4

O Iet0lE = AFE HolE JIFED EXEHAS W e HYgs g2 =MNE EFELCH

e SNMP &gl

=]
Ol II2t0IEl= STS Al2IX2l SNMP 28 JlssS 43t L= Hg4dst gLt
e SNMP E@2 H=

Ol ItetOlEE APE Hold II/FEI BREHUS M STS Al2I X0 SloiA ZLHE SNMP EE 2

N==s £&8¢&LIt
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Serial port configuration - 1 : Port title #1 --- Move to ———j

EnakblefDisable this port
Port title
&poply all ports settings

Host mode configuration
Rermote host configuration
Port IP filtering
Cryptography configuration
Filter application

Serial port parameters
Modern configuration

Fort logging

Port event handling

Port event handling : IEnable vl

Maotification interval (30-3600 sec) : 60

Ernail notification : IEnabIe vl

Title of Email : |F'Drt event notification mail
Recipient's Email address @ |admin@my_cumpany.cum
SHMP notification : Im

Title of SMNMP trap : |F'Dr1 event notification SMP trap
SHMP trap receiver IP [152.168.14.1

SNMP trap community |pub|ic:

SHMP trap version Y1

[Status event edit]

Status event Ernail Moti,  SMMP trap Mok, Port command Port command string
Device connection rd 3 r |
Device disconnectian I = r |
TCP connection I - r |
TCP disconnection rd = r |
Save to flash Save & apply | Cancel |
Check Key word # Key word Reaction Port command string
r 1 test Ermail/ JfCommand  reboot

[Keyword list edit]

Action on key word : & add O Edit ¢ Remove
kKeyword string Ernail Moti,  SMMP trap Mok, Port command Port command string
| 3 - ¥ |

Save to flash | Save & apply | Cancel |

T2 418 EE O/HE #52 74

e SNMP E@ #£4IJ] IP(SNMP trap receiver IP)
Ol mtetOlEH= AFE HoE JIHED EXl ZIAS I SNMP
A

a—
L0019 1P =4S SFEUC

Im
12
o
o
nio

[a—

66

1
=
_O'ﬂ

r
(%))
zZ
<
o
im

2



e SNMP E@ HFLIEI(SNMP trap community)
Ol TmtetOleH= AME HoE INIKFEI X ZUS [ SNMP EE HIAIXIO Z&E HRLUE

S e

U

e SNMP E@ H & (SNMP trap version)
Ol mel0lE= AN FHolE ISt Xl &

59
Mo

i SWHE SNMP Ege HEE dFELIC

o
Aelg EXI A2 L= 22l OIMEN A F ol of

ol

{0
rx
oM
JA
10
é
m
Jo
[>
iy
w
]
[
o

A SAEZRH TCP HZ = =2clo OIHENAM Holior & 4 s&2 M3 HASE XA

AET s d8E JIYFE0 et SHe2 “FIor &

r
=
W
i
rx
o
o
1
30
ly
C
a

e IJ|RE Z(Keyword string)
X

AMEXt= £Fot0A ot= IIRMEZ Y Hos MEE == USLICH

AZXOE HEE JIRER Emaill 28 A5S 243 L= HE4s € = AsSUL

e Port HH O (Port command string)

STS AldlZ= AIE dOlE IOt 88Xl HUS U Aldlg ZEZ AZ2E Xz JE g¢Ss
KZSLICH AIEX= Ol Hi=0A Al2lg ZE2 BUHE FEsS NEE = AsLT
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43. 2 XE &F

2= Aelg ZEI |JALGHALE

=2
configuration AEHOIN A&EES g2 HE X
= =

L0 UK H=2 2= A

“all port configuration” Ti2t0|Ef= Ofeliel O&22 LA

Port enable/disable

Port title

Host mode

Remote host configuration

Port IP filtering

o o M w N PR

Emulation mode)
7. Filter application

8. Serial port parameters

pN|
=

fulo

LICt:

Cryptography configuration (Only valid and visible if host mode set to TCP or Modem

9. Modem configuration (Only valid and visible if host mode set to TCP mode)

10. Port logging
11. Port event handling

Serial port configuration - All ports : Port title

EnablefDisable this port

EnablefDisable this port :

IEnabIe vl

Save to flash Save & apply | Cancel |

Port title

Host mode configuration
Fermote host configuration
FPort IP filtering
Cryptography configuration
Filter application

Serial port parameters
Moderm configuration

Fort [ogging

FPort event handling

--- Move to --- 7|
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e Port enable/disable
Ol et0leHeE ZEQ Jls AIZHRE &3& LI

e Port title

Ol IOt S 22 28 R, 2 Alclg ZE0 e ZE Bolg2 1 80 & ZE

HSo xgoz dZELIL HME S0, LE EBOIS0l "my server’2 &&= 22, ZE #19
HZE EIOIES “my server#l’E AL HLE#2°| ZE EIOIER “my server#2" 2 NS0z &
FEL

e Host mode
SAE ZBEDJHTCP £= UDP BE2 £&8&E= &%, 2 AMelg ZE= =Dl(listening) ZE EH
Jf G313 20l =22 gZELICH

(listening port number + serial port number - 1)

2 Al2lg ZEQ| g W2t S “all port configuration”?t 22 value set2& & & & LICH

e Remote host configuration, Port IP filtering, Cryptography configuration, Filter application,
Serial port parameters, Modem configuration, Port logging, Port event handling
AJ| JEE2 Wt0IEHE <K, “all port configuration” 2| values set2 ZE Al2lg ZEWHAN S

otH €& E LI
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5.PC 2l &3

STS Al2lE2E JIs2 wod & 2#HHES ol PC JtE =X= HM3ot) UsSLICH TS 40tAl
289 PC ItEJF XIFELIT

- LAN JI&

-  S& LAN JtE

- 2 ottt

- ATA/IDE fixed disk card

O £ OE UEHZD HE= Sl STS Alel X0
Zofl AIAE 2 Al2lg ZE 27 O0IHE MEE
EE 20l STS Alel =0

£

PC card configuration

Currently configured PC card

Card type Mone
PC card service
Discover a new card | St card SerEE
Save to flash | Save & apply | Cancel |

J& 51 £J/ PC FtE && U~ a8

PC JtE =X2 MESHI| fAdh AEX= ChE8a SHAHE +=>ai0F &LICH

Step 1. PC JIE &X0l PC JIEE & & LICH

Step 2. Select PC IS AF 00 A _ Discoveraneweard | < weiar gy

Step 3. STS Al2lZE HEE BMEHI| ol =41 M ZdI0l(plug & play) JIs2 AIEE
210104, €& Ol= st LENY 242LUCH AlEXie 8 9IEE SZAIZID| 28t
mtet0IeHE 88 = UsLICh

Step 4. Save the configuration settings by selecting Ml S JEoIH 23 MUHE
M&ELIC

Step 5. 0I=2| [Apply changes]E &EiGtI0H M2 &&= I EAZLICL

STS Al2lXDJF PC JIEE 2 dot=0 AHotH, TS 257 HAIXIOF LIEHELICH
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Microsoft Internet Explorer

'
\

/ ! 5 Failed to probe a new PC card,

18 5-2 2o Yy o)z HAIA
STS Al2lXDF XIZots PC JtEQ CIAES 22 JotAME 2= 2. STS A/2/ZXJF A& otE PC

FIES X St AR.

PC JtESl RS SFAL MSUAM MoAotAH, Agki= Usd 22 ZXE HHMOF UL
Step 1. [(Ban- show the actual button) Stop card service] & &G Al L.
Step 2. [Save to flash]E A5l HEE &8 WSS HESHYA
Step 3. OI=0IlA [Apply changes]E &Eiol0 HE LHES HEAID
Step 4. PC JIE &R0 AM PC JtEE HAH SHAAIL.

4

=
>
to

Fo. sl 22 INE AN LT SFNH PC FEE HIASIH AAE X359 200 2
+ sLich

5.1.LAN 2t &3

LAN JtEE PC JtE =X0l &ZXlotH STS AlelZ= 202 UERZ AEHMHOIAR IP =AE
2RotH ELICH O, IP 4= BIEAl & XS X &Eoi0F &LICH

PC card configuration

Currently configured PC card

fol
ro

Card type . Metwork Card

Linksys EtherFast 10100 Integrated PC Card

Maodel (PCM100) Wer 1.0

Metwork configuration

IP mode : IDHCF' 'I

IP address : |192.168.1.254
Subnet mask | 255, 255.266.0
Default gateway |IEI2.IBB.I.1
Primary DNS . 168.126.63.1
Secondary DMS . 163.126.63.2
PPPOE user name : |whoever
PPPCE password |H****H
Confirm PPPoE password |ﬂnnn

PC card service

Discover a new card | Stop card service

Save to flash Save & apply | Cancel'

& 5-3PCLAN 7/£ &&
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MEX=E BIEA PC &l JIEE HFE [ PC & JIIEE SHEGIL] primary ¥ secondary DNS
NHE &Zoior LIt 2= OE &#&9 ¢AHsS2 4Ad 31. IP Z&Z0 XHAGI £HEN
USLICH

STS Alel=JF XIgctE & PC JtE 2lAEE B &5 2. STS A/2/X0} X85t PC FIESE
Lo AIL.

52. 24 LAN It &3F

LAN JIEE PC JtE =X0 &X A= 2049 UESRZ AHHIOIARE IP F=AE

2RotH ELICH O, IP 4= BIEAl 758t S XZo0F &L

Qﬂ
2
(92}
_|
()
=
E

PC card configuration

Currently configured PC card

Card type @ Wireless Metwork Card
Model Cisco Systemns 350 Series Wireless LAN Adapter

Metwork configuration

IP mode : IDHCF’ vl

IP address : [192.168.1.254
Subnet mask [ 255. 255, 255.0
Default gateway |192.1EB.1.I
Primary DMNS 168.126.63.1
Secondary DNS ¢ 168.126.63 .2
PPPOE user name : [whaoever
FPPOE password : |““ﬂ“
Confirm PPPOE password : |********

Wireless network card configuration

551D : |

Use WEP key : |Disab|ed vI
WEP mode |En|:r5.'pt "I
WEP key length : IdD hits vl

WEP key string |

PC card service

Discover a new card | Stop card service |

Save to flash Save & apply | Cancel |

J& 5-4 24 LAN FIE &F

MEXE BIEAl PC & JIEE H48E I R4 H JIIEE HEGHD primary 2 secondary DNS
NMHE &ZolloF UL 2 U8 €39 ¢HsS=2 4Ad 31 IP &ZZ0 XMool 2FEA
USLILCH
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STS AldlZ= 24 LAN &#32 2ol SSID(Service Set Identifier)2t WEP(Wired Equivalent

Privacy) 71 JIs& X&&LICH. AHZ2Xt= AP (Access Point)E XI&EGH)| <ol SSIDE &3 & =+
AUS0 £, encypted = shared2 WEP 258 &H&E & USLICH WEP I 20l BHEA
40 £ = 128 bit 040F ELICt 40-bit WEP J101H, AIEX= el 28()01 8l= 52 16& =+
DS NEEZE L=olior &LICH 128-bit WEP 2|01H, 22X 22()01 2= 1342 1684 RS
NEE 8ot S & LI

Ol =

£ =01, 128-bit WEP J| S&= AtEolJl ®loi AtEX= CS 20l 13042 168 =+
EE BC Al =Eoi0F gLICH

000F25E4C2000F25E4C2000F24

STS AlelZJt XI&ots 24 & PC JtE clAE

U

i

24 2= 2. STS A/2/Z2F A& otE PC

2E JIEE MESE2ZMN AFHE 0l HAot=E AlclE ZE QU0 ALEXIE 2c2tel0 82
s datd 28 & Oest 28 St XAELOH STS Alel X0t
e S8 2BdY F= 2.STS A/2/X0F JE o= PC FIEE HEAGHYAL.

PC card configuration

Currently configured PC card

Card type : Serial Modern Card Serial Moder Card
Model PCMCIA CARD S6KFaxModem FMSAC-MFS 5,41

PC card service

Discover a new card | Stop card service

Save to flash Save & apply | Cancel |

7& 5-5 PC serial modem 7/& &%

5.4. ATA/IDE Fixed Disk Card Configuration

AFBTHE AIAE 2 Al2lY ZE 202 M| 951 PC ATA/IDE fixed disk cardS AHZ5H=C
Lest MA O0IE 2JIS BHSAl HFFOF SUCL STS AlXsE A ME 37 ¢
CIATOA AFR JISEt CIAD 222 HECZ MFELIC

nene D] = gesio gico oE mus AME & UsUCL ARXe M| s
HEistol JIEE2 moust & USLICH STS Al2IXE ClAT 129 EXT2 2 VFAT I
ANAES XIBHLICH
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MEX= STS AlelE2l AAE XS export & import 22 M, STS Al2lx 48 IS M&E

o
=38 4 ASLICH

PC card configuration

Currently configured PC card

Card type : ATASIDE Fixed Disk Card
Model ; TOSHIBA THNCFOG64MBA
Size : 64 MB

File system : ext2

ATA/IDE Fixed Disk Card configuration

Total data size to be used (0~64 MB) : |64
Delete all files in ATA/IDE Fixed Disk Card : Delete I

Format ATA/IDE Fixed Disk Card : |EXT2 v] Format l

PC card service

Discover a new card I Stop card service |

Savetoflash | Save &apply | Cancel |

&' 5-6 PC ATAJ/IDE fixed disk card &&
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6. Al A& 22|

STS M2lZ&= AE CIAZd 0l 3t H(Status Display Screen)2 Sl AIAE AEIQ 27 CIOIHE

BHFMH 22E Ao AMAEELICH AIAE & OOIEH= 22 018, Al2lg B85, EA0 HHE &

STS Alelx2 UESRZ &#8 S0| USLICH E8t STS Al2lX= system logging Jls2 Sl

NEE =F0A emailz2 21 OHOIHE AHs22 MEoHH 832 = USLT

ArBXHE STS Al2lZ29 &I 018, Eme A2, 3& ZotAl Ji2:tez MAUEE =&
U[_SLICH &£ AMEX=E & CHHOIA, 3 25 L A2l 2£2 A6t STS Alel=
EANE S2diolEe =% USLICH

6.1. AIAE AMEH

System status

System information

Device name |

Serial No. !

Fi Rev, |

MAC address !

Current time

System logging

Send system log by email |
PC card type:

PC card model ;

1P \nformation

IP mode @

IP expiration ;

IP address ;
Subnetmask :

Gateway !
Receive/Transmit errors |
Primary DNS

Secondary DNS |

5TS400_Device
STS400-060500005
v1l4.1
00-01-95-04-00-01
06/09/2006 12,45:05
Enabled

Disabled

NONE

NONE

STATIC

N/&,
192,168.4.18
255.255.0.0
192.168.1.1
N/,
168.126.63.1
168.126,63.2

J& 6-1 A/AE &8 O]

=0/

6.2. AIAEl 271 &4F

STS Al2l== system logging Jls3t AIAE =210 &E HAl JIsS
system logging ZZMIAE enable £= disable AEJF T2 & £ U
202 M&EslE AKX L AIAE 27 BHH 308 HdEHE = JASLICH
e System log storage location

ANAE 2= STS AldlE WR 022l PC JtE X0l &eE

MHS &Xl XI¥ E£= SYSLOG AHU MEE = USLICH AIAE
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W2 H2eE MEdte B2, 1 OOIE= STS Al2l=JF HE M AHMELICH AAE 21
HOIHE 2&5ted™, ME fIXIE ATA/IDE fixed disk card, SYSLOG MW L= NFS MHZ
HHGHOF ELICH 012 #&at)| <ol MEXN= HAM 229 HME AE6HI| f18 mel0lHES

gLICH OHMIOt MBSl HE-A %2 B3R, ASXs ddid=s MHHE MNE HEAZ2

= oF &
£38g =+ glsUth

e System log buffer size

Ol IetllBHe 2HE = U= AAE 27 OI0IHS =S HSLICH U0IEHE MEGHI 2
ol LR BI2elE AM85ts 82, AIAE 21 M 2D|= 300 KbytesE Z=0ter = ASLICH
271 OO0IHE M&otJ| <ol ATA/IDE fixed disk cardE AtEct= 22, 2 HIH AJI= tE 8
2ol et EetE LI

27 O0IHE MZEoSHI fof NFS MHE AMEdl= Z2<, zll HHIH AJI= SetULLICH
MEX= NFS AHE &0l AMAE 27 JIs0| HE0 &sg =
27 dOoIHE HM&EoI| fIci SYSLOG MW Z1E AMEdt= &
&g 2RIt eisLIth

STS Aeclz=s €&HX %2 20 UAIX JH==It 0l X&& X0 022 =1 CIoIeE
S USLITH AEXE emalS dEot)|l g HI2tOIEE BHEA
ZFolloF &LICH O WetOlEME emalS 8&6t=0 228 27 iz, =F €l email =4 SO
ZgE = AsUL JE 622 €8 € ALY 21 2| stHE 20HsSULL

1

System logging

System logging : IEnabIed vl
System log storage location IMemDry vl

System log buffer size (KB, 200 max.) |4
Send system log by Email IDisabIed vI
Mumber of log messages to send a mail (1- |5
1007)
System log recipient's mail address |admin@y0urcompany.com
Save to flash Save & apply Cancel |
System log
07-23-2003 11:258:21 = Boot up System Start d

07-23-2003 11:28:21 > Start with Static IP by 192.165.14.7
07-23-2003 11:26:21 > Start with PPPOE by 192.168.14 .7

Clear Refresh |

Jg 6-2 A|1AE 20 &F 2 27/
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6.3. AEA 212 =5

Users logged on list

Login Date and Time

From

Username Terminal
root console Jul 23 11:27
& 6-3 AEN £I2 ==
Users logged on list= AIAEIN 201 & MEXNE fdl TUs2 888 2HELIT
User name(At& Xt 0 )
Terminal type for the session (&0l CHSH HOIE )

Time connected (2 & & AlZt)

IP address of the remote host (R SAEQ IP F=2&)

F9 S S F=%5
g oZEE 22 0L

6.4 HARE BHH
08 645 AYS B1Y SHPIS BOISLICL B AR
HAES 26D, M HARSES s & M HAYCEES
WAES 24cH0F BHLICH

Change password

Current username
Enter current pawswsord

Enter new password :

Confirm new password

admin

HARAEE HFotdH, &M
0I5t 2o B8t O M

Subrnit Cancel

78 64 HAFE HS

77



6.5. Device Name Configuration

4N

STS AlelZx29 222 ol NHECe=z AUl 0|82 488 £ UASULLCH T& 6-5= &X 0|2
AA SIHALICH AF=2XDF Device namesS HAGHH &8 STS Al2l X2 hostname 0| B1&H LK

S CLI &2 ZEZE Lot OtcHet 20l HE &= hostname 2= B0l SLICH
root@STS800 Device:~#

Device name

Device name | [S5800_Device

Save to flash Save &apply | Cancel |

& 65 &1/ 018 &&

STS Al2lZ2 Device name &3&80| Y ZX= oIE0 A L2 AFZXIL Device name 2
Bl 2X2 KAEGHH I STS Al2lZ2] hostname 2 STS Al2lX2 IP =42 ANs22 XHO|
ELICH st Device name2 HelloDevice Manager?t 22 22| ZTZ WA &H A2E2 2ol

AEE LICH.

6.6. AH2 X &2l(User Administration) &3

STS Al2lZ= ZE ZHZAl AIEXR 25 XNEELILL ZE Z20 28 AMAEXNE T& 66 Af
ELF 2o/t 22 AMAEX 2l H=A £330 Jiselt. Al EX Z2FAl oiE AFES X0 et
2 AelE ZE B2 dBEH2z 2FE = UsSLILL MEL ES AIESH)| floikes 2 2
E d32 AMEX S 80| 243 D0 A0 OF otH ArEX 252 TCP 2E0MAE HE0|
ELICH (BRI S0 tHolM=  4.241TCP 222 AIEX 21E 222 EFXIotAID| HHELICH)

User administration

User list
NO. UserlID #1 #2 #3 #4

1 |sena_device | O O
Add user

User ID ; |port2_user \

Password | ’oo.......o |

Confirm : ’.....----- |

42 D#a O

nr

Paort: [] #1

| Savetoflash | [ Save & apply ] [Cancel]

J& 6-6 AFEA HC/
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STS AlelZ2= &M EM & Al 22 22gUICh STS AlelX22 Al & &8 282 UR
SX &AM 2o |RXAELCL T 6-74 &0 AAEX= 8 EM 2 AlZdS BHIEg =
USULICH

gn 2 Al a0l F OtA ZEOl JAsULCL R Bli= NTPABIE AFE0tH ER 2 A2t
232 |RAot= RYULCH NTP JISS AIE0tE=E &ZFolH, STS Al2lE2= AIAEES AR
IHOICH NTPAHOIA &R 2 AlE E2E JIMdSLICE NTP AHE 0.0.002 &EFGHH, STS
ANelZs CZ2E NTP AHE AIEELICL 0 R0 STS AlelZ= UWERIDE SaHA 2EH Lol

e A2tEs =522 2380

A2t EE2E |RXE = AsU

L8 AR AMAES W 2 OAIRS

UTC2tS AlZt @E4 2FH0| 2R =%

AZHOH, UTC2tSl A2t @EA AIE @i &
Sof

AZHUTC: Universal Time
2 NTP ABE AtE6HA

e}

ot HFol)|l Rz Al2tCH(timezone) 2t
SLICH AMEXIE AOEIYS ALESHTY, MHEHY
A2 B2 W & A2t 22 AHENY D 23 e
STS Al2IZE HEs AIAE AlZS AHME £

Date and time

Use MTP @

MTP server (0.0.0.0 for &uto)
Date [rmmmddfvyyy]

Tirne [hh:mmmss] .

[Standard time]

Timezone

Tirme offset from UTC (UTC + [«.x]hours)
[Daylight saving time]

Enable/Disable daylight saving time
Daylight saving timezone .

Time offset from UTC (UTC + [.x]hours) :
Start date [mm,/dd] :

Start time [hh:mm:ss]

End date [mmdd] :

End time [hh:mm:ss] :

IDisabIed vl

[152. 755,200,100
[o7/05/2004
[TT:053.20

s
[0

IDisabIed vl
|

[0D
EIEE
|DEI: 0o oo
TR
f00:00: 00

Save to flash | Save & apply |

Cancell

& 6-7

Il AI2F 7

79



6.8. €8 &l

MEXE 8 & Z2E CF JtE, NFS MW, AHEA S2H(user space) £= =2Z2 Ha &2
IO Mz 2 (Export) &= UL, CF =, NFS AW, AIEX 328 £= 22 HAWAN &3
d8E S0 (Import) M 28 22 s =& USLICH

METHe E0H2I(Impor)E & M AKXl H40lA "Factory default'S SEi8tHLE STS Alel£2)
F IHES 2F =0t Il 48 ARXE =d dMadE =) JIE2 £33 78 = USLICH
78 6-80lM AF 22 sHE2 2HSUC. H4F HEE Z2UDI(Export)dtAHLt SH2II
(Import)oted™ CtE Het0IeSS HEGHH &0 0oF LIt

AXFAE BUII(Configuration export)
2| Xl(Location) : t’LHDI(Export)°* 2
2 S3HEncrypt) : Yes &=

CI

2 (File name)

MM FE S0 2I|(Configuration import)
A Xl(Location) : S0 2J|(Import)& <RI Xl. Factory defaultE &Ei5tH =J| J|I2 &F
S7g = UASLICH

ujo

nx
0
0

2 &8 (Configuration selection) : (@ ZFEFS HAHIEE S0WH22)|(Impor)e XIE

ZZ LI

UO

}S3l(Encrypt) : Yes £= No. 0 2J[(Import)& < XIJt Factory defaultO|™ OtR I&=2
=X ¥sLICH

o M= (File selection) : CF &, NFS AW, 12l AISX 328 52 H&&E AXNA
==}

o535t SMS BHESHE BLUIDI(Expor)E IS =222 BoiELIC
22(Local) : X 2 HAY 0 22 HAMAN 2UII(Export)E THYS F= A2 =9
ELICH
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Configuration management

Configuration export

© cFcard € NFS server € User space(fusr2) © Local machine

Export |
Configuration import

Location :

Encrypt

Location :
Encrypt I\’es vI
File name : |

[T select all

© cFcard € NFS server € User space(fusr2) © Local machine

 Factory default
Configuration selection :

[ system configuration { 7 Including IP configuration )
[T Serial port configuration

I\r’es vI

File selection :

Irnport |

Select file

j Local :

|.5yscm

ZI0tE2...

=2
=
3. ¥ = YHELICHL

1. SW (Import)geF

2. 8
3. ¢
4. S

78 68 &F 2o

SLICh.

33 s sgEU
M 2J|(Import) |XJt 22 HAIS OtLILD Factory default& OtL|ct®H I &
el|AE YANM SH20I(Import) & IS SEELICH

5. S0 2J[(Import) ?X
=0 2 (Import) &

XL 22 0aloletd
ngs d=8gU

6. [Import] HES S & LILCL

=0t
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BHl0 gdol=

L EId0lEsE AlclgE 25, 823 28 L= @ oHHBOAE Soll JisgLth =4l
AOHO0EE= Sena ZAIOIEQ http://www.senaindustrial.com/support/downloads/ OlA OI2& =%

UASLICEH
J& 6-92 BAGN Ed0lE & CIHHOIAE 20ESLICH

Firmware upgrade

Select the new firmware binary file
This will take 5 minutes maximum

| _ o), |

Upgrade | Reset

18 6-9 &70/ 2140/ =

g2 Sofl EAIHE FdiolEsteAd U89 EXE WELICH
1. Z0tEJ| HHES SE6tH =4 BRI HolHeIE &= LICH
2. dBHE BHHE2Z FOd0IE &L

3. Zc0IEE Otdl = HAAMES HESHI| AHM AAE0l MAIEE AL LICH

BAOE SZdOIEE I &2 225 L= AMelZ 2252 AME0H)| M= TELENT/SSH £=
HOIE Olsdiold T30l z28 d&5 Z2EZS Koot &LICH AN fd01E

Sll= olde S#FEE2 IP €8 €82 Mot =) Jle €32x clAE JYLICH

0

2 252 018060 HANWHE PIH0IE of)] M= Chisel EXE GHELICHL
1. =& HAOWE 2ELICHL
2. TELENT/SSH &= Al2lg & ZEE AME6tH HOIE olsdolE =
A B SLICh.

HU
IJ
0%
jo

(Alelgd 2 ZEE 018 22 4Y0ol 2 Hel2Z, Telnet £= SSHE AMEGIHIIE

i
oA
o

c

[
Z

L
v
(o]
=
o
==
=)
rlr
o
_I_
oY
um

420 Fc0lE HiwE &
4. 2t XAIAE S 21D 78 6-1101 20l XME 228 Z2EZSS AIS
BtOlUCl e S MESELICH
5. Zdl0I=0F ELE HE AIgES HE0H)] Aol AIAE0l THAIEE A-LICH
BA d0l=E AliotH, STS AlclZ= 118 6-12X8 0l HAXE HAIZ
HJYLICH E£8t STS Al2lZ2= &M B HE=S =XIotH S LICH

ol
2

=6

o
e

i
>
_=

Login : admin
PESSWOREEl § N
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18 6-10 & &£ A/2/1g Z2£= ArES BF0f & 4/0/=
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“ g Com_1 - HyperTerminal . -0 x|
File Edit “iew Call Transfer Help

Dlﬁaliilgﬂ ﬁEﬂE@'EEJ

7. Exit and apply changes
8. Exit and reboot
{Enter> Refresh

—=> 4 1 Send File : ed .3
System administrat o ... 0apownioadiSena\Fimmware
Select menu: Filename:

1- ggzzgg ?_E;;gﬁg ID:'\Dawnlaad'\sena\Filmwale'\SSSDD.img

Device name: 5
Date and time  Protocol:

2.
3.
4.
g - Change passuur IZmu:udem with Crash Recovery |
7.
8.

User file upl
Reload factury
Reload factory
9. Firmuare upgra Smﬁt | Cloze | Cahcel |
<ESC»> Back. <Ente
_—2> 9
Do you want to upgrade firmuare? <uysnd: gy
Transfer firmware by zmodem uwusing your terminal application.
To escape,. press GCtrl+X.

==BAf f ABEPRAS h157
|connected 0:02:45 |futn detect |9600 B-1-1 [ScROLL [CAPs  [WUM [Capture  [Print echo i
J& 6-11 Z2Z (HyperTerminal) £ 0/&3&t b0/ 2] I1E MZ)
———>9

Do you want to upgrade firmware? (y/n): y

Transfer firmware by zmodem using your terminal application.
To escape, press Ctrl+X

**BOf£000005b157

**BO££000005b157

**BOf£000005b157

**BOf£000005b157

Firmware upgrade failed !

Now reboot

g 6-12 &0/ &33/0/1= &u BIAIX

6.10. AIS A It H=ZE6H)

AZXbE AHAlel MYES STS Alel20 S2EE =+ JASLICH DLt Y P2E Jiss 225
Hi=0Ae XHSLICH I H2E O g 6-130d 20X X0l 25 H=2 “4.
administration --> 6. User file upload”0il </ XIcoll [U_SLICH

AFZXIE 225 H=E AMSoiA STS AlelZ=0 YsS ZEot)| ke, BIEAl z2E HS
IZES2 XNA6t= TELNET/SSH £= HOIE ol20ld T2 &2 AFZaH0F &LICH

HEE HXl= U3 20l 2 HRE MSHA BAWE 0 01E56t= HE D HI=ELICH
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-~

1. G2 MEXRL I

2. TELNET/SSH &£= A
58U
(Alelg 25 ZEE 0182 32 MU0l 2 Z2E=2, Telnet £= SSHE MESHIIE
HHELILL)

3. 78 6-132 20| AIEX It 2L =AM dHS & LICH

4, 78 6-1101 20l= AME =2cte XIAIAtE et z28 Z2ESS AISoiA ArEX

|,o|2
==

HI&LIC

clg 2=

HH

Hl

EE AEollA HOIE olSclold Z=2 180

_t"_’_l
o
0
Iz
I
ol
-
[

2 /& 6-131 20l 4= UHAIXIE #AlZ AL
= o

78 6-14 20| Ol BIAINIE HEAIE AYLIC

A

T MEXN I GEEE 28 ANEN F2b (Jusr2) [EEZ/0AE SHEEL/C) STS
AICIZLH RS g AIAE0) 2at [ &2 FZE 208, 82, SciA 7& E= FXolAIT/
vteL|ct.
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18 6-13 A BN & S ZE U=2 &F WAIA

& 6-14 AMEXN g == LI OIAIA]
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7. NAE SH

STS Alel= & CIHHOIA= S stEs MIgU
FAGHH STS Al2l= HiZ2lol MEE S COoIeHE #og
L Alelg ZE SH = link layer, lo, eth 28 Al2lg ZE

CP % UDP SJH= TCP/IIP Z2&E 22| 4J12 J|l2 &3

=

A AE

o oA

bl

—

7.1. HES A CIEHOIA(Network Interfaces) S|

Ol

iy

HERZA
HERZA

QIHHOIA SHE STS Alel£2l local loop back interface
CIEHHIOIAQ! ethO CHEH JI2 UIESRZA AHHOIA AHES

Network interfaces statistics

SA

StHES
E

CIE{H O

lo & STS Al2IX2l J|=
LHEFEH LICY.

Interface o etho
RFeceive Bytes Gaa0 74483861
Packets = 8057
Errors a a
Drop 0 0
FIFD ] ]
Frame a a
Compressed ] ]
Multicast 0 0
Transmit Bytes Gaa0 Fhe794
Packets = 3991
Errors a a
Drop 0 0
FIFD ] ]
Frame a 330
Compressed ] ]
Multicast 0 0

JE 7-1 WEFHFT CIHBH O &F

7.2. Nelg ZE S

ANelg ZE SH= 3249 Al2lg ZEQ A2 S, Baud rate &3 % 2

EFRLICH ( @ :On @ :Off)
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Serial ports statistics

Port Baud Rate T Rix RTS ©TS DOTR DSR  CD
1 33400 0 ] D Q > Q Q
2 33400 0 ] D Q > Q Q
3 33400 o o & Q > Q Q
4 38400 o O > Q @ Q Q
5 38400 o O > Q @ Q Q
& 38400 0 o > Q > Q Q
7 33400 0 ] D Q > Q Q
B 33400 0 ] D Q > Q Q
& 72 Al2IE HZE LMH

7.3.1P SH

IP S SIS IP Z2EZ2S AME6I0 IH3/HZ0 st M HEEE M8t

NEE= 220 mWt0leo s 8o € 492 3 28Ut

e Forwarding :
IP forwardingOl enable &= disable &Ei2IX (&

e DefaultTTL :
JI& TTL(Time To Live)

e InReceives :
2AE MO0 £

e InHdrErrors :
ol 2SIt UL =4lE HOIH IS ~(EXE MIAIAE(checksum), XX 2= H&E &, JIEt
O ldd, TTL =t &)

e InAddrErrors :
FA I UL =4S HoIHHO&e =

e ForwDatagrams :
Forwarding = GIOIEH &2 =

e InUnknownProtos :
OIAGX 210 &= XNJAZKN &2 ZE2EZ0/)] 20 RAUAJXNCH 32 A& HOIH

8o =+

f
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e [nDiscard :
DT2EZ &9 8 ZHe 2AZKXN LUK A (0

IP GIOIE D&ol 4

nJ|m
in
=
==
E
0K
s
10
!
J
10
0
ro
1o
I

e InDelivers :
NMEE 4 OIS =

e OutRequests :
HEGHESE QEE &4 HOIEHI#S == Forwarding € OIOIE Q&2 == H2E.

e OutDiscards :

FAIE =2 O0IHOd2 = HHEHE2 RS &0 SHIZ =401 U ZHJAXE 2H=
gle= OoleHO8e =5 20|18, 0] == Forwarding € OOz 2t ZIAX D 012 &2
Qolol Al JIES =St HOHIOEY =5 HZaHe

e OutNoRoutes :
destination IP =20 &&6H)| fst 20 HADA 22 OIS £, 0lgd HOoIgHHd#2
H2Jl XE&LIC

e ReasmTimeout :
QIO O 220 =56 =, LM X GO 28 =0l &=aolotdol= al& A2t ™It ol

Of =fotXl &2 &<, oIeHd82 HIl H2E.

e ReasmReqds:
M0l st oIea8e =

® ReasmOKs:
S3XOo2 MWME ColgHI&e £

e ReasmFails :
MAE 2 gl= HoleHIOse %

e FragOKs:

H4E3XH2=Z fragmentation & OIOIE{ &S| ==

e FragFails :
fragmentation &/ ISt HIOIEH Q&S ==
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e FragCreates :
A

MAHE fragment =

1P statistics

Forwarding 2
DefaultTTL G4
InReceives 8208
InHdrErrors 0
InaddrErrors 0
ForwDatagrams ]
InUnknownProtos 0
InDiscard 0
InDelivers 4892
CutRequests 4073
OutDiscards 0
CutMoRoutes a
ReasmTimeout 0
ReasmReqds 4954
ReasmokKs 1667
ReasmFails 0
Fragioks 21
FragFails ]
Fragicreates 118

I8 7-31P &H/

7.4.ICMP S

ICMP S 3tHE2 ICMP Z2EE9| AIS SH F2E HNSELUCh 2 Wetllge 82 & 49

2 s €sLith

InMsgs, OutMsgs :

[ ]
=0 e dEE WAIXK =

O

InErrors, OutErrors :

)
=0 e dEE WAIXK =

— T otT

InDestUnreachs, OutDestUnreachs :

°
=0 L= d&E SHXU =EotXl 28 HAIXE

e InTimeExcds, OutTimeExcds :

time-to-live(TTL)E Z=1tot=E =4 L= ASE HAIXL =

e InParmProbs, OutParmProbs :
& = ASE WAIKX = Wet0Ie o @F0F 248 HAIXIS %=

1

e InSrcQuenchs, OutSrcQuenchs :

Al = M&EE AA Quench BIAIKXIS

1
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InRedirects, OutRedirects :

[ )
Al = MSE L= Redirection BIAIXIS £

InEchos, OutEchos :
cC

AlE echo 2

o @

Al

(i

]

of %

rr
1

NEchoReps, OutEchoReps :

A L= +4AE echo SE2 %=

o @

InTimestamps, OutTimestamps :

[ ]
=4 £= 8EE time-stamp &9

InTimestampReps, OutTimestampReps :

[ ]
248 L= MEE time-stamp S€2|

— — o

InAddrMasks, OutAddrMasks :

[ J
=4 e dEE =4 0239 +=

e InAddrMaskReps, OutAddrMaskReps :
= = dEE =4 ta3 e =

ICMP statistics

InMsgs

InErrars
InDestUnreachs
InTimeEx=cds
InParmProbs
InSrcQuenchs
InRedirects
InEchos
InEchoReps
InTimestamps
InTimestampReps
InAaddriMasks
InaddrMaszkReps
Quthsgs
COutErrars
OutDestUnreachs
QutTimeExcds
OutParmProbs
COutSroQuenchs
CutRedirects
OutEchos
OutEchoReps
CQutTimestamps
outTimestampReps
OutaddrMasks
COuttddrMaskReps

oooooc oo oo o0 o000 o000 R0

J& 7-41CMP &/
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7.5.TCP S

TCP Sl 3tHZ2 TCP Z2EZ22 A2 Sl 38

i
=
I
il
C
o
i
=l

l2t0lEfe) Hol W sHge

e RtoAlgorithm :
AE S92l retransmission time-out (RTO) 2 12|&. MA
0: CONSTANT - Constant Time-out
1. RSRE - MIL-STD-1778 £ B
2: VANJ - Van Jacobson's Algorithm
3: OTHER - Other

OF
ne
kJ
o
o
o
a
0l0
10
g
Of
ol
[
i
()
o

e RtoMin:

%A RTO 2t (ms).

e RtoMax :
ZIf RTO &t (ms)

e MaxConn:

Z0 HE ME =

e ActiveOpens :

SEXOI 2o & SSHQ HZS 220|AEY IR

b S i

PassiveOpens :

[ ]
LSHOl KA & £SH

e AttemptFails :
A

AIfEr HZ AIZO0l CHEt =

e EstabResets :

WEZNOZ HoE o1z &

o = —

e CurrEstab :

sl dg= o9& +
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InSegs :

[ ]
=4lE segment

OutSegs :

)

[ ]
M EE segment &=, MAEESE segment= Z&T X &

e RetransSegs:

MHESE MIOHE =

e RetransSegs:
MESE MOAHE 5 279 M=+

o OutRsts:
Reset 210t &80 AEE HMIAHES =

TCP statistics

Rtoalgorithm
RtoMin
RtoMax
MaxiZonn
ActiveOpens
FPassivelpens
AttemptFails
EstabResets
CurrEstab
InSeqs=s 1051
QutSegs 1486
RetranssSegs ]
InErrs ]
QOutRsts 3

Mo oo o oooo

J& 7-5TCP &Jf

7.6. UDP 3

UDP S 332 UDP Z2EZE2 AME6t= I3 T AZ0 28 SH HE2E HS3ELIC
24

choll 2f metilgel 82 & &30 Lot ASLICH

InDatagrams :

[ ]
09 glolg el +

e NoPorts :
NEE ZEIJ REGHA 20 HII HEE =4 HOIE8e =
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InErrors :

[ J
F=olE 2F OoleHge =

OutDatagrams :

[ J
dEE OoleIdge =

UDP statistics

InDatagrams 2854
MoPorts N
InErrors o
DutDatagrams 3863

& 7-6 UDP &J/
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8. CLI CHLHA

8.1. A&
root £= System admin 2 AlIAE 2Z L= Telnet/SSH A2 Z2E2 Sofl STS A=<
Linux 25 HWMEZR! QIHHOIACLYM B & = /JUSULH CL OIA SE AEX=E HEE
Linux 282 S0ot0 STS AlclE &EHE ZAlotl, 48E HEGIL HA AEES HEct, A=
A HO| scriptE AUGHH A SAES STS AlelE AOIOA IS d8E = USLICH
STS AM2lZ= WS ZSdiAl HR20M SA0/E = JUESE /usr2 0 1024 KBS AIEX S2HS
MZeLICH AFZ A S2HUlA, AFE Xt XHAI0I M &S shell scriptE &g = UM, H4ds =
SOHE e =& UsLICH
root AL2Xt= AIAE 22E& L= Telnet/SSH SC0|AHEE AIE8H0 CLI 0] &5E & USLIC
System admin2 CLI0I &= & = SISLIC 2 48 HixlL 22 SiM2 858 = AsU
Ct.
8.2. SchAl 24
STS AM2IE UWE ZcdiAe= otciel Ho 201 F&ELILCL AMEX= Mtdblocks of USRS
dEg £ A=, 0l /usr2 0l OI2EZDNH USLICH MASXeE /ete, /var ¥ /temp T O
H2g = UsLIt MREE = 08 MU &=dl Z2ct= A2 STS Al2lX0 &= =X
EsUCH deflt, 2 ArEXF mMES0 822 ot savecont FHEES AAMEOH, £F
o2 HEADHN WS EdA HR2e g9z HEDH, MEESHH 0 &0l Es%H &L
MetAd, | E6HA 2 BHAESHH STS AIE JF SHiEA S&EGHA Z2 = USLILCHL Y9
A%, STS AM2lZJt HSGtA %22 =& USLICHL

Block Type Mount point Size (KB)

MtdblockO Bootloader None 128

Mtdblock1 Kernel None 768

Mtdblock2 CRAMFS (Read only) / 6080

Mtdblock3 Ram disk image (4MB) letc, /var, ltmp 64

Mtdblock4 EXT2 (R/W) /cnf (normally unmounted) 64

Mtdblock5 JFFS2 (R/W) Jusr2 1024

Mtdblock6 Reserved None 64

Total 8192
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8.3. XI” &= Linux |EclEl

8.3.1. Shell & Shell Utilities:

sh, ash, bash, echo, env, false, grep, more, sed, which, pwd

8.3.2. File ¥ Disk Utils:
ls, cp, mv, rm, mkdir, rmdir, 1ln, mknod, chmod, touch, sync,
gunzip, gzip, zcat, tar, dd, df, du, find, cat, vi, tail,

mkdosfs, mke2fs, e2fsck, fsck, mount, umount, scp

8.3.3. AAEI RECIE:

date, free, hostname, sleep, stty, uname, reset,

insmod, rmmod, lsmod, modprobe,

kill, killall, ps, halt, shutdown, poweroff, reboot, telinit,

useradd, userdel, usermod, whoami, who, passwd, id, su, who

8.3.4. HESRIA SECIE:
ifconfig, iptables, route, telnet, ftp, ssh, ping

8.4.root == system admin2& CLI EZ06})]

Aelg 2=:
1) PC2l Aleld ZESQ STS Alelx2 2& X
2) PCE HOIZ o
3) PCo A2l ZEE
4) <enter>E SELICL

5) STS Al2l= root HIEOIL} admin HAE2Z Z ]0CI&HLICH

Im
I
re
[N
o9
c
a

Telnet 25:

1) telnet STS A/2/ZX ip address

96
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8.5. CLIOIA STS Alel= &€& E &6

8.5.1. £3 Iig ME/ZE S&:
1) STS Series= 28 Al, /cnf/cnf.tar.gz WS /tmp/cnf/0 52 20 ML
/cnf/ CIAE2IE unmount & LICH
2) AEXIF €3S BEGHH, /tmp/cnf/0l U= LSS WES HEGHH EULCL
3) ArE XL AUl A [Save to flash], &= CLI W2l saveconf HES 0 o &
ol= &<, STS Series= /cnf £ ChAl mountot] /tmp/cnf/0 U= HAE MILESS
o

/cnf/cnf.tar.gz& CtAl &F&LICH

8.5.2. CLIGIA &€& B1& 28
CLIOIAl STS Series® &£Xg #AGIAM, HAE J|Bo| Hix &8 SL2IEQ configmenuS
4 MYS HISLICHL (2% Mol 2 Met0IEN et

2) saveconf ®RE

3) applyconf RECIEIE Aol 2= HE MES AAEUH HEELICH

root@192.168.0.117:~# configmenu

or

.117:~% cd /tmp/cnf
.117:/tmp/cnf# vi redirect.cnf
.117:/tmp/cnf# saveconf
.117:/tmp/cnf# applyconf

root@192.168.
root@192.168.
root@192.168.
root@192.168.

O O O o

8.6. A& X} Script & &5}J|

Shell script /usr2/rc.user= STS Alel2Jt REHEH U522 SET0H 2HELICH AAEX=
MEX HO| script = &8 Tz g AMGI| /0N rc.user WS =T E £ USLICL

#!/bin/bash

#
# rc.user : Sample script file for running user programs at boot time

#
#PATH=/bin:/usr/bin:/sbin:/usr/sbin
# Add shell command to execute from here

echo ‘'This is the welcome message defined by users’exit 0
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8.7. File 8 &

MNEXeE Y MES <ol ftp SU0IHE Z20¥s AAEE = U1

/usr2 &N NEE = UsLICHL

|H
il
|
0%
Mo
[ml
M0
n<
(=]

root@192.168.0.117:~# cd /usr2

root@192.168.0.117:/usr2# ftp 192.168.2.3

Connected to 192.168.2.3.

220 1lxtoo.senalab.co.kr FTP server (Version wu-2.6.1-16) ready.
Name (192.168.2.3:root): sena

331 Password required for sena.

Password:

230 User sena logged in.

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> get test.tgz

local: test.tgz remote: test.tgz

200 PORT command successful.

150 Opening BINARY mode data connection for test.tgz (350 bytes).
226 Transfer complete.

350 bytes received in 0.04 secs (9.6 kB/s)

ftp> bye

Lot AtEXt= scp S2H0/HE Z2 )3 E 0|0t Encrypt & &HEHZ IS =5
Ch. AFE X2 PC OlA STS Series(192.168.0.120) 0l U= S& LIS 2A6tD AE FRU e
Sl 22 HE2 AMEX PCOIA & AIH =9 ELIC

[root@localhost work]# scp root@192.168.0.120:/usr2/rc.user /work

The authenticity of host '192.168.0.120 (192.168.0.120)"' can't be established.
RSA key fingerprint is cl:70:ab:52:48:ab:e5:dc:47:9c:94:ed:99:6£:94:4F¢F.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '192.168.0.120' (RSA) to the list of known hosts.
root@192.168.0.120"'s password:

rc.user 100% |*****************************| 173 OO:OO
[root@localhost work]#

8.8. Gil Al

8.8.1. ZtX|2| Telnet Disable 6}2|

STS Al2IX X s, 92 22 TESSH 8 TCP ZE 22 & telnet® TCP ZE 23)S2 MY
JIsS XNAGKE LSLICH AIRXE &/Telnet/SSH TS Al2IX

= Eses
Had T= 24 40 D=5 g 8 Asut
X =
—
o

il

23 H=E Sdihs BE= 343 &= :
MEX= AZXE script rc.userE FHE2ZM, Xl otLtS & F&(telnet £= SSH)PHE

Blgd et H=5 & = AsUb. =dots g USY 201 2ItX2 A ASLICH



Ol 1.'inetd.conf' IS £=FEHLICL

1 &} /etc/inetd.conf (telnet MBIAE commentout £= A H)E =& LICL
2 9 inetd.confZ /usr2/inetd.confZ =S A& LIC

3 ©H /usr2/rc.userscriptE CtS0 20| BHEEHLICH

Ol otdH, AAEXE i AAES FEE HOICH telnet ABIADE HIZE &EI HES

= X+
= (=] =)
A& = AsLICH

—/

Gl 2.iptables rule &

1 A O3S &0l /usr2/rc.user scriptE =38 &tLICh.
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o

MNEX= AIAEZ 2EE MOIC telnet ABIA S disable MBIt SI&F & £ USLICH AAEX
Jb Factory Reset JISsS 0/&0t0, STS AM2IXEE e 48X U2 =SAOHH, /usr2/rc.user
script I}l 0|2 /usr2/rc.user.old# WE=Z HELZMH RH2 rc.user W0l SFELU
Ch.

8.8.2. FJ|HQ T2 )8 &

02

1 ©H /usr2 CAECI0 crontab WLS MAEESLICH OS2 ME crontab W2 /tmp
o J

Cle&Eel 20l current date IS Mdot] 1 WHES 2200 HAISLICH

SHELL=/bin/bash

# Sample crontab job

# Run every two minutes

* % * * % echo ‘date’ > /tmp/current date

2 &) O382 HE= 0l8MAM crontab IHYS S=ELILCH
root@STS800 Device:/usr2# crontab samplecrontab file

gREC oHsHEH U3l Z0

nio

3 HA AMAES 08 HAIEE MHE cron &Y

#!/bin/bash
#

# rc.user : Sample script file for running user programs at boot time
#
#PATH=/bin:/usr/bin:/sbin:/usr/sbin

# Add shell command to execute from here
crontab /usr/samplecrontab file

exit O

STSOHAE -e SEICIEHE AIEZ0IH S crontabs B&)0| XNA-X @Esli=s XS F=2lot
ADJI BHELICH [etd AlEXtE BFEAl vi HICIEE AME06t0 crontab IS LHES HBHOF

8HLICH
crontab ItYOl Lo 25 XME 2= 2l=2A crontab MHRZEsS FXOIMAIL. (man 5

crontab).
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9. AtZ X+ HAHDIOIE JI0IE

9.1. A&

STS Aldlx= O&st HAHDOIE Z2ES MBohl W20 AtEX=s SH0 S STS
ANel2E HEE == USLICL STS AlclZs Os 200 MEBX HAHOOE #=H=S

M Z gL .

. EJ|Hol m2Ow A

ot FIIHCZ EF IZz)HsS g = USLICH crontabsS
J

1 ©H /usr2 CIEEL|N crontab OIS MASILICH CIS9

CI#EeC] 20l current date WS Mdotl 1 WHES 2=20tCH BASLICH

SHELL=/bin/bash

# Sample crontab job

# Run every two minutes

* * * * * echo ‘date’ > /tmp/current date

2 GA O32 BES 0I80HM crontab IES SEELICL

root@SS800 Device:/usr2# crontab samplecrontab file

3 BAH AIAES 08 THAIEE HHE cron HEHS IRH=x2 O

rc.user AJEEE AIE0IH ELUICH

nin
o
e
[m]
alo
&
m
o

o

#!/bin/bash

#

# rc.user : Sample script file for running user programs at boot time
#

#PATH=/bin:/usr/bin:/sbin:/usr/sbin

# Add shell command to execute from here
crontab /usr/samplecrontab file

exit O
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STSOHAE —e SE(UMCIEHE AE0StH &M crontabs HE)0|l XNFEX Eeles HE F2
ADJI BHELICH [etd AFEXtE BFEAl vi HICIEE ME0I0 crontab IS LHES BHE
LI

crontab Lo ILOHQY Z&t XHASH 2= 2l=A crontab g2 &X

Q'E

>
=
Ho
P
3
)]
=}
(&)}

crontab).

9.3. AH=X &2 & HlOIXI

STS Series= AIEX 2 & HOIXNE XNIFLULO. ASXes & ASX AHBIOIAZ 2018t
S0 AFESX E2 HIOoIXKIOF R SES

HZ0 &2st XAt E2= A& 3.9 & MB & (Web Server Configuration)S & X0t Al 2.
C

=
2 EHY HEE £33 = LICH CI2E & HolX

otk Jl= @ HOIXIJF D2 HOIX(Customer Page)2 B, AIZRIL B AIRX
CIEHOIAN 2108t =01 D2 HOIKIJF T SLICH D2 HOIKS WE2 X5,
AEXH= BIS Al indexhtml DFUOILF CIZE CGI ZR2IBES 2FGH0F BLICL 0 & DU

STS Series2l Jusr2 ClEEe|0l AXIoH }USLICH
index.html Lo LHE =H2Z2 index.html IS LIS
D29 WEs HFSHI M=, ALZXo Bt
+=HS S0 FOLolor SLICH CGl Z2 &9 AA DEE AMYUGH)| A AIEX=E T2
e A (cross development environment) £ = SDK(Software Development Kit)Jt Z 2&fLICt
STS Series SDKE F6tALE 2=2A Y 2F0l 28 XAt E2E  |GHAIY
HIUHZ=2X&) Jl& X2 % (Sena Technical Support)0fl H2tatAIDl HEFLICH.

ﬂ

9.4. NEXt XtAIQl ZEE ZH5t] Al&5t)

ol

AER XS 28 Z2Y DEE H4ol)| fIoidE A2A Y &&F £= STS SeriesE
SDK(Software Development Kit)Jt Z Q8tLICt. STS SeriesSDK= PC CF 9t& EHIZ H=&LUICH
(STS Series& SDKE FotiL AzA g 2Z0 28 TAst ZFEE  RotAIH
NUHIsSZXE Jlzs XS0 HS6HAID] BHELICH.

STS Series SDKE AI&0t0, AL Xt= STS Series2 CLINA 2012 Zz)ds X&H8
USLILCH

O XtAHIst 82E RAA0IAIH STS Series HAEOIOIE JHOIE(STS Series customization guide)S
FARGHY AIL.

24 Y SZE AIE0HH, MEXte e &

LICH. O & X9 T2 )es STS Seriestl &

1]

|U
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0
ol
=

oAl AMEX= AIZX AJEE MY SH(EE) crontab Z2IHE AFEE =

ArZA Z28el =H0| Alel2 OOole HMeletdE ZHE HSclAHolE HW=E A
AsLICH ZH OScold 240 28 TMet 2= 428 ZE WES/F0/
LY AIL.
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oY,

M
I+

A 1.1. Ethernet Pinouts

0l
—

A

LI Ct.

b

E A=E

Ethernet H4!H]

STS AlelE2= AT&T 258 +1

LCf
o

=1
=

/

1L
.

/Y

.

1z

=

0
Kk

=

zr
oy

=]
I
RO

=

xr
o)

.

E]
2l
AU

Tx+
Tx-

J& A-1RJ45 FEE 9
£33

A-1. Ethernet& RJ45 F/ &£ </

NC
NC

Rx+
Rx-

NC
NC

Iz
rars

ol AsLItH

[ -

o

EZEE RJ45 JH4d
Il

=

[—

ol
g=

S
=

S|

Alelg

PSS

/

—

Ct.

ANSEEL

=2
=

RS232
(console and
serial ports)

CTS
DSR
RxD
GND
DCD
TxD
DTR
RTS

104

RJ45 JHYH

=
o
Pin

A2 2= 2 A/2/g ZFEE RI45 FEEH

Al2lg ZE Pinouts

STS Alcl



A 1.3. Ethernet 248 &

HelloDevice

Remote Host

_7&/ A-2 Ethernet direct connection using crossover Ethernet cable

HelloDevice

Tx+(1)

Tx-(2)

Rx+(3)

Rx-(6)

Remote Host

Tx+(1)

Tx-(2)

Rx+(3)

Rx(6)

Hub

Tx+(1)
Tx-(2)
Rx+(3)
Rx-(6)

Tx+(1)
Tx-(2)
Rx+(3)
Rx-(6)

_7&' A-3 Ethernet connection using straight through Ethernet cable

A 14.RS232 Al2|g U&=

RJ45-DB9 female adapter

Using RJ45 to DB9(Female) Cross-over Cable

Description (RJ45) | Internal Cable Color RJ45 Pin No. DB9 Pin No. Description (DB9)
CTS Blue 1 > 7 RTS
DSR Orange —> 2 > 4 DTR
RXD Black 3 —— 3 TXD
GND Red 4 > 5 GND
DCD Green - 5 1 < DCD
TXD Yellow 6 > 2 RXD
DTR Brown 7 Gt 6 < DSR
RTS White 8 > 8 CTS
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RJ45-DB25 female adapter

Using RJ45 to DB25(Female) Cross-over Cable

Description (RJ45) | Internal Cable Color RJ45 Pin No. DB25 Pin No. Description (DB25)
CTS Blue 1 > 4 RTS
DSR Orange —> 2 > 20 DTR
RXD Black 3 D 2 TXD
GND Red 4 A 7 GND
DCD Green - 5 8 < DCD
TXD Yellow 6 > 3 RXD
DTR Brown 7 At 6 DSR
RTS White 8 <> 5 CTS
RJ45-DB25 male adapter
Using RJ45 to DB25(Male) Cross-over Cable
Description (RJ45) | Internal Cable Color RJ45 Pin No. DB25 Pin No. Description (DB25)
CTS Blue 1 > 4 RTS
DSR Orange —> 2 > 20 DTR
RXD Black 3 —— 2 TXD
GND Red 4 > 7 GND
DCD Green - 5 8 < DCD
TXD Yellow 6 > 3 RXD
DTR Brown 7 Gt 6 < DSR
RTS White 8 > 5 CTS
RJ45-DB25 male adapter
Using RJ45 to DB25(Male) Straight Cable
Description (RJ45) | Internal Cable Color RJ45 Pin No. DB25 Pin No. Description (DB25)
CTS Blue 1 > 5 CTS
DSR Orange 2 > 6 DSR
RXD Black 3 —— 3 RXD
GND Red 4 > 7 GND
DCD Green 5 > 8 DCD
TXD Yellow 6 > 2 TXD
DTR Brown 7 D e 20 DTR
RTS White 8 > 4 RTS
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£5 2.STS Al2l£Jt XI&s6t= PC 3=

STS AlelX Al2l2= T34

PC JtEE X

LI

# A3 LERF FIE

Manufacturer Model/Name STS probed Model name Specification
3COM 3CXES89ET-AP 3Com Megahertz 589E 10 Mbps LAN card
TP/BNC LAN PC Card
Linksys Linksys EtherFast 10/100 Linksys EtherFast 10/100 10/100 Mbps LAN card
Integrated PC Card Integrated PC Card
(PCM100) (PCM100) Ver 1.0
Corega Fetherll PCC-TXD corega K.K. corega FEtherll 10/100 Mbps LAN card
PCC-TXD
Netgear 16bit PCMCIA Notebook Adapter NETGEAR FA411 Fast 10/100 Mbps LAN card
FA411 Ethernet
H A4 28 HESZT JFI=
Manufacturer Model/Name STS probed Model name Specification

Cisco Systems

AIR-PCM340/Aironet 340

Cisco Systems 340 Series
Wireless LAN Adapter

11 Mbps Wireless LAN
Adapter

Lucent
Technologies

PC24E-H-FC/Orinoco Silver

Lucent Technologies
WaveLAN/IEEE Version
01.01

11 Mbps Wireless LAN
Adapter

Lucent
Technologies

PC24E-H-FC/Orinoco Gold

Lucent Technologies
WaveLAN/IEEE Version
01.01

11 Mbps Wireless LAN
Adapter

Agere Systems
(Lucent
Technologies)

Orinoco Classic Gold
(PC24E-H-FC/Orinoco Gold)

Lucent Technologies
WaveLAN/IEEE Version
01.01

11 Mbps Wireless LAN
Adapter

Buffalo AirStation MELCO WLI-PCM-L11 11 Mbps Wireless LAN
(WLI-PCM-L11GP) Version 01.01 Adapter
# A-5 ATA/IDE Fixed /A =F 1=
Manufacturer Model/Name STS probed Model name Specification
Advantech CompactFlash CF 48M 48 MB Storage card
SanDisk SDP series SunDisk SDP 5/3 0.6 64 MB Storage card
SanDisk SDP series SanDisk SDP 5/3 0.6 256 MB Storage card
Kingston CompactFlash Storage Card TOSHIBA THNCF064MAA 64 MB Storage card
Viking CompactFlash TOSHIBA THNCF064MBA 64 MB Storage card
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Z A6 Alc/g 28 JI=

Manufacturer Model/Name STS probed Model name Specification
Sﬂ'e"r’:;olgc FM56C series 56KFa§nCAgAdE|§EnAA§gc-NFS i ent (e 290
Viking PC Card Modem 56K Viking V.90 K56flex 021 A MODEM PC Card
KINGMAX g;;iﬂizﬂgrrggﬁ 56K I\?ORDREL;Nié;LO-f/IISS6XX V.90 FAX/MODEM PC Card
TDK TDK DH6400 TDK DH6400 1.0 64Kbps
DOI\CIZ?I-\/IO Mobile Card Triplex N NT-EZE%C'I?r ,i\;/)lloeyl(\jjb”e 64Kbps
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£5 3.STS Al2l= 43 Itg
A 3.1. system.cnf







A 3.2. redirect.cnf
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LE Ho= S 22 3JHA 82 & 2H& X E(Well Known Port), SE& I E(registered
port), S&(Dynamic) £= AtE EE(private port)] U= = USLICH & LHE EE&=

3BNX 0I0H, Ol0I SEE EE= 10242H 491510HK12] EZEQLICH & L A4
LEE= 491529 H 655350tK12 ZEL|

o

& 2dd EZEE= IANAJL XEE X222 A, HRE2 AMABUHN=ES AMAE ZZAALE SE0
it APZXOF Adst T2 )0 2AoHAE Al=2E &= USLICHL Z A72 & el LE BS
=2 ZRE ZHSLILL XAE LHEZ2 IANA ZA0IES ZE0tAID| BHELICH

http://www.iana.org/assignments/port-numbers

# A-7 Well-known port numbers

Port number Protocol TCP/UDP
21 FTP (File Transfer Protocol) TCP
22 SSH (Secure SHell) TCP
23 Telnet TCP
25 SMTP (Simple Mail Transfer Protocol) TCP
37 Time TCP, UDP
39 RLP (Resource Location Protocol) UDP
49 TACACS, TACACS+ UDP
53 DNS UDP
67 BOOTP server UDP
68 BOOTP client UDP
69 TFTP UDP
70 Gopher TCP
79 Finger TCP
80 HTTP TCP
110 POP3 TCP
119 NNTP (Network News Transfer Protocol) TCP

161/162 SNMP UDP
443 HTTPS TCP

115


http://www.iana.org/assignments/port-numbers
http://www.iana.org/assignments/port-numbers

22 5. Guide To The Bootloader Bl T2 OHLHA

A51. K

Bootloader Oi=&= HIA Al, 27 S&22 BOOTP/TFTPE AI&Eot STS Al2lIZE =361
ANAE SIEYUHE XCdls YBHES MIELICE STS Al2lX &I A0 B3 = 3%
OILHOIl AFE KDL <Esc> IIE S22, bootloader Ui Z2OMS S £ JUSLICH 0 O
TIZ2NMO2H, AIEBXts ChYst AIAE TI2I0IHE 238 £ UL, otSA0 AAE HAE
2 firmware HI0IEE s&HE &= JSLICH

A5.2. 02l D=

Bootloader Ol ZZ2 &0 S0JHH, MEX=E S 201 HOIXIE 2 = USLICH

Bootloader 1.1.0 (May 23 2003 - 22:48:25)

CPU : XPC855xxZPnnD4 (50 MHz)
DRAM : 64 MB

FLASH : 8 MB

PC CARD : No card

EEPROM : A Type exist

Ethernet : AUTO-NEGOTIATION
Autoboot Start: 0

Select menu

. RTC configuration [ Feb 14 2003 - 11:00:26 ]
. Hardware test

. Firmware upgrade [S/W Version : v1.0.0]

. Exit and boot from flash

. Exit and reboot

<ESC> Back, <ENTER> Refresh

g w N

&' A-4 Bootloader o/ ZZ 729 o O H O/

A53.RTC &3 0w

m

RTC & HI=E MEE2ZM, AFEXt= STS Al2IZ2S AIAE ARIS 838 = USLICH

Select menu
1. Date (mm/dd/yy) : 02/14/03
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2. Time (hh:mm:ss) : 13:27:12
<ESC> Back, <ENTER> Refresh

Enter Current Date (mm/dd/yy) : 02/15/03
press the ENTER key to continue

Select menu
1. Date (mm/dd/yy) : 02/15/03

2. Time (hh:mm:ss) : 13:27:20

<ESC> Back, <ENTER> Refresh

————— > 2

Enter Current Time (hh:mm:ss) : 13:25:00

press the ENTER key to continue

Select menu
1. Date (mm/dd/yy) : 02/15/03

2. Time (hh:mm:ss) : 13:25:01
<ESC> Back, <ENTER> Refresh
————— >

& A-5 Boot/oader U+ ZZ31& LS RIC &&
A5.4. ot=90 HAE 0+

=R HAE H=E AMESHH o= 2d ass HAEY = UsUCL
A (]

5
It 22 3JtXI2 StEAA H

Ct E 20t /sLIth
- 13
- RY(K=s HAENAM A2 HAE 80l =&F)
- RS HAEWAN 2AF HAEE AMEWH =)

DENA, RH SAEMH IP =4)2 ping

ANEXI 2EIE HAE E

2 S2I WK KNS HAEI 9==mo2 2:IHLICL 0 DEUHAM, A SAEMY IP
(o]

F2)9 ping HIAES2L UART HIAEDL =S X 5L

F9. Ethernet 2 UART A HAEE FZES/
HE0| Ethernet Z/0/EE BIEAl G920t
SAZoHoF ELICL B, R2EIP F4AE X
IP £4£ 192.168.0.128 0/# 0/= [Firmware Upgrade] JI=£ Al&ot0 #HZFE + AUZLICH

JEN #ed, HAES &0 +d& + =zL/L

117



7&/ A-6 Bootloader &5 ZZ2 72 f9 /=80 HAE =
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d2, 2= ot=R0 74 240 e HAEI S22 =dEL

AEZ Xt [Auto test]E S EHSH

Cth.




78 A-7 Bootloader &+ ZZ2 372 LH9 3/=E80/ HAE 35

2t OtERI0 E 24 HAEE 2o, MEX=E <Esc> JIE =2l HAEESE AUHE = USLICH

& A-8ESC 7/E A& EF HAE 21477/
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A 5.5. Firmware Upgrade 0%

Firmware upgrade HI=E ME&2LZEM AIEX= EXIQ firmwareE HdI0IESE &= USLILCH

d, MEX= Ol2! Ol HOIXIS b &= 32 S=06t0H S

firmwareE & 1d0|&3al
firmware H& 2 =0l
£ 2ol BOOTP 2 TFTP 29 Z2&E=2g XK &LICI. DHCP &&HE &t

2
o
o
Iy
3
=
QD
@
[ml
M0
ul
In

Il
2 ASLICH firmware upgrade Ol Z= )&

J
BOOTPLICH AFZXIt TFTPE SEst A2, AAEX= HES X9 IP =45 HFoH0F &L

Ch. X9 JI2 IP =2= 192.168.161.5. 2 LICt.

Firmware upgrade 2| &2, [Server’s IP address]2 &H&E AHO EtE Al [Firmware File Name]&2

AHE firmware 0] BtE Al &0k & LICH

Select menu

Protocol [BOOTP]

IP address assigned to Ethernet interface [192.168.161.5]
Server's IP address [192.168.0.128]

. Firmware File Name [sts800.bin]

. Start firmware upgrade

<ESC> Back, <ENTER> Refresh

a s W

Select protocol ( 1 = BOOTP, 2 = TFTP) : 2

Select menu

Protocol [TFTP]

IP address assigned to Ethernet interface [192.168.161.5]
Server's IP address [192.168.0.128]

. Firmware File Name [sts800.bin]

Start firmware upgrade

<ESC> Back, <ENTER> Refresh

g w N

J& A-9 Bootloader /7 ZZJ7& LS firmware upgrade X+

AEXIL [Start firmware upgrade]E & Eict= Z<, & HAIXIE SFHO LIEHELICH AFS X0t

2= 6tH, Firmware upgrade ZZ AIAJE AIAEILICH Ol2igt Z2AAE 2= E A &
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Select menu

1. Protocol [BOOTP]

2. IP address assigned to Ethernet interface [192.168.161.5]
3. Server's IP address [192.168.0.128]

4. Firmware File Name [sts800.bin]

5. Start firmware upgrade

Firmware upgrade cannot be stopped until finished.

And all configuration parameters are restored to default values.

Do you really want to start firmware upgrade (y/n)?y

BOOTP broadcast 1

ARP broadcast 1

TFTP from server 192.168.0.128; our IP address is 192.168.161.5

Filename 'sts800.bin'.

Load address: 0x100000

Loading: #########44444444HH4HH4HEHHFHAHEHFHHIHERAHHHHHHSHEHHERSHERSFSSHES
T i o o i
B i i i
G i o o i
B i i i
i o o o i
B i i
G i o o i
B i
i i o o i
B i i
i i o o i
B i i
G i o o i
B i
B i i
G i o o i
B i

done

Bytes transferred = 5838194 (591572 hex)

Erase Flash Sectors 9-20 in Bank # 1

BLOCK 1 : Copy to Flash... done

Erase Flash Sectors 21-115 in Bank # 1

BLOCK 2 : Copy to Flash... done

Erase Flash Sectors 116-116 in Bank # 1

BLOCK 3 : Copy to Flash... done

BLOCK 4 : Erase Flash Sectors 117-117 in Bank # 1
Firmware upgrade is finished successfully.

Select menu
1. Protocol [BOOTP]
2. IP address assigned to Ethernet interface [192.168.161.5]
3. Server's IP address [192.168.0.128]
4, Firmware File Name [sts800.bin]
5. Start firmware upgrade
<ESC> Back, <ENTER> Refresh

&/ A-10 firmware upgrade ZZAfA
firmware upgrade ZZ2AIAJ} 22 EH, T2)A2 &3 HAX MW H=E CHAl LIEFRLICH.
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28 6. Serial/lP2 STS Al2lZ ALE3HD]

A6.1. STS Al2lX2 Serial/lPe =& Hlw

]

I A-8STS A/2/X vs. SerialllP S4 =248 d& H/0/2

M

Serial Port Configuration of STS Series Serial/lP Configuration
Cryptograph
Host mode Configuration yp. J p Y
Configuration ) Connection )
Credentials Security
Encryption Protocol
Host mode Telnet Protocol
Method
No login Raw TCP
TCP Disabled None ) _ Disable
required connection
No login
TCP Enabled None ) Telnet Disable
required
“SSLv2” or
No login Raw TCP Negotiate
TCP Disabled “SSLv3
required connection SSLv3/TSLvl
rollback to v2”
“SSLv3” or
No login Raw TCP
TCP Disabled “SSLv3 ] . SSLv3
required connection
rollback to v2”
“TLSv1” or
No login Raw TCP
TCP Disabled “SSLv3 ] . TSLvl
required connection
rollback to v2”
“SSLv2” or
No login Negotiate
TCP Enabled “SSLv3 Telnet
required SSLv3/TSLvl
rollback to v2”
“SSLv3” or
No login
TCP Enabled “SSLv3 Telnet SSLv3
required
rollback to v2”
“TLSv1” or
No login
TCP Enabled “SSLv3 ] Telnet TSLvl
required

rollback to v2”

STS Al2IZ0l “SSLv3 rollback to v2” =& Serial/IPOl “Negotiate SSLv3/TSLv1"t 22 24 LIC}.
“SSLv3"=Z STS Al2IE9 2535 HASI dFLUCHH, Serial/IPE “Negotiate SSLv3/TSLv1” &
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HOZ= STS Alel22 222 = USLILHL

A6.2. A& 0Kl - Telnet

NG

! SSLv3 Encryption

1 ©H G20 20| 18 A2l ZEE SAE BEZ &4F
Host mode = TCP,
TCP listening port = 7001,

e

FLICY.

Telnet protocol = Enabled

Serial port configuration - 1 : Port #1 ---Move to --- ~

Enabla/Disable this port
Port title

Apply all ports settings
Host mode configuration

Host mode | TCP v

TCP listening port (1024-65535, 0 for only ;700] |
outgoing conneckions) : —

Telnet protocol 'Erjikll_ed vE

Max, allowed connection (1-32) ; [32 ]
Cyclic connection to remote hosts (sec, 0 : iU I
disable) :

Inactivity disconnection timeout (sec, 0 ; '0 |
unlimited) ;

| Savetoflash || Save&apply || Cancel |

Remote host configuration
Part IP filtering
Cryptography configuration
Filter application

Seral port parameters
Modem conflauration

Port logaging

Port event handling

2 ©J OIS0 20| 1 Alelg ZEE 253 Jls & & (Cryptography configuration) & LICt.

Encryption method = SSLv3

LDl 82 1% EotAlS] JIZ2 22 HSHAIL.
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Serial port configuration - 1: Port #1 --- Move to --- &~

Enable/Disable this port
Part title

Apply all ports settings

Host mode configuration
Remote host configuration
Paort IF filtering
Cryptography configuration

Encryption method |SSLv3 v
Enable/Disable cipher suites ;
SSL_DHE_DSS_WITH_RC4_128_SHa
SSL_DHE_RSA._WITH_3DES_CBC_SHA
SSL_DHE_RSA_WITH_DES_CBC_SHA
SSL_DHE_RSA_EXPORT_WITH_DES40_CBC_SHA

J& A-12 &57/5 & Z( Cryptography configuration)

3 ©H Open Serial/IP Control Panel2 Z11, STS Al2lZx2l 1¥W Al2lg EZEQL S&

25t= COM ZEE “Select Ports” HES = &= EHLICH

- Serial/IP?Cantrol Panel 4.2.3 3

Tacncar, . IR I
softwa rc—} it 4

COMTT —Settings for COM18

COMI12 IP &ddress of Server! Port Number:
ggmg [192 168,411 [7001

Egmg Configuration Wizard.,,.

COMI17 ,

CoM1g Select Ports [X]

Please select the COM
ports you wauld like to
redirect to Serial /IP?

ICOMS T .

CICOMID i ST
VICOMI]
VICOMI2
VICOMI3
WICOM14
VICOMIS
VICOMIE

Select Ports. ., | VICOMI17

VICOMI8 Rl
_PotMontor.. | | =50 cancel| Help... |
M T OIS e s A

[~ DSR always high

Advanced. ., | [~ DCD always high

[~ Restore Failed Connections

- Security
¥ Enable  |SSL Version 3(S5Lv3) |

Close ] Help... I Sbout,,, ]

_7&' A-13 Serial/lP Control Panel Al ZESZS A&
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4

5 EA

=

x
(=3
1o

Enter
HH)E

= 5

fou
o]

HAl

0
J

2ot

A(ISTS Al2l= IP Z=2)9

s &01 OHE

TE

Credentials = No Login Required,

Connection Protocol

= Telnet,

Security = SSL Version 3 (SSLv3)

HH(1B Al2IY ZEQ TE

mtetileEsS =Lt

—. Serial/IP?Control Panel 4.2.3 X]

Select Ports.., |
Port Monitor... |
Licensing,., |
Advanced.., |

Tacrcar RN

10671 1 E— Settings for COMIE-

COMI12 IP &ddress of Server! Port Number:
COMI13

CoMia |192,168,4,18 | 7001

COM‘? Configuration Wizard. .,

COMIS -Credentials

i+ Mo Login Required

" Use Windows Credentials
< Prompt on COM Port Open
" Prormpt at Login

" Use Credentials Below:

i Connecnon Protocal

C Telnet with CR-Padding
" Raw TCP Connection

-VCOM Port Options

[~ DTR is modem escape

[~ DSR always high

I~ DCD always high

[~ Restore Failed Connections

- Security
v Enable  |SSL Version 3(SSLv3)  ~| \
Close | Help... ] Abaut... I

7&' A-14 Serial/IP Control Panel A/ I}2t0/EH £F

HOIE

flsclold T2

=S g1 4&3ol= COM EZEE HEFLULIC. O
AMEXt= OHXl XHale) PCOl A= COM EEUHA HOE o=clold Z2OES
AEGHZ0l STS AlelZ2 Alelg ZEE MEE == USLICH
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.32 - [discannected] VT

File Edit Setup Control  Window  Help

- E A
Tera Term: New connection [Yl =
C TCPAP  Host: [192.168.4.11 -]
sevice: € Telnet TGP portl: 29

€ Other

« Serial  Port: [MUVIEIE -
[ ok | Cancell Help |

&

&/ A-15 SerialllP£ STS series & A/2/& ZEQ HZo6t7/

%

6 ©H AE2X=E Serial/lP2l  Serial/lP Port MonitorOlLt Trace window2 &2 AEIS

DUIHSIAU F=HE = JAsLICHL

—. Serial/IP?Port Monitor 4.2.3 =13
File Edit Help

Tac caL =
softwa rl=m

Activity Trace |

23:06:46.140 COM16 : | S5L initialization proceeding -~

23:06:46.140 COM16 : | S5L initialization proceeding =

23:06:46.140 COM16 : | SS5L initialization proceeding

23:06:46.171 COM16 : | SS5L initialization proceeding

23:06:46.640 COM16 : | SSL: RC4-SHA at 128 bits

23:06:46.640 COM16 : | COM Port Control negotiated (RFC-2217)

23:06:46.640 COM16 : | Server connection negotiated

23:06:46.640 COM16 : | FlushTX

23:06:46.640 COM16 : | FlushRX

23:06:46.640 COM16 : | DTR: 1 RTS: 1

23:06:46.656 COM16 : | CTS: O DSR: O 7
Clear l [v Enable Trace v Hex Display v Buto Scroll T Always On Top

_7&' A-16 Serial/lP Trace Window
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£E 7.SSL ¢

Ol

A e

uin

p)

A 7.1. OpenSSL I§3| Xl &X|

1 ©H Download the latest OpenSSL package. (http://www.openssl.org)
2 ©J Install the OpenSSL package.

<For Windows user>
Download OpenSSL for Windows binary file and run it.

(http://www.slproweb.com/products/Win320penSSL.html)

<For Linux user>
Download OpenSSL source code and compile it.
# cd /work/
tar —-xvzf openssl-0.9.7d.tar.gz
cd openssl-0.9.7d
./config
make

make test

H= W= H= W= HE

make install

A 7.2. root CA (For Self-signed) @tS7|

1 3 Editing openssl configuration file.
Default configuration file location is as follows,
< Windows >
C:\Program Files\OpenSSL\bin
< Linux >

/usr/share/ssl/openssl.cnf

Modify [req distinguished name] section as follows,

countryName = Country Name (2 letter code)
countryName default = KR

countryName min = 2

countryName max = 2

stateOrProvinceName = State or Province Name (full name)
#stateOrProvinceName default = Some-State

localityName = Locality Name (eg, city)

localityName default = Seoul
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http://www.openssl.org/
http://www.slproweb.com/products/Win32OpenSSL.html

Modify [req_attributes] section as follows,

2 ©H Making self-signed Root CA(Certificate Authority)
< Windows >
# cd /work/openssl-0.9.7d/
< Linux >
# cd /work/openssl-0.9.7d/
# mkdir CA
# cd CcA

# sh /usr/local/ssl/misc/CA.sh -newca
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3 ©H Check whether CA key file(demoCA/private/cakey.pem) and CA certificate
(demoCA/cacert.pem) is generated
# 1ls demoCA/

cacert.pem certs crl index.txt newcerts
private serial

# 1ls demoCA/private

cakey.pem

A7.3. 21E R A (Certificate Request) Bt=7|

To make new certificates, you should make a certificate request first.
# cd /work/openssl-0.9.7c/CA

Run following commands,
# openssl genrsa -out key.pem 1024
# openssl reqg -new -key key.pem -out req.pem

(It is assumed that you are using sample configuration file - “openssl.conf.sena”)

Using configuration from /usr/share/ssl/openssl.cnf

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [US]: (Enter)

State or Province Name (full name) [Minnesota]: (Enter)

Locality Name (eg, city) [Minneapolis]: (Enter)

Organization Name (eg, company) [Digi International]: (Enter)
Organizational Unit Name (eg, section) []: (Enter)

Common Name (eg, your name or your server's hostname) []:Sena VTS

Email Address []: (Enter)

Please enter the following 'extra' attributes

to be sent with your certificate request

A challenge password []: (Press Enter — Do not enter any other characters)

An optional company name []: (Press Enter — Do not enter any other characters)

A7.4. 21E QA AM(Certificate Request)lll A &iJ|

1 ©3H Signing a certificate request
# cd /work/openssl-0.9.7c/CA
# cp reg.pem newreq.pem

# sh /usr/local/ssl/misc/CA.sh -sign
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2 ©3H Check whether signed certificate(newcert.pem) is generated.
# 1s

A75.STS & 2SAN B=D|

1 ©J Removing headings in newcert.pem file
# cd /work/openssl-0.9.7c/CA
# cp newcert.pem server.pem

# vi server.pem
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2 3 Concatenating key.pem file to server.pem

# cat key.pem >> server.pem
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