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1.2. IIX M2 2IAE

- PS110/410/810 2/ & <A

- Q2 M3 Z=2&X (PS110/PS410)
-110v £= 230V &3 D E(PS810)
- Alelg OIole AHols

- Quick Start Guide



1.3. M3 At

PS110 PS410 PS810
A2l eIEH olA 1 XE 4 ZE 8 IE
ANelg =% 75bps ~ 230Kbps
S8 Mo
OtERAIN RTS/CTS, AZEN Xon/Xoff

DB9 214 H

[Pl
fol

RS232 Rx, Tx, RTS, CTS, DTR, DSR, DCD, GND
RS422 Rx+, Rx-, Tx+, Tx-, GND
RS485 Data+, Data-, GND

28 HWAH:DTR,DSR ¥ DCD

LIES3 EHOIA

RJ45 Ethernet HYWEHE &8t 10/100 Base Ethernet

D8 2 RS IP = &

ZZEZS

- ARP, IP/ICMP, TCP, UDP, Telnet, SSH v2,

-SSLv3

- DNS, Dynamic DNS, HTTP, HTTPS, NFS

- SMTP with/without Authentication, pop-before SMTP,
- DHCP client, NTP, SNMP v1 & v2

}\I,%II, I DI o+s

=R
HTTPS

E1HI 0l A: SSH

2o HOlg ¢
gk S

OOl 2=3t: SSLv2iv3, TLS vl, 3DES 2 RC4

, telnet, SSH,

&, HelloDevice Manager

A Wlndows 98/ME/NT/2000/XP/Vista/7

=R 1Y

telnet, Alcl

e
H
g

&El LED

Power

Ready (PS8102+ dHY)

10/100 Base Link

10/100 Base Act (PS410,PS8108¢
HE Rx/Tx

o)

2&:0C~50C
2%:-20C~66C
: 90% (Non-condensing)

Oy HL 2 Ji—_'
I-I‘I rﬂ 0H1

9~30VDC,
0.35A @ 9vDC

9~30VDC,
0.4A @ 9VDC

100 — 240VAC,
0.24A

1]
=

L x W x H (mm)

114 x 82 x 26 (mm) 119 x 227 x 27 (mm)
4.48 x 3.22 x 1.02 (in.) 4.68 x 8.94 x 1.06 (in.)

119x 437 x 44 (mm)
4.69 x17.20 x 1.73 (in.)

DIN-rail mount option

19-inch rack mountable

2H (kg) 0.300 | 0.750 1.56
e FCC(A), CE(A), MIC
EFIEESIEL 54




1.4. 801 & &N

Ol MHS 2 LN LBNOZ ABEE B0E FOABLICL 0l BHSS AEWD B0
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e MAC F24
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IS E LIEHELICH (Ethernet LAN &0l Al Ol= Ethernet =428 S8 LICEH)

MAC 4= 6Xt2l OUl(Organization Unique Identifier) B1S 2t 6Xt2] SIERN AE BHs=
2HEE DK 12X2] otEHN HSLICH Pro Series® MAC F=A= 00-01-95-xx-xx-xx0|04, 2| &
SEAO| HISEHN 2tHOl 2 USLICH

e ITSAE

UERAW AZE AIEX BEH

ol ull = 2 AAUM “SAE®™ E0H= UHYANA CE ZEHHL 2HF 2gds Z§=0|
lsst €8 ZEHE SELULIC SAEN=s UERAD BHs2d 2 DK]EH IP A8 RHE6Is

e AMH&
Sl AZA D2t SOt F e SA& SHE AIOINAM L0iLis 239 A4S &2
Bl o2 Lo EHAE2 (2 & SCHEN d&ES HstLICH 9+ EHEO0| SHol

o ZSI0IHE/MH

SclOIgE/MBE SIS ZRE Z208, = Al

SHot 0IE HMclots MH T2 A0S 2

NMBle ottt = 0d BRE &2 OE 3
2 = ZA0IPE/MB 20 s RF Z28 L= MEXS UL

g =0, & BN AMShe Ay & HOolXe MHO0 ot 2c2t0 2

= AYLICH Ect2M UMde IFEA2A 2AHUMA Qe HTML IS 210 Brtetsts
HEQLICH REFES HMeldt HTML It E Sd== ZRE= MBHLLICH

£ 2ol 22019E T2 2F0
LELIC
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=
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#Z 1-1. go/&

ISP Internet Service Provider

PC Personal Computer

NIC Network Interface Card

MAC Media Access Control

LAN Local Area Network

UTP Unshielded Twisted Pair

ADSL Asymmetric Digital Subscriber Line
ARP Address Resolution Protocol

IP Internet Protocol

ICMP Internet Control Message Protocol
UDP User Datagram Protocol

TCP Transmission Control Protocol

DHCP Dynamic Host Configuration Protocol
SMTP Simple Mail Transfer Protocol

FTP File Transfer Protocol

PPP Point-To-Point Protocol

PPPoE Point-To-Point Protocol over Ethernet
HTTP HyperText Transfer Protocol

DNS Domain Name Service

DDNS Dynamic Domain Name Service
SNMP Simple Network Management Protocol
RADIUS | Remote Access for Dial-In User Service
SSH Secure Shell

NTP Network Time Protocol

UART Universal Asynchronous Receiver/Transmitter
Bps Bits per second (baud rate)

DCE Data Communications Equipment
DTE Data Terminal Equipment

CTS Clear to Send

DSR Data Set Ready

DTR Data Terminal Ready

RTS Request To Send

DCD Data Carrier Detect

11
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2 0 A= ProSeriesE M8 &Xlotn Ad&ote 2YH ot SHELIC
- 21 E Fo/0tiMeE THE IRl & LED HEAl S2 &Y&LIC

- 22 olEF0 GZ5FI/M M= Pro SeriesC &, WERZA % =

Z= L= telnetS ALE0HN Pro Series? 25 ZEN H=50t=s 2EHE 89U

- 23 & BE2IRH &l QEHEOIAN &£/ EA0A Pro Seriese & =0l &%6t=

AZEotd® 82l XS0l 2L LI
- ofLtel &M AHOIS(WMIIXIo Z&tF)
- ofLtel 2& AHOIS(WIIXIo Z&F)

- Ethernet 0|2
- HIERZ CIHHIOIA IEE(0I3F NIC)IH U= dtLCl PC E£= otLt2l RS232 A2l EE

2.1. lHE 200tz

2.1.1. PS110 IHE dI0I0t=

PS1100ls &Ei HZAIE 4

St 4012 LED XIAIEIZIL USLICH HASAP SHIs= AL M
AEHE HAIELICH 5 ot9 &
= S 2= ol S&E
PS110 2 23™0|l= Factory Reset A< XIJt J[ASLICH ArEXt= 0Ol

HEES S £otA2 dHZ BE &
G

> 0
4o
Pl
ﬂJIﬂJ
Qj
2
e
V)]
|_\
|_\
o
10

A
T
Eet oI AHHEHE ole AlelE 22 "gAas 23 ohIfIe 8 AKX JASLICH (Melg
4 1

« A o
oz A T CHEH KMIBH AFBIS 426, A/2/Q HE HHH+9 2= 1. o122 HDEHAD
HFRHLICE)

ABX= Al2l2 ZE €0 U Data/Console MB AXE 0|50 Al2lY TEQ 2z Fe
CIOIEl AMEHE AF & & USLICH (A2l2 22 0I20) et KMISH AFSIS 225 A/Ag 2%

# 2-1PS 1105 LED A/A/ EZ

(oS S
AtEH(Status) Power M0 32T W2HM0] LI
Ethernet | AIAE0| Network Off 20| T =40 ELICH
Link
A2l Rx PS1102 Alelgd ZEE SollA CIOIEII S0 =S WHOtCH 2L
ZE(Serial Port) | Tx PS110°8] Alcld ZEE SoiA OI0IE DL L= [HOHCH 288 LI CY.




Serial Mode Ethernet 10/100 Power 9-30V=

PS110

Serial Device Server

Serial Port

®PWR ©Tx Im|

®Link ®Rx

& 2-1PS1109 IHE 20/0t=

2.1.2. PS410/810 THE ¢2ll0I0t=

g 2-2% 74 2301 2E0X= AXME PS410/810 U= &t HAIE & M OS2 LED XAl

fud

IOt UABLICH (0fl: System, Ethernet Z12| 1] Serial Ports). =0 |X& M8 & e #Ze=

x — T
& & (Power), =HI &fEi(Ready- PS8102 Z<) £ LIEHHLICH. O OS & JHe &&= ol

& 3(Link), el &= &HHAc)LICH OHXY #HE= Aclg ZEQ  #4l(Receive)lt

[==]

[El

H&(Transmit) 20 SLICH H 2-20M 2 LED XAl &

[==]

[El
10
S
or
o
Ux
02
o
[
a

#H 2-2PS410/810%/ LED X/A/ &Z

= s
System Power M0l 2Z&E® AZYLICH
Ready AAEO0 S&E FHIIOF & H AHAZLICH
Ethernet LINK OIdY HIEHAN HZ X AZLILCH
Act Pro Series OIHY ZEE SoiAM M0l SHL2HL LHJt= A 22
EE0| US WOFCH 2= LICH
Serial port Rx Pro Series®| Alel® ZEE SoiA OIOIEHIt SU{= [HOHCH 28I LICH
TX Pro Series® Alelgd ZES SoilAM CIOIEJF LS [HOHCH 29 eiLICH
AMe2lgd £ Z0l= Factory Reset A2 XIJF ASLICH AAEXeE 0 A/IXIE 0IE3H0 PS110 2
H23E ZE =6tAS dHizZ HE g = UsLILL

£ PS410 2 ZF2 2 Alelg EZE F0l AlclZ
USLICH (Alelg 28 &4 dF0 tiet XtAlsE Ated
2

oZz= ZIGHAID| HiELICh)
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Power Link Serial TX

V
PS410

Serial Device Server

D III ﬂ

senai 4

9-30V = Ethernet 10/100

Serial 3

Console

Factory Reset

oot A0 i G e

Senal 2 Serial 1

Surge Protection

8 2-2PS4109 g dJ0/0t=

Serial Device Server

PS810

Surge Protection

=5 @“Wb b-‘r“‘“\‘ d Jo

“scral6 Serial 4

& 2-3PS810 H¥E

2.2. ot=3AI0 HZ51DI

= dlMe
- Pro SeriesE Ethernet
oHE &XI0 A

- Pro Series?| & &

=) HAEES

2.2.1. UIERI0 HZ5HDI

Ethernet HI0I=22| &t&% &
HOlEQ =S HERA ZEN HZELICH

Ethernet HIE< O] AZHAl=

2t

S[Act] EAISS HBoHA 2etHel oA

J

14

?Ioll, Pro SeriesES 2t X 0f

olE L= ALK AZ

= Pro Series Ethernet
H0I= 0|

3
-[Link] EAISS S BS MBS SXSLICH

o c(‘*‘

Sorial2

100-240VAC
5060Hz, 0.29A

o0/ 0t =

™ Z ot

tOl &S LICH

[o]]]

20l CH

rr

SfLICH.

ZEW oZotl, UMK CZ Ethernet
o

SHEA A= AL, Pro Series?}



& 2-4PS1100) LER=Z F0/E S9Z 517/

& 2-5PS4100) LIERZ H0/IE SZ 5t/

J& 2-6 PS8100) LIER=Z F0/E SAZ 57/

222. oY EXI0 HZalJ

Pro Series2| Alcl< =
X THHOA B8 25 ZES RE
@

PNy
o
o122 FESHAA

[
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£ PS1102 A/2/1& ZZ£E2 SojA EEFE 20/215, R AMEI ZFHES A2/ HEEO
AEIE FHOIEES HAZotL/AIL. FE S ZE Data/Console AL/ T/E Console EOZ 2/ T/AIF7/4 A1 2.

Zat Al2/g PE 58 5 AFIE PIAE RS-2322 XFLA/L. PS110 && 0 HaH LHES
AFEOII| A AIAIS] CFHE LD Y=L

225 AAEH 2=

Serial
Device

J& 2-7 ZH/E PS1100] &Z 517/

Serial
Device

& 2-8 &ZH/E PS4100)] S1Z o7/

Serial
Device

& 2-9 &H/Z PS81001 & Z 517/
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2.2.3. 830 A2

Pro SeriesOl 83 JH0I=22 A2 ELITH 80l HES| =2 2 [Power] ZAIS0| B2MO2

85 dHE =XNELICL

& 2-10 PS1100) && 2AZoF7/

& 2-11 PS4100] && & Z o7/

& 2-12 PS41001 && S Z ot/

17



2.2.4. ANAE 2

(Ut

ol &0t

Pro SeriesOl &=%ote &8 S O JHXIJF USLICH Ols, AHSXS |IXIJF Xl = AA0ILE
oS0 et get&LICH L8, Pro Series= ®1AE Ol%, GUI(Graphic User Interface) 0l E£=

CLI(Command Line Interface)E M33dt12 USLICEH.

gz Alclg 2= HO0ISS AZEoH Pro Series® AIAHE 2E EZEN &

A

A
HIAE Ol QEHHOAES RFPoles & AI=ZXes BOE HZHO0IEHE AESH Pro Series?
telnet(TCP ZE 23) E&= SSH(TCP ZE 22)0 ®ag 4 USLICH

&9/ Pro Series= SSHVv2 2t2 A& &L/L. 12/B2 AEAE SSH £ 0/£5/0/ Pro Series 0
=0l A & R0 SSHv2 & X8 of= SSH Z2f0/0E T2 782 0/86/0/0F &LICH

2l:
2 BctRNE AIE0INH Pro SeriesE &H&ctdi= 23 AMEXE Internet Explorer = Netscape
2

Navigatoret 22 & SctRME ALESIH Pro SeriesOl HZ& == USLICH

ol e

uin
ro

2 AKX 20012 2FELICL
225 AL 2& ALEdH|

1) 2& AoI22 &% Z2 ProSeries? Z& ZEQ H&

(PS110 2| &< Data/Console A®XIE Console &2 X

2E 382 € AKX RIXNE RS-2322 XFHANL E &
=

1. o722 HDEHIAR)

40

& 2-13PS1100/ A/2& Z£ F0/1EZ 25617/

18



2)
3)

4)

& 2-14 PS4100/ Al

A EH T
— 0 - =

HOIEE &Z56t7/

& 2-15PS8100/ A/ E Z=F

AMEX BFRE2 Alelg ZEo A Ol

olOIHE 0l € (HyperTerminal) 2t 22 EOIE O
Z0| B0lE Zd0l& T2 Al2lg &5

9600 Baud rate
Data bits 8
Parity None
Stop bits 1

No flow control

[ENTER] 312 =ELICkL

ol =
29| st&

19



5) ALZX OIS0 HIY BSE =6t Pro SeriesOl 200 gLICH s 201 CI2E
gt ALE 285 gLt

Login: root Password: root

6) Z10 =0 AF2X= CLI (Command Line Interface) &0A Of JiX & HHSS
Ol8e = USLICL CLI Ol THE XM 82 7. CLI YHAAHE BT AL,
7) CLI &0IA “editcont” BHOUE AASIH, TJ& 2-1601 U= 0= SFHOI LIEHLLICH

& 2-16 0jo o7 2

Hiel s el AIZXie s WS E 3ol [ENTER] 212 =21 Pro Series B4 &0
28 fiy =SS d9g = USLICH ofF s 2ABUMA AEIR=S 2 &52 2R HxE3
A& = USLICH LE H== Pro Seriesl HIZZAH N2l S2H0 MEEO, Ol AFE XDt
HimaoiMsave” HES AHF2ZM 0IFR0 ZLICH “apply’ ZHS A& AIIIH OIMIXIC
2E HE MEE Pro Seriestl B = USLICH
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AMNEXE 823 252 0126t0 Pro SeriesOl 060 &0l BF=Al Pro Series® IP =AE 20}
Of SLICH (KHMIS g2 3. HEFT &£&2 EAXSIYAIR). Pro Series® S&E0tAl JI&2 IP =

2 Zs Js2 8 SAE 85 ZHEUAM disable 2 == USLICHL(AAIE LHE2 A& 35, IP

ChS2e XI&o et Pro Series®23 20 o4&

on

FLICY.

1) TelnetZ=2 & £ = telnet)|s(0l, TeraTerm-Pro £ = Hyper Terminal)2 X &dl=

DTz )ds AdAZUc. sAEX IP =2 % port number= Pro Series?t =2 6H0t
&LICH ZRs HL, port numberE 2322 XIAELICH AMSH FEHH g8 ctol
CIHHIOIAN I8 EEHE LFELICH

telnet 192.168.161.5

T= O3 20| &8 telnet T2 1S A AIZLICH
@ Tera Term - [disconnected] WT o i 4
File Edit Setup Control Window  Help
Tera Term: Mew connection
&« TCPfIP hir(192.168.161.5 j
M Telnet TCP porti: |23
" Serial Port: ICOM1 v[
Ok I Cancell Help |
=
J& 2-17 Telnet ZZ7& && 0f4 (TeraTerm Pro)
2) AMEX= BIEAl Pro Series2 Z 01010k StH, Ol ArS Xt 0180 ¥SE dSSLICH
AMNEX 018 ¥ 239 LE2EE 4832 = LU root LILCL
3) JEtsh AIEX Ol LS E Y8el 2 CLI ZSZEDF LEHELILH
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23. 8 EcifAM 22l AEHHOIAN &E561)I

Pro Series= HTTP2 HTTPS(HTTP over SSL) Z2EZ2 25 XAELICH £8 Pro Seriese=
2l 22l HIOIXIE M3E&LICH Pro Series & 22| HOIXINH &6, Pro Seriesl

-
>t
[[-lo
r

IPEALE =4 240 JIs8 SAE HE & 22242 URL/Location ZE0 LML .
™ AEX= Pro Series? 219021 3tHE 2 2 AALIOHL AEX= BHEAl SHIE AEXR
I ASE AEoH AAEN 20 SHCZMN =0Q1dE oISoH0oF &LICH =J| 28 32
Chst Z&UCh

User ID: root Password: root

F9. AMEAE Pro Series & 22/ HOIX0 &Z=ot7] MO EF=A/ Pro Series9 IPFAZEE
FL BY JIE SAEING HEL OiAT &2 ZAIoIAIT] HIELILC.

"

SENA Pro series PO4710 Management

User authentication required. Login please,

Uszer D |

Password @

Copyright 2005 Sena Technologies, Inc, All rights reserved,

_7&/ 2-18 Pro Series & 22/° £ 70/ 35
J7& 2-18= Pro Series ¥ 22|2 21901 SHLIC.
J& 2-19= Pro Series & 22| QIHHIOIAS EAHA

Jb MESELUCH Ol Ol Htolle =& &

SEGHA oHE &=0 CHet OH

Xl [ZHAIN HE(Save)], [ME L HZ(Save & apply)] £= [F & (Cancel)]E =
USLICH AHEXt= 28 MHH=gtS BHAS S0l BtEAl [SHAIN HE(Save)]S SEGHH H
e MHE=ES BIRES JIAEX0N HEHOF &LICH 2LE HAAMES HESH)| RAHA AL
A= BEEAl [BIEALE HZ(Apply Changes)|2 S EiGH0F & LICH 0l S8 0% Htel Oteh

Ol USLICH AIEXOF [HEAIE HE(Apply Changes)]|2 SEFS [HOICH Al DHIHEH =201 Pro
Series SFZAF0N HEELICH E£8F AtZX= SHBOl DHHH-E MESHD HIAMES HZot
Jl 2ol [M& Y HZ(Save & Apply)]2 HEE 4= USLICH

FEXOE M IO =2tE RIGHA Z=C0HEHE [F A (Cancel)]2 SE46H0F &LICH OIEH otH 2=
HAASO0l FHAZD Ol g2 S2FLICHL S, 010 HE & HEE H3E M2 FHAEX



SENA

Pro series P54710 Management

Metwork configuration

IP configuration

SMMP configuration
Dynamic DNE configuration
SMTP configuration

IP filtering configuration
SYELOG configuration
Locating server configuration
MFS configuration

TCP configuration

Serial port configuration

Configuration

System administration

Systemn status
System logging
Device name

Date and tirne
Change password
User administration
Factory reset
Firrmware upgrade

System status : /svstern/svsstatus

System information

Device name : ProSeries

Serial Mo, ¢ PS410-20060624.0J
F/ % Rew, @ w11, 0rc3t7

Current time 03/02/2000 05:12:04
System logging ¢ Enable

Send system log by email Disable

IP information

I rmode : Static

IP address 192, 168.4.41
Subnetmask : 255, 255,00
Gateway ! 192,168.1.1
Receive,/Transmit errors @ 0/268
Primary DNS 168, 126.63.1
Secondary DNS ¢ 168, 126.63.2

System statistics

Metwork intedfaces
Setial ports

IP

ICHP

TCP

oP

Apply Changes
Logout
Reboot

Copyright 2005 Sena Technologies, Inc, &l rights reserved,

_J& 2-19 Pro Series & 22/ /5
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3.UERZA &3

3.1.1IP &3
MEX UESRZ B0 KM Pro SeriessE AtEotdd™, |58 IP A0t ELELICL
FHIEX 22 S, AMAE 22 T0H =22ctH Pro SeriesE I8t |&8t IP =
2SLICHL WER AN Pro SeriesE H&otd™, IS IP =201 A0 8tlh= A S
grLICh.
Pro Series IP =4 A8 Al, AIZ2XtE G230 22 3049 QY Z2EZE =29 GtUE
USLICEH
e Static IP
e DHCP (Dynamic Host Configuration Protocol)
Pro Series= =J| JlZgtS 192.168.161.52 IP =AE 2= Static IP 2E2 &L N
# 3-12 3042 2= IPp €8 BH5S 20HSULL. J&8 312 MEX IP 28 #E
AR @ Ol GUIE 20IELICH
H31IP && =+
Static IP IP address
Subnet mask
Default gateway
Primary DNS/ Secondary DNS
DHCP Primary DNS/ Secondary DNS (Optional)

IP configuration : /network/ip/

IP mode
IP address [%
Subnet mask

Default gateway

Primary DNS

Secondary DNS (optional)

static IP +
192.168.222.9
255.255.0.0
192.168.1.1
168.126.63.1
168.126.63.2

Save Save & Apply Cancel

Copyright 2005 Sena Technologies, Inc, All rights reserved,

& 3-1IP &&
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3.1.1. Static IP =4 AFE06lD|

MEXIL static IP FAE MEE &S, Pro Series? IP =A% 23 s 2E £33 Ha-E2
=22 KFoH0F &LICE 0lH8 H=a0l= IP 32, Subnet mask, gateway? DNS serverJt
ZetEUICH 2 AE0M= 012 20 XHAIGHH TOHE A LICH

F9. ProSeries= A/2E0/ AISE W, & 20 tict HEFIE =J/5 &L/CH

e |P address

Static IPE= LDEXO0ITA FRHQ A8 SO Agz gLt 0
HER &9 24X = Ct. Pro Series= 0l2{&t IP =45 AMESI0 UHERA
AN As Aldolld sg 2= A Ct. MetM, d8&E 1P =4z UWERZA SZ0A
HEc2 IR6tD =

£9 192.168.1.x &4/9 IP F£4= ISP (Internet Service Provider)Jf 8/ & of Al Z=0E & 0MA
At&(private) FAL/L/LF Pro SeriesE &0/ ZR0 MeF OHS D 22 BFEE2 ol
LIOIHE F1 22 5 Q20/0F 6t0, 0/ &R & 0/ \p FLE Z5ol0F &LILL Fo! P
FAE QEBIZFOZ TS ISPERE 2ot HL HE + USLICH

fol
rir
1Y)
S
2
D
=
(%]
=2
1]
00
Luil
=

e Subnet mask

NEUZ2 Zg Xeld <fXl, &8 A2 L= =2Ls LANYN Use ZRE UESRIA SAEES
SELIC UWERK3ZE S UWIits W20l Y= B, Pro Series= W30l XI&ES TCP/IP
SAED 22 UERID Z9U JAsXl MEY DHAE Soi &I LICH =4It Pro Serieset
Ss UWEHZ I90l UCHH, 22lHCl F=A(Physical address)E SolM &E HZELILCH
JEX (e F0A JI= HOIEROIE Soi AZELICH

e Default gateway

HOIERAIOls OE UWERKIAZ S0HIl= &€+ dAE€S o= UERI ZFEYLIOL LptEo=2
HERT WM E£= XY ISPUHA EcHEHES Molote FRE= AHOERO ==EYLICL 2
HERZ & %o SAES} Sdlotd|l M= Pro Seriesdt JIE2 HOIEHO ZFEHA IP

FAE  ZO0t0F ELICH. JAOIEROl 1P =20 O st 2= UERKZA 22X0

e Primary and Secondary DNS

MEXIE SF EA0IEE =204 ofH, HREB= AMOES HES IP =20 O6HH
DNS(Domain Name System) MHUH &1, O €2 025t & MBHO Z=8LICH DNS=
SO WYEE AZEGHH IP FAZ BHEAHFE ZAALLIC S0e UlY2 sena.comlt
22 A =ANE e 49 08010 LetEo2 J[AotIIJF O &&LICH DNS M=

=
st SIAE DJlgtel Ol WlgsS TCPAPO HZotdl Aol <Xt IP FAZ BEAMAF=

25



SAEQLICHL

Pro Series?l DNS JISE AtEctd ™ Z0e WYz SAEN =g = JEZE 0l DNS
MBS IP =45 HE380F &LICH Pro Series= Primary DNS server2t Secondary DNS server
Z2 DNS M IP =AE H&cote L= HMSELICH Secondary DNS A= Primary DNS
NHE AI2E £ glg Ml ArEotD] I XIZ&LICH

3.1.2. DHCP AFESHI

Static IP 2=2| &
HEXZA <

ColAM EEEHH IP =LA, MEY OtAZ, HOIESOI, DNS AH
Asez &SFELICH DHCPsE €29 IP =40t otLe ZEEO 6t |&st A2t =,

AESLICH IP A gYot=0l 28 2= Ha= DHCP AW =S0A

M
H
oot
9'ﬂ
rr
o
fn
E
4>

DHCPE AIE26IEE SFEUS &ZR, Pro Series= AIAEOl AIEE O OCH UESIZ A0
DHCP R3S ZSELUO. DHCP AU 0= IP =4S HIRSIH AHMEY 0tA3,
HOIESIOl =4, DNS M & “CHO” AI2H0l Z&EO USLICH Pro Series= SAl 018l E2E
KA Hi22lol HEELICH “CHo" b2 = &<, Pro Series= DHCP MHZ2H "HH” Al2te

H

0

HEZS RASLICL. DHCP MBI O dA&EZ2 &els B, Pro Series= H=OHA S IP
FAZ A58 £ USLICH DHCP AHIF O A& 2 S0I6HK 2= B, Pro Series= DHCP
NBZEH M2 IP =4 @& EXE AEELIC

£9 DHCP ZLZ0/A DNS AHE EE3E 25 [/ESYT 22 Pro Series B+ 5O ZF
&XE LI

DHCP Mbi= UWERZ 2cliIt 22lotd U= IP =& S0M IP F=AE SHCSZ 2HELICH
Ol= DHCP Zc0IHE, ME =0 Pro Series)t &&= MOICH GHE IP =48 ==& LICHL

DHCP MHOIA IP =45 M2AGHH AMESXIE MSH €2 = Pro Series =48 &af QMY
C

U= 2HoH0F SLICH. DHCP UWERAZDUA IP =4S Mfotd® 2eli=s Series2| ottt
20 A= ¥ AEIHO U= Pro Series MAC =45 20+0F LI
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3.2.SNMP &3

v2 D2E22 XYUsts SNMP(2H0] 2 22

Z2E2) §0I™ED}

USLICH NMS £= SNMP Ect2 M e 28 HWERA &elk= Pro Series2 2 JIsH &%
g = AS FL OtLiet EEE WEe = USLICHL
SNMP Z=z&EZ22 GET, SET, GET-Next, 12l TRAPZS IZ&&LICL 0lad JIs2 SiA
el lte SUe OIHE 2 SXNE 2= = UL(TRAPs), KAE EEE g EXE X3e
o QIODI(GET) ZX AEHZ e 4 USLICKSET). SNMP v20l= FHE 2 2ot J|s=
238 £ Qe GET-Buk 250l I USLICH
SNMP &% IHE 2 Sl AMEX= MIB-II AIAE JiX, 8% MO &3 2 TRAP 1o &&0
CHott &&= & = UsLICL O Hi=UAN 23 22ii= 2 W& 2 A3 HUHE BF
a3y & USLICH T2 325 & QEHOIAS S5 SNMP &% 322 20ZLICH
SNMP configuration : /setwark/snmp/
SMMP enable/disable Enable
sysContact adrinistratar
sysMName FroSeries
sysLocation my location
sysService 7
PowerOnTrapEnable Dizable
AuthTrapEnable Disahble «+
LoginTrapEnable Disable
Configure the access contral settings
Mo, IP address Comrmunity Fermission
1 0.0.0.0 public Read Only
2 0.0.00 public Fead Only
3 0.0.00 public Fead Only w
4 0.0.00 public Fead Only w
Configure the trap receiver settings
Mo, IP address Comrmunity Yersion
1 0.0.0.0 public vl v
2 0.0.0.0 public Wl v
3 0.0.0.0 public Wl v
4 0.0.00 public vl v
[Save ][ Save & Apply ][ Cancel ]
J& 3-2SNMP &%
3.2.1. MIB-Il AIAE! 2HH|(MIB-II System Objects) & &
MIB-Il AIAEN MY HBES Sol AIAE 3, 018, /Xl * Pro Series® SNMP 00| & EJt
AMEdte 15 Al &2 (Authentication-failure traps)E €3 & = USLICE 0l2et €2 MIB-I

sysName, sysContact, sysLocation, sysService _1¢|1]

27
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e sysContact:

2tel AIAEI(Pro Series)0fl CHEH X 412 & Y 2elXH0l HStS Fole YEHS SFE LI,

r

e sysName:

ANAE AMHY AFEEHE 01822 Lt o2 =9 FQDN(Fully Qualified Domain Name) &/ L|CF.

e syslocation:

ANAECSl &AM Scl® X (0, & 384, &

S Al
=,

on

S)

0

e sysService(HIIAE):
S0t2 2ol Lo UEZ A AMAHO0l M35dt= MBlA MESS UEHLICH JI23t22 Pro

Seriese= 28 ZZ J&(7) digtts XN LIC

e EnablePoweronTraps:
Pro SeriseJt AMIEE S 22l= SNMPtrap HIAIXIE ZAAIZILICEH

e EnableAuthenTrap:
SNMP OI0IME EZMAD 15 AIHE 22l= SNMPtrap HIAIXISE Z4AIZLIC

e EnableLoginTrap:
Pro SeriesOff &, 2% L& g4oz S2IpF 210

e AMAIZLICH

12
00

£ 22l= SNMP trap HIAIXIE

AZ X MIB =0F £ =0 e X30l 2Rst L, AL Jizs XNFREAHAZ AEHCHAID]
HtetLICH MIB2E SNMP2| THAlIgt 2= RFCSl 1066, 1067, 1098, 117, 1318 112l 1213 2AE
Lo AIL.

3.2.2. MHIA HO &F(Access Control Settings)

HHA KOI= Pro Series SNMP OlO| M E0 Ut 22l Xe| E5 Jtsd= d2lotl /UsLItH 0
s &0 #&3E 22/XEH0l Pro Series SNMP OIOIMEN &E=old E2E wactn =S
Hog = JAsLICL XNEE IP =20t e & IP =4= 0.0.0.0 0] Jl=g), 25 SAE

(2
o

o —
o u—
22| X Pro Series SNMP QIOIMEN &8 &= USLICH

>
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3.2.3. E®& £41J| &3(Trap Receiver Settings)

Im

g =&IJI= Pro Series SNMP IO & EZRE SR8t OIHE(TRAP) 2 &&= 2l X0l

=
g 4 UATE FBULCL

o
ot

3.2.4. SNMPE 0|28t &2l

NMS(UE|Z 22l AMA") = SNMP B2tRME AMEot= SNMP Zz2&E=Z= Soi Pro
SeriesE 2e2lg = USLICH Pro Series)t NMS £= SNMP Bt Mot A3E D U= SAE

™ NMS L= SNMP EctRME AESHI &Oll, ¥AA MO £33 HED
SHFGH0F ELICH ZJ& 3-32 Pro Series SNMP OOIME2l MIB-Il OIDEE EAlot] Ues
UBIN Ol SNMP Bt 3t AEE 20 SLICL

A Adventhet MibBrowsar o [m] B3|
File Edit View Operations Help
Su W™ TR i e
BB s é|%%%§d|m| SWE XEe ?
[Fi& Coaded MibMadules :
) ﬂ-tg REC1213-MIB Host 192168410 Community e
? %{gdod Setvalue ﬂ YWrite Cammunity
© & internet - -
directary
% &3 mgmt Object 1D |.i5D.Urg.I:IUd.internet.mgmt.mib—z.system.sysDescr |
@ & mib-2
@ 3 svstem =
JBSC Sentget requestto 192168410161
. SYSODJECUD sysContact D--=administratar
@ sysUpTime
g E"’gﬁg”m‘a;t Sent get regquestto 192.168.4.10 ;161
@ SisLocation sysMame.0--=HelloDevice 55100
@ sysSerices
% 23 interfaces Sentgetrequestto 192.168.4.10 ;161
@ imumbear sysLocation.0i--=Unknown
- ifmable
e [ ?t Sent get requestto 192.168.4.10: 161
g g I sysSemices. 0--=7
icmp
= t
o % chp Sent get requestio 192168410 161
& [ egp itfumber.0--=2
transmission
@ (] snmp - 5
expetirental Syntax DisplayString (SIZE (0 .. Status mandatory
@ (] private Access read-only Reference
© @ TRAPS ke
agpieighbaorloss ;
o) i TEXTUAL COMYENTIONS ObjectiD | 13612111
FhysAddress : Atextual description of the entity. This walue |
f.. ny : Deseripti.. |Should include the full name and varsion |4
: identification of the system's hardware type, —
Global Yiew o | a ui . T ol

&/ 3-3SNMP  Z2}R2AHE AtEEF Pro Series SNMP  04/0/& £5/ MIB-1l OID H A/
(AdventNet MIB 22/ 2 .4)
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3.3. & DNS(Dynamic DNS) & &

MEXIJt Pro SeriesE DHCP &2 AMEE Z=2, U
ELICH Oledst HAE IP =20 st E2E g4 2

E5H, 22Xt telnet S A ZELE2 Sl 1 SAEW dSotds E=R, IP FA0t
HIELUSH ZFEg HHE )| HEs
SX DNSe= UM ozst 2HAES oflZotdl st AMBIAO0IH, 02 ISP E= SHHI0IA
N SELICH. S& DNS AMHIAE AEEHZM, MMEX= IP =42 BAN A22101 S& DNS

=
NMH0l SE& SAE 0|SS Sl Pro SeriesOl &g == USLICH

2B O Z, Pro Series= Dynamic DNS Network Services (www.dyndns.org)ll A H3otl Use
=X DNS MHIASHS XI&LICH JIEt S& DNS AMHIA HZ2LX2 23 Js 2HES AU

&I
Jlz= X3 M0l HSSHAIDl BHELICH

Dynamic DNS Network ServicesJt H3ot= =& DNS AMHIASE AtEctHE, AAEX= 159
3|2 NIC(Network Information Center - http://members.dyndns.org)0il HAE S &A&H3HOF &LIC
AM&Xt= Dynamic DNS Network Services Members NICO 290! & & MZ22 S

d3dE =t = UsLIth

=X DNS &3 HwWAM, == DNS MHIADL JIsol=8 & F, AE2X= S Domain name,
HA AMES HEZF F, AF2X= Domain

J
User name 2 PasswordES &oli0F &LICH &3
C|

= =
name2t=2 A0l Pro Seriestil &8 %= USL

78 3-4= =X DNS €& & QHHOIAE 20sLICH

Dynamic DNS configuration : /network/ddns/

Dynarmic DNS Enable +
Domain Name psd10.dyndns.org
User Name k psd10-user
Password sccsssse
Password{confirm) escsseese

Save || Save & Apply ) Cancel

Copyright 2005 Sena Technologies, Inc, All rights reserved,

/&8 3-4 &5 DNS &%
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http://www.dyndns.org/
http://members.dyndns.org/

3.4.SMTP &3

—

& i B3 AJLE e 310 HAIXDIL &= S Pro Series &
b SMTP A2

ANAE 27 HAIKOE SE
emaill S22 Soif 012 22/ X0H 2 = = USLICL 012 FHAME,

3JtXl SMTP A R&& XN2E

30
fol
[ol

°
o

&0l SQELICH Pro Series= Ct21t &
e 0QIE0| 8l= SMTP

0l /}= SMTP

e POP-before-SMTP

0|

e
0l

/& 3-62 SMTP 2 Hd8=S ol= &3 stEYLICH
2t SMTP 280N 2Rs BHx=S2 UsSl &sUt

e SMTP server IP address
e SMTP user name
e SMTP user password

e Device mail address

Device mail address= 2 &1 ¥ &) MY email ?I8 28X, =, Pro Series? HY F=AE
XN&ELICH SMTP Server= 542 ol emall =42 SA S0t=2 EOoIgLICH W

g ol ol
Y

user@yahoo.com or anybody

Ux
0
ro
oin
JHll

etAl, ZXI0 CHEH email =4 = SAE 0IZ (i.e. arbitrar
@sena.com)=S = 2|2 user namesS AMEE == USLICL

P1=0] Y= SMTP L£= POP-before-SMTP modelt ML= HR, SMTP AIZXF 0|18 &« SMTP

passwordJt 2 aFL|C}.

SMTP configuration : /network/smtp/

SMTP Enable +

SMTP server smtp.yourcompany.con

Mode SMTP with authentication v
Account Name admin

Password sseee

Password{confirm) sssse

E-Mail PS410@yourcompany.c

|Save || Save & Apply || Cancel |

Copyright 2005 Sena Technologies, Inc, &l rights reserved,

—J& 3-5 SMTP &£&
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arbitrary_user@yahoo.com%20
mailto:anybody@sena.com
mailto:anybody@sena.com

SMTP configuration : /network/smtp/

SMTP Enable +
SMTP server smitp.yourcompany.con
Mode SMTP with authentication v

Account Mame

POP before SMTP
SMTP without authentication

Password SMTP with authentication
Passwaord{confirm) sssse [%
E-Mail PS410@yourcompany.c
[Save || Save & Apply || Cancel
Copyright 2005 Sena Technologies, Inc, All rights reserved,
& 3-6 SHIP &8 A SHTP P& ~HE
35 1P EHE
Pro Series= IP =4 J|8F ZHIYZS SolM &S0l Sl= SAEDIL Pro Series® Telnet, SSH
HTTP, HTTPS, NFS, 2 Al2lg ZEW HZdt= MUIAN 20t HE2 %2 = UsLt
AEXE OIS 8328 £8EoZM S 22 A2S ots = USLICH
- H SAES ProSeries? oY MBIAN E28 4= GiCH
- S8 IP A8 JHE © SHLSl SAEDO| Pro Series® Y MHIAN E28 = UCH
- S8 UEKI0 UAse SAEDTO| Pro Series®| Y ABIAN E=2g %= UCH
- 25 SAED}L Pro Series? oY AMBIAN E2& 4= UCH
S& Z0Al IP 2HE AE0leE ORAE LN UK 2SULCL (BEE SA2E0NA Pro Series
SE MBIA 2 Al2IE ZE E20| Jts &LIth)
P 2HEY & &2 2t H=0 O0|l= S 2 &LIChH
e Interface
Pro Series® 2A20HM SEHL2= AW ol 7S HZ&LICHL eth0Z S UL ] HEL
LICF.
e Optionlt IP address/mask
E8 UHERKIDAE EAoH)|Rst L EHEALICH Bt 192.168.1.xxxE LIEILH D &I CHH,
Option2 Normal, IP address/mask0il= 192.168.1.0/255.255.255.02 & & LICH 192.168.1.xxxJt
ot O 2= 3IAEE  UEHHLD  ACOH, Option2 Invert, IP address/maskdl=
192.168.1.0/255.255.255.08 £ &5tal =~ ASLICH
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e Service /&
IP 2E& H=2Z2 HZ0t10A ot= AMHIAE LIEFELICH Telnet, SSH, NFS, HTTP, HTTPS, 2 Al
2lgd ZE HZ AMHlA = StUHE Adeg = ASUCH
e Chainrule &
& & Optiont IP address/mask =210 Y &= SAEI &&8E Servicetll =206t AH & [,
d22 o E(Accept)g QX L 2 (Drop, Reject)2IXIE A AFEHLICEH
IP filtering configuration : /netwark/filter/
IP filtering policy
Palicy Reject v
IP filtering list
Mo,  Interface Option IP address/mask Service Chain rule
MNothing
MEW | ethD v | Normal [ NFS  [«| |DROF [« A0D
Service
NFS Drop all [+
Telnet console decept all |
55H console Drop all [«
HTTP Accept all v
HTTPS Accept all v
Fart 1 sccept all v
Port 2 sccept all v
Fart 3 sccept all v
Port 4 Accept all v
[Save][ Save & Apply ][ Canu:el]
J& 3-7 IP ZHE &&
Pro series= IP filtering & & (Policy)0l 2tst S8 2 HS&LICH 0l S&2 IP EHE #30 28
gREsE WSS HEH Melg 2 oIXo st AMALICH WE =9, IP 2HE A0 OFR
AT 2388 UK 210 PE MUIA= “Accept all’'E2 &80 & AZ M, H(Policy) =& 0
“Drop” OILI “Reject’z & 0| T JUCHH IP EHE AU HE 2ALe=s WASH HotH S
Ef(Response)2 OFAl &= 21 &LICH
IP filtering palicy
Falicy Accept w
/&' 3-8 IP filtering policy
Pro Series= S& AHIAN st WERIAE et 822 280 IHOHI| e 22 UEHS
MS=&LICt “Drop all” OlLt “Reject all’@ HEGHH & UM HFst S 2AHSI0 HEY



MBIAO OHet 3201 2861 XELICH “Accept all’'sS & E6HH 20N 2 S0 TOetA IP

ZHE0 HEELI

Service

MNF3 Orop all |«
Telnet console accept all |«
S5H console Orop all |«
HTTF accept all |«
HTTP=S sccept all |«
Fort 1 sccept all |«
Fort 2 accept all |«
Fort 3 sccept all |«
Fort 4 accept all |«

& 3-9 2 service Z A/2/& port O LfEHIP ZEEHE &F

\]

# 3-2 Option 2/ IP address/mask X&'<9 2/& 0/

[

Input format
Allowable Hosts Option
IP address/mask
Any host 0.0.0.0/0.0.0.0 Normal
192.168.1.120 192.168.1.120/255.255.255.255 Normal
Any host except
192.168.1.120 192.168.1.120/255.255.255.255 Invert
192.168.1.1 ~
192.168.0.1 ~
192.168.1.1 ~
192.168.1.126 192.168.1.0/255.255.255.128 Normal
192.168.1.129 ~
192.168.1.254 192.168.1.128/255.255.255.128 Normal
None 0.0.0.0/0.0.0.0 Invert

3.6. SYSLOG AlH &3

Pro Series= 323 HAIXl 22 AMHIA, AlAE L ZTE [HOIH 242 fIst SYSLOG serviceE
NRAELICH 32 SYSLOG serviceE AISold™, AMAEX= SYSLOG MHE IPFAL AFS
facilityE Bt Al XI&oHOF &LICH. J& 3-102 & QIHHIO0IALSl SYSLOG server configuration

stHES BEHSLICL

w
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SYSLOG configuration : /network/syslog/

SYSLOG server service Enable +
SYSLOG server IP address 192.168.1.1
SYSLOG facility Local? v

(Save || Save & Apply || Cancel )

Copyright 2005 Sena Technologies, Inc, &ll rights reserved,

J& 3-10 SYSLOG A/H/ &&
27 BAIXKIE Pro Series2E2H =45t Pro Series #&80M X&EE SYSLOG AU e
“remote reception allowed” 22 A& L/ {OF &LICH Pro Series & SYSLOG At AHOI0l 23HE10]
Jqe E2, MEXE=E WIitD E0HL= UDP M0l XAREAH 0IsE = U=

1)
Ja
fuio

BEE A

Pro Series= 1localOOWlM 1local7ltXl SYSLOG FacilitySS RXI&&LICH At
Facility= 2 AM&05t0, SYSLOG BIAIXI2 EEHZ Pro Series HIAIXIE HEE &= US
SYSLOG servicedt Jts8t &EH0 A2 SYSLOG MH HF0| HES HFHE Z200
Pro SerieshlA8 271 &% SIHNAM 230 ME AXE SYSLOG MH=Z XEE = USLICH
HZE/NAE 27 ME S0l e KMst 82= 428 ZE Z20lU 5.2 A/A8 £ &FS
& RO AIL.

0f0
- A
[

F|'|__
=)
o
roh

>
0o
Paa
rr

[IH

3.7. Locating AH

3.7.1. 0

Pro SeriesE MW (TCP L& UDP)Z AIZ5ld™ Z2i0|HE dss o

IP =AE 20t0F SLICE. il DHCP % 22 RS IP =& 30 A= Pro SeriesOl 22/2

IP =40t 2YELIC Ol= Pro Series? &I IP =40 &HZ2ok)| fIoiMde SE8 =20t

Z ottt SSLICH 0 2ME URI| fdhAd MZ22 1P =401 8gE Mot £= =

Pro SeriesJl Locating A2t Eele S8 MHZ IP =&

UASLICH SH ZAEZE Locating AHZ SEotHUL 220IHE 5

NHZ 28g = USLICL

Locating AH Fsl=s =S
2l

g5t 2012delLt S22 MB-HA UsUCH Ooteiol MEE
LIZEES MESH Z=218s

AE FEGHAL AIUHAsZX Jlzs NS0 HEotYAIL.

8 3-11 = Locating A £& 3tHS LIEFLICH Locating MHBl IP =2, Locating Al UDP
HE 8BS & HH A2 2432 28 Locating MH Jls AFE ORE &Fdi0F &LICH Locating

A Jls& =J|0l "Disabled'2 & & USLICH
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Locating server configuration : /network/locserver/

Locating server service Enahle
Locating server IP address 192.168.0.8
Part 3000
Lacating server Interval (second) 30

[Save ] [ Save & Apply ] [ Cancel ]

72/ 3-11 Locating A/t &&

3.7.3. Locating Al S¢l Z2EZ

0l0

Pro SeriesJt Locating AAHZ IP =& HE2E B¢ 2 dOIH A2 O3 &Lt

&89 & R3] EII=1(0)] GI0IE (1) Gl Ol & (n)
HiOI E 4 Variable Variable Variable
at F1-AA-AA-BC
HIOlE(n) A
&9 GIoIE ID 20| GOl E
HiOI E 1 1 Variable
A 1~-6 Variable Variable
GiolE ID
ID =9 20|
1 Device name Var
2 Model name Var
3 Serial number Var
4 MAC address 6
5 IP address 4
6 Local ports* 1Ef=4 =38

9. Local port: 2t 26/0/E LIOIHE HE Al2/& FES S £ ¥E LTF= LIEIELICL
PS110°9 £& & [0/EH 20/ 2 HI0/E0/0/0F 5/, PS410 PS810=2 =22 8 HI0/EL) 16
HIOIE0/0/0F EILICE 2 A2 ZEO] Hot0) £&8& £Z TCP(4LE UDP) ¥ & HaE Alc/E
HE =4, = 1 Y A2/ HEES TCP(LE UDP) ¥E HaRH L4 MAZLICL Alc/E

HEJf Disable &/ 2/ FR £&8 ZE HaE 0°2F 28 L/}

AN

PS1102| 0f:
HE BS =7001 (1B59h)Q! H<L, 22 ILE [0/ =1Bh, 59h
AN2lg ZED} disabled E US ZL, 22 ZE CF0IE =00h, 00h
PS410°| Ofl:
ZE1=7001 (1B59h), ZE2 = 7010 (1B62h), LE3 = disable, ZE4 = 7004(1B5Ch)
22 ZE [0IE = 1Bh, 50h, 1Bh, 62h, 00h, 00h, 1Bh, 5Ch

36



3.8.NFS AHH &3

Pro Series= AAH8 27 = ZE HOIE{E NFS(Network File System) MHIAE Soll NFS
MBo MEE = UA © 2 XIJELICL 02 AI26td= MEX= NFS A IP =4
2 NFS NMHS &Xl B=2E BtEAl XI&EoH0F &LICH Z7& 3-12= NFS AW A& HOIXIE

NFS configuration : /network/nfs/

NFS server service Enable +
NFS server IP address 192.168.1.1
Mounting path on NFS server /
NFS Timeout (sec, 5-3600) 5
MNFS mount retrying interval {(sec, 5-3600) 5

Save || Save & Apply | Cancel

Copyright ZDQSena Technologies, Inc, &ll rights reserved,

& 3-12NFS A/H &&F

Pro Series 221 OIOIEHIE NFS AU MEStHADM, Pro Series && 0l XI&EE NFS AHE “read
and write allowed”22 &XGHOF &LICH. Pro Series & NFS MB ALOI0I &30l U= B2,
AZX= LIJHD S0 2= UDP IH2I0l MHKREAH 08 &= A= AES BEAl =Itoior &LICH
NFS AHIADE AL2 Jts &EH0lD NFS AB &F0l HES <02 AHSXt= Pro Series 2
AAB 27 = ZE MO0 22 NFS Az M&EE INA"E 277 &

A
T
FIXI0 CHE KNS BE2= 428 ZE T2/ & 52 A/AE £ T2 ZXGHYARL.

3 O
o
H
Im

3.9.TCP AHlA &3

TCP MI&E0l & SAE HUHA MHE= 2R, SAE TCP ZEQ lock-ups ¥
JaNoz EEZE0O0F ZLICH Oledst lock-up2 IZ=2 189 HIFAXNOC ZEF S22 Qldl
2 GHOY, Ol218t lock-up2 2 XIGH)| <ol M, Pro Series= TCP keep-alive 712 NS&LICH Pro
Series= WIER3AJL HAMS| keep aliveTl A=Kl &olot)] ol FIIHZ2 HU SAE
IH2ls MSELICH BtE80l A & SAEN 040l A= N2 2HF0t1D, NIES SIS

2 LICH

-

Pro Series2 TCP “keepalive” JISsS AtE0tHH™, AMEX= O3S 20| 3042 H+E S Ho0F
&HLICH
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e TCP keepalive time (sec):
M& 2te] S4I0l e HEHMAM S0tLt Z0t6HH keepalive TH2! MES AIEE QX HEE
o

U ¢}
ZEELILL JI2gte 16 =2 €& &EHNH ASLICH

e TCP keepalive probes (times):
HZEES SZE WA & dEfeIXl HEE =olotd| 2o R SAEN keepalive 22 &
HOILL M&3t= JHE LIEHYLICH JI28t2 332 8350 USLICH

e TCP keepalive intervals (sec):

Keepalive IH3! M &9 Al2t 2tAS LIEHRHLICH Jl=2gt2 5 =2 2850 UASLICH

& =J| €32 [, Pro Series GIOIEIJt S4I0I = &4HFH 15 =0t NItk £ 5 = AL

3 8| keepalive Ii3lE & EELICE

TCP configuration : /network/tcp/

TCP keepalive time 15
TCP keepalive probes 3

TCP keepalive intervals

(Save || Save & Apply || Cancel |

Copyright 2005 Sena Technologies, Inc, &ll rights reserved,

72/ 3-13 TCP keep-alive &&
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4. Nlglg ZLE &HF

ZE

HU
oy
p=

Aelg LE 23 JlssS Sl AHEXe 28 EES| host mode, Al2lE S&l B
c: A
BN

e TCP

TCPE S 22 OIOIHE ofigdt= AlelE EXE WEWD, Alelg EXIE SoilA g2 Olol
BHE TCPE SdlAd WHELLICH TCP AMBi, TCP Zcl0IHE, TCP A & 22H0IHE 2EZ &
S = UsUC L& U= AZS SolA Alelg X0 CI0OIHE 2UHLE OIOIHE 20t
= A& IJtsEULh

e UDP:

UDP 2E =%& UDP ZZ&EZ0 JItt otdlt= &= Mot TCP 2E =&t 25U

e Modem emulation :

Ol 2E= AT HBE0UE AEotZ &dt= AFEXLE JIE0 AlelE X0t 28 AT BE0E
K&6tD AS M Ldeg = ASLICH

port logging JIS2=Z, AM2ld EZEE Soi &%= GO0EHE MEMORY &2 NFS serverl
ME & & USLICL port event JIS22, AtEXt=s ZE 82 IIYE HAMXSS E5E =
OO, Ol Pro Series= Alclg EXZFH IIFAE HAIXSS 2H DS, Al2lg X0 0l
T A= HAINE 2D, email £= SNMP trap & S0l

rir

$0

23 Ho el X0l SE6tH & =
USLICE OIE Sl Ar2Xte HZE EXNZ2H2 HAIXNE ZAE = ASLICHL
MEMORY 0 M&= =27 COI0IEl= Pro SeriesOil &0l S0 S&HE ZR02 SIS LIC
AMelg ZE 27 UI0IHE 2&6tI| foid= NFSserverE AtE0HAOF & LICH
Aclgd ZE 232 HEHLZ 0IFHE == UL ZE ZEW SAl0 288 =% UsLICHL

H 412 ANc2lg ZE 3 2= HE-E ZAIELICH

All serial Port Enable/Disable
ports Port title
settin
9 Host mode TCP Port number. .
User authentication
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Or

Individual
serial port
setting
#1~#8(1/4)

Telnet support

Max allowed connection

Cyclic connection

Inactivity timeout (0 for unlimited)

Socket ID (for outgoing connection)

TCP Nagle algorithm Enable/Disable

DTR option

Allow incoming connection

When DSR goes low

When DSR goes high

Port number

Max allowed connection

Inactivity timeout (0 for unlimited)

UDP Socket ID (for outgoing connection)

Accept unlisted

Send unlisted

DTR option

DSR behavior

DTR option

DSR behavior

Phone number to host address mapping
table

CONNECT string in non-verbose mode
d (ATV0) and CONNECT string in verbose
Modem mode (ATV1)

emulation [ o nee to AT&Cn, AT&Wn and AT&Zn
with

Command echo delay (ms)

Default command echo

Default data mode

Init string

Remote host?!

Add or Edit a remote host ?
Host IP address
Host port
Backup host IP address
Backup host port

Remove a remote host

Cryptography?

SSLv3

Serial port
parameters

Baud rate

Data bits

Parity

Stop bits

Flow control

Inter-character timeout (ms)

Modem

Enable/Disable modem

Modem init-string

DCD behavior

Automatic release modem connection

Port logging

Enable/Disable Port logging

Port log storage location

Port event handling

Enable/Disable port event handling

Notification interval

Email Enable/Disable Email notification

notification | Subject of Email

1 TCP/UDP &0t ol Y.
2 TCP 2= 0A Backuphost 882 Host HZ AIHAI0 Ol=& LILCH

8 TCP 250t ol E.
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Recipient's Email address
Enable/Disable SNMP notification
Subject of SNMP trap
SNMP trap receiver’s IP address
SNMP trap community
SNMP trap version
Add/Edit an event keyword

Event keyword

Email notification

SNMP trap notification

Port command

SNMP
notification

]
Im
1o
0
HT
i
0]
12
Qﬂ
=)
T
iEh
—
o
>
0l
>
rr
o
&=
o
P
2
>x
Hl
Im
m
o
um
fol
|>
Im
o
n

Serial port configuration : /serial/

Mo, Title Mode  Porgd Serial-Settings

1 Port #1 TCFP 001 RSs_485 2304001 81 Hardware
i Port #2 ME o0z R5_232 9600 MB1Mone

3 Port #3 LDP 7003 RS_427 2400 MB1Mone

4 Port #4 —— - - - = ———————-

Copyright 2005 Sena Technologies, Inc, &ll rights reserved,

J& 4-1 A2/ ZE & el &

42 . Nelg ZE &3

Pro Series® Al2lg ZE &F

ro

Ct21 20l 81 Q822 =FELICL
1. Port enable/disable

Port title

Host mode

Cryptography

Serial port parameters

Modem configuration

Port logging

© N o g~ WD

Port event handling
4.2.1. Port Enable/Disable

2t AM2lg EZE= enable £ = disable 2 == USLICH OteF Al2|E ZEDJ} disable AEHIF &S

LIC}. Z& 4-2= Alcl¥ ELE enable/disable 3+H
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Serial port configuration — 1 : /serial/«1/

Enable/Disable this port Enable
Part title Port #1
Host mode configuration

Serial port parameters

Fort logging configuration

Fart event handling confiquration

Copy port configuration

[Save || Save & Apply || Cancel |

_J& 4-2 Serial port enable/disable

4.2.2. Port Title

og

AFBTHE 242to] mEO SIZE HO S 2YS YA & USUCHL OJIME FXS R
2 s =

Serial port configuration — 1 : /serial/«1/

Enable/Disable this port Enable
Part title Port #1
Host mode configuration

Serial port parameters

Fort logging configuration

Fart event handling confiquration

Copy port configuration

[Save || Save & Apply || Cancel |

_7&/ 4-3 Port title configuration
423.SAE C BHLH

Pro Series? s EEE "SAE 2ttt gL SAE ZE0= TCP 25, UDP

Gl2dold 2= Al JtXIJH ASLICH

o
n

e TCP 2E

TCPE SiiM &0 UOIEHE AMclg ZEz WEUL, AMSIEEEZ S HOIHE TCPZ

LHEYLICH TCP &2 &FE TCP ZZ ZE HHWHZ Pro Series2 S0H2= HZW Pro

Seriestff && JA SAER Ll AZS 25 AEE2 = UsLICh E£& O==2 TCP
5]

HEES 0I8BollM Al2lg ZEZ HOIHE



e UDP EE

UDP 2E SX=2 UDP Z2EESS EE&tles 82 MISHHE TCP 2229 S& W HI==&LICH

1]

e 2 Ol=dl0l8 2
Alelg  EXIot 0101 28 AT g9d=S KGHALE MEXIE AT ZHsS MEHM HES
MOlot DA & [ 0 25 AEELILHL TCP M&ER XI&AELITH

18 4-4= SAE 2 SFLFH0 e M |3 AHOIA SHEYLICH

Host mode configuration : /serial/+1/hostmode/

Enable/Disable this port Enable v/

Port title Port #1

Host mode configuration
Host rmode | TCP v
Port number (1024-65535, 0 for only outgoing connections) ’7001 ]

User authentication Disable v,
Telnet support Disable |

Max, allowed connection (1-8) lEl ‘
Cyclic connection (sec, 0 : disable) ’D ‘
Inactivity timeout (sec, 0! unlimited) ]lDD \

Socket ID (for outgoing connection) ’

TCP Nagle algorithm Enable/Disable Disable v/

DTR option | Always HIGH v
Allow incomming connection ’ Always v§

When DSR goes low ] Do nothing vl ;

When DSR goes high ["[_).o nothing v-}

Remote host
Cryptography configuration
Modem configuration

Serial port parameters

Port logging configuration

Port event handling configuration

Copy port configuration

[Save | Save & Apply | [ Cancel |

Jg 4-4 aAE 2L FFLE (TCP 25

4231.TCP 2&

ol

TCPZ2EE O #H Olaictdl fIHM S&stE AEHAO0| S (State Transition Diagram)E ALE6t=
It @&LUCh dell of ol ol et AMEX2 olHE SJ1 M Pro Series?

SdEHE USW 20| 2=otdl €gotAsL T
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EE FH SAE F HOWAEIN HE QA0 2IIE It JUAS"S UE-LICH TCPEEZ
X+

o

A0l = HE"E UL FH SAEQ Pro Series?te OI0IEH &&0] 2= EEH, A
£ = Pro Series & otLtJt 2H HZoiH ALl 20 0 &HiZ B8H#A Ul O =

NSO=2 [SDI(Listen)| 2E2 &&HELICH

fol
>
Im

0z
o
rr

o
L

-8F&(Sync-Received)]

AE Z oHUIE HZ RFS BRHOY [ED(Listen)] AEHUAM [ 32-2-3(Sync-
Received)]2 BHELICt Pro Series)t L& 2 2H0t=0|H, [+ & (Established)] &EiZ Bt& LICH.

[4 3-2H(Sync-Sent)]

Pro Series)t &2 RES 2F SAEH 2BRHOH [E&/(Closed)] AEHMAM [&3-=2HH(Sync-
Sent)|2 BHELICH O &He 23 SAED ¢Z QEZ 20t WA SXIELICH

[#=& (Established)]

"HZA0| =& & (open connection)"'sS LIEIHLICH A SAE T &= Pro Series &2 oL C
Zo| HF QIS YOIS0IH HA0| &/ [+~ (Established)] &EH= BELICH

[CIlOI El (Data)]

[+~2l (Established)] &EHY [ 8t SAEQ HOIH=E TUE SAEZ M&EE HLYLICH TCP AA
s 20 A Oloioldl oA, OIEAH &AM GI0IE 850l OIFH A= &EiE [O0IE (Data)]
1 2ELICH AAMZ, [HI0lE(Data)] == RFC 793 [TCP: Transmission Control Protocol] 0l A
d

fl= AXE [+E(Established)] &Efel LR=2LLICH. HZ2 HOIH A& ZAHUMAE O

o
I
fob

2

i

C
a4

JLICEH

Pro Series= &E0| M2t TCP AL 20| EZ S&EHLICE. Pro Series= Al
TCP ZEZ2H HOIHE X£ol22 UHE22 HECIAHOIAN CHol LBrEol 2
CIZ2E TCP &= TCP MB 2EQ S22 [ED|(Listen)] LICH

IT
o

Im

rir

n ne

il

ot

Il

1) MEHQ AEf &0l

[EDI(Listen)] --> [&3-23(Sync-Received)] --> [+~&(Established)] --> [OIOIE(Data)] -->
[E & (Closed)] --> [E 7| (Listen)]

Or

[E7|(Listen)] --> [&l 3-EF Z(Sync-Sent)] --> [+~ & (Established)] --> [(I 0] & (Data)] --> [£* & (Closed)] --
> [EJl(Listen)]

MBS [EDI(Listen)|2LICH Al2l2 ZEZESE S0Q= OOIEHI UoH  TCP
SPI0IMERAN 22 SAEN FH=2 50 TCPZEEZ =6HA OOEHE ®SELICH
SOIQAUCIE o QEES 22 ANHIRSEH 2O0 TCPAHHIZRA oZS 228 5 A2

E= 0 = S

IHE ASELILH 0l A2=2, AIEXts &4 Pro Series)t S& 23 24
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01 T ATt HEE = USLICH

2) S%

o A2 HOIE ¥

N2l HEIt Pro Series® Al2i® EEZ Sd HOIEHE 22 WOICH HOIEES Pro SeriesS)
Ch.

ANelg ZE HHO & 24U HOF DS XALE 23 Al2tSet HIole 8E01 2OHLEX
H2M Pro Series= S5& 223 SAEN HZEUC ol o HAHA A2 "Rt
Et Ot =2 (Inter-character tlmeout)"OIE gLICH (2At2t Etot=0l st XiMlet 4H2 4.2.6.

A2 ZE I+ &FXGHAIJI B ULICH TCP M&0l 22X &2 &EH0A Pro SeriesJt
20l TE, Al2l€ ZE HHO OoleH=s dilg =AEZ dE5E
0

AQUICH DX &0H HIH oo 2 E HI0IEHE ATME 2HLICh

2

o
A SAENMN HAZoHH RES EUHLE LFE Al s Alelg ZENAM OOoIe A&0I
LI 2™ M& HZ0l oHME  JLLICH ol O HoH&E AlZtg "HIEgs
Et OF=2(Inactivity timeout)"Ol2t) SfLICH Al2l
oHMIE I ArMIE 4 LICH

e
Hl
Im
=
2

C
o
o
o
fn
vl
(=]
m

T
5%
mU
(=]

CldE S0 B= TCP 82 RF0l HRE JLYLICL

3) DB

e TCP clAY(Listening) ZE

0122 &= SAED TCPHMIES HZolLD HIOIHE S448 £ UAs TCP ZE HSALICHL

TCP 2lAY ZEE Nes ZEN ol SHe & RES AHRE AWYLICH Pro Series=
HSE Mot 2 022 &F0l EHE® WIt= A& (outgoing

Im

o

10242 H 66635tK ZE H
connection)2t0| SIEELICH (TCP A 25)

fol

o ANEXR AUS
A 1D HARAEE S&t MEA 1SS MEE = UASUC. e AMEX IDY HAAEES
E U

22 = UASLICH AFEX ID2F THARE

=
TCP2Z0IAl, Pro Series= 24 COM ZE MO0l S&(RFC2217 58)2 XQoI22 AEXE &
D210 52 MO SAD 22 Al2lY 0Kl
202 MOE 2 ASLICH (Alalg 01

>
ol
N
T
[
B
N
©
>
Q
nQ
[N
Im
L
=
g
3>
i
1]
FA
Qj
=
S
==
o
-
O



OO 0l S&&2 RFC221758 COM IZE 2|CI0IeE{(Redirector) 2t &M MEZNH AISXe=
2019 Al2lg ZE O E2IHO0IE ZZ2O#MES AMESIH Pro Series? Al2lg EZE OHIf B2
Hoig = AsUIC

OlZ ?Iot0, Tactical Software25H Serial/lP2] SENA OEM H&Q! LLCIt Pro Series® HEZ
H=ELICl. COM EE ZICI0IZE ArE0 2ol O AAS F2E B2H SerialllP2l 2AE
ZXGHAIDl BEELICH (O &MEH BEE JotAlH £= 5 SerialllPZ Pro Series A/&0I7/2
ZAGHAIDl HHEFLICH

e OIEH= AHZ9 ZUst

Pro Seriese= 22 SAEZRH Alelg ZEZ9 US HX2 2 8MIAI XIAELICH DLt
A SAE 2|AE BAHH(remote host list configuration)til 2/al 0101 &2 SAE &X0| UTH
o, ¢ Jis =Xe GI8EHes HZ2 ZUgt — 010 HZE JAA SAEQ )2 2AELICL
HE SUH ALZ2X0t S8 = A= HBQ zIUUS 82 H£EoLD, ¥ SAE 2IAENM &€&
E 0l et Pro SeriesOlA 223 SAEZ 309 HZ0| ALY, AR SAEZLRH Aalg X
Edl 3% U= HZo z|tHt2 5(=8 — 3)0| ELICH &AA SAE 2|AE SHALFH 28

M 4

ny
>
=
o
o W

£ 2 424, FF 4 E FFLIE FAGHAIDl BHELICH

o FIH AHA

FJ|H AHZ(Cyclic Connection) JIsS ME0tES & ZUCHH Pro Series= oY Al2l ZE
HZE EXNZRH S0H2E Alclg dIoIEIE Sidets, 23 AIZHOtCH AHEXH Fo #A
SAEN HEELICH 2283 SAEN Al2lg X2 24 0 JATHH, AZ0| =& = Pro

£ SoiM Alclg EFX2 dESE == USLICH et Pro Series)t 5t

LIL0l UK, 22 SAEONA Pro Series2 HZ & £ QICtH, 0l Jls2 0IEdlM Pro

Series)t 22 SAEZ HAGIH &4 USLICH AF2X= Pro Series)t 223 SAEN &

MHOICH 22 SAED Alelg HE2S BEUESE E22M FIH2E Ale 2
S

=
USLICH 7& 4-52 TCP 2E0M A& S&2 AEHM0IEE 20HSLICHL

o mxIE

e HIES EtOIR(Inactivity Timeout)

HIZS El20t=2(Inactivity Timeout) JlsS AIS0otEE &3S O, UHIES EIQ0I2
SALFHUAM Hol&l gt =S¢t OOoIe &0l LUK L2H A SAESQ Pro SeriesAtOl 2
HZe2 sz Z20ELICH

e A3 D
Pro Series)t &3 SAEQN BHH E=ote 8 & SAEE=E HZE Pro Series)t (™
SO0t 2ot & ERI US = JASsULCH 0l R0 23 ID(Socket

ID)0l S&¥st 2 2 X&EGIH Pro Series)t 82 SAEQN S 20 NEFE 2AES
HNY &MSEot2 Data S0l AIEEH LG AMEX=E Jdte 22X
S

USLICLTCP 2E0AM 2321 ID = TCP HE0| 0IF0ZE [ &ttt Mg ELICH
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e TCPNagle 212I&

TCP Z2&EZ0l= Nagle €12IE 0Oldts &40l 28 Z0 JASLICH 0 €0els 2
E2 =2 A2 W2 dE5=S 2Xot)|l Adf DAEHASH st A FotE Y Xot=0
SEELICL Jddu 0 ¢1els 20 o™ B20le ds2HMHIt 0IEJl = LG Nagle
ghelsd TCP 2 XgE ACK S 2401 2AIHe MESIXZ 28 BHME EHAIIIIIE
fLICH Nagle Z21c2|&2 0l optionS 0lE6tH &4 L= HlZ2dst AIZ = ASLICH

e DTR/DSR &
DTR/DSR B2 E&= Alcl2 EZE (MSE MEdAM TCP HZ AHE MO ot= Gt UsLICH
=]

DTRE MI|& & (write-only) E& AlSQl BIHY| DSR= & Z(read-only) &8 AMSLICH
DTR opotion2 2 & = otLUZ d8E = ASLIC

Always HIGH: &4 =2 &HE SAL T

Always LOW: &4 22 AEE s AI&LIC

High when TCP/UDP is opened: TCP HZAEHUAM I =2 &AEHE KX ELICH
Allow incoming connection2 02 g4 = otL2 d8E = ASLICH

Always: &t& AA SAEZRHS TCP H& = S LICH

Only when DSR is high: DSR 4lSJt =2 MM &, 22 SAEZRHS TCP

i g 8L

When DSR goes low= 08 88 = otUt2 482 = USLICHL
Do nothing: DSR 4130t =2 AHUHA X2 MHZ BotHet: Ol S&HE ot ESLICH
Close all connections: DSR 4ISJI =2 AEHA 22 AHZ BHSE M, 2= TCP HZ0|

ZO&LICH
When DSR goes high = 08 88 & o

5
Do nothing: DSR AlSJF Y2 AHINIA & OtAl 2&LUILH

Hate M, Aol A

Py

>
fol

S
AC
rlo
0z
sL

Try to connect continuously: DS

A SAEZO HASAIZELILCL
A

-/

B0t

[

o
[0

Try to connect once: DSR &ISJt Y2 AHUMNM =2 AHZ B3te O,
SAEZQ AHAZSAEZELILCH

=9
1.DTR/DSR && & &
2.DTR/IDSR && &&

Mo

280 283 H0/E FRUA F20tA F&L/Ch

Mo

RS422 2/ RS485 ZE0IAE F&20otA Z&=L/ICH
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TCP connection request rejected
Or internal TCP time-out

In-coming TCP Close request

TCP conpection request accepted

Inactivity time-out

Incoming data via serial port

Established ’0

Incoming data
from remote host

Incoming TCP connection request

Incoming data via serial port

J& 4-5TCPEZEY HENHOIE

423.2.UDP 2=

UDPEE =Z&2 UDPOl JIgtE 1 UL, 2X A SAEE XAHSHAN @=s s AP
Helotd TCPEE2H Z&LICH UDPE HIEZ Z2EZ01J7] 20 AF=2Xs FIIH 32S
&g LIt eisLIth
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Host mode configuration : /serial/=1/hostmode/

Enable/Disable this port [Enahle v
Port title 'F'Diﬂi#lii
Host mode configuration »
Host mode [P v
Port number {1024-65535, 0 for only outgoing connections) | 7001 \
Max, allowed connection (1-8) g ]
Inactivity timeout (sec, 10-3600) :VI oo W
Socket ID (for outgoing connection) ‘ ‘
DTR option jl\i@vays HIGH - 7;}
DSR behavior ;None 7 7vW§
Accept unlisted ;Y'és v =
Send unlisted “:\}ésriv;
Remote host V

Serial port parameters
Port logging configuration
Port event handling configuration

Copy port configuration

[Save] [ Save & Apply ] [ Cancel ]

T8 46 SAE DE H#HHF (UDP £E

=
~

= X+
[

0

2 SAEJI UDP OIOIEH IS Pro Series® UDP 22 ZE Z°| o
Series= 0l HIOIEHO0| &3 SAE BHALHUNMN A= SAE 9 GHLINA & 212X
FOISHLICH oY A

=3 L
Series= AMc2lE ZEE SdllA HOIEHE ESELILCH OZX ZUH Pro Series= = 2= UDP
Ct. b

Jon

2B EH SAE ILHUHAM 2HE S AE F9 o

_ [ |

diole g HoleL 2Lt

datagram= &tJ|(Accept UDP datagram from unlisted remote host)' OB ~Z '0ll(Yes)E & &SI
A SAE SALFHN A0 RE EHL= UDP HIOIHI#E Pro Series)t 255 0ts %
USULICH Al2lg ZEZREH SH22= OI0IEIt JU2H, Pro Series= 0l OIOIHE 2 SAE
BEEFN Ho=E A SAEZ MEELICL oY SEH ge xH2 A SAEZ
& &35HJ1(Send to recent unlisted remote host)' 7|0l 'Oi(Yes)E2 &8N UCHH, z20HIES
Et 020229l Al2H0l BT Xl 2£2) Pro SeriesOl HIOIHE EYW A SAEZE HOIHE &
& 8HLICH

2) DHIHEH 4

e UDP =4l XE

TCP clAad HZE Z2 IHSYULCL XME Atg2 4231 TCP ZE£°o MHHHEH=S
oY AIL.

ICt. KtAIBE MPEE 4.2.3.1. TCP ZE2 HHH+E FIoIMAIL.
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SXIo)| foH HIE= EFYL0I2ES AFZEHLICH

= 2t Pro Series® Alclg ZE AtOIU OIOIE

HE0| 2128, Pro Series= Al2l¥ ZEZEH 220 9= 229 A3 SAEZ Al HIOIEHE
(am]

COA HIEZS Et20t=20l2t Pro Seriesdt S0 2l %29

SUWX %S AYLICH =, UDP
23 S AEE ®Aot)| Aol 2elot= A2t LICH

SAES AZ0/ =
oM HE 0 2EE MES 9Z0/ o/E HA

F9 UDP ZL0iA AMEXI} HIEES EIZ0IZE 0L2F &F5 F2, &F
58 9Z+(Max. allowed connection)

oLz AIEA FE/ot00F ELIL.

iy 0o

e A3 D
Pro SeriesJt O{H

0
J¥
fol
[>
Im
=2
(m]
>
Pl
>
Qﬂ
rr
oY
{0
0
Y
fol
[>
Im
rr
Q
Y
m

Pro SeriesJ}t

E=PNRSIDNE=JE--PN3=-!
X

0

O 2=2ot0A & 2RIt US += USLICH 0l =0 23 ID(Socket
S

190 XNEE 2AES

ne 0
o W0 g
=
0
on
I'Cl

Pro Series)t 23 SAEQN &%

Ok
o
>
J7
m
>~
[t
j
o
>
)]
>
rr
{0
ou
rr
Ho
>
e
o oy
B>
o
]
HU
P
0
o
4

HNY N£s6tD Data

e DTR/DSR &%
DTR/DSR H2l 2= Alclg ZE AMSE AEoiA UDP HZ AMEHE MO St= Olol UASLICH
= ]

[

DTRE MI|& & (write-only) A5l BHHO DSRE I & Z(read-only) &8 ASLICH

=
DTR opotion2 CI2 =& = otLt
Always HIGH: && =2

Always LOW: &ta&t &

T
«Q
>
s
>
D
>
_|
O
0
[
O
)
D
(@]
©
(]
>
(9]
o
_|
O
U
e
Uy
z
a
=2
x
0
Hi
rno
0z
a
]
10
P
]
-
aQ

DSR behavior2 (& & & otLiz 8&8E =%
>

tal 2 SAEZRHS UDP HZES 6i&0t], DSR &S &EiJF BlotHetd Ot

ool

None: &4
S&S otk 2L
Allow TCP/UDP connection only by HIGH: DSR &lSJt

SAEZSH UDP OOIHE 2&LUILCH

1. DTR/IDSR && &£ & E RS422 £ RS485 ZEOAE F2otAl E=L/0H

S50 A= A2 SAEZLH UDP GIOIEHI™ gD
CIAEN Sl= AR SAEZRH 2 UDP datagram=2 2 J|(Accept unlisted : Accept UDP

datagram from unlisted remote host) J|S0| '0tLI2(No)'Z2 & & ™, Pro Seriese= 33 SAE
BEEFUAM &3= JAASAEZREH =0HQe= UDP dolgfOgerg  gaELICh Btz

CIAEN Q= A2 SAEZERH & UDP datagram= 2J[(Accept unlisted)' J1s0| '0i(Yes)' 2
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HHEH, Pro Series= 32 SAE S#FAH0 42800 2= S0H{2= UDP HIOIHOES &
E LICH

o ZSE( Sl X2 ¥H SAEZ HSEGHI

'SR Sl 22 AA SAEZ MEGHII(Send unlisted : Send to recent unlisted remote host)'
IS0l 'Oli(Yes)2 H&FEIH, Pro Series= Z 20 Pro Seriestl =8t 33 SAEZ OHOIHE
MEELICE S50 gl 22 A SAEZ Pro Series@ g Alelg EZEZ HOIEHE
SR A SAE BILHUM LN A2 B SAEE LELICH E& Pro Series=

Im
HU
[

S
Qﬂ
S

Send unlisted) J|s0| 'OlLI2(Noy2 A& H Pro Series= 2 SAE
2 SAENCH OOIHE ESYLICH Pro Series= HIES EHOF2(Inactivity

=
o
Timeout) St =0 8l= 22 A SAEESE |XELULCL

4233 28 OlEdol&E 2=

1) S

2Y HSHOE DTUAM, A2lY ZE TZRAAS DX AlRIY DX SRS 20| AHY
SRELCL A2lY ZE TZRHAS OX R2ENAM ots UMY, AT 28 @S 2D 2
Mol SYSLICL T8 28 A5 s Mgl 28 Hgdos 2= 02y 2

L0l =SE LIt

0

o 0l01 HISXAS Al2le EXI0 S 20| US 3=
AZXE Al2lE EXI0 d3td HZE 20l 0101 R
Series2 WHME = UASLICL. AFEXIF oH0F & 22 ATA/ATDT HE2 B2 HMaPs

e =
CHal IPFA (= S0Q F)F IE BSE AIE6t= A LICH

o =9 A SAEZ AlcI€ OIOIHE 2 2RI USE B2
Alelg XA S=2 SAEZ OO0IHE 2UWHoF st 28 oiSdiold 2= 2RELICH
HE S0 Alelg X2 H Bl ColeH= ® BM OOoIH =

S AMHZ, & Bl Ooles *
USLICH AMEX X0 oo & 22 XA ATD(T) XXX ZEs8 2
=

e

Pro Series2 28 0IZd0l8 252 AMECINH, AIEXE Al2lZ CHIOIAE OICY! UWERAZO
g HEBE = ULH, 0l datd ZE Eot= A=20 MEELIOL Z 42 Pro
Seriestil A XI&ot= 4= AT 30 HYLIDL 2F FL FHEES FZ2 + AsU/OMHAHAE
OIY! UEKAZN &HZs5t)l 2ol ATDA ZE= MEIUS M2 AlclE ZE FE

degHel HE 20 sLICH

[o

§O|
= —
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I 4-2 ProSeriesOlAf A1& &&= AT Z&0/

qd W s Sg 4
(verbose code)
+Ht g8 o4 RE2 55 s
TCP ZE5E TCP 22I0IMHE ZE2 HFS £, HAlE
ATD(T) 22 SAER FAZS ASELICHL
[2Z 1P = =0
Y [¥& EZE][CR]LF] 0il) atdt192.168.1.9:1002
e 0ll) atdt1921680010091002 Hzsho
ATD(T) IP =4 192.168.1.9, LE 10022 HZAELICH CONNECT [CRIILE
22 pEz e | (@eEsss AN §E) [CRILA
[CRI[LF] 0il) atdtps.sena.com:1002 10 ATHEIE,
OOl =4 ps.sena.com 2 XE 10022 HZELILC NO CARRIER [CR][LF]
ATDR ATD(MY JI2dcz s &LICh ddLt ATDR ¥d2 CI= oD 2rM5Ho
[BZ 1P E£= S0 | Cryptography & X Ul Default Data mode S& e P26 ERROR [CR][LF] '
o[22 ZE][CR]LF] | Raw TCP mode2 ®=2 AT &HLICH
ATDS ATD(MI JI2Xo=2 S o6t ATDS HE 2 SSLv3Z2
[ 1P E= &0 | &8ss AMEEUC. , Cryptography &80 SSLv3Z
Sl [E=A ZE][CR]LF] SYIUASAIO L ABESLICH.
AT&T
&M Data modeJt
Raw TCPQ! &<
Default data mode®l ®1ZD &M SFE Default data |9 [CRILF
modeE 0184 UBLIC S Daa modet
Telnet binary?! &<
AT&Tn [CR][LF] AT&T: &l Default data modeES 20! 1[CRI[LF]
AT&TO : Default data modeE Raw TCP modeZ #H& AT&TN
AT&T1 : Default data modeE Telnet binary modeZ 21 & Mo
OK[CRI[LF]
A4
ERRORI[CR][LF]
AT = ATZ[CRI[LF] TCP A2} Al2l2 ZEZ =J|5HELC
ATA/ [CR][LF] OLXI2F Hes sr=sHL
ATA TCP ZCEE TCP AWM RE2Z &ZFE =, TCP AEIE
o3 me s [EDI(Listen)]2 & & & LICH.
S Ly OHMZ, 22 ZE Hs) YASK 2o,
[CRILLF] CH&l TCP A& DHOWRl =, 22 EZEJL AtEELILCH MD=ELo
ooo|'|_:‘,
ATAR ATAZ2 D} D202 S &LICL J2U ATAR @2 | OK[CRILF]
B2 ZE B35 Cryptography & & 1t Default Data mode S& = 20t AT 504
P = 2] = o,
[CR][LF] Raw TCP modeZ &=2 JICHELIC. ERROR [CR][LF]
ATAS ATAZZE D J|2XO8 S 5K 2 ATAS @2 ssLvag | OK[CRILF]
[EZ ZE H3F] d%2 DJICH’LICH <, Cryptography &X&0l SSLv3g
[CRI[LF] SFZAS AL AZELIC.
E,EO0: 02 £&&FE GHAMELICH
ATEN [CRI[LF] EL: 132 8FeU,
ATON [CR][LF] 0,00: HI0IE 2E2 FatstLIC).
402 20 AW, HY FHEO| BHEELICH D210 UM diEsls 220l LUSLICHL o2 252 HF6HK ¥oH
SE00l ELELICH
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ATQnN [CR][LF]

Q,Q0: SEES EAIELICL (CIZE)
1T

ATVn [CR][LF]

V,V0: & = <numeric code> [CR][LF]
V1 (EI%E) 2Y = <verbose code> [CR][LF]

AT&Fn [CR][LF]

F, FO,F1: CI2E 28 &3dgts S+ELIh

ATHn [CR][LF]

H, HO: &XH TCP @%% ol Ml & LICt.
2= OI0IHJE A HIE LICH
H1: &M TCP 2&2 R XAIELICH

I, 10: “Sena Technologies, Inc.”E HEAI&LIC.

ATIn [CR][LF] 13: 22 HEZ TAISLICH <=
CtE 22 "OK'E EAIELICH
HIZS EHOIHE n2o2 SFEBLICH ERROR [CRI[LF] or

AT\ [CRIILF] \TATO: HIEE EIOIDIE AMESHA RSLICH (CIEE) OK [CRI[LF]

ATBn, ATCn, ATLn, ATMn,

ATNn, ATP, ATT, ATYn,

0, 0,
AT%Cn, AT%En, AT&Bn, gs OK [CRI[LF]

AT&Gn, AT&In, AT&Qn,
AT&V, ATMn, AT\An,
AT\Bn, AT\Nn, ATXn

ATS?, ATSn=x

LIS 2l S-register 2t2 ALt MIIDF Jis@LULC. S-
register 2| CIZ2E g2 HE 44 28 Z&LICH &, AFZ X0
ool BEE g2 & OFF Al ®X &K &&LICH

AT&Cn, AT&Wn, AT&ZNn=X

CIZE &2 ERROR LILC
ALSXH ZZ0I 2o Of SE0l et S8 OK 2 HHO|
JtsgLth (28 4-8)

OF

ERROR [CRI[LF]
or
OK [CRI[LF]

ATFn [CR][LF]

o
BA

alo

nOl 10/™

OK [CRI[LF]
CtE d=24H,
ERROR [CR][LF]

n0l 00]2tH
o OK [CR][LF]
H=
ATWn NS CHE F=ctd
ERROR [CR][LF]
SMet AlZ2tE2 HAESLICH
AT+DATE 0ll) AT+DATE=2007.01.01-14:30:30
2007 18 12 14A] 302 30x2 Al2t2 HAESLICH
IP2t NetmaskE H& L= QI
AT+NET 0ll) AT+NET= 192.168.17.9/255.255.0.0
IP= 192.168.17.9, Netmask= 255.255.0.02 % HZSHLICH.
AT+GATEWAY Default gatewayE H& L= =0QIarLIC. & ZotH
0ll) AT+GATEWAY=192.168.1.1 OK[CRI[LF]
(AT+GW) = = AT S1 04
Default gatewayES 192.168.1.12 & &LICH & I ot &H
ERROR[CR][LF]
Domain Name ServerE 2& L= &0QIsLICt
AT+DNS Ol )AT+DNS=168.126.63.1/168.126.63.2

Domain Name ServerE 168.126.63.1, 168.126.63.2%
HGELIC

AT+NETINFO*
(AT+NI)

IP =4 23 838 HAISCH (IP address, subnet mask,
mode, gateway, dns)
e.g. AT+NETINFO
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*PS810 UIA= XI&otKXl

ZsLICH

by

4-3AT ZFZof

=2Ccf
S =

Z&

Verbose Code Non-Verbose Code (Numeric Code) | &9
(“ATV1” ggo| AdE %) (“‘ATVO" EY0| A8iE F)
OK 0 YO A=
CONNECT 1 S| &Y HZE
RING 2 gl AMSIOF 22X E
NO CARRIER 3 SEO HelH ASE 62
ERROR 4 HMEoHAl @22 B
#H 4-4 AT S-Register 9/ [/ZE &
Index Default Value Index Default Value Index Default Value
0~1 0 2 43 3 13
4 10 5 8 6 2
7 30 8 2 9 6
10 14 11 100 12 50
13~24 0 24 5 25 1
26 ~ 37 0 38 20 39 ~99 0
-~
HelloDevice |, ATZ Serial
SS100 ATZ Device
OK 5 Command mode
TCP connection
Kequest JATDT
ATDT .
TCP connection
Established.
.| CONNECT v
= v A
IDATA.... _DATA.... TCP mode
DATA.... , DATA....
v
_+++
Request TCP ATH +
_,_disconnection <
- ATH .
T_CP . Command mode
disconnection
»l OK >
NO CARRIER

Jg 41 28 WEHN0/E ZES FIIG0IH 552
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]

24 HSdlolE RENM=E £8F A
HEGl= HOIZES HH00 MatHSOl 0 Z
4-81F 20| AISXIOF g BHSH e S8 SAE e
o 2F o2diold 2EUM atdts5737772 B0l 2loH Pro Series= SAE 192.168.1.
7001 B ZEZ HAS AESH UL

2) OHOHEH ==
e DTR/DSR &%
DTR/DSR 2| EL= Al2lg EE ASE AEdHA TCP/UDP HZ AEHE MO dt= Ol

USLICH. DTRE MI|MZ(write-only) =& S0l PHHON DSR= 2|8 E(read-only) &£

Al LICH
DTR opotion2 2 & = otLUZ d8E = ASLIC
Always HIGH: &4 =2 AEHE |RXISLICH
Always LOW: & 22 MEHE SAELC
High when TCP/UDP is opened: TCP HZ&EHUIAME =2 AEHHE KX LICH
DSR behavior2 Lt S8 & oL 2&&8E = UsLIG
None: &4 A SAERZEHS UDP HZS GI&0t), DSR &S &EHIt HHSIH2tD OFR
S& ST otAl 2 SLICH

Allow TCP/UDP connection only by HIGH: DSR #4lSJt =2 AEH2mO 2, 3
SAEZEHS TCP HZZ 6/26t1) UDPZ OI0IEE Z&LICH
Jefl, 3 SAEN s AZ2 DSR 22 &9 AF ol &2 80l DSR &2

AEDI =2 MEHUAM 2 Az BgE I 2E2AH ZOHAIA ELUICH
1.DTR/IDSR && & &2 RS422 2 RS485 PE0IMHE REolA E&L/ICK
E 8 SAE HEHAR port BsZ
35l HOIZE2 &40l MBS U2 SAE AZS AEN £838 =& USLICHL F&
i

X
diolE 2E0AM atdt25737772 FH0H 2ol Pro Series= &4

| 6001 H ZEZ AZS ATotH SLICH

|0

e CONNECT string in non-verbose mode (ATV0O) ¥ CONNECT string in verbose mode

o

my
uw ro pe

H=clold 2=0lA Pro Series= AFE AL 5et AT 230 UotK JI2dl=s # 4-31%
HBAQ 2Y 2EI UE BRI USLUILCHL

I Pro Series JI2&82= 1 (ATVO EEO0I

2 m
njo

Ol ATDT ZE0l Slol =AE H& &

=



HHE0 US BR) L= CONNECT(ATVI FE0l €30 US E=R) cte SES LI

et 0 220 12(ATV0O ZE0l &3 US ZER) L= CONNECT 9600 (ATV1 ZHOI
HFI0 UAS FR) 2= SEHO 2est 20 F& 480 20| 4F5IH JAots EEHS SES
Pro Series2 28 2= £ USLICH

e AT&Cn, AT&Wn % AT&Zn ZFE SE (Respond to AT&Cn, AT&Wn and AT&Zn with)
AT&Cn, AT&Wn & AT&Zn Z A0 st SEE OK £= ERROR & otLIZ AMEXIE XIEE =+
USLICH

e Command echo delay(ms)

AERE st AT S22 0l H=0AM XEE Al2t 813 XAZHA HAIZAH &€ = JUsLIC
Ol limes 28 OEd0l8 2= RS485 Z=0IA ALEotDA & R0 |SotHl 018 &2 =

UASLICH

e Default command echo
AMNEX= Rpal0] st AT 30| 2 R(echo) &AL Tl 2AH XIEE = UASLICH

(Ol Bilss= ATEn Z&1 S8 JIs=S gLIth)

-IO

e Default data mode

TCP HZ0l 0IF0 X1 LA DataE =1 2= WM, oY daez =1 PSIE
KH&>=ASLICH Default data modeldt ‘Raw TCP'Z &HFEZN USAl0l= CIOIHO Ot
ot Xl 42 AEHZ CO0IEHE =1 2sLItH

s

no — mor

ol

/<0

Default data modeJt ‘Telnet binary2 XIEEZH ASAI0H =, Modem emulation modeOlA &4l
COM ZE HO S&s XAELICL O 0 S&2 RFC221758 COM XE
cICtOl 2 E{(Redirector) 2t &M AFREIH AIEXtE 2012 Al2lg ZE HE2AH0E TS
ANE3HH Pro Series2l Al2lg ZE O H2E HOHE = USLICH

e Init string

Pro Serires® MFEO0IL} 82 HAs8S2 Z1U H3822 Modem Emulation &g S&2
| —

A [ &g AT BEHE XNFot
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Host mode configuration : /serial/=1/hostmode/

Enable/Disable this port [ Enable v |
Port title \ FTo;;‘lig
Host mode configuration
Host mode [Modem emulation vA}
DTR option ‘ Always HIGH v
DSR behavior |None v

Phone number to host address mapping table

CONMECT string in non-verbose mode(&TV0) ‘ 1 ‘

COMNECT string in verbose mode{ATV1) \CONNECT \
Respond to AT&Cn with m‘ ‘
Respond to AT&Wn with Wv

Respond to ATZn with |ERROR v|

Command echo delay {(ms) \El

Default command echo \Eﬁgt;lgiv‘

Default data mode Raw TCP v

Init string 77‘

Cryptography configuration
Serial port parameters
Port logging configuration
Part event handling configuration

Copy port configuration

[Save ] [ Save & Apply ] [ Cancel ]

18 48 2AE D& SFFLY (2L WENIE 2

424 . /AHA SAE BHEH

22 SAE 2Z ST (Remote Host Configuration)Ol8t Pro Series® Al2lE ZEZ2H O 0l
I Pro Series2 Alelg ZEZ2H OIOIHE

= 24E BAES 222 VHLUIM,
TCP @COIA, Pro Series)t 1% 2 SAES0 HA5X & ME HHIBI0 Al2lY ZEZLH
AER 42

=

CIOIHE =&¢ 2X &3 SAES £33 = SLUCH Jdeld 1 323 S AEZ HZE0|
OIF0&ICHH, Pro Series= 1X 2 SAEZO HA0 AIHE K= 2x A SAEZR
OIOIEE =2UWX #sLth delld 1X4 33 SAEZ #4388 == Us =M= zl 4H=2
Higte o AsLICH

UDP ZE0AME, UDPIE HAZE JIBICE ot= ZZ&Z0| OtLIDl 20, 2X 22 SAEES
K&otXl §sLICh grer st st &3 SAEIN EQRoOY, 8% 1 SAERZ

Pro SeriesOlAl AtS Jise 83 SAEQ 2 =Xt= 402 HEtSUL. & 492 & MEX
CIEHHOIANAM 38 SAE SFEEE 20HsLICH (TCP 25)

SAE IP HEdAlE =& Z0l2 U (Domain Name)S X&EE =% USLICH
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Remote host : /serial/+1/hostmode/remotehost/

Enable/Disable this port

Port title [Port #1 ]
Host mode configuration

Host mode ] TCP v}
Port number (1024-65535, 0 for only outgoing connections) ]?DDI ‘

User authentication
Telnet support

Max, allowed connection (1-8) 8 ]
Cyclic connection (sec, 0 : disable) 10 ]
Inactivity imeout {sec, 0 : unlimited) 1100 ]

Socket ID {for outgoing connection) |

TCP Nagle algorithm Enable/Disable | Disable |

DTR option | Always HIGH v/

&llow incomming connection 1Alway3 v‘

When DSR goes low [Do nothing v]

When DSR goes high {Do nothing v]

Remote host

Mo, Host address Host port number Backup host address Backup port

I [19z2168.100.1 [ 7001 | 192.168.100.1 (7002 [ REMOVE |
¢ [192168.100.2 | 7001 |192.168.100.2 | 7002 |[ REMOVE ]

3 [remote.domain.com 6001 remote.domain.com 6002 | REMOVE
MNEW|192.168.100.3 |7001 192.168.100.3 7002 ADD

Cryptography configuration

Modem configuration

Serial port parameters

Port logging configuration

Port event handling configuration

Copy port configuration

[Save |[ Save & Apply | [ Cancel |
BEPEICE

f0||
I8
Im
Ut}
M
024

[ton

425 2353 43

Pro Series= Z2& 0IEd0/@ ZEUDP 2E OtE)E Z&st TCP ZEUAS LS3tE A

X2 &L C.
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Cryptography configuration : /serial/+1/hostmode/ssl/

Enable/Disable this port [Enable v |

Port ttle Port#l

Host mode configuration
Host mode | TCP v
Port number {1024-65535, 0 for only outgoing connections) T?DDVI -
User authentication m
Telnet support 'DisaT;@
Max, allowed connection (1-8) ‘8 ' \
Cyclic connection {(sec, 0 : disable) :D 1
Inactivity timeout {sec, 0 : unlimited) fIElD 1

Socket ID {for outgoing connection) [ \

TCP Nagle algorithm Enable/Disable [Disable «|

DTR option | Always HTGH v‘}
Allow incormnming connection T.Alwa;s :\ o
When DSR goes low | Do nothing v‘

When DSR goes high | Do nothing v}
Remote host

Cryptography configuration

Encryption method [None v

Modem configuration m
|SSLv3

Serial port parameters EIC{I ‘

Port logging configuration
Port event handling configuration

Copy port configuration

[Save ][ Save & Apply | [ Cancel |

JE’_/ 4-10 Of / A—/I—/

4.2.5.1. Secure Sockets Layer(SSL) 253t J|H

Cryptography configuration® SSL enable & enable otH Pro Series? oY A2l ZE= Dt
ASstE HENAM SSLv3 2535 JIBS XRcte TUE EXS0 SAE &= UASLICHL

SSLE Netscapelil 2ISHAl Sc2t0IHES MHZHOl AtESH] KA HZEJUSLICH SSL
diolO(layen= 2= 28 Z2ES2E0 &40 Uy HTTPR 22 3208 Z2ES0A

#3E = USLIC ssLe otdyd, HWE =&, 2l OE & ZZ2EZ29 HEJls

0

f

SHZ otd ASLICH ssLe UEKIN ZHAM Saots Sl 0l&0 GoIe 2ot
HE&LICt ssL2 o3c2AH0lE ZZ2&EZ TCP/IP AHOI0 A= && diol B Z2ES

TR [UO

A A2 Z2H0IAE A0l SSL s1=40l3(Handshake)2t) =2l=
HIAIKI WEol ERELICH SSL Z2EZE 2= Jl(public-key)2t & Jl(symmetric  key)

AS55o XS AMSELICE OZE Il(symmetric key) 2S53t= 25 Il(public-key) 2532t

59



A 22 BELICH otk

ol

t= RS ool SLIO. 2EE HEH

0
OfH
S

AolI= MBIOt S8 JIE MEHA Ab&lS S2U0IHEUHA 2Sct) A2 2201 EDL
o

s MENA AFZ2E HE Zs3h, 25 ols dcld 2ol

SctOIHEDI A0l Z2t0IHES SSL HE B35, /\FOITH(Cipher) 28, FAAZ d44E
CIOIE, deld ABiJt SSL £ AtEdt g
SYLICH

MHIt Z2H0IHEN MBS SSL A 215, ALOIIH(cipher) 2 &, 2XA=Z2 MAE OO
B, Jdcld S240IHEIL SSLS SoiM A2 SdlotsE Ol 228 O 22 24U
Ch. A E8t XAl QISAHE 2D oflg 22H0[HEI S2H0IHE IS0l 22E A
H RS QEEOHE Sct0IHES ISHE RFEL

Sci0IPEE NBE S6H)| oA MBI 2 =k =

e Ao 2HES 2010 25etE1 5 HB0] S &

A
MBI 43X 2 QISEE Se0IHE

rr
y
]
=}
e
Im
to
Ok
Bl
9_

"
&
=2
ﬂJE'
r&"
[ml

[

I'

OlE= STHNKI & o E UIOIEHE MEdM oY M&Es <IdH

M premaster secretS BtS1] 01232 MO == II(EH 20l 2EUHE AHS IS A0

N ZUHENE AtEoA LS3oHH 0 2 S3HE premaster secret2 AHZ ZLICH Ol

ol AtEE AtOIH(chipher)®il [etAd Set0IHER} MEHIL FEE = JUASLICH SSL = bt

2 0 “BR=E" tAH AlAS MH =20 Cet Zet&LC

MHIt Set0IHE 288 Fdte FREIEH0IAY & SHAH)H= Y 22U0IAHE
Al

In
jz
o
LU
2
x
0)-
x
rin
1

JF O HEHOIZ0e /A SUHOIHAEE AH LX0Hl L& OOIHE IStLICH O
220 SctOIHE= AICIE HIOIE St Set0IHES CISAHE 2S5 5HE premaster secret
o BN Az 2YLICH

MBIt 220l E 258 QFots B2, e AHe Z20/HEE St AEE
LICt. cHE ZSclOoIHED eISE =+ W 1 NMEE2 EZELICH Se0IHEI 8282
2 BLHH M= Xalel AE Il(private key)E AFE06H A premaster secretE i =6t1)
U] HAH(S2U0IHE E5t 22 premaster secretOl Al AIXGHA Al8HctE)ES A SN
M OFAE A3 (master secret)2 A& LICH.

Sct0IPES MH= 0 DtAH AIZSS ALSoHAM SSL M@ Sotol weE FEE 25
2HES disot= G0l AtE&l= HE 21l N& Jl(session key)E MAeiLIC L8t 2ct
OIHESR MbBl= 0l OtAE AMAXES AIEoHA SSL HZBS Soll S48 A4S0 B3
2l Oiole2 f2&4(integrity)2 2 S &LIC

ScH0IHE= SeHOIPEZRHY HAIN= 2422 0 ME IIE AISoiM 258 &2 A
Olgtl) A== HAIXIE MHZE BYLICH £8F 220 E= S 0132 Zel0IAHE
P22 ELHULEsE AE L=z SEHE 25 HAINE EYLICH
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9. MHBleE MBIZRH2 HAIX= 222 0l ME JIE AIEdHAM &3 & A0I2t] 2H=
= HAIXNE ABHZ 2YLICH £8 Abs H=40l32 Al 222 SSEHAU=s XS

ddxz= SEHE L5 UAIKE SYLICH

10. SSL HE=H012Jt 2= =/ LD Ol K SSL M&0I AlXHEASLICH
N& J1E AMEWNM MZ2H0 S48t HI0IHE 2=3totl) &S =0t 0 GIoIE 2

ju

ctOIERt M= 0l

Client Server
Client Hello
hr..
Server Hello
Certificate
ServerKeyExchange
Plain CertificateRequest
Text P ServerHelloDone
|
Certificate
ClientKeyExchange
CertificateVerify
.
ChangeCiperSpec ChangeCiperSpec
Handshake
Finished
icati < > Application Data
Text Application Data « o pp
............................ iy

J& 4-11 26X 0/ SSL HEFH0/F ZZ2 A

Pro Series= TCP Z2& AEH0 M2t SSL A E£= ScH0IHEZMN HSE = JUSLICH SSL
tol TCP HZ0| &2 SAENA UM AXECHH, Pro Series= SSL sHE4013 SoH0l SSL
NHEM =SELICH BtOiE, SSL tel TCP ¢HZ0l Pro SeriesC Al2lZ ZEONAM ZHA
AMEECHH Pro Series= SSL &40/ S0l SSL Sct0IHEZMN EHSEHLICH

o Zc0|HE 9IF (Client Authentication by certificate) (A 25 d&)
=

ANEZXIV Z20/ & o'ZF 80 “Enable’0lc2t] ot™, Pro Series= SSL SHEH03 EZZAMA
(SHH 2)5 ZH0IHEQ OESMHE QIFELICH BHHE AMEXIL Z2f0/o0E ZE SEO
tH, Pro Series= SSL SHEH0I2 EZAA (BH 2)& S20IHES ISHE

“Disable”0let1) ©
2ot &Lt
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42511 QIEAN HYZE (Upload certificate)

Certificate(2! & M), Certificate Authority certificate(CA 2!S Al), Private key(JH2IINIILE H=Z2 =

Upload Certificate : /seral/+1/hostrode/ssl/55v3conf

Cerificate file view

Serial Mumber: 1 (Ox1)
Signature Algor ithm: mdaWithBsAEncrvetion
lssuer: C=KR, 5T=Secul, 0=Sena Technologies, Inc.
Walidity
Mot Before: May 13 09:46:54 2003 GMT
Mot After @ May 13 09:46:54 2013 GMT

Subject: C=KR, ST=Seoul, U=sena Technologies, Inc.. CN=He||oDevice

Subject Public Key Infao
Public Key Algorithm: rsaEncrvetion

BSA Puklice Kew: (1024 kit
Upload Certificate file

[ Upload file ][ Cancel ]
Key file
Upload key file

[ Upload file ][ Cancel ]

Ca cedificate file view

M| |DlkzCCAnugAw | BAg | BADANBgk ahlk | GAWOBANOF ADAS MOswCOYDYIOGEW LU EQ
MawGATUECEBMFLUZ Veodlwx | DAeBalYBACTF TN bmEatGY | aGovbGanalyzL CBJbmiu
MBAXDT AzMDUxMz ABMz | N | oXDTEzZMDUxMDADMz | =N | owPzEL Mk GATUEBHMCST |
0 AMBaNYEAQTEYN | b3 VaMSAwHa YDWVOOKExd TZWBR IFR I Y2hubZxwZ2 | [ cywaSHE |
[LhvaShR [ s&3houEawj aXuMUNSLEK IHS0Bra T+dYHABBE [ mf gdTkmlg 1Y | | GdmhO+e
T IYHSaY ) 070/ +wNw03 1 sYLFSH SR HondsnGxCawys 20wwdUdebu3 twh3bkUDehZ
151 i twWi+oPZUtugsaaaodrk 7 JhT 7 abdbsW+YOPUADL EoR/ 390 | FyvitHRohwCOt
“potddFa i vealeeKEweaUsoCPMAWIF AR T vl LOB [ aw | 0103F JsaFkEf [ HnakcxSy0
CmOf1ZTBFFa1beMTEG0r j k] | NoThpRCEPHEYE | heFDEW | ¥30dAmT TAzaHOEE /K
Upload Ca& cedificate file

[ Upload file ][ Cancel ]

J& 4-12 014 SFE

+=ASLICH

Pro seriesOl M= PEME A Q| Ol

Ol

NEt AL g JASLICH

4252 RC4 &S5 JIY

Browse. ..

Browse...

W

Browse...

e

RC4 &S EE0AM Pro Series= AMEX & J| E= AEBHAM 2= TCP AEE(stream)=S

oS3totD oissLIt 253 J|Y RC4Z2 & H5IH PC4 253
Series& X2t S& & = UsLICH
SSL & RC4 E 0|28t (WM Z2 10| 28t
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Cryptography configuration : /serial/+1/hostrmode/ssl/

Enable/Disable this port [Enable v/
Paort title Port #1 \
Host mode configuration

Host mode | TCP ] v

Port number {1024-65535, 0 for only outgoing connections) ‘700] ‘

User authentication Disahle «|
Telnet support Disahle vj

Max, allowed connection (1-8) [8 ‘
Cyclic connection (sec, 0 : disable) ]D \
Inactivity timeout (sec, 0 : unlimited) 100 \
Socket ID (for outgoing connection) [ [

TCP Nagle algorithm Enable/Disable |Disable v/

DTR option MH *;"
Allow incomming connection } Always v |

When DSR goes low [ Do nothing v{ ;

When DSR goes high ["Ijo nothing v,}

Rermote host
Cryptography configuration
Encryption method rﬁfﬁﬁiq

Key string

Modem configuration
Serial port parameters
Port logging configuration
Port event handling configuration

Copy port configuration

[Save ] [ Save & Apply ] [ Cancel J
& 4-13RC4 &'=z3} &&

426. Al ZE 0=

Aelgd ZEN Alelgd &EXE HZo5tedH Y Pro Series? Aleld
Alelg  ZXIol A SFHGHOF & LICH AIEXb 38 = As
Hd&Ex5S(baud rate), OIOIEl BIE, THEIEl, A= HIE, S8XMOH 1
Et2 otz SELICH

e UART type

Pro Series?t oS Al2I€ &EX= AlelZ S& 4101 LXIoi0F &LICH Pro SeriesOlAl XI&6t=
Aelg S4 EA0le RS232 2 &, RS422(RS485 Full) 25 2 RS485 Half 25 AMIJHXIJE /US
LICt PS110/4102] E< AlclE sS4 A2 AMelgZE Fill U= EAAXI(DIP switch)S Soll A
J& 4-140t 20| HEEY == USLICH PS8102 HR Alelg S4l a2 Jg 4170t Z0
23 =8 Sott H3EE = USLICHL
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0 mn | e

R5-232 Mode R5-422/485 Full Mode R5-4585 Half Mode

& 414 Al21Z S4 G4
Alelg salol 2 -0 g0l st RIS AlE e &5
F9.

1. PS110/410 0/A Al2/1& &
EASTE Sols F4ez
YEA EAFTE &
(B9850 & 2 8850/ 2
HAI ELIC})

2. PS8109 &R A/2/2 =S4 42
PS8109 &R 220 A2/ &4 &4 HFE F/8t SAFX I ASLICH

K
)
T
I
Hﬁ

2
QU
N
Mo
g
N
Qu
ki
S
Qu
rr
oy oy
0
|
rr
3
o
N
N
rm
r
Q
%
X

W
PY0d g
ron
0
|
Q
Ny
~
rx
o

\l
N

9

)

S}

2

Tty Mo

Mo

Q
rr
fr
W
10 k

0

, 18 4-159F 20/ Ul &0/ UART type 0/ InvalidZ

2 IZEZ0 £F= ot HFEL/IL. I/ E=Z

Serial port configuration : /serial/

M, Title Mode  Porg Serlal-Settings
1 Fart #1 TP 0o RS_485 9600 M 81 Mone
2 Fort #2 TP 002 RS_485 9600 M 81 Mone
3 Fort #3 TCP 7003 R5_232 9600 M 81 Mone
4 Fort #4 ME 7004 Invalid 9600 M 81 Mone
T8 4-15 Al21Z S& HA0| B SF 0 U= I AL FE ST 50

o XN&EXHE(Baud rate)
Pro SeriesOil A AIEE &= U= ST = O30 285ULCH
75, 150, 200, 300, 600, 1200, 2400, 4800, 9600, 19200, 38400, 57600, 115200, 12|11 230400

I 2EE Jl=gt2 9600 LICH

e 0OlOIH HIE(Data bits)
CIOIE HIEE 7bits £= 8bitsLICH =D & & J|=28t2 8 bits LICH.

e IH2|El(Parity)
IH2lEl= none, even == oddLICH =J| &&& J|12 22 none! LIC}.

AE HIE(Stop bits)
S HIEE 1bit £= 2bitQLICH =J| E&™E J|2 32 1bit2LICh

> o

S & N0 (Flow control)
Jl &8E Jl2 22 None(SEHUHE AE0HXN ES)LICLH Pro Series= XON/XOFFE AlE

—

Pt
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oA EF

=T

o S4l M2 RTSICTSE ALZ6l= SIS0 S2 KMOIE XIS
S MOl gAl2 S22 XH(XON/XOFF(0x11/0x13))2 & JHol

_+_ (==l | o
SoilA OI0OIE S& S5 HOELICH ot=/0 S8 Mo gAa0Ms 5 el 2ZE XS

& SES MO ELICH

SZM GIoIH
O,

=2 == =
F9. RS232 Z' RS422 2810/ &8 M0l 4= NEEL/L) RS485 ZEE= 0/let £79 &

g MolE A& oIA =L/

Serial port parameters : /serial/+1/parameter/

Enable/Disable this port Enable v |
Port title |Port #1

Host mode configuration

Serial port parameters
UART type RS_485
Baudrate (9600 v

Data bit
Stop bit

Parity bit None «|
Flowcontrol
Inter character time-out (0-10000 msec) |0 ‘

Port logging configuration
Port event handling configuration

Copy port configuration

[Save | Save & Apply | Cancel |
& 4-16 Serial 5 &Z&(PS110/PS4109 &)

Serial port parameters : /serial/+1/parameter/

Enable/Disable this port Enable v |
Port title |Port #1

Host mode configuration

Serial port parameters

UART type RS_485
Baudrate RS-485
Data bit -

Stop bit RS-485

Parity bit None v/
Flowcontrol

Inter character time-out (0-10000 msec)

o

Port logging configuration
Port event handling configuration

Copy port configuration

[Save || Save & Apply | Cancel |
& 4-17 Serial 7+ &£Z&(PS8109 &9

2X2H(Inter-character ) EF 02

Ol DHoHBix=E = A2l TIOIEIS TCP/UDP THAIS2 LHsD| ol AF=2ELICH Pro Series

— T = -
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= A2IY HolEE 22
AIZE OHOfl GIOIEID SOIRX 2O CIOIEJ ZZE 2028 20%5t1, &tLtel TCP/UDPIH!S
0 ol

L FOAM MEELICH 2tef 22 Ef0t=0latel AlZEXF 8101 Alel2 GIO0IE Jb 1024 bytesOl &
HEEH 1024bytesE GHLIS] TH3!2= TCP/UDPZ M &GHA ELICH 2X2h EtY 020l ‘022
HHEH Pro Series= S OOIEHE JIC2IX & tsst el CoIeE &Lt

X0t FAast NYE s
TOoAS 2% GtLtel MEAIZEECHE H0F ELICH OIE S9 Alel€ ZEDJt 1200 bps, 8 GIOIE
&d&ot=0 &

[==
Im
H
>
i
[==
Im
0
:\?:I
ol
m
0
o
=
o
o
o
s’:
|0
HU
z
5
:Q
o
Y
_-|0
9'j
C
10
MO
>

0
ol
=

(bits/s) * 1000 (ms/s) = 8.3 ms& LICt. [tetA At

OF SfLICt 8.3msOlot2 €& 2,022 €88 21 201 AsE L

0
-
rr
Ho
Pa
2
o
0e
=]
D

Ck 24 &
c

=A2t B0tz &

0
rr

Z XA SeriesE otLIS TH2!2E 2D S0H Pro Seriestl H&E Aclg EXle= &
At AROISl 2XH2E EFY OO0l XIS A2 Mg 2XUE 8SoioF ot CIoIe2 &M Z0l=
Pro Seriesth® HIH 3AJIECH ZALE 20t0F ELICH Pro Series® Alelg &4 HIHS A=
256 bytes& LI Ct.

427 28 &3

oy

Pro Series= Al2lg ZEZ9 ZE G HAAS =] 2
Z5led & Mol 22 &3 HOIXoA DCD S&u 29! init-string2 &2 &6lN
AS

Series= SAE ZEJI TCP 22 AXF g

foh
!
0
i
o
Q
N
tn
=
(o]
rr
Y
|0
HU o
N
02
_O'j
kJ
=
=)
19
[
O

e & init-string

MEXH= Modem init-string DHOHE=0AM 28 =I|8 H & 0(initialization string)S AHal2l 220
UEUHAN HEFE == USLICEH Enable/Disable modem OilH+~E &4 (Enabled)Z2 EFECZ
Aelgd ZEJ 29 2E2 HFIUZS Mol= Pro Series= DTR &13IF ¥ AEHUHAM =2 &
Ei2 BigatAL Alelgd ZE ZEF0 2etE iHEHsIF Hd & ottt 2 xJ|3 808

¢
g Alclg ZEZ ZHLICH

z =

e DCD S&
DCD =&0| =2 ML MHAH B TCP HZ& o E(Allow TCP connection only by HIGH)2 2 & &g
&, Pro Series= Alelg ZECS DCD &EJI =2 AEHLHUe 33 S AEZREHS HE= o

ZSUCH MEXIE Al2Ig ZEE U022 2E 2 E(dial-in modem mode)Z 8t AbZ6te! € MH Ol
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=g JISsgLICh 0l Z=<0 ol0l H&Z& Y0l ACHH Pro Series= TCPE H&A = G &E6HAl
HSLICH
MEXI Mot Z0| ZIX 2E UM TCPHZE SolMd 28 =S MOotAX ot 22, HE
SAE CH0lIZ OF=(dial-out) JIsS AMEdts 8%, AlH2X= DCD &&= None2& & Holl0F &
LICt. CtOlg Ot &= ZE0 S 2UIl fAhA= A2 20 82 & = AN 0F otJ|
=Lt
o K= oMl 2 &HZ
s oMl 28 HZ0| Enable2 £&EEH, 2= TCP HZ0| €S MOl Pro Series= ZE 00
MdotHds BEE S E BHLICH LEHHQ [EE2 DSR Y NSIH I2 Az Hetg =2
HdotHAds Z2ESE ZO /JUSLICH Pro Series= DTR dMS(2E S 2dHU A= DSR)E E2 &Hh
2 HSAIZ2ZMN R2E0| MatHdsS 255 LI 0l JIs& TCPIL HEEX &2 &AtoA
|0l 20l &MatHAZ A QeHEE NEEHEsE AS A ol MEE = USLITH
Modem configuration : /serial/~1/hostmode/modem/

Enable/Disable this port [Enable v

Port title Port #1 |

Host mode configuration

Host mode [TCP v

Port number (1024-65535, 0 for only outgoing connections) ‘700]

User authentication Disable v
Telnet support Disable vj

Socket ID (for outgoing connection)

Max, allowed connection (1-8) 8 ‘
Cyclic connection (sec, 0: disable) ]D ‘
Inactivity timeout {sec, 0 : unlimited) 0 \

\

TCP Nagle algorithm Enable/Disable Disable v |

DTR option ] Always HTGH v |
Allow incomming connection ‘~A|wa;s v‘ o
When DSR goes low \ Do nothing v‘

When DSR goes high }v»[_)no nofﬁ?hg 7;_}
Femaote host

Cryptography configuration

Modermn configuration

Enable/Disable modem |M7}

Modem init-string iqleDsD=2

DCD behavior ‘ None ) v“
Automnatic release modem connection \M]

Serial port parameters
Port logging configuration
Port event handling configuration

Copy port configuration

[Save | Save & Apply || Cancel |

78 418 28 &5
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4.2.8. LE =2 (Port Logging)

ZE 22 JIsS AMESHH Alcdld ZEE Sold 22U OO0IH= MEMORY £= NFS A0l

o IIE =2 EAH3HHIEHSH(Enable/disable)
== XLE

2o 43 L= HIZHSE FaAgLIU =) €82 [dHI 243k (disabled)]

o IXE 22 HE X

ZE 27 OO0 E= Pro Seriesth® 22l = NFS Al H&EE & JASLICHL We HZ2eE
MEHAM ZE 21 HOIHE MEGt= Z<0l= Pro Series)t HE M0l 0l ZE 21 OO0IHE
L2EELC H& fXE NFS MHZ &&5tH, Pro Series? HAIHetE ZEZ0JF E&ELICH
NFS AHE ZE=21 MERIXZ AMESHI| fIHME 3.8. NFS A4/ ZZ0AM NFS BHE &

=2o Ecsi
2t oiOF &LICH.

e HXE 27 HHE 3|

Ol O +== 208 ZE 271 HOIHS zUEsS Z2ASLL. W U222 MEdiA 21 O
OIHE MEE Mol=s ZE BiIHS &M 2J1Jt 10 Kbytes2 LICE. NFS MBIE AMEoiAM 21 O
OlEIE MEE Mols ZE HIHS =0 0= MEt= X EsLIch

Port logging configuration : /seral/«1/og/

Enable/Disable this port Enahle «
Port title Port #1
Host mode configuration
Serial port parameters
Port logging configuration
Enable/Disable port logging Enable
Port log storage location Rk disk (10 Khyte)

Port log wiew
Port event handling configuration

Copy port configuration

| Save Save & Apply Cancel

& 419 Z£ 22/ £F
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429 . ZE O|HE H&SE &3

¢l ]

Pro Series= AIEXJE ZE O|HIE HEE

M
CIOIEHE ZLIHEAU ol g¢sg = JAs =HS HIELICL 018 dAUZ AZXs
Ijlj 2

email/lSNMP 2 & (notification) £= ZE OIHE S HFS SoHM AlclE ZEZ AE EUH

N HHYZ2 ECIHE 2 Aelg ZEE IYEE g &+ UsU( st 0l Jls2 AMEXIF &

2= EXE SoilA OOIEE ZULIHEGHLE AHY EolE = X SRS Mol g2 &
2

XANE AE 22/M0 & == A st

-

g Jls2 0l806ldH, ZE o/HE HES= EXH3H(enable)dliOF &
0171 W&l Ol JIs0l Hlg4d s (disable)=l™ S Pro Series® E
OtXl 4= LICH

e ¥ 2tA(Notification interval)

Pro Series= 28 Z2tZA0ICH 28 emall £= SNMP EZES SHLICH JIKEIL YA [HOLCH

email £= SNMP EES 2EWAEY, U=otH EE emaillt SNMP E&0] &g Jis &0l U
OO 2, Pro Series= & 2tH2 Al2tS0t O|BIES Z20tA, StBI0l LASLICE O DHOHE =2 gt
Ol S HOE AAE XAES 0l XA LG AFEXDE 20t € = A= ItE 2 gt 84
o OF AIAEY K& AtES ZlAs & = UASLICH

=

F9: JIFE=0 e B ESF
E FIFET BALE A/

e Email & (Email notification)

Pro Series? Email 28 J|lsS 43 = HIE43 ot JIsLLICH Pro Series= Email
£ 2BY I 0OlX2 SMTP Mt HdE UM H&EE SMTP MHE AMEELICH. SMTP AHIL & &tot
SR LJANHL BIZHS S JATHH Email IS0l HS6HA ZSLICH SMTP MH &3
XtAlst 8HE 3.4. SMTP 2 XS AIL.

Jor e
o

=

0

bl

e Email HIS(Subject of Email)
Ol === AHE EH2E IIKEI EX ZAS [ Pro SeriesOl 2IHA EWHE Emailel H=2
S Z e LI

o £AX Email =2 (Recipient's Email address)
S

Ol DoK== AN F2E JI/FED BXZUS [ €8 Hgs &

njo
4
pa
|
i
fx
03
[
C
[m)
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e SNMPtrap & (SNMP trap notification)

Ol OO == Pro Series® SNMP & Jls2 43 &

rr
=
]
0x
o
o
c
o

e SNMP E#&2 HI=(Subject of SNMP trap)
Ol OHoHE === APE ZoE JIKFED EXEAS [H Pro SeriesOl 2cHA ELHE SNMP E&9

e SNMP E& £41J]|2l IP address(SNMP trap receiver’s IP address)
O OHIHBI=== AN HolE IS EX Z¥S [ SNMP Ed 22 s 46t SNMP E™

e SNMP E@ HFLIEI(SNMP trap community)
Ol D= AME HOE INIKHEI X ZUS [ SNMP EE HIAIXIO Z&E HRLUE

i

S F L.

e SNMP E@ H & (SNMP trap version)
Ol DK == AN FOolE JIKFEDF 88X ZAS I 2WHE SNMP Ee HHES £F&LICH

e O|HIE J|f=(Event keyword)
MEX=E OHIE JI/EE XNEHGIH XNEE INI/ASIH Al2lg ZENM £H0] ©H e-mail, SNMP
trap 2 EUWHLE Y Al2lg ZE0 0l2l AIEE command £

(@)

| I

tE Xt

Irn

H(Event keyword)
AKX ot IIREZ HE HOHE AM2E

rr
> -|0
0x
ol
4>
$9
>
=
[w

>

Email 2 & (Email notification)

AZXE B IR EZ Email €8 AsS 243t L= HE2ds g = UAsUh

SNMP E& 2'2(SNMP trap notification)

MERIL HEE JIFAEZ SNMP E 28 A=ssS 43 L= Hadst & = ASLICHL
Port &0 (Port command)

Pro Series= AtE E2lE JIFA=IE SAl HAS M AlclE LEZ AZE iz HE BS
=

= NEgLICL AsSXtE 0 H=0A Al2lE ZEZ 2UHE EE
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Event keywords : /serial/+1fevent/port_event_keyword/

Enable/Disable this port

Fart title

Host mode configuration

Serial port parameters

Port logging configuration

Port event handling configuration
Enable/Disable port event handling
Enable/Disable E-mail notification
Subject of E-mail
Recipient's E-rail addrass
Enable/Disable SNMMP notification
Subject of SMMP trap

Enahble
Part #1

Enable «
Enable «
Fort event natification m
admin@mycompany, col
Enable «

Port event notification tr:

SMMP trap receiver’s IP address 192,168,141
SMMP trap cormmmunity public
SMMP trap version 7
Matification interval an

Event keywords

Mo, Ewvent keyword En_'lt-i?iii;tinn Etpn\!tir:‘?fa:irgnp Port cormmand

! keyword Disable Disahble reaction | REMOVE |

MEW Disable + Disable + [ADD )
Copy port configuration

[Save || Save & Apply  |( Cancel |

& 4-20 ZE 0/HE HEZ

4210. ZE 43 SAt

Pro Series= S&& ZES LIS UE EZENH =SME = JUSLICL MEXE= otLte] LEDH
S £F0t0, O 332 UE ZEN SAGIH tEN ZE 232 S8 USLCH 8 =
Eol ZEE UE ZEN SAls 2EY U ZES 2= &l ZE0 SAH2E 2t &E

Copy port configuration : /serial/+1/copy_port_config

() Copy current port configuration to

Port 1 ClPort 2 ClPort 3 ClPort 4
O Copy current port configuration from
Port 1 OPort 2 O Port 3 OPort 4
(Copy | Copy & Apply | Reset
I8 421 HE &85 =24
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5. AlA& cl

Pro Series= &Eil CIAEd 0l 3H(Status Display Screen)2 S0l AIAE MBI 27 CIOIHE
S0=0 222 |l AF=2ELICH AlAE AE HOoIH=E 22 018, Al2ld BE, B HE ¥
Pro Series® HIESRI 48 50| ASLICEH K&t Pro Series= system logging Jls= Sofl AIEE
=FOIUHAH email2 =21 HOIHE N=s2=z MYotH 483E &= USLICL
MEXtE Pro Series2 Xl 0IE, €M2 Al2h, & EotAl J|I=2gt22 MAEY =& JUSLICL
st AIEX = & CIHHBHOoIA, AF 22 % Al2lg 22£E2 MESHH Pro Series BRIOE
gadolee =% UASLICH
5.1. AIAE! ALEY

System status : fsvstemy/sysstatus

Systern information

Device name © ProSeries

Serial Mo, PS410-20060624J0.

F/' Bew, vl 1.0

Current time @ 03/02/2005 09:43:27

Systern logging ¢ Enable

Send systern log by email Disable

IP information

IP mode : Static

IP address : 192 168, 4,41

Subnetrmask £hh,266,0,0

Gateway ! 182 168,11

Receive/Transmit errors ¢ 0134

Primary DMNS : 168, 126,63, 1

Secondary DMS ¢ 168, 126,63.2

& 5-1 AIAE AH LJAZF0/

52. AlA8 2] €3

Pro Series= system logging Jls

=
=

2 AAE 270 HI 3IIE &

logging 22 ANIAE enable £= disable

M&ote

AFEH O

| EH
=

| Xl Al

e System log storage location
ANAE 2= Pro Series WS HIZel,

b AAE 23

NFS A2l

&

&

72

&Xl N&¥ L= SYSLOG MHU HEEZ

system
28

AL
e



USLICH AIAE 27 CIOIEHE M&Eot=0 W2 HZ2cE AMEdte 22, 21 HI0IEHE Pro
SeriesJt H& I AMELICH AAE 27 HOIHE 2&6HHM, M2

card, SYSLOG Al = NFS Mtz &&olioF &LICt 0l =+&ot
22te] HME AL=Eot)| fI8t L2t0IeHES
ME=E HEdeE HHE HE HEAZ AIEEY = SlsLICh

x 0
02
%
2
o
-
o
2
é
A
1
[}
ol
x
0
0
P
e
o
0y
0

Pro Series= ZSEX %2 22 OIAIXL JH==Jt Olel X&& =#=Xl0l 02 Z1 CI0IHE
Asez BUESE 4Fg &= USLICL MEXE emals HEGHI| I8 HI2IOIHE BHtEA
SZoioF &LICH Ol mtet0leil= emails &&ot=0

et 27 =, =F2 emaill =& SO0l
ZeE = JUSLICH Z& 5-2= AMAE 2] &8 SH =

ﬂJIO IUE
52

System logging : /system/log/

Enable/Disable system logging
Systemn log storage location
Enable/Disable E-mail logging
Mumber of E-mail Logs

Recipient's E-mail Logs

Enable +

RaM disk (10 Kbyte)
Enable

5

admin@yourcompany.c

Systern log view

(Save || Save & Apply || Cancel |

Copyright 2005 Sena Technologies, Inc, &ll rights reserved,

& 52 A28 £ &8 2 2/

(ZE AISXS gsEde

C 5.9.
Ha stHs 2OHSUICH M AMENS HAAEE HBotdH, &M
o

HARKEE 5D, M HARFREE S &= M IHAREE =0olotd| o stH O M
HARKRAEE LHGHOF SLICH 0] HARAE= MEXIL Pro Series2 A2l 2%, Telnet/SSH 2=

Change password : /system/changepasswd

User root

Current Password ‘

|
New Password ‘

Confirm Password ‘

18 5-3 jIAgE #HF
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5.4. &Xl 0|S(Device Name) &%

Pro Series2| 2t2|E ?loil AHMHEL=Z HHl 0182 €8 = UsUl. J& 5-4= &Xl 0|8 4

& SFHYLICH AZSXIE Device nameE2 HZ3HH &/™ Pro Series® hostname S8t HHA & LICH

Device Name : /system/device_name/

Device Name PS410_Device

(Save || Save & Apply || Cancel |

Copyright 2005 Sena Technologies, Inc, All rights reserved,

J& 5-4 &¥x/ 0/8 &&

Device name &&0| 2% 2X= &0l DX ESLICH L& Device name2 HelloDevice

Manageret €2 2tcl T2 180A &Hl 422 Adi AAEELICH

55. &M H Al2t €3

Pro Series= &M &€l & Al2t E2E 22l LICH PS410/8102 AlHl & €38 432 WS &X

SR Slof /A LICH (PS1100ls WS AAHE
ANAE THAIZE =0l 8 €M 2 A2t 8801 RADX LSLICHL D422 PS110 220A
el M 2 AlZtES KXo fIHM= NTP AHE AtE

=2 =1
J& 552 Z0| AIEX=E S EWM Y A2 HEE = USLICL

=2 o

ﬁ == = o
st MXIJt l8= F2GtAIDJl BHELICH

Date and time : /systern/date_time/

Date [mm/dd/yyyv] 05/25/ 2005 |
Time [hhimm:ss] [13.08.42 |
[Save ] [ Save & Apply ] [ Cancel ]

18 55 ZHtet A2t £F

0>

a

S 2 OAIZE EH0 J& 5-6 I 20| NTP(Network Time Protocol) AAIHE 0|2 =& USL
NTP JIs2 AI206tES &FG6HH, Pro Series= AAES THAIEE MMOICH NTPABHOUA ) &
A2t 322 JtHsLICH NTP AHE 0.0.002 &&5tH, Pro Series= CIZ2E NTP AHE
AEELICE. 0l B0l Pro Series= UWERIE SaiM HYH HAZZ0U JACOF & LICH
MEX= HF=XNSM Ot =1 =& AIZHUTC: Universal Time Coordinated)0t2| Al2h QI Al
=P FLICH.

njo

_L
0
ol
_=
=]
o
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Date and time : /system/date_time/

MTP server (00,00 for Auta) |D.D.D.D |
Tirne offset from UTC (UTC + [=,x1hours) |EI.D |
[Save ] [ Save & fpply ] [ Cancel ]

& 5-6 NTP &&

56. 88 =J|3} (Factory Reset)

4N
o

o Mo

EX=s 0l =2 0I=ot0d &M Pro Series? =EZ & =6t A2 dH=Z2 ZHSE =+
A A

LICE (Al2lg 25 E2 cldl AIXIE 0IZotH

(=)

o
28= )l g = AUsLIh)

Factory reset: /system/factory

Except IP configuration O

Factory reset || Cancel |

& 5-7 && #£7/3} (Factory Reset)
57. 843F &2l

ANBIE 8 43 FEE 22 HAOZ2 DIUHEBE 2U(Export) 2= AD, 22 04, FTPAIH
= X

5 = 2
HTTPABIOIA &% HES SoiS(mpot) BI 4% HE2 OHs 45 ABLICH

i

A= S0H2(mpor)E & M AKX =40AM "Factory default"E &EioHAM HRHICH
=2 o

! ES
=7g 4+ ABUCL 78 5804 23 2l S RUHBUM. &3 HPE

BLUII(Export)atHLE EW 2I|(Import)otei® CIS LICIOIEHES X &EotH & &oloF &LICH
o HFFE BUiI|(Configuration export)
o= =

&t S 3H(Encrypt) : Yes £= No.

It Y (File name)

o HIFE S0 2I|(Configuration import)
A Xl(Location) : SOH2J(Import)g < Xl. Factory defaultE &=otH =xJ| J|2 &3

=2o
=38 & AL

njo

HdFFY HE(Configuration selection) : HHY ZRS HAFHBE SHR2I(Impor)g XIS

o o

2S3H(Encrypt) . =02JI(Import)& <IXIJt Factory defaultOl® Ot Z&

= X
o= T

pal
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URL : ®IXIJt FTPor HTTP M It =45 HOW SLICH
Z2Z MA(Local path) : X0t 22 A O 22 O

As £o SLICL

AMOIAM 21 (Export)E It

=2
=

Configuration management : /svstern/configuration_managerment

Configuration Export

Encrypt Mo »
File name config ||.tar.gz |

Configuration Import

Location @

@ Local machine O FTP or HTTP

Configuration selection

O select all

) Factory default

] Metwork configuration { [ include IP configuration )
[ Serial port configuration
O Systern Configuration

Encrypted : [

URL :| |
Local path :| |[ Browse. .. ]
J& 5-8 && #c/
SN EMEEE BUDI(Export)otei® OIS E XS WGSLICL
1. 253t SES AdEHELIT
2. MEHES LSS LICH
[Export] HES S=&LICH
SUII(Export)E S8FFEE SH22I|(mport)oted ™ TS B XE
1. SWH2I(Import)& |IXIE SEELICH
2. S II(Impor)e E&ZEHEE HESLICH
3. ¢S SES HEELICH
4, S22 I(Import) HXIJF FTP or HTTP2tH &F It Q|
5. S0 2J|(Import) |XIJt 22 HAIOI2tH FHOLEDJ|(browse) H
S0H2I((Import) & mLS SEHELICE
6. [Import] HHES S& & LILL

76

S LICH.

F=4E URLO HOI sUILCHL

E =
j—
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o
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ol
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=
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BHl0 gdol=

rr

Alelg Zs,

o

2 2 L= @ QHHOIAE Sofl JtsgUth A

78

HA gIdole
AOYHO0IEE= Sena ZAIOIE  http://www.senaindustrial.com/support/downloads/0l A 0128 %=
A&LICH

28 5-9= BN &€d 0l & CIHHOIAE 20 ESLICH

Firmware upgrade : : /system/firmware_up

File Upload _EIEI...

Upload || Cancel

Copyright 2005 Sena Technologies, Inc, All rights reserved,

& 5-9 &70/ 2140/ =

g2 Sofl EAIHE FdiolEsteAd U89 EXE WELICH
1. Z0tEJ| HHES SE6tH =4 BRI HolHeIE &= LICH
2. dBHE BHHE2Z FOd0IE &L

3. ZdI0IEE Otal = HBAEE HE

_O'j
S
40
=]
x
Z
>
I
o
=
=
o
tn
o
°
-
O

HAWE LIdolEg I 23 25 £= AMalg = TELENT/SSH L=
HOIE Oigdiol® Z280| z28 dE5 Z2E2S XJO02t L0 E/A0 Zadols
S0E o8 #BLE2 =XJt ELICH

rH
78
fujo
Z_
_o'y
S
40
=1l
x

rr

A 2£2 0180t BRAIOE 0l of)l fIoiM=E GE2 E2XE GELICH
A

2. TELENT/SSH &= Alelg 2& ZEE AE6td HOIE o=clolEd Z2dS
HAZ LI
(M2l 25 ZEE 0I28 32 AMY6l 2 Zel22, Telnet £&= SSHE AIE6HIIE
HEELICH)

4. 2cto TAIAME S 21 72 51100 20l XAME z28 Z2&E2= MESH AN
3 AtetsS HEotJ| fAoh AIAE0l THAIEE A LI
A

AIHGIH, Pro Series= 7& 5-12H& 0l HAIXNE ZEAE
HLICH &8t Pro Series= &M EANH HES R AXAotH & LICH
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http://www.senaindustrial.com/support/downloads/

& 5-10 & &= A/2/12 ZEE A& B0l &4/0=

TEE HaE 200 B0 DD TS
D #3 DB &

COMMAND (Display HELP : help)>3

_] System administration [

System status
System loggin
ngice Nagg ? pq BC:: D#fDownload

Date and time | L2OS®:

Change password WﬁownloadWPS.lmg

User Administrat | Z2ESE@):

Factory reset |Zmodem v]

Firmware upgrade S e (e

DN O =W —

COMMAND (Display HELP : help)>8

_1 Firmware upgrade [

Do you want to upgrade firmware? [ves/no] ves

Transfer firmware by zmodem using your terminal application.
To escape, press Ctril+x

? CCCCCQ000023beb0eive. »+xBO00000023be50

J& 5-11 2 2& (HyperTerminal) £ 0/&8&F H0/H2/ I &

78



] Firmware upgrade |
Do you want to upgrade firmware? [yes/no] yes
Transfer firmware by zmodem using your terminal application.
To escape, press Ctrl+X
**BO££000005b157
**BOf£000005b157
**BO££000005b157
**BO££000005b157
Firmware upgrade failed !
Now reboot ...

5-12 70/ ZId0/= & HIAIA

5.9. AHEX &cl

PS Series? 2t ZE= AEX ID2 HARAEESE S8 1S5S XNFELIO 2 XIE MEXH=E
ANAE 22 Hisdls 232e = 910 o8 ZEWL 20e1g = ASLICH

User administration : /systerm/user_auth/

User list

Mo, User ID Part 1 Port 2 Port 3 Port 4

I luserl O | O

2 user24 O O

3 luser_all

NEW | ] O O O
[Save ] [ Save & Apply ] [ Cancel ]

& 5-13 ZE AEAXN 22 Ol

FY. JIE EFZ0NA ANLE 2/ E ZE AMEANZE EF &0 AN =

FSLICL A|AE 22 A1 0F
HEY 205012/, AIAE ZC/A} ID(root) E HEE AIEA 22 H70lA SZoloF &L/

ZE MEXE FIE 20 oY MEXS 2S(password)E &Fol)| RIoHA=E ZEASL 2tel
H=0A ole ALESXel BSE SHELIO 1d® 78 514 ZE A/EF £ )t 22 ZE M
A 28 Ols=oF LIEFELITH WII0lA oie AtESitel 23 & 82 ol8 XEE &8 #HE &

&= USLICH
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Uszer list = 1 : feystem/user_authfuser_list/«1/

User 1D |user1

Password

Password(confirm)

Port 1
Port 2
Port 3
Port 4

Ooo0o0®

[Save ] [ Save & Apply ] [ Cancel ]

& 514 ZE AEAN &F
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6. ANAE SH

Pro Series & QIHHOIA= AIAE SH SEHS MIELICL MEXR=s ALY SH S
UsLICH UWERZT AHHOIA

LGt Pro Series BIZ22I0 H&E=E SH OOIHE =olg =
2 A2l ZE EH <= link layer, lo, eth @ A2l ZEO & A

_<‘>_
S 2 SHE LIEHYLICH IP, ICMP,
TCP 2 UDP EX= TCP/IP Z2E202| 419 J|2 &

2 SHE LIEtYLICH

0
kO
-
n
2
o
o
> 0
m

6.1. UERQ CIHHOIA(Network Interfaces) S|

UWEXZR 2EHHOIA EH = Pro Series2| local loop back interface 2! lo & Pro Series2 J|2 U

EAD AHHOIAQ etho et D= UERAZ AHMBIOIA AHES UEHHLICH

Network interfaces statistics :

eth0

=)

Interface

50366
583

Receive Bytes
Packets
Errors
Drop
FIFO
Frame

Compressed

= (N — L — CREA — MR — SERC( —= By — EUN = |
o O O O O O

Multicast

68026
102

Transmit Bytes
Packets
Errors
Drop
FIFO
Collisions

Carrier

= 0 R g I 20y O X
Q -0 0O O ™

Compressed

J& 6-1 WEFHZT CIHHKH O &F
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6.2. Alcl€ ZE S|

AMelgd ZE SHe 32712 Aleld ZE2 AHZ S, Baud rate 838 & 2 ZTEQ & AMEHE U
EFRLICE ( @ :On @ :Off)

0z
hl
J

Serial ports statistics

Port Baud Rate Tx Fix RTS CTS DTR DSR Ch
1 9500 1] i Q . Q . s ]
2 9600 0 0 Q 5 Y Q 5 Y 5 Y
3 9600 0 0 Q 5y Q 5y 5y
4 9600 0 0 Q &> Q &> &

J& 6-2 Al2/& ZE &

6.3. IP S|

e Forwarding :

IP forwardingOl enable &= disable &EiQIXl (&

e DefaultTTL :
JI& TTL(Time To Live)

InReceives :

[ J
=4E dolgadg =+

e InHdrErrors :
ol 2SIt UL =4lE HOIH S ~(EXE MIAE(checksum), X 2= H&E &, JIEt
ZO 0, TTL = 8)

InAddrErrors :
A I UCID =4l oISl %

e

e ForwDatagrams :

Forwarding = GIOIE{ &2 ==

82



e InUnknownProtos :
OIAMGX 210 = XA £2 ZZ22E201)] M0 RAZJAX S ds3H2Zz =4S OOIH
2l

e InDiscard :
DT2EZ &9 8 ZHe 2AZKXN LUK A (0

IP GIOIE D&el %

nJ|m
in
=
==
E
0K
s
10
!
J
10
0
ro
1o
I

e InDelivers :
NMEE 4 OIS =

e OutRequests :

HEGIEE QEE &2 HOoIe &2 £, Forwarding & OOIE Q&2 == H2E.

e OutDiscards :

SPAE £ HOHIO™S = HHEES FESY 20 2HIZ &40 IUH ZJAX S 2H=
= oIS =& 20|18, 0l == Forwarding & OIOIEHOd#S=Z 2t ZI/AX L 012 22
ool RAl JIES Bt=ot= HOIHIOZS =5 EZEEh

e OutNoRoutes :
destination IP =20 &30t fst 20 HADA 22 OO £, 0lgd HOoIgHH1#2
HIl HEE.

e ReasmTimeout :
IO O 22 =56 =, LM X OIS0l S=aolotdol= al& A2t A1 ol

e ReasmReqds:
M0l ZEst oIea8e =

o ReasmOKs:
HBHOZ WAE HOoIEHD#2 £

e ReasmFails :
MME =~ gl o2 =

e FragOKs:

HBXOZ fragmentation = CIOIE{ Q&9 %=

83



e FragFails :
IP ol40il no fragmentation0l FAIZ I =20 fragmentaion0l & RotX| Bt

gol & Ol48t HoleHagE HIl M2=.

o

&= gl= OoleHa

e FragCreates :
A

MAHE fragment =

IP statistics:

Forwarding 2
DefaultTTL 64
InReceives 222
InHdrErrors 0
In&ddrErrors 0
ForwDatagrams 0
InUnknownProtos 0
InDiscard 0
InDelivers 213
QutRequests 203
OutDiscards
OutMoRoutes
ReasmTimeout
ReasmReqds
ReasmOKs
ReasmFails
FragOKs
FragFails

o o o o o o o o o

FragCreates

J& 6-31IP &H/

6.4. ICMP Sl

ICMP S 382 ICMP EZ2EZ9| AIE SH F2E HNSELUCh 2 Wetllge 32 & 49

InMsgs, OutMsgs :

[ J
24 T= HEE HAIK 2

(B o

InErrors, OutErrors :

[ J
24 T= FEE HAIK =

— T oT

84



e InDestUnreachs, OutDestUnreachs :
4 = HSE SEXNN EZotX 28 AKX = sHX0 SEotX 28 HAIXI= Gl0lE
0l o8 SHX0 &S0tk = ot =2t HAIKNE YW FEEHZ BUE.

e InTimeExcds, OutTimeExcds :

time-to-live(TTL)E Zutol= =4 £= M EE HAIK2 == time-to-live(TTL)2 220t & <
B =2 SuII| W20l HdXl= =2 time-to-live(TTL)E =1utet HAIKIE HAIKIE EH BF
BHZ EUE.

e InParmProbs, OutParmProbs :
A = MESE HAX = WD 2
= PAOlE B20HA 2FJF 2AHE= =2

i0

(=]

e InSrcQuenchs, OutSrcQuenchs :
=8 L= dEE AA Quench BHIAIKRIS . &A Quench LEZ2 M2 S HIEE =€ A2

276 ?Aoh 2UHE.

e InRedirects, OutRedirects :
24 = M&5 = Redirection HIAIXIS £

Het FREHZ 2UHE.

I
ro

d20t 2AHE 0 HAIX=E HAXE 4

InEchos, OutEchos :

InTimestamps, OutTimestamps :

[ ]
b = MEE time-stamp LEQ &

InTimestampReps, OutTimestampReps :

[ ]
=4 = MSE time-stamp SE€2 =

InAddrMasks, OutAddrMasks :

[ ]
28 CE ®MEE =4 DAY 4

InAddrMaskReps, OutAddrMaskReps :

[ J
24 Te HEE FA 0A3 2EO £
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ICMP statistics:

InMsgs

InErrors
InDestUnreachs
InTimeExcds
InParmProbs
InSrcQuenchs
InRedirects
InEchos
InEchoReps
InTimestamps
InTimestampReps
InAddrMasks
In&ddrMaskReps
QutMsgs
OutErrors
OutDestUnreachs
OutTimeExcds
QOutParmProbs
OutSrcQuenchs
OutRedirects
OutEchos
QutEchoReps
QutTimestamps
QutTimestampReps
OutAddrMasks
QutaddrMaskReps

oo o0 0 0 0 0000000 0 0O 0000 0000000 0O 0 00 o0 0O o

J& 6-4ICMP &/

6.5. TCP S

TC
Ct

o
o
_|
0
o
[El
Hu
HM
K
10
>
010
O
x
0
H
i
é
0K
oo
C
a
N
=l

S =tH tetOlEel 2o & 2482
2

ot 25U

0l0

e RtoAlgorithm :

oF
ne
kJ
o
ol
ro
Q
0lo
10
&
Oy
Ol
C
i
o
o

A& S92l retransmission time-out (RTO) £ 112|&. M&
0: CONSTANT - Constant Time-out
1. RSRE - MIL-STD-1778 25 B
2: VANJ - Van Jacobson's Algorithm
3: OTHER - Other

86



e RtoMin :

%4 RTO gt (ms).

e RtoMax:
ZI RTO 3t (ms)

e MaxConn:
2O HZ A& =

[ ]
LEHQ HFO| £ £SHO HHS AHHO B

e AttemptFails :
A

AIfEr HZ AIZ0l et =

e EstabResets :

WEXOZ MBE eiZol &

— = —

e CurrEstab :

sl dgE g2 =

InSegs :

[ ]
+=4lE segment =

OutSegs :

50
0

[ ]
& EE segment &=, M&EESE segment= Z& & X

® RetransSegs :

MESE MOTHE =

e RetransSegs:

MEESE NOBE 5 272 M=+

e OutRsts :

Reset 2cH 0t £&EE0 M5 MIAHES =
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TCP statistics:

Rto&lgorithm 1

RtoMin 200

RtoMax 120000

MaxConn -1

ActiveOpens 0

PassiveOpens 20

AtternptFails

EstabResets 3

CurrEstab 1

InSegs 194

QutSegs 213

RetransSegs

InErrs

OutRsts

J& 6-5TCP &4/

6.6. UDP S
UDP S StH2 UDP Z2EZ=S AIEot= A L= AZ0 28t
2HOIl 2t OHOHEI 40l Mol o H90| Liet UAsLIC

InDatagrams :

[ ]
2l GOlE D& 4

e NoPorts :
NHE ZEI RE6IX L0F HIl MH2E 44 HOIEHI-Y =

InErrors :

[ ]
2pE 22 [HolEHI 4

OutDatagrams :

[ ]
M= Holg e &

UDP statistics :

InDatagrams
MNoPorts
InErrors

o o o o

OutDatagrams

& 6-6 UDP &%/
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7.CLI CHLH A

7.1. ME

root AFSXt= AMAE 22L& £ = Telnet/SSH 2 2Z£&2 Sadll Pro Series® Linux 2 HMEC
Ol O HIOIA(CL) & & %= USLICH CLI MM 2SE AIZ2XesE EE Linuxk 382 S50

Pro Series &EHE 2AlGtLD, &

P

PN
=

04

td B3 AMetsE A8E = UsLIth

o]

=2
=

e

7.2. SciAl 74

Pro Series W& ZEciAl= Oreie =F 20/ PAHELICH MEX=E /var CHHEZ] 20 Us
oo 828 &= USLICH MEESH £ 018 M0 ©=cl E2ol= 212 Pro Seriestl &=
FX LSLICH Dl 2 AI2X0F Y S0l €22 ol saveconf H

2
cHAl BI22 E92e2 HEEMH, MEE6tH 0 WE0l

Block Type Mount point Size (KB)
MtdblockO Bios None 128
Mtdblockl Kernel & ROM file system / 1024
Mtdblock2 CRAMFS (Read only) /mtd 2880
Mtdblock3 EXT2 (R/W) /enf (normally 64
unmounted)

Total 4096

7.3. X8 = Linux SEClE|

7.3.1. Shell ¥ Shell Utilities:

cat, echo, more, pwd

7.3.2. File ¥ Disk Utils:

ls, cp, mv, rm, mkdir, rmdir, touch, gunzip, gzip, df, du, vi, e2fsck,

mount, umount

7.3.3. A28 SEZIE:
date, free, hostname, kill, killall,

reboot



7.3.4. U ER3I RECIE:

ifconfig, iptables, route, ping

7.4.CLI E=0lJ|

Aelg 2&:
1) PC2 Al2lZ¥ EEQ Pro Series® 2% ZEE &
A

2) PCEZ HOIE OlsdiolE 2208 s A LICH
A

0

3) PCo Alelg ZEE U321 &0 4FeLICH 9600-8-N-1 No flow control

4) <enter>E SESLICH

5) Pro Seriesroot H&E2= Z10I&LIC.
Telnet 2=:

1) telnet Pro Series ip address
SSH Z&:

1) ssh -2 Pro Series ip address

Z9/. Pro A/2/ZX& SSH v2 protocol 2+ X2 &LILCH
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—

A 1.1 Ethernet Pinouts

Pro Series= AT&T 258 #ZZ2 &8t HUEHC EZE Ethernet HHUHE AMZELICL

'Y MM MAS 20U

(=R S

by
>
'—\
1o
e

fuoe

1 &
i

& A-1RJIA5 F/EIEHS E M

H A-1 Ethernet& RJ45 F/E/E9 Z &5
El a9 R,
1 Tx+ ]
2 Tx- B
3 Rx+ =N B
4 NC = M
5 NC A 2 A
6 Rx- =M
7 NC 2 A
8 NC 2 A
Al2 2 ¢ Al2l€ ZE Pinouts
PS110/410/8102 2z 2 Al2l¥ ZE 2 DB9 HUHE AIZELICH Alelg ZEE DB9 HEH
o T XNE2 H A20 QAT USLICH 2 BHile Al2lg S& &80 g J1s0l USLIC
12 3 45
0000
6 7 8 9

& A-2DB-9 FEEHS & Hix/

F A2 22 2 /Y EES RIS HUEH B &Y

Pin RS232 RS422 RS485
(console and (serial ports only) | (serial ports only)
serial ports)

1 DCD Tx+ Tx+
2 RX RX+ RX+
3 TX RTS+ -
4 DTR CTS+ -
5 GND GND GND
6 DSR TX- TX-
7 RTS RTS- -
8 CTS RX- RX-
9 - CTS- -
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Alelg Sa ga2

Aelg ZE ol

AUSUICH(PS110 & PS410 0let cHEE) AlclE sS4 FAS BHHotHAE Ot
A2 XI(DIP SW|tch) o RIXIE HAGH LG &, g AAXS RAXNE HIL

é"’@@

R5-232 Mode

Al3 0olY

JE A4 ZA2H 0/ F0IES AtE

1

;

2 3

R5-422/485 Full Mode

FR5-485 Half Mode

—J&/ A-3 Serial communication type and DIP switch configuration

E<Fapes

HelloDevice

Remote Host

g oqs NE o

HelloDevice Hub
Tx+(1) Tx+(1)
Tx-(2) Tx-(2)
Rx+(3) Rx+(3)
Rx-(6) Rx-(6)
Remote Host
Tx+(1) Tx+(1)
Tx-(2) Tx-(2)
Rx+(3) Rx+(3)
Rx-(6) Rx-(6)

JE A5 AEOIE 0/ HOIEE AME

et ol 9z
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Al4 ANclg HidE

A14.1RS232 Alclg Hi&d=

HelloDevice Serial Device
Tx(3) P— Rx
Rx(2) —i«¢ Tx

RTS(7) pl— CTS

CTS(8) —«¢ RTS

DTR(4) »— DSR

DSR(6) —¢ DTR

GND(5) —1« »— GND
RS232

& A-6RS232 A/2/Z LT

A 1.4.2 RS422/485 Al2lg HHE =

“Data. RS485(Half) *Diata-
\ ? Device
H
p$11$£;f;4i;2f31ﬂ 190 O 120 0
N=max 31
*Data+ *Data+
Data- Data+ Data- Data+
Device, nan Device ;4

* Data+= HOIE EHAYSZ THHN RRH20] MZ HECH 2= e E 20/
™ £

2l Ll

* Data-= HOIE E2HLCSZE TH-(6) 2 RE-(3IT MZE HTEE

72/ A-7TRS485 A/2/& HIHZ(PS110/PS410 S)
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RS422/485(FULL)

. d

PS110/4101810] T+

series

- B+ Tw- Tr+
Device,

Fx- Ryt Tw- TH+
Device ;4

S Tx Bo =gt

—

& A-8RS422 A/2/Z LT

94

(Termination) X Meter = Q

USLILC

=

N=max31

120 G




£2 2 Pro Series &3 10}

A 2.1 portl.conf

A 2.2 filter.conf

A 2.3 snmp.conf
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LE Ho= S 22 3JHA 82 & 2H& X E(Well Known Port), SE& I E(registered

port), S&(Dynamic) £= AtE EE(private port)] U= = USLICH & LHE EE&=
3817

0~1023810tXl OIM, OI0I S=E&E EE= 10242H 491510HK12 EELILL SH & A4
HEE= 491522 655350tA12 EELICY.

& 2dd EZEE= IANAJL XEE X222 A, HRE2 AMABUHN=ES AMAE ZZAALE SE0
olotel ALZXOF Adst T2 )0 2AoHAE Al=2E &= USLICH Z A3 & 2l LE B
=2 ZRE ZHSLILL XAE LHEZ2 IANA ZA0IES ZE0tAID| BHELICH

http://www.iana.org/assignments/port-numbers

H A3 & &N FE Ha

Port number Protocol TCP/UDP
21 FTP (File Transfer Protocol) TCP
22 SSH (Secure SHell) TCP
23 Telnet TCP
25 SMTP (Simple Mail Transfer Protocol) TCP
37 Time TCP, UDP
39 RLP (Resource Location Protocol) UDP
49 TACACS, TACACS+ UDP
53 DNS UDP
67 BOOTP server UDP
68 BOOTP client UDP
69 TFTP UDP
70 Gopher TCP
79 Finger TCP
80 HTTP TCP
110 POP3 TCP
119 NNTP (Network News Transfer Protocol) TCP

161/162 SNMP UDP
443 HTTPS TCP
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http://www.iana.org/assignments/port-numbers

4.Bios Ol 208 QHHA

A4l IR

Bios Him= HIA Al, S7 822 TFTPE AS0dlM Pro SeriesE =70t10 AIAE SIERAAHE
L3t HHE MSELICH Pro Series X0 8230 =& = 3% OILHO AFS XA <ESC>
JIE 2, Bios Hilys Z208E LS = JUSLICHE 0 Uiy E20H=2H, AISAsE

FEA AlAE HAE 2 firmware 2 H0ES

H

OII
o

£9/ PS110 © &% Data/Console AL/ X/J} Console SX/0] UE ZFL0/EF Bios O/ 7f HA/
=L/

A4.2 0 Ol

Bios Ol Z2 &0 SOHIIHE, AFZ2A= S 201 HOIKE & = /USLICH

BIOS v1.0.0 (c) 1998-2005 Sena Technologies, Inc.

Select menu

1. RTC Configuration

2 Hardware test

3. Firmware upgrade [S/W Version : v1.0.0]
4 Exit and boot from flash

5 Exit and reboot

<ESC> Back, <ENTER> Refresh

72 A-9Bios H/Q Z23849 W2l Wt HOIX
A43RTC €& 0w

RTC 28 HlwE MEZ2=ZM, AFSXt= Pro Series2| AIAE Al2tS 23

(PS110 2 Z=R0l= RTC €& Oi=Jt 8l&LILH)

w
1
50
i
-
[w
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Select Menu

1. Data (mm/dd/yy) : 05/19/05
2. Time (hh:mm:ss) : 15:02:28
<ESC> Back, <ENTER> Refresh

Enter Current Data (mm/dd/yy) : 05/20/05
Press the ENTER key to continue!!

Select Menu

1. Data (mm/dd/yy) : 05/20/05
2. Time (hh:mm:ss) : 15:02:41
<ESC> Back, <ENTER> Refresh

Enter Current Data (hh:mm:ss) : 15:03:40
Press the ENTER key to continue!!

Select Menu

1. Data (mm/dd/yy) : 05/20/05
2. Time (hh:mm:ss) : 15:03:41
<ESC> Back, <ENTER> Refresh

78& A-10Bios fl/7+ ZZ 78 LfS RTC &&

A4.4 ot=F0 HAE D=

NEIS SIS0 HIAE DHISE AR50 SIS0 24 QASS HAES 2 UsLC
OIS 22 3J1X2 GIEQI0 HAE 2SIt USLIT

- 13

- RENE HAENA 22 HAE g0 +38)

- RUNE HAENA A2 HAES AR 238
NEXIIL 1812 Heists A2, IS HAE T= 2t 24 24 HAED}L & B0 2SI 0
DEUA, BH SAEMH IP =4)° ping HIAES UART HIAEDL & & & s S|}

XOF <ctrl-c>

ANERI 2LRIE HASHA 9= 2! e
Moz 4selIl 0 2EOA, 22 SAS(AH IP

JIE€ S2J1 &K Xs HAEDIL gt
F=A)9| ping HHAESR UART HIAED}
9. Ethernet 2 UART /A HIAEE ZES| +&6/215, AEE

Ethernet H/0/=2=2 BtEA] G267 EFZ8 F/HHE Pro SeriesS

ZEo
HEO AZ o] OF

Pro Series 2/ Ethernet
DE A2/Z

N

ELICH T8, RE P FLAE s
Fps
JET 28, HAES 5 +HE #

2L SAET) BIEAl Q0/OF
192.168.0.128 0/4 0O/= [Firmware Upgrade] H=Z AIEotH
QSO
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Ase=z

J& A-11Bios U7 ZE& L2 ot=R30 HAE O+

et HAED

St=R e 240

AMEXIL [Auto test]S HEist AR, BE=

w=HEUICh.
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7& A-12Bios 0= 228 Wel ot=R0 HAE stH




2t Ot=RI0 E 24 HAEESE <o, MEX= <ESC> JIE =2l HAE

i
ry
i

]
4
0
>
C
o

& A-13ESC 7/& At&oI0 §& HAE 2457/

A 4.5 Firmware Upgrade 0l

Firmware upgrade =S ME&2LZM AIEX= EXIQ firmwareE & dI0IESE = USLICH

frmwareE &1dI0I=a6t)] &, AESXt= OQ H= HOIXS O &= 32 H=ot &I

firmware HE 2 2018 £ QUELICH firmware upgrade Hlw Z2 )2 A firmware L2 S
E <ol TFTP Z2E22 XAELICL. MEXIE TFTPE 0I86t0 firmwareE CH2Z2E ot 0K
g A2, MEXe HFS FHXQ IP FAE HFoHor ELICL EHXS JI2 IP FiAe

192.168.161.5.& LI Ct.

Firmware upgrade 2| &2, [Server’s IP address]Z2 & & MB{ 0l B=Al [Firmware File Name]2

SHFE firmware T 0l BEAl EHoH0F &LICH

78/ A-14 Bios O+ ZZ & LS firmware upgrade &7
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AMNEXIIF [Start firmware upgrade]S e 2, &2 HAIKIDE 3HU LIEFELICH AFZ Xt
1245t Firmware upgrade Z 2 A AJF AIZEILICH OlHe Z2MA= 222 MWIHK H
U

x

EH
&n

Ol

=
‘'yo=

Ao

IS

i}

A

I

—7&/ A-15 firmware upgrade Z.ZAjfA

firmware upgrade ZZAAJH S EH, T2 )H2 45 HAIXL M O=E CtAl LIEFELICEH
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5. Serial/lPZ Pro Series AIE36lD]

A 5.1 Pro Series® Serial/IP2 & Hl1

I A-4 Pro Series vs. SerialllP S4 &S24 &g H0/E

Serial Port Configuration of Pro Series Serial/lP Configuration
. . Cryptography .
Host mode Configuration } ) Connection
Configuration Credentials Security
Protocol
Host mode Telnet Protocol SSL
) No login Raw TCP )
TCP Disabled None ) _ Disable
required connection
No login )
TCP Enabled None ) Telnet Disable
required
) No login Raw TCP Negotiate
TCP Disabled Enabled ) _
required connection SSLv3/SSLv3
No login Negotiate
TCP Enabled Enabled ) Telnet
required SSLv3/SSLv3

Pro Series= SSLv3 Bt= X& olE =2 Serial/lP= “SSLv3 or TSLv1” £= “SSLv3 only” 8822
A3 ZI{0oF &LIC.

A52 HZ WA -Telnet ¥ SSLv3 Encryption

S 1. TS0 20l 1H Aelg ZEE SAE BE2 SFELICL
Host mode = TCP,
Port number = 7001,
Telnet support= Enabled
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Host mode configuration : /serial/+1/hostmode/

Enable/Disable this port Enable 1v]

Port title Port#1

Host mode configuration
Host mode TCP E]
Port nun"nber {1024-65535, 0 for only outgoing 001 1
connections) L |

User authentication Disable !vl
Telnet support Enable |v|

Max, allowed connection (1-8) 8
Cyclic connection (sec, 0 disable) 0
Inactivity timeout {sec, 0 ! unlimited) 0

Socket |D {for outgoing connection)

TCP Magle algorithm Enable/Disable 7Disabler|v|

Remaote host
Cryptography configuration
Modem configuration

Serial port parameters

Port logging configuration

Part event handling configuration

Copy port configuration

(Save | [ Save & Apply | [ Cancel |

& Al6 24AE &5 HF

>.

d

S 2. CIESd 20 1¥ Al2lg ZEE 245 JIBHe=2 &F (Cryptography configuration)

SfLIC

SSL enable = Enable

Cryptography configuration : /seral/=1/ssl/

Enable/Disable this port
Part title |Port #1
Host mode configuration

Cryptography configuration

SSL enable

Serial port parameters
todern configuration
Port logging configuration

Port event handling configuration

[Save ] [ Save & Apply ] [ Cancel ]

JE A-17 257/8 & Z( Cryptography configuration)
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3| 3. Open Serial/IP Control Panel

¢t

—

A 4.

21, Pro Series2| 12 Al2lg ZEQ Sdot2d ots

COM L EE “SelectPorts” HES =i HEEHLILCH

= Serial/IP?Cantrol Panel 4.2.3 :

Tacrica ===
'—.c)fl‘v\/art—?m i

ORI ~ Settings for COM18

COMI12 IP &ddress of Server: Port Numnber:
St [192,768.4.11 7001

ESM}E Configuration Wizard, .,

COMI17

Co18 Select Ports [g]

Please select the COM
ports you wauld like to
redirect to Serial/IP?

ICOMS T .

CICOMID = P |
VICOMI]
VICOMI2
VICOMI3
WICOM14
VICOMIS
VICOMIE

Select Ports. . I VICOMI7
WICOMI8 v
Port Monitor. .. | Cancel.] vl l

Licensing,.. | TS O e T
I~ DSR always high

Advanced.., I I~ DCD always high

[~ Restore Failed Connections

- Security
v Enable  |SSL Version 3(SSLv3)  v|

Close ] Help... ‘ Sbout,,, ]

72/ A-18 Serial/lP Control Panel /A ZEESZS A&

Enter A2l IP F=2A(Pro Series IP F=24)2t ZE YH@AY Alelg ZEQ ZE

£ Mot Aot 2 201 CHE Iiet0IeHSES A8 gLt
Credentials = No Login Required,

Connection Protocol = Telnet,
Security = SSL Version 3 (SSLv3)
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—. Serial/IP?Control Panel 4.2.3 X]
iy
Tacists.. I

oM | Settings for COMIE-
IP &ddress of Server! Port Number:

EoMi3
EOMI3 192 168.4.18 (7001
COMI5

Configuration Wizard. .,

COMIS -Credentials
* Mo Login Required

" Use Windows Credentials
< Prompt on COM Port Open
" Prormpt at Login

" Use Credentials Below:
Usemame |
Password I

~Connection Protocol
& iTelnet

Select Ports.., | " Telnet with CR-Padding
" Raw TCP Connection
Port Monitor. .. | fffff
Licensing,.. | [~ DTR is modem escape
I~ DSR always high
Advanced.. | | | DD always high
[~ Restore Failed Connections

-~ Security
v Enable  |SSL Version 3(SSLv3)  ~| \
Close | Help... I Abaut... I

_7&/ A-19 Serial/IP Control Panel A/ I}EtO0/EH &F

5. HOIE HE&Y0ld Z20HS
AEX=E ORI XIS PCOHl U= COM ZEONA EHOIEY =40l
AIE2385 0] Pro Series2| Alel

12
Hl
Im
i
>
i
e
I
30
o
c
Q0
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.32 - [discannected] VT

File Edit Setup Control  Window  Help

- E A
Tera Term: New connection [Yl =
C TCPAP  Host: [192.168.4.11 -]
sevice: € Telnet TGP portl: 29

€ Other

« Serial  Port: [MUVIEIE -
[ ok | Cancell Help |

&

_7&/ A-20 Serial/IPZ Pro seriesS A/2/E HZEW SHZot7/

%

ESH 6. AIE2X= Serial/lP Serial/lP Port MonitorOlL} Trace window2 ®Z& AEHE

DUIHSIAU F=HE = JAsLICHL

—. Serial/IP?Port Monitor 4.2.3 =13
File Edit Help

Tac caL =
softwa rl=m

Activity Trace |

23:06:46.140 COM16 : | S5L initialization proceeding -~

23:06:46.140 COM16 : | S5L initialization proceeding =

23:06:46.140 COM16 : | SS5L initialization proceeding

23:06:46.171 COM16 : | SS5L initialization proceeding

23:06:46.640 COM16 : | SSL: RC4-SHA at 128 bits

23:06:46.640 COM16 : | COM Port Control negotiated (RFC-2217)

23:06:46.640 COM16 : | Server connection negotiated

23:06:46.640 COM16 : | FlushTX

23:06:46.640 COM16 : | FlushRX

23:06:46.640 COM16 : | DTR: 1 RTS: 1

23:06:46.656 COM16 : | CTS: O DSR: O 7
Clear l [v Enable Trace v Hex Display v Buto Scroll T Always On Top

&' A-21 Serial/lP Trace Window
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