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1.1. 1L

Parani-MSP10002 =54 &HIZ 10/100 Mbps O|HY UERIAZ HBot=d AE-E
SEFEA WMNA ZOIEQLICH Parani-MSP10002 H& 20 Met 7, 14 £= 28JH8 EFF A
HAZES KAGHL, SFFA 2.0+EDR G AMi(Specification)til [kt 3Mbpsel X 2l Z(Throughput) Jt Xl
A2 &LICh Parani-MSP10002 Jl= C0IZ 2HEHILIE AtE0ot 150m, IHXI SHEILIE ALE0HH
IKmItXI Sl S&lHelE X&ots 2did 1 =554 HEIYLUICH Parani-MSP10002 Al €
Z E(SPP), LAN Access over PPP(LAP), Dial-up Networking(DUN), Personal Area Networking (PAN),
FTPS1 22 Ode EFFA ZZ2IYs XA ELILCH

Parani-MSP10002 CIOIEH S4 2otg2 2Fdt= AMEXN SEZ2 N AI2E = U=
HIOlE 2SsE <ol SSLv2, SSLv3, TLSvl, SSHvlidt SSHvw2SE XIJELICLH Parani-
MSP100022 JGtAl %2 OOl &&E0l 0IXe=E RE &XotIl |dh 1P =4 J|g 2HE
Jls0l M3ELCH = OlHY HZ0l OUHMT AMEXIF OIHY! HZA0] SHESX &2 AHH
MEE = JAEE FZ 0IHY HEY 22U (Dual Ethernet Fail-over) J|s& H3&LIC

&0l Alelg EEE 0|8ots AMEXN SE2IZ2)Hs +=Fl0l AIBE £ UATZE 51I| 2d,

Windows/LinuxZ22|l COM/TTY port redirector T2 132 252 HNS3ELICH

Parani-MSP10002 ZHICIE clsA AlAH
ATJEE XS XFELICH DM, AHEXt= Python2 0180ot0] Al
Jlsg XN&otEE MAHEGHH AMEE =
2MB AJI2 AtEX ZB2H(User space)lil AFZ2XIL = Python A3EHEESE |XAIAH S =
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ro

AEXIL Telnet, SSH, Alelg 2 ZE = & CIHHOIASH 22 ChYst YH2Z Parani-
MSP10003t HAZGH0 AIAE AEl HEAl (System Status), BRI & 120l E(Firmware Upgrade),
22 A X (Remote Reset)dt AIAE 27 HEAI(System Log)Sol &E=2 & £ JUTFH, Parani-

MSP10002 28 &t JIsS HE AMAE 22l JIsS MSELICh
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=g 0lofotHE AMEANE EFFL Z TCPIP QEHY EZZEZ0| Hat HE D E0/E
Ol &= =X/otd 2OoioF gliCh

1.2. IIX M3 2lAE

- DC Power Adapter

- Quick Start Guide

-RS232 Al2lg 2= 2012
- 0lHY 224 OIS

- THOIZ2 CHHILE

1.3. Product Specification

Parani-MSP1000

olHY! IEHolA RJ45 Ethernet HYHE S & &St 0|F 10/100 Base-T Ethernet

8 ¥ 2 IP =4 A&

E=EA OIFHO0|A | Bluetooth v2.0 + EDR

Class 1

Level: 17dBm

Z1t=: 2.4GHz

I 21+ Serial Port, LAN access over PPP, PAN, Dial up Networking

S& Jts AHel:
DAT-GO1R Antenna - Stub(Dafault) Antenna  150m
DAT-GO1R Antenna - DAT-GO1R Antenna 200m
DAT-GO1R Antenna - DAT5-GO1R Antenna 300m
DAT-GO1R Antenna - PAT-GO1R Antenna 500m
DAT5-GO1R Antenna- DAT5-GO1R Antenna 400m
DAT5-GO01R Antenna- PAT-GO1R Antenna 600m
PAT-GO1R Antenna - PAT-GO1R Antenna 1000m

Point to multi point | MSP1000A:7 EE&A &

connectivity MSP1000B: 14 ESEA oA
MSP1000C : ESEA ™A
HER3 Zz2E= IPv4, ICMP, ARP, TCP, HTTP, Telnet, TFTP,

SSH, https, SSL, TLS, DNS,
SCP, Syslog, NTP
A& gy Web, Telnet, SSH, Serial Console

o




&E LED

Power, Status, Ethernet0, Ethernetl
Signal Strength, No of Connections

&3

A& M2 5vVDC
Ho M7 A2 2 1.2A@ 5VDC

o mo.

HZ& AC-Zd 1 DC-0tEH

St=RI0f QIE IOl A

LAN 10/100 x 2
W& sE Jls
Ol 4/RS232C COM X &

3 A=E25:0~50°C
BoR5:-30~85°C
& &1 90% Non-condensing
AR M X (LxWxH)
203 x 170 x 44 (mm)
7.99 x 6.69 x 1.73 (iin.)
£
MSP1000A : 14149
MSP1000B : 1432¢g
MSP1000C : 1468g
oIS FCC, CE, MIC, Telec
COM port redirector | Serial/IP
ATEQ0
=& 23 J|2¢ 34
A
%\ =2 *:
SE25A v2.02 AFH Jls2 X&EELICL AFH Jls& 0|01 HZE WiFi MES AIE
COE MHES MEE22ZM WiFiZt =854 RHZEHIS M09 2rdE =0l=0 0=
Jd2U, AFHIL WiFi2t &AL X8&H M SHot=E o= 2%Heh HZ2H2
AFHE ©X &5 Z2td9 JisdE 2 YLD &M & AIAES ds2 AHe
SZEQ 2HFH 2t 22 O &3 o9 Jdes EHHEZ, ASIHIL 24
HZolJl &0l EXotH SAGHIIE ZEotH F=ASLICH

10




2. Al &otD|

2.1. 2| &

CF Ponl
Power / Status ( Ethernetd / Ethernett

Mo of Conneclions

Signal Strength

Mo of Connections
Mo of Connections

Power
Input

Mo of Conneclions

Faclory
Resel Bullon

Console Ethernet
Interface Interface

18&/ 2-1 Parani-MSP1000 &/&

2.2. LED XIAIS

(o]

Parani-MSP10000ll= AlEHE EAlot= OeiJHe LED XIAISO0| USLICH. Table 2-12

LED XIAIS2 Jlss 20HsUICH

H 2-1LED XAlIE

Lamps Function
Ethernet Ethernet 0 Ethernet0 ZE0 S&0| AS B HZELICH
Ethernet 1 Ethernetl ZE0 S&0| AS 2 HZSLICH
Signal Strength =0 Par_ani-i\/lSPlOOOOiI HEDN U= SBEL AE NS
luetooth 55 BASLICH
B No of M Parani-MSP10000] HZ & U= =FEA HEQ =2
Connections I AIELICEH
System Status AMAEO0 SHGID AR =H|JF fUCH sMo2 HSELIC
Power R0 B=EHH sMo2 HSELIT

11




2.3.0t=RI01 A&
=2 HOME = AB/AXE I8 FX0 Paran-MSP10002 SZ5ts Lol Chof &YSLICH

- Parani-MSP100001] M&& HZEHLICH
- Parani-MSP1000= Ethernet UIE AN HZSHLICH

23.1. &8& H&

M3 HOI== Parani-MSP10000 HZ&fLICH &30 EAHOZ Z=EH, [Power] XIAISO0| =
Moz HsELICH

_1& 2-2 Parani-MSP1000 & & & Z

232 . UERZA A&

Ol JHol=2 et% 2= Parani-MSP10002| [Eth0] ZE0 HZELICH TE etF 22 0l
HIEAZN HAZ2E0N JUCGO0F LITH OIS0l ddHz H&E=E E2 Parani-MSP10001t
OIS HERAZ2S HZHAl=s TGS 20| LIEHELICH

- [EthO] LED XIAISE& HZoHA ZEHEIHA OIHY TH3IS S48 R E LIEtYLIC

12



182! 2-3 Parani-MSP1000 L/IEQ = F0/8 HZ

24 . &4
Parani-MSP10002 HIZ &2 &#3g 98 ¥ JHX 2¥s MU

e RS232 Al2lg 2=
HMEZES HWERIN H2Z56tD| HOILF WERKA HAEO0l I8 HL20 Parani-MSP10002
oted®™, HE 21Xl MZE%Z= RS232 Serial Console Cable2 A3l Alelg 22

.I
7E6|>O:| II-O-IoI- _J'\_ OIAL|E|.

e

AZXNUHAMN s 7= 2Ao 2AHHIOIAE Soi HYoHIIE Adte AIEXe g4l E£=
E E0oH Parani-MSP10002

0 =
0t HZE &= UASLICH e s A AMEX

0 b
2
’G
Hl
Im
N
L
=
[
9]
)]
x
Hl
N
N

29/ : Parani-MSP10002 SSH v22t X/&&LICL. AFEAE SSH v2E X/&ol= SSH Z2i0/9E
8= AFZ0{0F EHLILCL

o & QIHHOIA
2 BelRM=E Parani-MSP10002 &3&5tel= 22 ArEXE  Internet Explorer, Firefox

=2
NavigatorZ 2 Pt&ol 2 St M Z Parani-MSP10000 HZE = JUSLICH & I H Ol
A= APESH & O ga

FoPs gAo AZX CIHHIOIAE MIB&LICH £8H Parani-
J



£3

M

2.4.1.RS232 Alclg HEE &

o

1) 2= 022 8% 2= Parani-MSP10002 2£ ZEN HZELICH

18 2-4 Parani-MSP1000 A/2/& 2% F0/8 H

o
>

2) 2 o= TUE &x8 & EX BRE2 Alelg ZEN HZELICH

3) Hyper Terminal 22 HOIE ZEZ2d#E FsELICO. U334 20 HOE Z=2189
Aelg 28 XEELICHh

9600 Baud rate

Data bits 8

Parity None

Stop bits 1

m  No flow control
4) [ENTER] 2I€ S&LIChL

5) AIZX 0181 HARKISE YHELIOL B2E )8 €82 s €5

Login: root Password: root

6) AMEX= 2192 =0l CLI(Command Line Interface)Oil/\-I Ct2tet Shell EEHE MEE
o USLICE CLI ALE0ll 2t8t XHMISt LHE=2 10. CLI SHHME & ZoHAIJl BHELICH

7) editconf FEUNHE LHotH Ot} 22 HAE Hx 5 Z42 CIHHOAZ
SOOI EUICH

[ root @/SP1000 /]# editconf

Wl come to MSP1000 configuration page

14



Current Time : 7/14/2007 12:22:56 Serial No. : nmspl000-test 1234
F/ W Rev. : v1.0.0 MAC Addr. (ethQ) : 00: 01: 95: AF: BF: DD
I P Mode (ethO) : Static I P Addr. (ethO) : 192.168.161.5

Net wor k confi guration

Syst em admi ni stration

System status & | og

CF card configuration

Moni t ori ng

Save changes

Exit w thout saving

Exit and apply changes

Exit and reboot

<ES(> Back, <ENTER> Refresh

--> 1

© 0 = @n @1 o> @0 I (=

8) ME2 IPp =A£E &HFoHI| 2o, Ol 1. Network Oonfiguration% {1 Ed Bt
s IS

mo o

Ethernet 0 &322 XNEMBLICH UWERKZ 2#H0U SHEAM Network ConfigurationS
SXFOOF ELICH UESRZ 880 S&&H MEX= €Ul/SSH HZO0IL & B2URNE
Sol MSo 2 = USLICH

1. ETHERNET 0O (ethO) configuration
2. ETHERNET 1 (ethl) configuration
3. Firewal |l configuration

4. TCP configuration

<ESC> Back, <ENTER> Refresh

1. IP node: Static IP

2. | P address: 192.168.14.123
3. Subnet mask: 255.255.0.0

4. Gateway: 192.168.1.1

5. Primary DNS: 168.126.63.1
6. Secondary DNS: 168.126.63. 2
<ESC> Back, <ENTER> Refresh

-->
= StEH0AM D HsE =0t [Enter] 1S =dJi Parani-MSP1000 Itct0IE 2 &S| </t
eSS HEELICH 2 StHUAM W =40 et 228 Itt0IeE dF & LICH

F9: editconf Ol ZEZJE0IA LIJHI] &0 save 2f apply&F &= &&ofof gL/t 2= It
clOIEE2 NMEQ "lagddol H2el ¥9o=z MEELUCH 24U, AFZ XD Hiw0lA save &
g2 Yo HIXE 80 HEEX ZSLICE T2/1, apply &0/ &= Z0joF B3 &

&80/ FEELICL

15



A 22 ME0 E2otHd M Parani-MSP10002 1P =AE 20t0F 8HLICH Parani_ MSP10002

ZJ| IP == 192.168.161.5 2LICH. L& AZ2XIE HSBL IP =425 AT AIZX= Ul
SSH Z2)#= 0IE0tHLE & E2d42ME 080t E2E = UASLICL =J1 ASX 018w
HAREE Alelg 2F IHHO0IAL OIMIHNZ s &sLt

root : root

1) &4 /SSH ¥ 2

g4l / SSH CIEHHOIAN &HZ2o)| st HE2 Alelg 20 2ot HE L ZEoH
LXELIC bm 75 242 AMEXL HHOAZ SHIHAY 2410 Us BHE 50AH LHE

8)tAIE [MetoF & LICH

2) 8 "2

Parani-MSP10002 HTTP2t HTTPS (HTTP over SSL) ZE2&EZE XIJZLICH

Parani ™ MsP1000 SENA

3 3 Bluetooth
Bluetooth Access Point 8

User authentication required. Login please.

User ID: root

Password: wxEE

login |

& 2-5Parani-MSP1000 & #2/° £79/ 3tH

16



Parani " MsP1000 SENA

() Bluetooth
Bluetooth Access Point 0

| Network
IP configuration ~ R
TCP service configuration IP configuration
IP filtering configuration
Bluetooth
Serial Port Profile
CF card
System administration
System status & log IFP address 192.168.11.30
System statistics eE:

Ethernet O {eth0) configuration
@ statictp O DHCP

Subnetrnask

Apply changes Gateway
Logout
Reboot

Primary DNS

Secondary DNS 168,126,632

Ethernet 1 {eth1}) configuration

[ Save fo flash ] [ Save & apply ] [Cancel

& 2-6 Parani-MSP1000 & 22/ s}t5

18 2-62 Parani-MSP1000 2 22| QIEHOIANA 210 20 ZAIEZ= stHALICH H 2
Z0l Ol B ASLICH Ol ble 249 €8 lis OSS ZE8ELO. H=Hos g2 o
EAGHR 21219 X &2 Ui D80 £8 RHRS0l 8% U2 HZAIELUC. RHRE S5t
B deist =20 odigcte &¥BHsEE2 HIEE = Us SE0 UEEHUO 2= stEHUA
[Save to flash], [Save & apply] 2t [Cancel] HE0| MISELICH 28 H52 BHAS = [Save] E
SEIGHOF B LHE0l HIFZd ti2el2 MEELICH

MEX= BHEE WHEE HE05tHM [Apply changes]E & &5l 0

=3 :
Ol USLICH AFE Xt [Apply changes]E S E6H0F B1EE & H

o
°
O

b Ol il MY OFehHZE
| Parani-MSP1000 & &0l

4 1
fin
o

BrEELICH AHEXt= [Save & apply]E & EHot0 HE= &= MEotL HEotes A= SHB
adg = st

grof AFEXIE BHEE B gis=S MECHIIE JAotA =S ER, [CancellS &Y =+
AsLIth 2 B3 UE2 FAaEHD HE JE Ao d==2 2A=8L . 0101 ME=AU
M2 HE UE=2 FAA2HA #sUH

243 S2EA 24 MAS E5t 84X

Parani-MSP10002 =54 A= Sof MS2 £& QHH0oAZ EZ2ote YES ol
A

PAN (Personal Area Network) 21t ANHIAE HNIELICH AAEXI =
AXE ZFD UASH MEX=E SFRFA HIEESE MEGH M3 =J| €8s & = UAsLT
89 EXE ed Lt

17



IS O{4E{S Parani-MSP100001 S EGHIAIR. 0G4 HOIZS Parani-MSP1000 OfLt
AMEX ZEEO AHGHX DAL,
g2sA A

F AZTEYNHE 0/E0t0 Parani-MSP10002 245t £ [Network Access
Point] Z2EZ22

I‘I/\I-I‘loi (E iEl?A'I }\I'g'xl“ 94-\-L <|O| 1P I_J‘\_
Parani-MSP10002 DHCP MHE W&sStL ASLICH 1ell, Ze0IdE FFHO
10.0.0x IP =AE WO ELICH. PANOIA Parani-MSP10002| =J| IP =4= 10.0.0.12L|

Ct.

i
o
o

ol
z

=
k0

J
.
r
o

2 SetHU 2y Z28E 0180t IP =2 10.0.0.12Z2 Parani-MSP10000 &
ol BHAIR
fd 22 M8 €832 & = UAsLt
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3.UERZD £F
3.1.1P &%

3.1.1. Ethernet O (eth0) &3H

MERS UWERKZ SHUHAM Parani-MSP1000E AtEotdA® S &8 IP =20t ELELILL IP
=2JF EHIEX @2 3, AMAE 2200 226t0 Parani-MSP10002 ®I8t £&8 IP
=258 g9 25U, WERKAA0N Parani-MSP1000s HZotd™, RS IP =2t JONO
stlt= AaS FaoioF &LICh.
Parani-MSP1000 IP =2 && Al, AISA= Usd 22 29 gy Z2EE 59 otUE
Sy = UAsLICH

e Static IP

e DHCP (Dynamic Host Configuration Protocol)

Parani-MSP10002 =J| J|l=&!S 192.168.161.52 IP =4AZ = STATIC IP 252 &L
AUsUICH E 3-12 242 2= IP 220 et €8 HesS 20HSUO. 18 3-12 AIZX P

gd= #HEoh| flet &M & Jlg GUIE 20 sSLICH

H31IP && H+
Static IP IP address
Subnet mask
Default gateway

Primary DNS/ Secondary DNS
DHCP Primary DNS/ Secondary DNS (Optional)

IP configuration

Ethernet 0 (eth0) configuration
® staticlp O DHCP

IP address 192.168.11.30
Subnetmask 255,255.0.0
Gateway 19216811

Primary DMNS 168.126.63.1
Secaondary DMS | 168 126.63.2

Ethernet 1 (eth1) configuration

Save to flash ] [ Save & apply ] [Cancel]

Jg 3-1IPp £&
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3.1.1.1. Static IP =4 AFE0lJ|

AEXIL Static IP =AE AMEE A2, Parani-MSP10002| IP =42 2@E RLE 88 HaE
=22 XIZOHOF &LICH 0ldst H=a=0l= IP =24, Subnet mask, Gateway2 DNS servers 0|
[ASLICEH 0 BHlME 018 2CH XtAISHA THE A LICH

9. Parani-MSP10002 A/A &0/ AIRE [l £&= Z20| et WEFIE =3t gLt

e [P address

2
o
0
0
Q

ot UERA

HERZT &2 X =
lSUICH [OetM, dEE 1P A= UERKI S30A

== o
UM &5 Aot Oistg =
EHELZ JRotD =

Z9/: 192.168.1.x, 172.16.x.x & 10.x.x.x &4/S =2 ISP (Internet Service Provider) 7t Hf & ot A/
YECE ZB0A AFE(Private) =2 2/L/ICF. Parani-MSP10002 & &06fe/% ZR0| et C/E St
22 IS&H= Fof G0IHE F1I 2= = ZJU0/0F ofH, 0/ 38 <gs Fo IPp F4£E

FofOF &fLICE Z0I 1P F=4& BN CZ X% ISPERE 2 ot7/Lt &g = ASLICH

m

OD

£ Sol #olguch F=AJF Parani-
AN UCHH, SelZQl =2 (Physical address)E SoiM &
x

H& JI= HOIEROIE Soil AZELICH

e Default gateway

HOIERAIOlEe OE UWERKIAN S0Ii= &+ €= ol= UERI ZEYLILL LeHES=Z
HERZT WoIAM E£= XY ISPUHAM EcHEES HOicte FRE= HOERO ==L 22
AEQ S5t fIdi M= Parani-MSP10000| J|2 HOIERIOl BFEHL

il

HERZ &8 92 =
IP =AE O0t0OF ELICH HOIER IP =420 e H&Es FE= UERIA el XolA
Z2oty Al

e Primary and Secondary DNS

ABXIE S HAMOIEE Y26t0X otH, 2HE= FAMOIES HESH IP =240 Hot0d DNS
(Domain Name System) MHOIH 21, O =2 018ctH & MBI Z=&LICH DNS= eI
Soel uegs A HEHAI A =

ol IP =42 F= 2AALICH MO U2 senacomit &
gtst Aol O|E0|H LB O [ J|YatlIoF O &&LICH DNS M
Jedst EAE JIBtel Mol WS TCP/IPO 25kl fdl =X IP =482 HESAHF

rr

rr



SAE YLICH

Parani-MSP10002| DNS J|ls2 AtEotdd® Z0Q UYL SAEN 5 = JUEZSE 0l DNS
HAMS IP =45 S&Eoi0F &LIC Parani-MSP10002 Primary DNS server®t Secondary DNS
server 22 DNS AMH2 IP =AE H&ote $E= HESELICH Secondary DNS MB{= Primary

DNS ANHE AISE = 8IS M AFSotI| o XIZEELICH

4N

3.1.1.2. Dynamic Host Configuration Protocol (DHCP) AFZ0lJ|

S8 SAE dF 4 72(Dynamic Host Configuration Protocol - DHCP)2 U] 3 22| kIt IP
FA0 92 XX HE/RINAM =Y 2elctn s = U dte S& Z2ESYLIC
DHCP= UWIERZA 2clXIt IP =AE SAEHUNAM ZSotld 2HHctEE ot ZFEI G2
HERZA /X0 24002 & 22 MZ2 IP FAE US2z NMEHESE LIt

Static IP 252 32, IP =A== 2 REHUH =522 LS00 SLIO &2 FREI UOE
HEKT |AXZ 0lscte B3R, ME2 IP F=A0F BIE Al Y E00F LICH IP =40} DHCP

D0 Z2EHE IP =4, AES OIAE, HOIERAIOl, DNS ANHE Egote ZE Bt
Asez2 £FELICL DHCP= €22 IP F=AJF otLtel FHREW ot |E8 A2t =,
“tHol(lease)” HE= MEELICL IP =48 o=l 28 2= BH4+= DHCP AH =H0A
AAsez 28EHMH IP =2 AISEH=E Z% DHCP 2ci0I¢E FHFHE 0Oldg F=2EE

== &I8HL T
DHCPE AtEot: HRAE E 2, Parani-MSP10002 AIAE0l AIEZE MOHLH UWERZ &0
DHCP 2F= Z3SgLULIO. DHCP AHSe SEU= P =42 BIXot AMEU 0tA3,
HOIEHOl =4, DNS A & “THO” AI2H0l Z& & USLICEH Parani-MSP10002 = Al 0l&
22 XM HZ2l0 MEELC “o"It 225 = &2, Parani-MSP10002 DHCP AHZFH
“CHOI™ Al2Hel &S QEELICH DHCP MBDL HEE &
sl IP =2 2
2 D

MSP1000

ﬂJI

DS
(=}

HCP A

i
C
m
=
HU
Mo
%
1M
>
fO
0%
N
>

9. DHCP ZE0/A DNS AHE Egtet £ HER T 22 Parani-MSP1000 #H+&= &2 ZF
EFELICH

DHCP A= UERZ 22Xt 22lotd e IP =4 S0A | A2 SHLZ UL
Ol= DHCP 220l E, IE =0 Parani-MSP0000| & SZ tCH CHE 1P =48 =48 LILCH

O

DHCP KNHOA IP =AE Mot AISXOF MEH &€& Parani-MSP1000 =4S &af
elagr = UTSE ZHoi0F &LICH DHCP UERIINA IP =S MfotdE 2elkts
MSP10002| ottt 220 UAs ctdE AEZHN U= Parani-MSP10002] MAC =42 20L0f
gLt
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3.1.2. Ethernet 1 (ethl) &3

Parani-MSP10002 S JH2l OlHY ZEE JIXLD US
X

Ele FE8M 04 (eth1)S
[Bridged with ethQ], [Bridged with pan0]O|L} [Disable]Z2 &&& = UL

e Bridged with ethO
ethl2 ethO2t UIERZA EclNZ HBELICL eth022 HE0| AHE F=R2 UXH E=Z2=2
SXELICH eth02l HAZ 0l ZUHAXIH Parani-MSP10002 ethOCH4l eth12Z THZ!S SYLICH
0f S& 2E0lM, ethiel IP F=A= ethOlA EFE IP FAYLICH ethOOAM ethi2=z
HMEOILE ethlOlA eth0Z2 &0l LY @M, 0IHX0l TCP M&WH= OtRd I 0IXIAX
o2 OFOF S LICH

e Bridged with pan0
ethl12 Personal Area Network(pan0)E <& UWERZA HHOIAL UERZA EcN=Z2
HAZELICL Parani-MSP10002 ethlE S0l HEE 2= SAESE SFFA ZZ20HY(PAN,
LAP2} DUN)E Sl dZE SAEZ FHZELICH =, ehtl2 Sdi Parani-MSP10002t A Z &
SAESE2 ERFA IZNIYS Sofl HEE A

e Disable

ehl2 HIgds FLICHL

3.2. & DNS(Dynamic DNS) &%

AEXHIE MSP1000= DSL ctol0l HZotHLE DHCP €8 = MEE Z2, W A0l Z1otY,
IP =20 BHFEH SLICH Olejet & £ =

2£ ¢
Hed=2 L-LICH S8, 2elXIt Telnet S2 &2 2&8s Sol I =

o

oy
mn
M
k>
2
2
ro
0x

IP =40 HELUCH HE8 SHS

=X DNS AMHIAE RA0AM =8 SMES HZot)| gt Z2EZS0I0, o ISP L= SR
N HBELICL. S& DNS AMUIAE MEE2ZM, AIBXs IP =42 BHHFN A2gl0 SH
DNS MB0l E5& SAE 0|82 Sol MSP1000 0l &< = USLICH

QBIM © 2 MSP10002 Dynamic DNS Network Services(www.dyndns.org) il Al K356
DNS MHIAStS XIRELICH, JIEt & DNS AMHIA HM3Xet 23 A= 2HE
K& A0 ASISHAIDl BEESLICH

Dynamic DNS Network ServicesJt H&0t= =& DNS MHIAE AMESHHE, Xt AE2
PSS

0

[ S—r

x
o
S~

o

o
=
@)
—~
Z
e
=
o
=
=~
=
=
(@]
=
3
2
o
=]
(@]
[¢)
35
—
o
I
=0
=
2
=
3
[¢)
3
o
°
»
o
<
>
(o
>
w
=
=%
==
=
nio
ix
0
fell
=
ik
=
[
=
om0

Xt= Dynamic DNS Network Services Members NICOH Z-102! &t & MZ2 =& DNS SAE

g Fotg = UsLUIth
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=X DNS &3 H=WAM, S& DNS MHIADL JIscltEE & F, ASXts SE& Domain name,
S

y © 4/
User name a% PasswordE 2 &6H0F SLICH 28 HE A2 88 =, AFEX= Domain
L

name 2FS AIZ0I0H MSP10000 &8 = US

Dynamic DNS configuration

Dynamic DNS Disable «
Damain name

User name

Passward

Confirm password

Save to flash ] [ Save & apply ] [Cancel]

18 3-2 &% DNS &%

3.3.SMTP &3%

ANAE 27 GHAIXDOE S8 =23 EJ0U Fdl2 B0 HAIXIDOH 2dE < MSP1000 2
Email S2E Solff 01 22 X0AH 2 & = UsSLICL 02 FdA=E, =8 SMTP A2

=) =
HH0| SLELICH. MSP1000 2 OIS 22 3JtAl SMTP M S22 XIRELICH
® POP before SMTP
® SMTP without authentication

® SMTP with authentication

SMTP configuration

SMTP server [Enable +|

SMTP server name Esmtp.yuurcumpany‘cun

Device mail addrass :user@gourcompan_y_l.co

SMTP mode SMTP with authentication -
SMTP user name user

SMTP passwaord rTrT]

Canfirm SMTP password |(eees)

[ Save to flash ] [ Save & apply ] [Cancel]

g 3-3SMTP &%
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34.1p Z2HE &3

Parani-MSP10002 IP =4 J|gt ZHES SoiM JEH0l s SAES HZES %4s =
USLICH ALSXtE Met0lHe 882 +EEez2ZM US) 22 nEs 25 = UASLIT

- 0ld SAEZ Parani-MSP10002 oS MHIAM &H2& £ QiCH.

- S3 IP =48 I8 © GtUel SAEQHQl Parani-MSP10002] oiE MHIAO HZE =

UL

- S8 UEHIN A= SAED0| Parani-MSP10002| Y MHIAN E2E = UL

- D& SAEDl Parani-MSP10002 oS MHIAN &H2E £ UL
IP ZE &= Telnet, SSH, Web ServerL} Alclg ZE Z2I MES2Z9 dF2=2 HHE =+
UL, dslotHLE HI2dstg = JAsUU. & =ZotAl IP 2HE A#HMe ORAE SEEO
UXN  LSLILCH (B2 Z=T2E0 A Parani-MSP10002] 2= MHIA 2 Alglgd EZE &EZ20|
Jts&LItt)

IP 2EHE 24 &9 2 B2 il s £sLIth
® Interface
Ol HERAZD EHHOIAE Soff ARUHA SHL2= IH2!0l CHol IP 2EHE #HAsS &8
Ct. ethOLt pan0 = otLtz A& & LICH

® Optiondt IP address/mask

]
-

IP 2HE A2S H8E UERIDYS S8 3AE HIE NEELL. MEXE IP =4

ot MEU OIAEE 2HotH S8 SA2EUH SAE 11§ Parani-MSP10000 &E2& =

UEE 25 = USLLL FF SAEQ AMEXIE Parani-MSP10000i &26tHAH &A

SAESIP A0t NEE MEY BAUU &MaloF gLt S8 SAED 28 = U

CS o, IP =20 S 3SAE IP =42 NHNESI0 255.255.255.255€ & ot
=

AES H2ES G0 P FoH

k=)
0.0.0.0& Z=otd Normal Options & Ei6tEH ELICH XtMlet HE=2 H3-28 & X06HA Al

x
'
S

K0

P 2HE #30 #EE TCP ZE H
443(HTTPS) L& 2t2t0
® Chain rule
& & E Optiondt IP address/mask =40l HEdle SAEIN &FE Portll E25t2A
x

M, 822 &S 2d(Accept)/ XI & 2d(Drop, Reject)IXIE A& & LILCH

=
&9 ZE BHSE XN8g = UsSLICL

—

=
s
ne
Hl
Im
I
U fol
E
ne
>

o
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IP filtering configuration

MNo.Interface Option IP address/Mask Protocol Port Chain rule  Action

1 [eth0 «|[WNormal +|[192 168.0.0/255,255.0.0 TCP |v|[22 DROP

2 [ethd « | Mormal «|[0.0.0.0/0.0.0.0 TCP |»|[23 LCCEPT w

3 [ethd «|[Mormal +|[0.0.0.0/0.0.0.0 TCP /(a0 ACCEPT w

4 eth0 « |Normal [ 0.0.0.0/0.0.0.0 TCP /(443 ACCEPT w
ethl « | Mormal s TCP ~» ACCEPT » Add

Save 1o flash ] [ Save & apnly ] [Cancel]

18 3-41P EHE &%

H 3-2 Option 2 IP address/mask Z*&/9 2/& 0f

Input format )
Allowable Hosts Option
IP address/mask
Any host 0.0.0.0/0.0.0.0 Normal
192.168.1.120 192.168.1.120/255.255.255.255 Normal
Any host except
192.168.1.120 192.168.1.120/255.255.255.255 Invert
192.168.1.1 ~
192.168.0.1 ~
192.168.255.254 192.168.0.0/255.255.0.0 Normal
192.168.1.1 ~
192.168.1.126 192.168.1.0/255.255.255.128 Normal
192.168.1.129 ~
192.168.1.254 192.168.1.128/255.255.255.128 Normal
None 0.0.0.0/0.0.0.0 Invert

3.5.TCP MHIA &3

MOAN MEZHE BR, SAE TCP EE9| lock-up2 YXlot)| <IoHA
HZO0l FAEHOIA HIEAEOA SZEHOOF ZLICH 0ld8t lock-up &&= 22X 2o
p S &LICH Parani-MSP10002 UWE<fI3JI Ao

O

E ol SAEN IS dSELICH gt

TCP MHI&E0l & SAE &0
2

a
keep alive=l0i RU=X =elotD]

fAol FIIH S0l
glot Ml SAEN OlA0 JAse Ho2 2tF56tD, MES S2o6tH ELICH
Parani-MSP10002] TCP keep-alive JISS AIEotei®, AMEA= O3S 201 3042 HE

£ HoHoF &LICH
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TCP keep-alive time:
N& 2tel S4101 l= AEHUIA 0L Z1otH keepalive TH2! &

E 2L JI=g2 1522 £3H0 UAsLICHL

Of
o
>
g
ok
¥y
o
el
=}
i

TCP “keep-alive” probes:

HZsS S X F& dEieXl HEE &6t ol &3 SAEN keepalive W3S
oI MSBot=XIE LIEHHUCG D22 332 43850 ASLICH

TCP keep-alive intervals:

keepalive IH3! ME2 A2t 2t2A2S UEHRLICH Jl2gt2 522 28E0 USLICH

& =J| €32 [ Parani-MSP1000 2 sS40l Sl= AHSH 15 =0t At = 5 =
2H2AOZ 3 3| keepalive I3!S MESELICH

TCP service configuration

TCP keepalive time 15
TCP keepalive probes | 3

TP keepalive intervals |5

Savetoflash | [ Save &apply | [ Cancel

J&/ 3-5 TCP keep-alive &&
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EA 43

4.

lllllI

4.1. General properties

Ol BI=0lA Parani-MSP10002] EF&A SFEH+E ZFELICHL

e Bluetooth friendly name

SE5A 0152 Adols d8s ZFELIOL “%h"0l= Host name 2&0A X&E&E SAE

0150l SOZLICH “%d” Ol= &l IDJt CHE LICH

e Discoverable (Inquiry scan)
0l #30l EnableTl™ Parani-MSP10002 “discoverable” &HE{Jt & LICtH
M= U8 HUINA Parani-MSP1000 HHIE ZMg = USLICH

e Connectable (Page scan)

0l 30| EnableZl™ Parani-MSP10002 “connectable to” AtEWJF & LIC}.

EHOiMd = CHE ZHHIW A Parani-MSP10000i H&E =+ USLILCH
e Authentication
0l &&0l EnableZl™ Parani-MSP10002 2|22 Z Q&N o Pin
Pin codeJdt ZXIotAl Z2H HABS HEELILL
e PIN code
RUHA HE QEA RTEH PIN codelt 2X
L7 M SE22 AMSELILCL

ot=X HlwotAHU, A&

e Encryption

0l &&0| Enable& ¥, Parani-MSP10002 2=

nir
all

EA AZ0 ol
e Class of device

OE 20 2REA BXAX, OfEH MHIAS NGNS LFSLICH

“discoverable” & EH Ol

“connectable to” &

codeE 2P ELILCH

A Al PIN codeE

2SotE KN ELICH

| —

Class of device =

HtOl E 2(0xSSDDdd) AT USLICH Major Service Class(SS), Major Device Class(DD),

Minor Device Class(dd).

Major Service Class :

Bit 1: Positioning (Location identification)

Bit 2: Networking (LAN, Ad hoc, ...)

Bit 3: Rendering (Printing, Speaker, ...)

Bit 4: Capturing (Scanner, Microphone, ...)

Bit 5: Object Transfer (v-Inbox, v_Folder, ...)

Bit 6: Audio (Speaker, Microphone, Headset service, ...)
Bit 7: Telephony (Cordless telephony, Modem, Headset service, ...)
Bit 8: Information (WEB-server, WAP-server, ...)

Major Device Class:

0x00: Miscellaneous

27



0x01: Computer (desktop, notebook, PDA, organizers, ...)

0x02: Phone (cellular, cordless, payphone, modem, ...)

0x03: LAN / Network Access point

0x04: Audio / Video (headset, speaker, stereo, video display, vcr, ...)

0x05: Peripheral (mouse, joystick, keyboards, ...)

0x06: Imaging (printing, scanner, camera, display, ...)

Minor Device Class:

| BIOIEZQl 2|0l= Major Class &0l et CHELICH 20 XME HE2e =854 Az

a!
ELotYAIL.

o

Supervision timeout

EREA SA0| "X 2= d2 HZ S22 HMclot=d Z2l= AIZtLICH 0 gt2 &
S&olH 88 2F&A HE0 20HE AEs el ZXNY = JUKXEH BHHHZ =R ROl
oo LAELZ EFEA SH0| DA &&= R0 501 20HEY X2 BHEHGIH =
b 8 2= ASLICH(0~ 40,02 REHHE 2018

Save link-key

EFEA HZA HHE HAINE SHAIN HEELICH
Delete link-key

ZdA HEE 23IIE MM ELICH

Specific pin code

& X0 et HDEE 38 = ASLICH
Available Bluetooth devices

HEE =S54 U9 E2E HAIELICH

General properties

Bluetooth friendly name %oh-%d

Discoverable [Enable «
Connectable _EHabIe v
Authentication {for incoming connection) Dlsable v

Pin code (far incoming/outgoing connection) [1232

Encryption Disable v
Class of device gxf-l2'03"ﬁﬁ'
Supervision timeout 30
Save link-key _Disable v
Delete link-kays Delate
Specific pin code
Mo, BD address pin code Aot
Add
Display available bluetooth devices
Mo, name BD address
1 MSP1000-0 00:01:95:08:24:F3
2 MSP1000-1 00:01:95:08: 24 B2
= MSP1000-2 00:01:95:08:24:BB
2 MSP1000-3 00:01:95:08:25:10

18 4-1 EE£5 A General Properties
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42. s& 2E

Parani-MSP10002 3JtXl S& ZEE JHXL UM, MEXIE THelel E2X0 &= S& REE
HEotH AISE &+ USLICH
421.AP 2E

PAN, DUNZt LAPE X & ct= 28524 HHIJH Parani-MSP10002 S6t0 LANO 2 = AUsS
LICt.

4.2.2. Repeater 2 &

Repeater 252 &&& Parani-MSP10002 J|&0 &Xl= Parani-MSP10002| AMHIA BHES H
SlHLE, 22 XY 52 MHlA g XG0 HoldE EFFA X

MSP10002 =HJ| d&= &L

Fepeater
/ hAS P \

J& 4-2 Repeater& 0/&&t EEEA S4/

i

AZE %= UAEZZ= Parani-

Station MsP+

JE4-210 201 AS0lt 222 2ol 88 N0l MI)l= R0 Repeater f2E2 HFE
A HX0HA BEUHE HOIEE 25 Statione 2 A<

Parani-MSP10002 F=JI2 &XIotH EFE
%+ USLICH Repeater2 £ & Parani-MSP10002 UWIERIZE AZGHA 20t StationS

LANOI E2¢ = UsLICL

O
ol
2

Parani-MSP10002| Repeater 2= AtEotei®, ArEX= GOS0 201 4042 H=E S HoH0F
gtLICh.



e Station BD Address
e LocallP
o Netmask

e Gateway

Operation mode configuration

QO ap

() Repeatar
Station BD address |00:01:95 A5 ADSD

Local IP 100010
MNetmask 266,000
Gateway 10.0.0.1
) Station
[ Savetoflash | [ Save & apply ] [ Cancel ]

18 4-2 Repeater & &&

4.2.3. Station 2 &

Repeater2 && & Parani-MSP1000222H MY &2 HOIHE 2AR=2 MSELICH

FEA BEY 72 Repeater€ HZE = U2U, Repeatertil £ CHE RepeaterS

s LICH
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4.3. AP AH|A

Parani-MSP1000 PAN(Personal Area Network) =21}, DUN(Dial-up Network) X ZI+ 1t
LAP(LAN access over PPP) 20t E X2 &LICt. PAN, DUNDt LAPE X&dl= E85A &Y
& Parani-MSP1000= S0t LANOI &2g = UASLICL

AP service

Private address Class & (10.%.x %/255.0,.0.0) v
PAN [Persanal Area Network) | M&P(Netwark access point) v
DUN {Dial Up Network) Enable «

LaP (LaM Access using PPR) | Enable w

Port forwarding

Mo.Local port Remote IP Remote port Protocol Action

LDP « Add

[ Save to flash ] [ Save & apply ] [Cancel]

78 43 SREL AP A2

43.1ME =4

Parani-MSP10002 PAN, DUNI} LAP HZHOUA A& FAE AIE8LICE. PANOIA  Parani-
MSP10002 DHCPE &6 IP =AE &H06l1D, DUNI LAPOIAI= Internet Protocol Control

Protocol (IPCP)E Saoll IP =42 LI ME Jtse Atd =4es s £5LICH

e 10.0.0.0 ~ 10.255.255.255

H 4-110xx.x01 & =4

10.0.0.1 Reserved for Parani-MSP1000
10.0.0.50 ~ 10.0.0.99 Reserved for PAN connections
10.0.0.100 ~ 10.0.0.200 Reserved for LAP & DUN connections

e 172.16.0.0 ~172.16.255.255
H 4-2172.16.x.x01 0fSF&=l =4
172.16.0.1 Reserved for Parani-MSP1000
172.16.0.50 ~ 172.16.0.99 Reserved for PAN connections
172.16.0.100 ~ 172.16.0.200 | Reserved for LAP & DUN connections
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e 192.168.0.1 ~192.168.0.255
H 4-3192.168.0.x0f 0f <&l =4
192.168.0.1 Reserved for Parani-MSP1000
192.168.0.50 ~ 192.168.0.99 | Reserved for PAN connections
192.168.0.100 ~ 192.168.0.200 | Reserved for LAP & DUN connections

ni

04

P =4

i

At Z

e

320

rr

MR JAX &

ro

HA0 A

rr

IP =25 ALSoHOF &LICH

4.3.2. Personal Area Networking (PAN)

e Disable
Parani-MSP10002 GN £ = NAP AHIAE ZC§

-

| Ct.
e Group ad-hoc Network (GN) Controller
Parani-MSP10002 LI £ Il SEH2 WEHIAEFREL L2 SEE FOteLILh
e Network Access Point (NAP)
Parani-MSP10002 J|Z& UWER®RIA(LAN) Y SFEEA
ScIXNZEMN SHELILCH

kU

I

ctOIHE ALOIS EEAl, 2tRH E=

4.3.3. Dial-Up Networking (DUN)

0l &0l Enable®l ¥, Parani-MSP10002 222 Z2F&A HZ0 ol DUN Z202 2 Al
LICH.

0
il

4.3.4. LAN Access over PPP (LAP)

0l #3880l EnableTl™, Parani-MSP10002 222 =FE&A HAZ0 ol LAP Z2e = X
LI Ct.

0
o

4.3.5. Port forwarding

Parani-MSP10002| €& ZEZ S0H2= UOIHE ECOUE MSP1000 =2 G

= UASLICH

rin
0
pal
hu
B
na
o

Hl

E g &8 &9 2 B2 9ils Ush €Lt

Hl
10

Local port
Remote IP

Remote port

Protocol
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44FTP &3

Ol BI=0lA Parani-MSP10002] EF&XA FTP MBIE £& &L

® FTP service
0l €30l Enable=l ™, Parani-MSP1000

ro
1]
Sl
4m
[>
n
_|
)
x
&
i
>
OolI
o
-
a

® Basedirectory
FTP M2 HIOIA ClaiEelE & &Lt
User space : /usr2
RAM : /mnt/ram
CF card : /mnt/cf

FTP configuration

FTP service Enshle «

Base directory | User space

Save to flash ] [ Save & apply ] [Cancel]

18 4-3 EFEL FTP &%

4 5. Connections

8 Parani-MSP10001t 2H=S0{& =SFFA HZE FEE ZAUO. 222 H=22 o2 &

g2 s £sUth

e Inf
SEA OIHHOIA
e BD address

221 BD F4

e

e Device name

&2 Bluetooth &H|2| 0|

e LM
Parani-MSP10002| ™22 #El(Link Mode). M2 OtAE(Master) S= £d0/E(Slave)E 2|0|&
LICh.

e RSSI&LQ

RSSI2 Link Quality(LQ)= 45 MIJIZ HEAISLICH LQJF 25501 JtZ1D RSSIDF 001 It
PN

=) et =
+5 Parani-MSP10001lt =S54 HH|2te HAZ0| F&oile RS 20IgLICH LN 2



fH S42 10m OIHUA =X HEHE X

Connections

PAN connections
M. Inf BD address

(] i hei-0 00:09:00:50:4B:94

LAP & DUN connections

Mo, Inf BD address
F S hcoi-1 00:09:0D:50:49:D2
SPP connections
Mo, Inf BD address
O 1 hci-0 00:01:95:06:1E:EE
[ Refresh ][ Disconnect

78 4-4 SREL O

Device name
LEECOMZ2

Device name

JOKER

Device name

PSD100v1.1.0-061EEE
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ANclgd ZE T2 s K3ote =854 HHl= Parani-MSP10002t HZ2E = UL, TCP/IPE

Sofl &2 SAEQ HOIHE =1 &= = UAsLIChL

5.1. Pairing mode

LSe S& 24 S0A dE

ol
}

e Disable
SPP AMHIA= Higdst ELICH
e Connector
Parani-MSP1000= 2 X 2
Parani-MSP1000& 2|22
e Acceptor
Parani-MSP10002 2=
R SFEFA FHIZE HS
e Custom
Parani-MSP10002 SE& =554 FHI2 SMELILL MEX= EFFA U2 BD =+
QF 2+2+2| Pairing ModeE & & ol 0F & LILCH.

Pairing mode configuration

O Disable SPP disabled.

) Connectar Initiate connection to unspecific devices,
Scan interval {over 30 sec))
Scan mode

Inguiry access code 03

Remote device name

O Acceptor Accept connection from unspecific devices.
() Custom InitiatefAccept connection toffrom predefined devices.
Save to flash ] [ Save & apply ] [ Cancel ]

_]&/ 5-1 Pairing Mode

5.2. Pairing mode - Connector

Parani-MSP10002 Scan interval0il &&& Al2t 22010 22 EFFA HUIE Z4Mot0 HM
2 HHlZ2 dES AIZELIC &8 Jiss 8 Hee Ush 25Ut
e Scan interval

FEA ZUHIE ZMELITH 0 g2

Parani-MSP1000=2 0| Al2t 2FA(=E<)0tCH Ol et
Parani-MSP10000| M ZHIE QlAlIGt=0|



FO: LR FE2 A2t 22 LI0IH 4 8 L2l g =% AsLIC

e Scan mode
Parani-MSP10002 IAC gt S2 0182 F2I2 E2EA HHIE ZME £ USLICH

e Inquiry access code (IAC)
IACE 16&==F9e8b001t 9e8b3f2 P LHON UCNOF SLICH HE=2 =SFEFA FdHle €
BEE Ol JAC (9e8b33)2 2 HE & USLICEH Parani-MSP10000| EF5A EU|0 HEE =
UCHH, EFREA FHH|Q IACE LBHEQl JACOI0{0F &LICH L, IACOE LBHEQol JACY
&2 Parani-MSP10000| U2 2 EISA TUIE JMSHH = HZE = 2 = 2
Mo 2ast & QASLICH 0l 2ME Hlot)| fIoHAM Mt IACLH AHEX H2l IACE
AEotE SHALICH Ol LBHAQOIX %2 IACE ArE5ted™, Parani-MSP10000| ™25t
DX ol E2EA HH|I9 IACE HHHOF S LICH

e Remote device name
Parani-MSP10002 0IS0| & & 22 Al&Gte S2FA HHIE ZMGHH HZ SLICHL

5.3. Pairing mode - Acceptor

Parani-MSP10002 2 E 22 =25 A FH|Q HZ RS Lot LICL

5.4. Pairing mode - Custom

Parani-MSP10002 SS& =252 ZHI2t SAIELILCL 0 ZAS AEY I 228 &4Ad &3

2 ZE HSF0AM OI2HELICH KtMIE 8 55 ZE £F2 EXGHAAIL.

55. 1E & &

ZE H&Z Paring ModeOl et M2 OE RFUH=ZE JHELICH Port pairing mode Ol 5%t

Logging 0= Pairing modeJt Customg <02t AIE Jts8HLICH

Port configuration

Port pairing mode

Port pairing mode

BD address of remote blustooth device
Frame buffer

Service category

MNetwork service

Miscellaneous

Save to flash ] [ Save & apply ] [Cancel]

Jg 52 XE &%
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5.5.1. Port pairing mode (Custom mode only)

Port pairing modeJt AcceptorOl™, Parani-MSP10002 =& & A HHIZ2EH2
X

%l
LICt. Port pairing modeJt ConnectorO| 3, Parani-MSP10002 EF§ A &EHlg HZE Al

5.5.2. Service category - CLI

FEA M9 AZ0l ZH Parani-MSP10002 CLIE MSgLICH 0 82 0I86tH AIAHE

el Xt= Alelg JH01=8L01 CLItl E2g = AsLICh

e

Port configuration

Port pairing mode

Service category

Service category [TSNNERN

| Savetoflash | [ Save & apply ] [Cancel]

_1&/ 5-3 Service category - CLI

5.5.3. Service category - Network

HZ0l 0IRUXIH, Parani-MSP10002 ==& Network serviceE AlIE&LICt Network
serviceJt 2ct0IHE0|IH, Parani-MSP10002 222 A A& &HLICE Network servicedt A H
2 BR0ls, &8E TCP ZEWAM ARZ2RH H2 RFS JIUGELICH Of I TCP HZ0l 0IF
XM SSPERH =#4I8 OOIHE= TCP/IPE ME5tD TCPIPRREHE =418 HOIHE SPP=Z
S ELICH 290 Ol&FSl Network serviceES SS06tH 28212 Network services SEECZ S& g

LICH

2
=

=2

=2
=2
=2

Port configuration

Port pairing mode
Frame buffer

Service category

Service category Metwork
Network service

Miscellaneous

[ Sawetoflash | [ Savedapply | [ Cancel |

_1&/ 5-4 Service category - Network
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5.5.4. Service category — Serial hub

Serial hub 2&5= SAE gl0| Parani-MSP10002 Sl Parani-SD(EEEA &EX)lel S&E =+
Jqe S& LE LICH Parani-SD= 1:1 S4I0| Jtsdll HOIE UM 8&2= Al H&0| Jis
SHAICH 1:N S&E & = &L, JdHU Parani-MSP10003t Parani-SDE &H AtE&3HH
Parani-SDOIM & 1:N S4I0| JISdt0, Parani-SDE AIESIEZMN 22 = A= HAHYZ KIS
HAME ZEl Al2lg Sas & = USLICH

Z9/: Serial hub 2 =& Pairing mode Jf Custom& & 0/8+ Jts&HLICH

Port #1 configuration (4]

Port pairing mode

Service category

Service categary '_r|-| hub
Serial hub
Logaing
[ Savetn flash_] I Save & apply I I Cancel ]

_]&/ 5-5 Service category — Serial hub

5.5.5. Frame buffer

Frame buffer J|s0| HI&243 ELICH Parani-MSP10002 SSPOIAM 22 HIOIEHE Jissdt

el A SAEZ BYLICH
e Fixed size
Parani-MSP10002 ==A&l= GIOIE{S ADJ|IJF &g OlE MKl JICH LICE.

e Timeout

et

Parani-MSP1000=2 ==&I& CIOIE2l ZJIJt Fixed sizelll £&& AJI0l OI=221Lt TimeoutOl

0

AHE AIZ20] e WAl JICHELICH TimeoutOl 022 A&EE™ Timeout2 AIE L X
SLICH

e Delimiter

Parani-MSP1000=2 =4lE OIOIE2 AJIIJF &FE AJI0 0I2HL TimeoutHl &&= Al2H0
Aot HLE Delimiterdt ==& WKl JICHELICEH TimeoutO] 022 & AT % Timeout2 Al

S X ZESLUICH
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e STX+data+ETX
Parani-MSP10002 ==4&I&l OI0IE2 3Dt &&& AJI0 OI2HLE Timeoutl & & & Al2H0|
ZUSEHLE STXZ AI&EGHD ETXE 2L XEE 30129 Wildcard 2XE &S HI0IE It
S DX JICHZ LICH TimeoutO] 022 A& H Timeout2 AIE2TI X ZSLICH

e STX +data+ ETX + wildcard-characters
Parani-MSP10002 ==&l CIOIHS 2J1J0t &F& 3JI0l OI=2H U TimeoutOll & E & Al2+0|
Aot LE STXZ AIEGHLD ETXZ ZULtE OI0IEIF &&= MKl JICHLICH TimeoutOl 0
oz H4F%H Timeout2 AIEEIX ZSLICH

[

Port configuration

Port pairing mode

Frame buffer

Frame buffer mode ST + Data stream + ETX +wildcard-chars, Max_ bl
Timeout o
Max. Size | 1480
5T 0+02 |
ETX Dgﬁé [
Length of wildcard-chars -_1
Service category
Network service
Miscellaneous
[ Savetoflash | [ Save &apply ] [ Cancel ]

“1&! 5-6 Frame buffer & &

5.5.6. Network service

e Network service mode
728 Mode= server, client?t tunneling 2l vertex 2LICt Serverdt SEiTZI™H Parani-
MSP10002 222 HZZ JICELICH Clientd Z< Parani-MSP10002 010 &#2ol&E &
4 AME&E8LICE Tunneling® Server?t Clientdt E&& A LICH Parani-
MSP1000=2 2/R2 H&= JIU2IXIE, SSPUHIA OIOIHE =4S i ARZFH HZ0|
OI2H XX 22 AHH Parani-MSP10002 Client SEXHE JAA SAEZ AHA S

Ct. Vertex 2E= GHLIS] TCP H&Z e EFFEA X S4E = USLICH

SAER (A

il

4 Mo

0
no A
z
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Network service configuration

MWetwork service mode
Service protocol
Inactivity timeout
Local port number

Authentication

| Telnet  w

i
7000
[Disable »

Users allowed to access

[ Save to flash ] [ Save & apply ] [Cancel]

{1~ 3600 sec, 0 for unlimited)
| (1024 ~ 65535)

| { [user], )

J&' 5-7 Server mode

Network service configuration

Metwork service mode
Service protocol
Inactivity timeout
Primary remote host

Primary remote port

Secondary remota host

Secondary remote port
User name
Password

Periodic connection

[192.168.T61.5
7001
[192.168.161.5
[7am
|root
[roat

[120

(1~ 3600 sec, 0 for unlimited)

{optional)
{optional)

| (=ec)

When bluetooth connection is established | Initiate connection «

[ Savetoflash | [ Save & apply ] [Cancel]

_J1&/ 5-8 Client mode

Network service configuration

Metwork service mode |FEEEETE ~ |

Service protocal __felh_et v
Inactvity timeout 0
Local port hurmber [7o00
Remots host 192.168.161.5
Remote port 7000
[ Savetoflash | [ Save &apply | [ Cancel |

(1 ~ 3600 sec, 0 for unlimited)

(1024 ~ 65535)

—7&/ 5-9 Tunneling mode
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Network service configuration (4]

Metwaork service mode Ver‘te><v

Vertex part 5000 v

Save to flash ‘ [ Save & apply ] [Cancel]

&/ 5-10 Vertex mode

Service protocol
Network service modeJt Server &£= Client2 [, RawTCP, SSL, Telnetdt SSHSS| Z2&EE
2 Jdeg 4= ASLICH Network service modedt Tunneling®? 220 = RawTCP2 SSLOH |
S &HLICH.

Inactivity timeout

Inactivity timeout0ll & & & AlZ2tS0 OIOIEHS M&0] W, WESRKZA ME0l SZELILCL
Local port number / Base port number

Network service modeJt Server £ = Tunneling2 22, AR0AH A QEE & TCP
HSE X&HoHOF &LICH Pairing modeJt CustomOlct®H, AFZXt=E 228 SPP &

Of
Local port numberE &&all0F &LICt Pairing modeJt AcceptorHLI Connector2 &<, SPP

HE2 SHOII| M20 AF2XOF 2+22] sPP HZ 0| CHSt Local port numberE &3& Z Q@
= Sl&LUICH 0l ¥R Parani-MSP10002 Base port numberE J|EQ2 TCP ZE HSE &

& & LICt. Base port numberOl M 2 E Base port number +27 AtO|2] ZE 815D

o
0Q
il
[
a

=9 TCP ZE BT} SELX &= Ol JtsotE & 248 EE Hs&=
AFESIA] OFA/ Al 2. Base port number£ & & & [}, Base port number 2} Base port number + 27
AFOIS] ZE H15 9 [FE Network service?t S5 E/0A = oF &LICH

Authentication

Network service modeJt Server2 &2, Parani-MSP10002 222 2H2 HZ QAEAl 219l
£ QTELICH AFZX 22l 2320 AHEE ArEX HES

Users allowed to access

ol &30NM SE= A2 K20 Network service2 2 Q1&E = USLICH

x~
=

Primary/Secondary remote host & port
Network service modeJt ClientLt Tunneling2 &<, Parani-MSP10002 0| && WA S=&
SAEZ HEE A8 ULCH

Username & Password

Network service modeJ} ClientO| ) &2 SAEJ} Parani-MSP10000|H 21012 7P &
2, Parani-MSP10002 OiJ|IAN SE& HE 2=z 21018 AZ&LICH AFEX 0IS0ILt THA

St EHTN UK Z2H Parani-MSP10002 Z10°IS Al&otXl 2&LULICH
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e Periodic connection
Network service modeJ} Client& [H, Parani-MSP10002 O JI0AM E&E Al2b 2HAH0CH 28

2 HAZZS AEZELICt Periodic connection0] 02 &2, Parani-MSP10002 SPPZ5H OOl E
E U6 8Kle HZ2 AMZoHAl Z2&LUICH

e When Bluetooth connection is established: Initiate connection or Do nothing
Initiate connection0| ME{E &2, Parani-MSP10002 SR & A HA0| 01 X= A &4
AEZ2 AHAZE ASELICE O U, Do nothing0l ME1&E A2, Parani-MSP10002 SSPOI Al O
OIEOt &g MmNt JICHE LICH

]

e \ertex port
OiIHel E8EA AXQ SAlot)| st TCP ZEWS ALICH Vertex ™A =&t

EJt 2AE EHZ MEHM, O otLE 88 = USLICH

Hl

IJ

5.5.7. Logging (Custom mode only)

Pairing mode (Port pairing modeJt OtLI2t)Jt CustomO| 3, Logging Jls2 AMEE %= USLICH &
& Jisd sZds= Us 2sLI0h

e Activation
0l £&0| EnableXl™ Parani-MSP10002 SPP HZ =2 F=1]
LI C}.

i
rr

!

IOIHE JISotdl Al&E

n

e Loglocation
HolHE O2ellt CF HZ2el(CF U220t 2 A= ER)0 JIEE = AsUl JI=EL
GlOlE{= portlogs/the BD_address.log 2t= 0|22 W o MEELICH

rr

e Data stream to be logged
e lLogging mode
GIOIEJE HiOIU el RDE= EEGHA 1D 82 = Us HAEHCSZ ALEHN Us &R

TextS &=otE gLICH COIOIEJE BiOoIUHel RE=E Eggotl ULY, Pure binary £=

Readable binaryE &&g = USLICH Logging modelt Readable binaryOl™, Parani-
MSP10002 HiOIH 2] GIOIHE HAE HIOIHZ Has = HESLICH

e Reduce the port log file [ Time to reduce the Iog data] to [ Log buffer size ]
ANAE 20 AIEEH=E WE HZcs &0 Ul M2 AIA" 2= AJIE
EZ0=00F ELICH Parani-MSP10002 AAE =Z9% EZE Z1E2Z2 16Megabytes
H2cE JtALD UsLCL WS D22 IS M8 AIAE 20= O 0l& JIEE =
si& UL

[olI

H 51 J/E& HIOIHE 0/ AlZ
Every month | First day of every month 00:00:00 AM
Every week | Every Sunday 00:00:00 AM
Every day Every day 00:00:00 AM

Every hour Every hour 0 minute 0 second exactly
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Port #1 configuration (4)

Activation Enable »

Lo bt

Data straam to be logged

Lagging made

Reduce the system log file size | Every month v | o |5U KByte,

Display port log -

> A

[ Sawetoflash | [ Save&apply | [ Cancel |

_J&/ 5-11 Port Logging mode

5.5.8. Serial hub

Serial hubi= Pairing modeJt Customg ZA=202 A& JIsSotlH, H& Jss E18F

BD =20t 2lAE HEHE MSELICH

Port #1 configuration (4

[ Zavetofash | [ Save&apply | [ Cancel |

&/ 5-12 Serial hub &&
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5.5.9. Miscellaneous

7-bit data emulation

0l S&E Parani-SD Al2|=L} Parani-ESD Al2l=% MW AMSE M SS&LICH Parani-
SD/ESD AlelZ=&= 7-data-bitsE X2 GtAl 2£&LICH Parani-MSP10002 Parani-SD/ESD Al el
X CHA! 7-data-bitsE M2l &LICh.

£ 9/. 7-bit data emulation= Af£06F2/ 2, Parani-SD/IESD 0 & & Al2/E ZtH/JF Odd, Even
&&= Space IHCIEIE X2 ofOF gFLICE (BHE Ol Parani-SD/ESD &= No Parity 2 & & &/L/CL) 7-

bit data emulation &2 Not-parity &f &' AELE 0 & = ASLILCH.

Port #1 configuration ©

Port pairing mode
Frame buffer
Service category
Network service
Logging
Miscellaneous

7-bit data emulator |2 v

[ Savetflash | [ Save & apply ] {Cancel]

&/ 5-13 Miscellaneous & &
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5.6. Vertex & &

righ
o

CP &2 0l =54 X2 Salob| fst &8gut. €8 Jisst

Qi
°
10
—

£
i
rr

Gt &sLIth

Vertex port

HAHIHe EREA EX2 SAI6H| fI8t TCP ZEWS LICH

e Inactivity timeout
Inactivity timeout0ll & & & AlZ2tS0 OIOIEHS M&0] W, WESRKZA ME0l SZELILCL

Vertex configuration

Mo, wartex port Inactivity timeaout Action
1
Add
[ Save to flash ] [ Save & apply ] [ Cancel ]

18/ 5-14 Vertex &€&

5.7. Connections

rr
(0))]
e
0
e
(Y
04
HT
]
FH
>
o
o
o
N
IS
10
%
1>
2
o
o
wx
02

&M Parani-MSP10000l SHZZH

2 s €sLith

°
=
=

e Service description

SPP A 22 & Network servicell EEJ EAIELICH

Connections

MNo. Inf BD address Service description
0 1 hei-1 00:01:95:07:2CE7 Listening on 7000
O 2 hci-0 00:01:95:06: 1E:EE Listening on 7001
[ Refresh | [ Disconnect

~J&/ 5-13 SPP connections
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5.8. Monitoring (Sniffing)

Parani-MSP10002 CIH{20IL} &AX&22 X E Monitoring (sniffing) JIs2 H3&L

A
Monitoring2 AtEXIH SPPZ =1 2= HI0OIHE ZAE = JAESE of SLICL

ZE Monitoring0il &20tedH

1) TelentOlLt SSHZ 2Z 22|2 HI2&LICH
El

o
o0
0y
>
_O'ﬂ
o
J
Qﬂ
rr
K%
Y

2) Monitoring BlE & &5t1) SPP connections =S &€

S ESILICY.

Wel come to MSP1000 configuration page

Current Time : 8/26/2007 06:55: 14 Serial No. : MSP1000- 00001
F/ W Rev. : v1.0.0 MAC Addr. (ethQ) : 00:01: 95: AF: BE: 11
IP Mode (eth0) : Static | P Addr. (eth0) : 192.168.11.30
Net wor k confi guration

System admi ni stration

System status & | og

CF card configuration

Moni t ori ng

Save changes

Exit w thout saving

Exit and apply changes

. Exit and reboot

<ESC> Back, <ENTER> Refresh

© 0 = @n @1 > @9 [y =

Wel cone to MSP1000 nonitoring nenu
Current time : 07/28/0107 16:03:36 Serial No. : mspl000-test-2
F/ W Rev. : v0.0.1 0827_1 MAC Addr. (ethQ) : 00:01: 95: AF: BE: 11
| P Mode (eth0) : Static IP | P Addr. (ethO) : 192.168.11. 30
1. System status
2. Bl uet oot h nei ghbor hoods
3. PAN connecti ons
4. LAP & DUN connecti ons
5. SPP connecti ons
6. TCP connecti ons
<Ent er> Refresh
--->§

No. BD address Devi ce name LM RSSI LQ
1. 00:01:95:06:7C.4A PSD200v2.0.0-067C4A M 0 214
2. 00: 01: 95: 05: CB: DF  PSD100v1. 1. 0- 05CBDF M 0 214

Enter a command, avail able commands are as foll ows:
dc [index] - disconnect the connection
> 2
Sel ect data streamto nonitor:
1. SPP ---> TCP
2. SPP <--- TCP
3. SPP <--> TCP
---> 3
Sel ect nonitoring node:
1. Text
2. Binary
-—> 2
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Press 'Q, to exit
Press SPACE, to stop
Press ESC, to menu
<16: 04: 30, SPP -> TCP>
0000h: 61 73 64 73 61 64 73 61 64 73 64 61 73 61 64 ; asdsadsadsdasad

<16: 04: 30, SPP <- TCP>
0000h: 61 73 64 73 61 64 73 61 64 73 64 61 73 61 64 ; asdsadsadsdasad
FO: AClg HEE9 HOIH A& £&= EFEA OHIOIHE 2IAI6H7101 HR =2/ 20
E Monitoring JISE Aot F=LICK

Alclg ZEZ St &8 H=0lAsE 2

47



6. CFcard &4

Parani-MSP10002 &&A4Z2 ol CF JIE &2 A
S0t X3 &ELIC
- ATAJ/IDE fixed disk card

- 2d e

0K
ol
-
$0
o
-
fw)

. Us 29K =€€2f PC It

AEX= ATA/IDE fixed disk card= AIAE Z2LF SPP ZE 2108 MEE £ JUSLICH 2€ I}
CE ANSEo=ZMW AEE 20 HZolse Al2lg ZE g0l Parani-MSP10000 2 2l(out-of-
band) %2 & =& USLICH

ATA/IDE fixed disk cardE 22 =, Probe HE= SSLICH 22 IIEDJF ZOHO| © JURX 22H

Format HE= & &S = Probe HE= CtAl =&LICH Parani-MSP10002 EXT2%t EXT3 J12l il
VFAT It AlAEES 25 XIRELICH

CF card configuration

Currently configured cf card

Model name TRANSCEND TS2GCF1Z20
Mounted on Smntfcf

Filesystem type ext2

Avaliable space 1884124

Used space 13044 kbytes (6.92%)
Format CF card EXTZ2 «»

_1& 6-1 ATA/IDE fixed disk card & &

48



6.2. 2€ It

In
x

S

AMEX= PCOIA 22 S Soll Parani-MSP100022 HZE £ Q|

X 0I5, IHA R £, Authentication method, Remote / Local IPE & &

CF card configuration

Currently configured cf card

Maodel name CompactModem 56k
Lsername pppuser

Fassword (new)

Fassword (confirm)

Authentication CHAP/PAP ~ [%
Remote IP 172, 16.0.62
Lacal 1P 17216.0.51

[ Save to flash ] [ Save & apply ] [Cancel]

Jg 62 28 JlE &%
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7. NAE

r

cl

7.1. SAE 0|8

Parani-MSP1000=2 22| SH2=Z 1R2 0I5 JHELILL

Host name configuration

Haost name (MSP1000

Save to flash ] [ Save & apply ] [Cancel]

78 71 SAE 0|8 £
7.2 NEXL 2l

Parani-MSP10002 AlSA Z=2te RES 0ot GE JIsol et 8% Jisds 2cgll

Ct. MEX &2 HMIHAI ©H= root, admindt user& L|Ct.

root2t admin 1&2 Parani-MSP1000 €482 211 £ £ U= X AHESS HSLICH root= 20
28 &+ Uz BtH admin 82 &0 828 = 8= 20l XO0IBLLICH user 1S 2 Parani-

MSP1000° &FS +X 4 U= HE0l 2D SX MRS WAFSOS 23 + Usl

Ct.

AMEX 01 THARKES & =) 882 UsSd ZsLIth
System Super User

Login: root Password: root

System Administrator

Login: admin Password: admin.

User management

Mo, User name Group

root root
admin admin

oaga

user user

18 7-2 AEX 22/
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7.2.1. Ak SR =t

1. Add HES S &LIC
2. AEX 0|8 (User ID)E =& LICH
3. ArEXN 08

7.2.2. AiEXE KA

JIE MESXHE HHGHAH
1. HAHSHH Y™ AFEXS HALAE X AELICH
2. Remove HEZ S &LICt

FO root AFEAXE HHE = ASLICH

7.2.3. NEX EE

JE MENE HEGHHAT

7.3. 2¢t

Parani-MSP10002 & & & (HTTPS)2 SPP2| Network ServiceOlA SSL1IF TLS Zg2&

SHLICH SSLIH TLS Z2EZ2 S A, AL Jl(Private Key) 2t AZE & Q= ASIIZUA &
OENES JIBoE SHE e

S LICH Parani-MSP10002 9IS ME uWXcte ZEHE HSELICL

HS
o
=

o

(o]

—_ — O
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Security

Certificate
Display certificate
Certificate: ol
Data:
Yersion: 3 (0x2)
Serial Number: 1 (Ox1)
Signature dlgorithm: shalWithRSAEncryption
lssuer: C=KR, ST=Korea, L=Seoul, 0=S5ena Technologies, Inc., CM=Sena Technologies, Inc.
Yalidity
Mot Before: Jun 7 19:48:48 2007 GMT
Mot After = Jun 6 19:45:46 2008 GMT
Subject: C=KR, E5T=Korea, 0=3ena Technologies, Inc., CH=Parani-M3P1000
Subject Public Key Info:
Public Key Algorithm: rsaEncryption v

Upload certificate | )

Private key

Trusted certificates

& 7-3 2ot £F
73.1. QEA BA

Parani-MSP10002 .PEM CIE M E&AlZ2 XIRELICH
Parani-MSP10000il AtIE&l= IS A
1. Certificate Hl=5 & &LICEH
2. QISM IEE &
3. Submit HE

Parani-MSP10002 At& I| &Ale2 PEM EUZ XJELICH AtE I|l= Certificate WM 2
A& OIS M2 S AZS 0|R0I0F ELICH AFE I|DF 2S3IEH, AIE 9|9 2SE ZE=0 ERF
PassphraseJt & & & 0{OF & LICH.

Parani-MSP10000 A At

=2 C
[y =2

1. Private key 0I5 SEi&LICH
s

2 =
3. PassphraseE &S LICH (S ALE)
4 s 2

Submit HE

7.33.0ZE = Y= ASI|& USAH JIH2I|

Parani-MSP10002 ISA €422 PEM ZY%= XIJELICH Parani-MSP10000| SSLOILE TLS
NHE HZ< [, Parani-MSP10002 SSLOILE TLS MHSl QUSAME ZlE eISI|2e S
Jb 2RELICH Parani-MSP10000I Q1SAME X 2 ofH, SsSL HZ2 BSH AKX ESLICh
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OIZ)| Bl QBN IUS HeAFL

=
Submit HEZ 2 & LICHL

w N = mon
0
o
%"‘.
)
0]
wn
o
o
c
@
D
o
o
>
2
ar
i
rx

o
el
c
o

Fo. 0|0/ S8 0|89 M0l EMstCE, 2SAHS 0SS HFPAAL. Do 0|82
SOl OFRE FEES OITX g&LICH
7.3.4. 4028 = U= ASI|I& AUASA HAHGHII

AZg = U= ABII&2 JIE UASHE MAHHHAS
0o

I &LICH

=
i~
ol
®
rir
re
Ol
x
10
1
JE
>
i

Parani-MSP1000=2 &2l EM & AlZF 25 22| LICH Parani-MSP10002| AlH & &9

282 WS bt 30l 2o HPELILH AISXse 8l el & Al2ts 83E = UAsLIh

Date and Time configuration

Date and Time
Usa NTP | Disable

Date 200%5/28 | tyyyy/mmsdd)
Time 150918 {hh:mm:ss)
Standard time

Daylight saving time

Save to flash ] [ Save & apply ] [ Cancel ]

18 74 W & A2t £F

2 2HXJF UAsLICH HEW Z2-ES, NTP AHE

[
40
o
ot
0g

gm & At 285 £3doh|

AMEodt= AYLICH NTP JIsO0l g4 HEfJF ™, Parani-MSP10000| MHEEE @HOICH NTP
MHZFRH M £ A2t 22 2= = UsUICL NTP MBIt 0.0.0.0 22 £&FEH, Parani-
MSP10002 7|2 NTP AHE AtSELICL 0l &

20, Parani-MSP10002 QlE{4ll} HA AL O
ol

0 =322 €N € Al2ts €80t A

U
i
=
0o
ol
Pl
b2

UAOCIOF ELICH SFEHM -2, NT

=]
O 3%, &l & A2t &=

o
40
=
[5g
o
hics
R
2
10
%
10
e
[
C
0



AMNEXt= £8 AFEX2 /X T2 timezoneldt UTCZ2REHS QEA gts &G0t &LICH
AEXtIt Daylight saving time= O0/&8tCtH, Daylight saving timezone, UTCZFE2 2IEA,
AMELAl, ES LA S0 22 Daylight saving time 2t2d 28 B+5 S FG{0F &LICH

7.5. €8 2l

MEXtE M2 32 CF card, User space = Local machines1t 22 H&E 32H0 IIZ=2
MEg > A0, MEE 48 T2 018N 8 dE¥gtez 22 2 =5 USLIt

Parani-MSP1000= =& Zot &tiel &3 4dtH2 Z=cl)| fIHM= Lacation S&0M Factory
oS =
= =

defaultE & &6t =d 2L}, Parani-MSP10002| =0 IHHlO] Reset ARIXE F=H

oS
gLICH
248 XN&otll, €8 =d2IIE FdH2e=z =dot)| ks UsS &8 H+== HEO
SZGI0O0F SLICH

Encrypt: &% g9 d33t R
=
[m=]

File name: && It 0|

HF 222
Location: && IS EH 2 <Xl Factory defaultE SEIGIH & E0IA 8322 =3
Configuration selection: 242 4&82 &

Encrypt: S22 &3 It 2453 R
File selection : Location0| CF cardlL} User space?! &2 ol

BH=Eols 88 ME ItY 2IAE

Ol =Mdt= Encrypt

sd

nio

fon
e
el

Local : LocationO| Local machine2d Z % Local machinelll J&&E &8 WS F=

e
=
x
03

10
ha
0z
ol
o
2

A WO DN
E_l
ne
o
|
o
o
Ju
(1]
o C
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Configuration management

Configuration export
Location | User space(/usr2) «
Encrypt (Mo«

File name backup.tar.gz|

Configuration import

18 7-5 £& HHoH]

NEE 282 2dHH
1. Sd=2 £33 WY |AXNE AL
2. 2SS €3 |Es LUt
3. Y53 ES AEELIT
4. LocationO| Local machine= Factory default= Ol ZS O MHEH 2|AE BIANA

e
[
2
i
Qﬂ
c
aon

AS3 ES OIS

= —

t= oie ?IX2 €38 1

== -/
5. Location0O| Local machine2 &2 ROIE)| HES 226l ¢35 8= 2UEoe=

ol

Configuration management

Configuration export

Configuration import
Location User spacel/usr2) «

Configuration selection

Metwork canfiguration  { [ Including IP configuration )
System configuration
Bluetooth configuration

Encrypt Mo«

File selection | backup.tar.gz | Local

8 76 48 2227
7.6. Firmware upgrade

Firmware= Al2lg 2Z, A 2£& £&= 9 2IHHOIAZE Sol Zd0IEE %=

= Q& LICH ALt
AOIEQl TH2ZE M0l Xl (http://www.sena.com/support/downloads/)Hl A &t&F X A9 Firmware

2l
=
£ gd01E & = ASLICL
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7.6.1. Manual firmware upgrade

2 Sl FirmwareE Y 1H01E56tHAH
1. ZOIEJ| HES 2ot YdIOIEE Firmware IS S LT
2. Upload HES 26t €01 &LIC
3. SOYO0IED 228 Al | EY D HA AIg0] HZELICH
Firmware upgrade
File Upload
_J&/ 7-7 Firmware upgrade
AMEXIL FirmwareE Z1dI0lE otJ| <ol &3 E£= A2l 22£E2 AIE6tH ™ Telnet/SSH
L= HOlEY d=d01d T2 030| BtEAl Zmodem &% ZZ2EZ22 XIJ0lH0F &LICH Firmware
upgradedt CIC2tE AFEX9 482 OUZ |SXIE L
22 Soll FirmwareE Z 14 0/1E 6lelH
1. Firmware € MU O22S MOIENM OG22 S6t0 AtEXtel PCOHl M A& LICH
2. HOIE OZdIolE ZZ2]#ES ALZ0L0, Telnet/SSH = Alelgd 2L ZEH AHZ
SLICH (M2l 2 ZEE 0128 22 &Yool 2d 2222, Telnet £= SSHE
AMEGHIIE HEEILICL)
3. Gt 20| Firmware upgrade 02 &E{&ILICY.
Wel come to MSP1000 configuration page
Current Tine 8/ 26/ 2007 06: 55: 14 Serial No. . MSP1000- 00001
F/ W Rev. : v1.0.0 MAC Addr. (et h0) 00: 01: 95: AF: BE: 11
| P Mbde (et hO0) Static | P Addr . (et h0) 192. 168. 11. 30

1. Network configuration
2. System admi ni stration
3. Systemstatus & | og

4. CF card configuration
5. Monitoring

6. Save changes

7. Exit without saving

8. Exit and apply changes
9. Exit and reboot

<ESC> Back, <ENTER> Refresh

1. Device nane: MSP1000
2. User managemnent
3. Security
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4. Date and Tine
5. Configuration managenent
6. Firmnare upgrade
<ESC> Back, <ENTER> Refresh
--> 6
wai ting to receive. **B0100000023be50

4. X&0 T2t Zmodem Z2EZ22 AE0l0 Firmware IH
5. A0S 22 & H AIAEZS HREESHH BE AtES
6. Firmware upgradeJt &IHGIH Parani-MSP10002 0Olle! Ol Al

H&E 2| FirmwareES S Xl LILCH

~
i
FF
>
ol
Kl
rar
=

Wel come to MSP1000 confi guration page

Current Time : 8/26/2007 06:55: 14 Serial No. : MSP1000- 00001

F/' W Rev. : v1.0.0 MAC Addr. (et hQO) : 00:01: 95: AF: BE: 11

I P Mbde (eth0) : Static | P Addr. (ethO) : 192.168.11.30

1. Network configuration
2. System admi ni stration
3. Systemstatus & | og
4. CF card configuration
5. Monitoring
6. Save changes
7. Exit without saving
8. Exit and apply changes
9. Exit and reboot
<ESC> Back, <ENTER> Refresh

1. Device nanme: MSP1000
2. User managenent
3. Security
4. Date and Tine
5. Configuration managenent
6. Firmnare upgrade
<ESC> Back, <ENTER> Refresh
--> 6
waiting to receive.**B0100000023be50

7.6.2. Automatic firmware upgrade

Parani-MSP10002 =€ & [ Firmware ¥ &3 Yd0IEdtHU
gz ot XNy HH2 Adicte JIs I3 LICH 0] JIs2 AS5te ™ ArEXt= G
Itel0IeE & &l ok &LIC

ol
=
0
=
S
o
ol
rr
_F_I

oo ne
o

10

A

e Automatic firmware and configuration upgrade at boot time
As Sd0IE JIssS MEEXN HEE ZFELICH
e Protocol
gdolEe I AASAER S4I6HI| ?loil Parani-MSP10000l H{® Z2Z2EZES At

ANE ZE&LIth

ol
o
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e |P address of remote server
Parani-MSP10000| o+ I}, Firmware O|0IAl IIY & A& M2 SI| <ol E=H6H0E
ol 3 SAEQ IP =AE AFHELICHL

e Hash file name

AIOHOIEE Firmware OID|IAl I A& MYsS HAlot= a4l WL 0152 & HEHLILCH
Parani-MSP10002 ol L0 JISE HAEZ2 Firmware H&E I Hl ot 01 E0t
LQSEHX O XIE ZHELICH dlisl OHEe A2 sl 25U

@ Firmware €1d0|E : <TYPE>, <NAME>, <VERSION>
<TYPE>-1
<NAME> - Firmware 0|0l Xl 0I&
<VERSION> - Firmware B &
@ &3 I AIYO0IE : <TYPE>, <NAME>, <OPTION>, <VERSION>
<TYPE> -2
<NAME>- && It 0|8
<OPTION> - [E][N]

E: &d33steE 48 Ity
N: 2dSstEX @22 48 0d
@ A2X ItY JZE : <TYPE>, <NAME>, <OPTION>, <PATH>
<TYPE>-3

<NAME>- €2 & o
<OPTION> - [F][X][Z]

F: &2 o0l A= 22 S AT
X: g2 mtes N&Es 220 2= 2|
Z: HY2CE Otg s X&e 20 20|

@ AL2X HY A : <TYPE>, <COMMAND>

<TYPE> -4
<COMMAND> - &lgigh HH

ts

ro

ol

il LSl OIE Z20isLICH

1, msp1000.ing, v1.0.0

2, conf.enc, E, v1.0.0
3,userfile.tar.gz, FXZ,/mt/ram
4, nkdir /mt/ram testdir
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Firmware upgrade

Manual firmware upgrade

Automatic firmware upgrade
Automatic firmware and configuration upgrade at hoot time | Disable

Protocal
IP address Uf];emute server

Hash file name

Save to flash ] [ Save & apply ] [Cancel

—J&/ 7-8 Automatic firmware upgrade

Change password

User name
Current passward
MNew password

Confirm passward

78 79 WAFE HY
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£ XIZoloF &LICH

Parani-MSP10000ilA B2l 223 MHAKXESE

60

=] @]
= =

&

O

—

8. AAE &Hf ¥ =1
8.1. AIAES &MEH
Parani-MSP1000= AlAE! AEHE HEAIELICH 0 StH2 AIAEH 222 S8z A& LU
AMAE AEH OO0IH=E X 018, Alelg B, g0 HE 2 HERD 88352 2L
System status
System information
Device name MSP1000
Serial Mo. MSP1000-070800145
F/W Revy. v1.0.0
MAC address (eth0) 00:01:95:4F BE:11
MaC address (ethi1) 00:01:95:4F BE: 12
Current time 8/28/2007 15:24:00
System logging enable
CF card model TRANSCEMD TS2GCF120
IP information
IP mode Static IP
IP address 192.168.11.30
Subnetmask 255.255.0.0
Gateway 192.168.1.1
Primary DNS 168.126.63.1
Secondary DNS 168.126.63.2
1%/ 8-1 /(/AE-II /\/'E//
8.2. AlIA”I 22
Parani-MSP1000= AlAE &EfZEH OtLlet AIAE 22 JIisk MNSELILL AMEXE Parani-
MSP10000| AlAEN 22 JlsS AIEE XNE £38g == UL, A 29 HH )| 221
AE XSS 282 = USLILL
e System logging
ANAE 22 Jlss MEE X HEE ZEELICH
e System log storage location
AMAE 270&= Parani-MSP10002) LIS OI22l, CF =X 0l 28! ATA/IDE fixed disk cardLt &
Z SYSLOG AHS0H MEE = JUSUCH AIAE 21 OI0IHE WS D220 HEE &
£, 27 U0lH= Parani-MSP1000= ZCHt HY XNKAELICH AMAE 27 OOIHE A=
SZEotdH H&E fIXIE ATA/IDE fixed disk card £= SYSLOG MHZ XI&oiOF & LICt.
e SYSLOG server name & log facility
Parani-MSP10002 & ZH0A HIOIEHE JIEE == U= SYSLOG MHIAE AIEE = UEE
NIt @23 SYSLOG MHIAE AtEotedi®, SYSLOG AMH2 IP =242 AtEE Facility

SYSLOG MH = Remote reception



allowed2 & &™EI0{OF &LICH Parani-MSP10001t SYSLOG AlHH AROIOI &5t 0] UCHH
UDP Ii2l0| &5HE 24 2 = UEE 6t A0l A0 OF LI

Parani-MSP10002 | ocal 100 Al | ocal 177t X2 SYSLOG facilityE RIR&LICH AEXt=
SYSLOG AMNHOIA Parani-MSP10002 HIAIXISES =clotdd MEoI| <ot 0 &
FacilitySS Mg = UASLICH

Reduce system log (Time to reduce the log data ) to (system log size)

AMAE 200 AFE2E= WR HZ22= e AJ 2o AIA"E 208 JEst FII2
EHAM ME L0l AL AHAXNe= AE LXoHOF &LICEH Parani-MSP1000E& AlAE 272t
ZE ZJE ?loil 16Mbyte2l HZclE JHXLD USLICH WR HZ2eldt IS X AAE
0= O 014 JIEE = QlsLIth

# 8-1 The time to Reduce logged data

Every month | First day of every month 00:00:00 AM

Every week | Every Sunday 00:00:00 AM

Every day Every day 00:00:00 AM

Every hour Every hour 0 minute 0 second exactly

System logging configuration

Sytem logging [Enahle

Sytem |log storage location EMemDry |

SYSLOG server name

SYSLOG facility

Reduce the system log file size :_E.\f'er’y_mo_ljt'ﬁ ¥ to ED | KByta.

Display system log

[hug 28 16:28:32 WSP1000 localO.into cm[12811: /bin/ipconf configurations are A
|changed.

(hug 28 16:25:61 MSP1000 daemon. info dhopd: DHCPREQUEST for 10.0.0.99 from
|00:09:dd:50:02:00 (hustler) via panO

hug 28 16:28:51 MSP1000 daemon, |nfu dhcpd DHCRACK on 10.0.0.99 to
00:09:dd:50:02:00 (hustler) via pa

{hug 28 16:28:51 MSP1000 auth. info sshd[lEQl] hecepted password for root from
|192.168.11.150 port 4224 gsh2

|hug 28 16:28:51 M5P1000 auth. info sshd[1291]: subswstem request for sftp

|dug 28 16:28:51 MSP1000 auth.err sshd[1291]: error: subsystem: cannot

istat fusr/libexec/sftp—server: Ho such file or directory

|hug 28 16:28:51 MSP1000 auth, info sshd[1291]: subsystem request for sftp
|failed, subsystem not found

|hug 28 16:31:21 MEP1000 daemon. info dhepd: DHCPREWUEST for 10.0.0.599 from
|00:09:dd:50:02:00 (hust ler) via pan0 v

Savetoflash | [ Save & apply | [Cancel]

g 82 AAE 22 &£F

61



9. Al2"I S
9.1. UES A CHHIOIA (Network interfaces)

HERZR AIHHOIA SH= Parani-MSP10002| local loop back interface®! lo & Jl2 UWIER3A
OIE{HIOl A Q! ethO2t eth1l UWIERT CIHHIOIA AR HEE HEAIELICH

Network interfaces statistics

Interface lo ethD ethl

Receive Bytes Q8774 3680903 a
Packets 3406 37254 o
Errors ] i i
Crop a
FIFO ] u] u]
Frame ] i i
Compressed ] o o
Multicast 0 a a

Transmit Bytes Q8774 881231 2844358
Packets 3406 7422 33348
Errors ] i i
Drop o
FIFC ] u] u]
Frame ] i i
Compressed ] u] u]
Multicast 0 a a

JEg 91 WERF QHHOIL SH

9.2.IP

IP SH B2 IP Z2EZS AMEots IH2U/HZ0 2et e E2E MSELICH 2 LetllH
C

=}
of cHet 82 & 882 Usl s

Forwarding :

IP forwardingOl Enable 4FEHQIX Disable &EHOIX O 2.
DefaultTTL :

J|2 TTL(Time To Live).
InReceives :

4= OoIHIO ==,
InHdrErrors :

oltt 2FJt Ut =41 GIOIHO&E2 ==
InAddrErrors :

=2 2FIF UOHD =4 GIOIHOEL ==
ForwDatagrams :

Fowarding= OIOIEH &2 ==
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InUnknownProtos :

QIAIGEIXl 210 = XK 22 Z2EZ01J] HE0 PAZAXNCE S=H2 2 AE [
Ol Q&9 =,

InDiscard :
IZ2EZ &9 & ZHMe ZADK LUAXC 2AE(WE =0, HIH 32t 259 JQl) &

S IP OIOIEHOe =,
InDelivers :
MEE =4 ool =
OutRequests :
HMEOIEE QAEE = U0 =, Forwarding & GIOIE Q&2 == H2E.
OutDiscards :
FAE £4 HOIHOAMS ==,
OutNoRoutes :
Destination IP =40 &8&06t)| ?I8 B2JF EALKX &2 OOEHIOZES <. 0l& OI0IE1
g2 HII ™M= LICH
ReasmTimeout :
giolded L5t &8 F, LIHX HIOIHO# S0l S &olOfot= ol & Al2t, &2IF ot
AZHO =6HX 22 E2, UoIeHd=2 HIl H=2E.
ReasmReqds :

a0l 2

ol

FOOIE O =

r

ReasmOKs :

S3HCZ A= oIl =

ReasmFails :
M= £~ Q= HOoIH &2 =
FragOKs :

HEHLZ Fragmentation & OO/ &2 ==,
FragFails :

Fragmentation & Ii8t CIOIEH &2 ==
FragCreates :

M E Fragment =
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IP statistics

Forwarding 1
DefaultTTL 64
InReceives 27789
InHdrErrars 0
InaddrErrars a
ForwDatagrams 2094
InUnknownProtos a
InDiscard a
InDelivers 8010
OutRequests 56801
OutDiscards a
OutMoRoutes o
ReasmTimeout a
ReasmReqds u]
ReasmOks 1]
ReasmFails a
FragOks u]
FragFails o
FragCreates a

BE]

9.3. ICMP

ICMP SH 2tHE ICMP Z2EZE At
A

ctOlEOl CHet 82 & €82 Ush &

InMsgs, OutMsgs :

=4 = 8SE HAIX =,
InErrors, OutErrors :

A
S E= MBE 2B £,

InDestUnreachs, OutDestUnreachs :

9-21IP &H

=4 = dESEH SHXU Lotk 28 HAIXIS ==

InTimeExcds, OutTimeExcds :

Time-To-Live(TTL)E =1tot= =4l E£=

InParmProbs, OutParmProbs :

=4 = dESE UHAIX S Det0IE ol
InSrcQuenchs, OutSrcQuenchs :

=46 = 8EE AA Quench BIAIXIS
InRedirects, OutRedirects :

4 L= MEZ = Redirection HIAIXIS
InEchos, OutEchos :

S48l L= =46E Echo A2

4

InEchoReps, OutEchoReps :

SH L= 24 E Echo S22 %

InTimestamps, OutTimestamps :

HEE HAIXS ==

QFIOb st HAIKS 2.

A
T .

A
T .
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24 L= MEE Time-stamp 2| =,
m

estampReps, OutTimestampReps :

24 L= MEE Time-stamp S€2 .
InAddrMasks, OutAddrMasks :

InAddrMaskReps, OutAddrMaskReps :

=4 = dESEH =4 0lAT SE2 .

ICMP statistics

InMsgs

InErrors
InDestUnreachs
InTimeExcds
InParmProbs
InSrcQuenchs
InRedirects
InEchos
InEchoReps
InTimestamps
InTimestampReps
InAddrivasks
InAaddriMaskReps
OutMsgs
QutErrars
OutDestUnreachs
OutTimeExcds
OutParmProbs
QutSrcQuenchs
CutRedirects
OutEchos
OutEchaReps
OutTimestamps
QutTimestampReps
OutaddriMasks
OutaddrMaskReps

Y e e Y e e Y e e O N Y O Y e e Y e e Y e e e

&g 9-3ICMP &7

9.4. TCP
OOl CHet Ho & 42 sy &
RtoAlgorithm :

M& =9l Retransmission Time-out (RTO) & 12|&. MES el

JHE.

i
Mo
o
i)
10

0 : CONSTANT - Constant Time-out
1: RSRE - MIL-STD-1778 Appendix B
2: VANJ - Van Jacobson’s Algorithm
3: OTHER - Other

RtoMin :

Z A& RTO gt (ms).
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RtoMax :

Z|I RTO gt (ms).
MaxConn :

Z|I RTO gt (ms).
ActiveOpens :

ss&Q HAL £ 55

PassiveOpens :

A
SSHol o

— = —

A A=
. T O
AttemptFails :

AlIis A& A0l CHE

EstabResets :

WENOZ syE g1zo

— =

CurrEstab :
A gdgE oAF =,
InSegs :

=48 Segment ==,

OutSegs :

MEE Segment ==, MHAEEE Segment= E&E X

RetransSegs :

MESE HMOAHE =,
InErrs :

=HE HHO .
OutRsts :

Reset Zci It & A& T O

TCP statistics

Rtoalgorithm
RtaMin
RtaMayx
MaxConn
ActiveQpens
Passivelpens
AttemptFails
EstabResets
CurrEstab
InSegs
OutSegs
RetransSegs
InErrs
QutRsts

N ==

o

b

1
200
120000

62

4204067295

u]

35

u]

26

a
1031
1299
7

o

u]

g 9-4TCP &
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9.5. UDP

UDP S =tH2 UDP ZZ2EZS AtSote WI/AZ0 28 S
OlEf0l tHet Eo & 2382 Usu &sUth

InDatagrams :
F4IE OO ==
NoPorts :
XN&E ZEDJ RS6HX &L0F HII ME& =4 QOIHI# =
InErrors :
FHE 2% OOIHO#MS ==,
OutDatagrams :

HdEE OOoIeHO8s2 ==

UDP statistics

InDatagrams 3685
MNoPorts 4
InErrors u]
OutDatagrams 3554

&g 9-5UDP &7
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10. CLI C2HHA

10.1. A&
Parani-MSP10002/ Root AZ2X= A2 22 L= Telnet/SSH 32 2= Sl Parani-
MSP10002] Linux & HWMEcel AHBHOIA(CL)Y & & == USLICH ASE AISke
CLIOIA =ZF Linux 282 Sol0 Parani-MSP1000 AEHE ZAlotL], 882 HE&GtD HE
tatE HEZotd, MEXN 2 AJEEE AddoH | SAESQ Parani-MSP1000 AHO| Ol
ogs =10 g2 =5 USLICH
Parani-MSP10002 LIS ZSdAl HIZ2I0A H12/E = USE Jusr20l 2048 KBS AtS A S2H2
MEELICH A B2H0IA, AFZEAtE AHAIOl MIE S shell scriptE Alde &= UCH, A EX 2
0 LA HYst T2 )ME AHE =T AUSLICH
Root AFE2Xt= Al2lZ 2E0ILE Telnet/SSH &3 Z2£2 Soll AHEX CLIN E2E = UASL
CF.
10.2. EHAl OI22] 4
Parani-MSP1000 W& ciAl= Oteiel =2 201 R-ELICH ArEX= [usr20 O0OF2ESO
A= Mdbl ockddl MHREHN E=5e = JUSLICH MEX= &8t Jete, fvar & /templl U=
oo 828 = AsUG. RAM OAEN Ues 0lde o 82ote A2 MHREEH FR0le=
Parani-MSP10000l OtR& Faks =X L SLICH
=25 =8 DI2E XA 37| (KB)

MtdblockO Bootloader None 384

Mtdblock1 Linux Kernel None 2048

Mtdblock2 & CIAE 0|DIXI(16MB) letc, Ivar, Itmp 256

Mtdblock3 | Cramfs (210 &) / 11648

Mtdblock4 | JFFS2 (8121/A0]) lusr2 2048

= 16348
Z9|: CLIHIAM mount £= dd @EOHE AMS0HH 222 nt dbl ock 0l & 236X O AIL.

Parani-MSP10000| & So6tAl €S =& USLICH
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10.3.

Alelg 2&:

1) PCol Al2ly =

2) PCE HOIE Olsdiold ZT2ds AdELI
3) PCY Alclg ZEE S &0 €& &LICH 9600-8-N-1 No flow control

4) <enter>2 S=ESLIC.

5) Parani-MSP1000 root HIE 22 Z1QI&LIC.
Telnet/SSH 2&

1) telnet

Par ani - M5SP1000_i p_addr ess or

2) ssh root @ Par ani - MSP1000_i p_addr ess

10.4. ArE X+ Script & &83}D]

Shell script /usr2/rc.user= Parani-MSP10000] =&

MEXs MEX QO scriptes A8 Tz )ss AS#GH)| fIol rc.user It
USLILCH

#! / bi n/ bash

#

# rc.user Sanpl e script file for running user prograns at boot tine
#

#PATH=/ bi n: / usr/ bi n: / sbi n: /usr/sbin
# Add shell command to execute from here

echo ‘This is the wel cone nessage defined by users’exit O

10.5. File &8&

| H
Hu
|J
o
nlo
>
010
o

= U1, Oold

Jusr2 CIAER st £ QU

root @92.168. 0. 117: ~# cd /us
root @92. 168. 0. 117: / usr 2# ft
Connected to 192. 168. 2. 3.
220 | xt 0o. senal ab. co. kr FTP server (Version wu-2.6.1-16)
Nane (192.168.2.3:ro0t): sena

331 Password required for sena.

Passwor d:

230 User sena | ogged in.

Renote systemtype is UN X

Usi ng binary node to transfer files.

ftp> get test.tgz

local: test.tgz renpte: test.tgz

200 PORT command successful .

150 Openi ng BI NARY node data connection for test.tgz (350 bytes).
226 Transfer conplete

350 bytes received in 0.04 secs (9.6 kB/s)

ftp> bye

m
Erﬁ
gﬂ

r
p 192.168.2.3

ready.
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LS AFZ2X=E scp Sct0IHE T2 E 0186t SSeteE HHZ HMGHH MIEE SAE
USLICH ALE XSl PCOIAM Parani-MSP1000(192.168.0.120)01 A= S8 WY= SAtetD &
0= S &2 Y= AEX PCOIN AAMAIA =2 ELICHL

[ root @ocal host work]# scp root @92. 168. 0. 120: /usr2/rc. user /work

The authenticity of host '192.168.0.120 (192.168.0.120)"' can't be established.
RSA key fingerprint is cl:70:ab: 52: 48: ab: e5: dc: 47: 9c: 94: ed: 99: 6f : 94: 4f .

Are you sure you want to continue connecting (yes/no)? yes

War ni ng: Permanent|ly added ' 192. 168. 0. 120'
root @92. 168. 0. 120' s passwor d:
rc.user

[ root @ocal host wor k] #

70

(RSA) to the list of known hosts.

100%'*****************************| 173 0000



11. 218
11.1. FCC

11.1.1. FCC Compliance Statement
This device complies with part 15 of the FCC Rules. Operation is subject to the following two
conditions:

(1) This device may not cause harmful interference, and

(2) This device must accept any interference received,
Including interference that may cause undesired operation

11.1.2. RF Exposure Statement

The equipment complies with FCC RF radiation exposure limits set forth for an uncontrolled
environment. This device and its antenna must not be co-located or operation in conjunction with any
other antenna or transmitter.

11.1.3. Do not

Any changes or modifications to the equipment not expressly approved by the party responsible for
compliance could void user’s authority to operate the equipment.

11.2. CE

11.2.1. EC-R&TTE Directive

Directive 1999/5/EC.
11.3. MIC

11.4. Telec
Construction Design Certification No. 006NYC0070
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12. RF &8

12.1. Radio Frequency Range
2.402~2.480GHz

12.2. Frequency Channel =
79 channels

12.3. Transmission Method

FHSS(Frequency Hopping Spread Spectrum)
12.4. Modulation Method
GFSK(Gaussian-filtered Frequency Shift Keying)
12.5. 2& Power

+18dBm

12.6. Receiving Sensitivity
-88dBm

12.7. Power Supply

DCs5V
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£ = A. Connections

Al B T HE

Parani-MSP1000 DB9 HYEH2 B Higz

230 O 1% JIs0l AsLICH

EA-10 2

12 3

45

O000O0O
[eleNeXe]

6 7

8 9

12

18 A-1DB-9 FHYEC & Hix/

N

Pin

RS232

(console and
serial ports)

DCD

Rx

TX

DTR

GND

DSR

RTS

CTS

Ol N[O~ |WIN]|F

A2 0lCY! 248

HelloDevice

18 A2 Z2A2H 0IHY FI0I2E AE

73

F

[Oh

s

Al 2= 2 A2l ZE DB-9 7494 # K&

Remote Host

xE o1



HelloDevice

Hub

=22 0/

=5t

[l
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H
&
fol

IE 5= U330 22 30K g9l - & 28 ZE(Well Known Port), SS5& I E(registered
port), SZ&(Dynamic) F= AlE ZE(private port)E& L= %= USLICH & LdHE ZEE=
0~1023H Al OI0H, 0101 SE]E ZE= 10242H 491510tK12 ZEALICL. & L A4
LZE= 491522 F 655357HK12] EZELIC
& A& EZEE= IANAJE KIEE A2 M, HREES AMAEUHAE AIAE ZZ2MAL SE0
GO AMEXDF A ast T2 M0 2oiMEt A EE &= JUSLICH EZ B-12 & il LE Bs
=9 d2E 2UHSLICH KAE LHE2 IANA BA0IEE 2 E6HAID] HHELIC
http://www.iana.org/assignments/port-numbers
H B-1 & &38 XE B35
Port number Protocol TCP/UDP

21 FTP (File Transfer Protocol) TCP

22 SSH (Secure Shell) TCP

23 Telnet TCP

25 SMTP (Simple Mail Transfer Protocol) TCP

37 Time TCP, UDP

39 RLP (Resource Location Protocol) UbP

49 TACACS, TACACS+ UDP

53 DNS ubP

67 BOOTP server UbDP

68 BOOTP client UDP

69 TFTP ubP

70 Gopher TCP

79 Finger TCP

80 HTTP TCP

110 POP3 TCP

119 NNTP (Network News Transfer Protocol) TCP

161/162 SNMP ubP
443 HTTPS TCP
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£5 C. Python

Parani-MSP10002 Python 1t 2M2| A%t Hl22l

s #8g = UAsUIL

C.1. Python &!&H

Python 2 TS It 2822 Adg = UASLICH

C.1.1 UiatAal eIHEZeIH

[ root @/SP1000 usr 2] # python

Python 2.5 (r25:51908, Mar 14 2007, 11:33:06)
[GCC 4.0.0 (DENX ELDK 4.0 4.0.0)] on linux2

Type "hel p", "copyright", "credits" or "license"
>>> g = 1

>>> p = 2

>>c=a+b

>>> C

3

>>>

C.1.2 AOJEE &A™

AJEHEE A6 RIhM RH=E Ad HES IOt

[ root @Q/BP1000 usr2]# cat cal.py
#!1/ bi n/ pyt hon

+ b
"a +b=%" %c

TN

>

T O oo
=
i | |

[ root @Q/BP1000 usr2]# ./cal.py
a+b=3
[ root @Q/BP1000 usr 2] #

C.2. clolEdel /1 2= FIt

cC

TE 22EA FTPE ASE £ USUCH

[ root @/SP1000 usr2]# scp 192.168. 7. 8:/home/ array. so

for nore information.

v

AEXt= Python 2t0lE2{2It RES “usr2” Ol Y2 =00 =IOt

War ni ng: Pernmanently added '192.168.7.8' (RSA) to the list of known hosts.

root @92. 168. 7. 8' s passwor d:
array. so 100%
[ root @/SP1000 usr 2] #
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ZAl JIcke] =AA. .

|
ot 29 O & MEP1000-0
array.so [ 14711

= array so A

nig EEE A

Mol
[] [ MsPiooo-i {TBlustooth
[ [ msPioo0-o E¥Blustanth T
[ MSP1000-0 E¥Blustooth
[ [ 00:01:95:07:F0:75 E¥Blustooth =
l<_| A nnndorn. o WO e ol ‘ i _

C.3 22 Al AFEX Python A3EHE A&6}HD]

Shell script /usr2/rc.user = Parani-MSP10000| RE%H XsCZ S&ELHN A#ELICHL

AEXHE rcuuser Y S MO Z A Python AEEE SEAl Ads & USLICH

r

C.3.1 OlXl : EFFA EXIE Mol W &S

e ASOYHE MY X4 (btsender.py)
#1/ bi n/ pyt hon

i mport bl uet oot h
i mport |ightblue
i mport sel ect
fromtime import *
i mport threading

scan_interval = 90

send_i nterval = 300

file_path = "/usr2/advertising.jpg"

# Avail abl e cl ass

# M scel | aneous, Conputer, Phone, LAN Network Access point, Audio/Video,

Peri pheral, |naging
# Usage : available_class = ["class_name", ...]
# exanple : available_class = ["Conputer"]
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® Jusr2 0 g2

® Jusr2/rc.user =&




£ = D. Control Commands

2525 TCP LEE S0ollA Parani-MSP10002| ZJtXl JIsE€ HUHE

g33UE B2 +0KE, 2 E 32 -ERRE SE2Z ZsLILL

File Edit Setup Control Window Helf

IPASE <pasawords
S TAT

_1&/ D-1 Control Command

D.1. M0 ZE2 HH

<OPT>: &=+ &4, [OPT]: &8 sd

INE=3=+ USER <username>

24 83 | AMELR 0I5 LEELICH

USER admin

+OK Password required

MEY | PASS <password>

24 3 | H2HSE YHELIL

PASS 1234

+OK User authenticated
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STAT

Parani-MSP10002] EFFA A9l AEHHE 20WHSLICH

< ° idx|bdaddr|tx-byte|rx-byte|tx-error|rx-error
STAT
ol 0/00:01:95:00:00:D2|131570|2358030|0
+OK
A2H | SCAN [IAC]
o o Parani-MSP10002| =H0A ZM=E =FFA X2 S=5= 20 sLICH
IACE Xl &olH &2 IACE It =254 XIS ZMoH 2HSLIC
SCAN
00:01:95:07:08:51|PSD200v1.1.0-070851
Oll 00:02:72:CE:A4:2A|ubuntu-0
00:01:95:08:24:CF|MSP1000-1
+OK
INE= )= LIST
S M Parani-MSP10000i &= =F54 X2 =52 20HSLICHL
o o Link_qualitye 2#%2 Z20, rssi = 00/ =&LICt Link_quality?t 200 0I5t2
ZHXNHE S& 501 MotE = UsLICH
idx|dev_id|bdaddr|name]link_quality|rssi
LIST
Ol 0]0]00:01:95:07:3C:E7|PSD100v1.1.1-073CE7|255|22
+OK
AEY | DISC <idx>
J— SN E5E =SFSFA XSS dZs ZHE SSEULL <idx>= LIST SE9
T RE S0 oA oLt
LIST
0]0]00:01:95:07:3C:E7|PSD100v1.1.1-073CE7|255|22
+OK
Oll DISC O
+OK
LIST
+OK
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0R)

LOG [line]

M
=

02 | ¥

0

ANAE 208 20HSLICH ctels X

229 218 line® 23 20
= o

0z
Ol

=
E=]

LICH

LOG 1
Apr 11 01:42:13 MSP1000 local0.info web[507]: Authentication for 'root' passed.
+0OK

VER

Parani-MSP10002| AZEQH HAES 20 SLIC

VER
+OKv1.2.0

HELP

ol

AsE = U

ot
rr
02
0%
=
i
0
1n
H

sl

Ol

HELP

USER <username>
PASS <password>
STAT

SCAN Jiac]

LIST

DISC <idx>

LOG [line]

VER

REBOOT

QUIT

HELP

+OK

REBOOT

Parani-MSP1000= MSg & LICt (roott JtsS)

REBOOT
+OK Reboot

QuUIT

HOEE AMES 0K S&S S L

QUIT
+OK

Disconnected
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