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1.3 HZ M

VTS400 VTS800 VTS1600 VTS3200 VTS4800
Aleled 4-ILE 8-LE 16-ZE P-EE 48-LE
B H Ol & RJ45 HUWE D} Y= RS232
Alelg2 £ 1200bps ~ 230Kbps
S8 HOo:
none, SIEYO RTS/CTS, AZEY N Xon/Xoff
JS:
RS232 Rx, Tx, RTS, CTS, DTR, DSR, DCD, GND
26! HO: DTR/DSR & RTS/CTS
HER3A RJ45 Ethernet HUNEE A =&t 10/100 Base Ethernet
SIE oI 1Y ¥ RS IP FA X
o2E= ARP, 1P/ICMP, TCP, telnet, SSH v1 & v2,
DNS, Dynamic DNS, HTTP, HTTPS,
Authentication, SMTP,DHCP client, NTP, PPPoOE,
SNMP v1 & v2 (MIB I1), RIP, Static routing
PC 3t& CtS PC 2t XI¥:
=l VES ATA/IDE fixed disc card / PSTN/COMA 2 & 3=
LAN JIE/ 802.11b 2& LAN II=
IE Jls Host mode
Z& MY, BEOlY AH, &8 28 &%, M3 dx HOlY MY
IE HHY ¥ 2Y:
RAM ClA3 = ATA BI22| IIE E£= NFS A &= syslog A H
Ul 0 HAXIOH OE email E= SNWP trap SAl
Lot MNEX ID L &S
2ot HOlg CIHHIOIA: 2 310t = SSH
ZEO CHE AFEX 8 22l L ARSI 8% 2|
RADIUS, TACACSt+, LDAP, Kerberos Authentication
P =4 ZEHY
Clustering NAT-D18t0l S 20|10 Secure Clustering XI&
ZICH 544012 HHIE SAl0 22| JIs
2| A2l 2& ZLE, telnet, &, HelloDevice Manager
AAE 22
ANAE 208 NS2Z email /SNWP B E
RAM ClA3 = ATA K22l IIE E£= NFS M E£= syslog AH
AAE AEN
Crast AIAE MBI ZAl Jls
HAO
telnet, Alcl 2& = 8 OHHOIAE S8 U222 Jis JIs
s 8d S& 2% 1 0~50%
B2 25 1 20 ~ 66 °C
& & : 90% Non-condensing
HE 5vVDC 110 ~ 240VAC 110 ~ 240VAC
Dual power
(Option)
37| 245 x 153 x 30 432 x 193 x 44.5 443 x 253 x 44
LxWixH(mm) 19 OIX| 40 EfXH Jts
231 (ko) 1.5 2.8 gégéf;”g'e
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[ 3.1(Dual Power)

5 Mic
FEEPIE E

U2 VTS A

MCc =2

LAN E£&= JIEb WERIANA MAC(Media Access Control) A= AFHLY NRSH StEAA
HSE LIEF-YLICH. (Ethernet LAN & 0IlA Ol= Ethernet =A%t SYEHLICH.)

MAC Z=A= 6Xt2l 0UI(Organization Unique Identifier) H1S 2 6Xtel GIER0 AlYE Bs=2
24E D% 12Xel St/ HSALICH VIS MAC =A== 00-01-95-xx-xx-xxO0l0H, 2&
BEAO HIEEHN 2teol 20 USLICH

ECI0/AE/AHH

ScHOIHE/MHE SIS FFEH Z2IE, = AMHIAS

LN SEotH 0l Mcilots A Z=218 AL0IS] 2AHE LELICH

MHE oLl = 0 ZRE &2 U8 TIRHE ZZ2080 AMHIAE MMSotse S&
T2OHALICH. ScH0IHE= SeH0IUE/MY 2HH0 Uy=s F Z208 =
HE =0, & EcM ASAks Atddd & HIOIXIS MHO ot 2c20IHE 2

Aq= WYL Ed2M NMde IAHEAS 2ZAUWAH et HIML IS &1 BHetolse
SclOIHEYLIT. RFES Mclotl] HIML I




H -1, S0l E

ISP Internet Service Provider

PC Personal Computer

NIC Network Interface Card

MAC Media Access Control

LAN Local Area Network

utp Unshielded Twisted Pair

ADSL Asymmetric Digital Subscriber Line
ARP Address Resolution Protocol

IP Internet Protocol

ICMP Internet Control Message Protocol
uop User Datagram Protocol

TCP Transmission Control Protocol

DHCP Dynamic Host Configuration Protocol
SMTP Simple Mail Transfer Protocol

FTP File Transfer Protocol

PPP Point-To-Point Protocol

PPPoE Point-To-Point Protocol over Ethernet
HTTP HyperText Transfer Protocol

DNS Domain Name Service

DDNS Dynamic Domain Name Service

SNMP Simple Network Management Protocol
RADIUS Remote Access for Dial-In User Service
SSH Secure Shel |

NTP Network Time Protocol

UART Universal Asynchronous Receiver/Transmitter
Bps Bits per second (baud rate)

DCE Data Communications Equipment

DTE Data Terminal Equipment

CTS Clear to Send

DSR Data Set Ready

DTR Data Terminal Ready

RTS Request To Send

DCD Data Carrier Detect
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2. AZESH|

= ZUME VISE HS SX5tD SFots Lo Hot0! AHELIC
- 2.1 WE HANNE TS WX L LED HAl S2 SESUC
- 2.2 61E90) AZEIMME VTS| FR, WIEYT L BX A WHS LYBLIC

- 2.8 AAE Z2Z0) &Fol= NAE 2£ L= telnet £ & HIwE AFSotH V1SS
ZS LE0 Z&0ts YEsS 2FELUL.

— =

AZoted® sl EXS0l 2RELIC.

(1
- A0IE IIE(MWIIXO Z&E)
- UWIEK3 EHOIA 3= (0I5 NIC)IH A= BtLtel PC £ GHLES| RS232 Al2l2 ZE

2.1 IHE X

2.1.1 VTS3200 IHE HHXI

VTS32002 18 2-1(0, AIAE, Ethernet & Al2l€ ZE)NASL 201 AEH HEAIZ €8 LED

HAIS0l 34 ASLICH. 2E0 A= MS 3M HAS2 &8F, &EHI, PC Card AHHOIAS

LIEFEHLICH. CHE 30H2l HAISE Ethernet 100Mbps, &3, &0 CHE: AEHE LIEFHLICEH.

HASE Al2lg ZEQ AE, 241 & &4l AEE LEIELICH. B 2-12 2 LED EAIS2
=5

Jls2 &YaUt. g 22 R4S HHYH, Ethernet EE, VIS3200 2% X okl
21 =

VTS3200 Settmmitore =

L

g 2-1. VIS32008] IS i i/
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H 2-1. VIS32008] LED AIAl &Z

TAS =
AAE Power R0l B25= 839 S ELICH
Ready ANAE =0 EHIHeE 22 88 LU
PC Card PC Card &XIJ} &&= E2 &S EUC
Ethernet 100Mbps 100Base-TX HAL= ¥R B8 UU
LINK Ethernet WER AN &= 22 S ELIT
Act Ethernet TEE &6 W30l ENHLD Lt 22 ZYHELIC
Al2lg ZE | InUse ANelg ZEI AHE el 3= s gUt
(ZE HHAO0I Jts A} £ ZE ¥ IS0 A2 =0 F2)
Rx/Tx Alelgd ZTEE Edll S22 UJl= CiolEe &80 /A= M,
2 HELICE.

2.1.2VTS1600 IHE HHX

VTS16002] &S IHE 2 VTS32002 M THE W HO sAFELICH. ©Xl, VIS16002 16912 Alcl€
ZE HAISES JHALD = BHH VIS3200= 32002l Alclg ZE HASES JtALD /USLILCH.
AtMlet B2 2.71.1. VIS53200 HE HI/S E AL

2.1.3VTS800 W< HHXI

VTS8002l & & IHE 2 VIS32002] &S IHE WM HEel |ALELICH SHAI, VIS8002 8IH2 Alelg
ZE HAISES JHAL A= BHH VIS3200= 32002l Alclg ZEE HASES IJtALD USLILCH.

Athlet B2 2.7.1. VIS53200 HE HIIE E G AL.

2.1.4VTS400 W< HHXI

VTS4002] & IHE 2 VIS32002] &S IHE M HEl |ALELICH SHAI, VIS4002 4002 Alelg
ZE HAISES JHAL A= BHH VIS3200= 32002l AlclE ZE HASES IJtALD /USLILC.

KAISt BEE 2.1.1. VIS3200 S HIE EEGINANR.
2.1.5VT54800 e HH X

VTS48002 8 2-20M 2k 201 A F SF (0, AIAE L Ethernet)2 &EH HAIS 98 LED
HAISOl /ASLICH. 2F0 A= M2 4(6)H2 EASE2 M2 1(2), &HI, PC Card IEHOIA
2 mMol=0l(finde Me)E LIEFRHLICH. CIS 32 EAISE Ethernet 100Mbps, &3, A
Chst &EHE LIEFEILICEH. VTS48000i= CHE 2E 1 g2l Alelg ZEo st ZAISS ASLICH

on

U

2 225 2 LED EAIS2 Jlss £Z&LU0. WE IF=2 RIS HUH, Ethernet EE,
VTS4800 & EZE, &&F A3 Al ZESS B0 USLICH



VTS4800  Vesae comsow sorver SENA
(52 Ifg 229 No He)
VTS4800  esae corsow sorver SENA
& F Ifg PEo AH HE)
(20 Bg)
& 22 VIS4800 S IHE HY X/
H D0-p2. V1848008 LED TIA] & E
EAS Jls
AlAE Power M0 33dH= &R S LIt
Ready AAED HS0| EHIEH=E 2 &8 LUt
PC Card PC Card &XIJ} &&S&le 32 88 LU
Find Me ArEXOF HD manger € Sot0 &XIE probing & d3F ZEAELICH
Ethernet 100Mbps 100Base-TX &&= FL S U
LINK Ethernet WIER AN H&EEH= B2 8 LT
Act Ethernet LEE Sadll 20| SHLLD LJte 3 ZEAHELICH
2.2 ot=fI01 AZ5H)|
= dUiM=E Il HAEE <o, VISE X0 H&Zot= SHH CHottd &Y & LICH.
- VISOl &3 22 &XE AZELICH
- VTSE Ethernet alE L= AKX HAAESHLICH
- oY &EX0 HZELIC.
2.2.1 83 HZGH|
VISHl && HOoI=2 HZELICH. O30, 83 A/XE ALIC. 30 HE5 2=
[Power] EAISO| =2MOZ HE AEHE SXISLICH




.
o ° L S
& 2-3. Visol && SZ ot/
2.2.2 WESKIAWH H2Z56|

HOlI=22 &F Z2 VIS Ethernet ZEN HZotD, UMHAX CE Ethernet H OS2
AZE AL, VIS Ethernet

Ethernet
SCHHS UWESRKRZ ZEN HZSLICH. HOIZS0l 26t

UERI2S HZHAI= OS2I &0 LIEFELICH

- [Link] EAIS2 =M S 4HE |RAELIC
g

- [Act] HEAISE HSHAM ZEHelHA Ethernet TH2IS| &40 R E LEIYLIC
- VTSJt 100Base-TX UWIERIA0N SHZ&= B [100Mbps] HAISE =M HFS HHE

AU C.
- 8o UWES3T HZ0l 10Base-TQ! Z< [100Mbps] HEAISS HXKX LSLICH

JE 2-4. VISH HIEST H0IE &Z 51T
2.2.3 g EXI0 HZoH)

VTSSl Alelg ZEN 2= oIS ZEUC. AFZXO X2 25 ZE0 HZotd8 EX
AHMOA MBst 2& EZES RES JNag ERIF USLCH VIS 02 IIE 3K e
= g 0l

=d -2 el = EHE XN&ot)|l <ol MIELICH XtAlet

LhEee 5. A3 H0IE C0/0/J8E S XoEAL.

[y — T =
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Jg 2-5. ZH/E Viso &

2.3 NAHE 2&0 850l

VTSl
o =201l

Hase wwe

et etd8Lbh. £8t, VIS HAE N

CLI(Command Line Interface)S MZ20otD USLICH..

- AN2g 22

22 ASTE HZEHE HOIE el %

HEN MY oZE > UL

-2z 22

HAE Q% OHEOAS RIets A ABXE
telnet(TCP EE 23) = SSH(TCP ZE 22)01 &

g SctRME AIE 1ol &

ot VISE &

o

Navigator 2t 22 &

2o

dPS=2 BF VIS AIAHCZe 20

~
SctRME ALE0t0 VISOHl & Z

4S5k A
=2 T

Z ot/

INE=PNEE]
GUI (Graphic User

24 /Ethernet HOIES

HOlE

Internet Explorer

Equipment

Xt 88X L= FAOILE

Interface) Ol &=

tEoH VISSl AlAE 2&

OZdOoIHE

ASLICH

SAELICH

& 2-6. VISOl AlAE
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2) RJ45-DB9 O1HEl(female adapter)S AtE X+ &
3) AI2X FEEQ Al2lg ZEW Hol29 =
4) OlOIIHEOI'E (HyperTerminal )2t 22 HOIE o

-— T

9600 baud rate
8 Data bits

6) ALEX OISR HIZ BsSE St VISHl 23 FLICH. OS 20l CUEE 3t

Login: root Password: root

Login: admin Password: admin

192.168.161.5 login: root
Password: ****
root@192.168.161.5:~4#

192.168.161.5 login: admin
Password:

Welcome to VTS-3200 Configuration
Press Enter

= T

ol =J| €82 & = USLICH. 2 AZA AS0A AAEE = Us JIE A
EIHOIA0 CHEt XAISH LHES 9.1. AFEA Zc/E FXotHAIL. CLI0 THet XhAlSt
WE2, 71. I SHHLHE BESHEANL.

L

JIZ CIEHOIAD HAE w2 €8 2, 8 2-601 A= 0w 2HO0I LIEHELITH

192.168.161.5 login: admin
Password:

Welcome to VTS-1600 configuration page

Current time : 02/25/2003 16:46:34 F/W REV. : v1.0.0
Serial No. : vts32000302-00001 MAC Address : 00-01-95-al1-89-b7
IP mode : Static IP IP Address : 192.168.161.5

Select menu
1. Network Configuration
2. Serial Port Configuration

21



Clustering Configuration
Power Controller

PC Card Configuration
System Status & Log
System Administration

. Save Changes

Exit without Saving

Exit and Apply Changes
Exit and Reboot

<ENTER> Refresh

O ® © oo -Jo U W

& 2-7. el = 88 (V1S 3200)

el Ois st AEXes UHw HEE LG HLE [ENTER] 2182 =24 VIS Hietole £3ol
ZRs s &858 d8g = USLC. o9 i S0 U= ASkHs 2ctel &3S Sl
H3e 2 O20IEHE 38 £ JASLC. 2E Diet0leH= VIS HIsgd X2l 32t
HEEM, 0l AAEXIL G+ 8. Save Changess HEGHH MEE = USULC. Hl= a. Exit
and Apply Changes = b. Exit and Reboot & HEE U8 e HA AIE2sS 48 =+
UASLICH.

ANEX=E &3 252 MEdSt= VISOHl &E£001 0l Bt=Al visel [P =48 20t0F & LICH.
82 4. UHERZ &Fs FXSHUAIR). VIS 3F SotAl JlE IP FAs
5 E

A 2L Jls2 2 SAE FEZ ZEUAM disable € & USUCL (MAME s A4
3.59 /P EHEsS EFBXSMAR). Vise A ZE2 FI& telnet ¥ SSH Z2EZ 2FE

INE=R=H BB

1) Telnet(£E SSH)EZ=218 L= telnet(Es S Jls(0l, TeraTerm-Pro ZE& Hyper

_|

©

3

=

[l

o

-

o

g]
r

[El

i
m
o

>

02

>

IV

c

[

)

h =
I

>

P =4 2 port number= VISt
SUGHOF ELICH ZERF H22, port numberE 23(Le= 22)92 XHELICH. AI2X
HEZE HE el AHHOoIAN US HEUHE LSS LICH

telnet 192.168.161.5 (or ssh admin@192.168.161.5)

= US L2H0IEHE H= telnet Z2O8S AHAIZLICH
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mailto:admin@192.168.161.5

File Edit Setup Control Window Help

Tera Term: MNew connection

& TCPHIP AT 192.168.161.5 j

¥ Telnet TCP pori#: |23

" Serial Port: ICOM1 vl
0K I Cancell Help |

KN

J& 2-8. Telnet EE23& &F 04 (Teralerm Pro)

2) A= BEEAl VISZ2 Z0I0H0F Gt0H, Ol AtEX OI8 W 2SS

3) ViSOt selgt B2, CLl Z8ZE L& H
A [

24 3 Bct2 M &2l e HOoIAN &Hol)l

VIS= HTTP & HTTPS(HTTP Over SSL) Z2EZ RFE XFELICH. VIS E£&F HTTP Z2ESS

2 &
BISE Aol 20 S22 M 1SS Z0I0F LIt Jl2 482 Usd &sUb
Login: root Password: root
Login: admin Password: admin

£

& VIS & 22/ BOoIX0 =610 &, AENE VIS IP FA(EE F
12/ AHE% AT E&= ZAtoHOF L.

o
|'0|I
I
Im
N
Qi
>~

Ton
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VTS Series

MariasSciicTit:
User ID : f
Password :
BSERVER

Copyright (©) 1998-2005 Sena Technologies, Inc. All rights reserved

SENA

TECHNOLOGIES

g 2-102 VIS & 2l

g 2-9.

CIEHI O] A&

Ol = Ht=
2t JS0HA ArE Ot
off &

[Save to flash]

PNy

t= JHY

t

s=0l

[Save

eS|

vis & 22/ Ho/IX 2321 o5

ol

AL

o T

CHEH AFS X

?12

foi
2

EMHOIX
Ol 82

ol &AMl 20

MNX™
=2 o

T

10

0

o o

rn

apply] [Cancel ]
Save to flash]S &E&i5l0 HIF &

AZXE

ZES

.—.OI

Apply changes]S
ANEXIE [Apply
AMZX= [Save

A
e

F.
201 VIS & &0l LICt.
FD[Save to flash] Z=Z[Apply changes]&t

2IX ot=

NSl

oy

32 S HEELICH

[Cancel ]
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VTS Series

MaTiagerTent:

User : root

IP configuration

IP mode : IStatic vl

Network
IP configuration

SNMP configuration IP address : [192.168.19.1
Dynamic DNS configuration
SMTP: configuration Subnet mask : |255.256.0.0
IP filtering Default gateway : |192.IEB.I.I
SYSLOG server configuration
] IEnabIe I
NFS server configuration Us.e manLialDNS 2
web server configuration Primary DNS : |168.126.63.1
Ethernet.conflgu.ratmnv Secondary DNS {optional) : |I|38.128.83.2
TCP service configuration ) ) :
. Reuse old IP at bootup time on DHCP failure : |Disable ¥
Serial port
PPPOE user name : |whoever
Clustering
PPPOE password : quuu
Power controller
Confirm PPPoE password : quuu

PC card
Enable/Disable secondary IP : IDisabIe vl

Secondary IP address : |

System status & log

System administration

System statistics Secondary subnet mask : |

Save to flash | Save & apply Cancel ] Workspace
Apply changes
Login as a different user
Logout Menu Bar

Reboot
RS

g 2-10. VIs & 22/ 315
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3: HER3 &3

3.11P &4
MEX HESRZ #Z0UHAM VISE AMEdtHdEH, RS8P =401 EELICH IP =201 &HIEX
@2 ER, ALY Z2X0AH =225t VISE I Rgd IP F=AE gd g€suUb
HEK3I0 VISE HZoledH, DS IP A JA00F stChe AtAS HAIGHOE & LICH
VIS IP =& &3 Al, AIEXeE GOSh 22 334 eyl Z2EE =2 StUHE d89g
USLICEH.

e Static IP

e DHCP

e PPPoE

VIS =JI Jl=et= 192.168.161.52 IP =4S H= Static IP 252 £EEH0 UAsLICH H
3-12 32 2= IP £F Met0IHE EWSLO. 08 3-12 MEX IP €82 BHE6H| g

M & JlEt GUIE 20 sUICH

H 53-1. IP && bletilE

IP address

Subnet mask

Static IP Default gateway

Use manual DNS (Enable only) / Primary DNS / Secondary DNS (Optional)
Enable/Disable secondary IP/Secondary IP address/Secondary subnet mask
Use manual DNS/Primary DNS/Secondary DNS (Optional)

DHCP Reuse old IP at bootup time on DHCP failure

Enable/Disable secondary IP/Secondary IP address/Secondary subnet mask
PPPOE User name

PPPOE password

Use manual DNS/Primary DNS/Secondary DNS (Optional)

Enable/Disable secondary IP/Secondary IP address/Secondary subnet mask

PPPOE

IP modeE DisableZ Z&GtH UERAIN VISE HZ 6Kl

2
mlo

== ASLICH

Enable/Disable secondary IPJI Enabled®2 & & &1, Secondary |P address@t Secondary subnet
maskJt Static IP Z2&Z22| K&t P A d8LH, AIZEX= 0 2X IP =42 So6t(
VISEZ &S %= QUSLICH. 2K P =AE &HFote 2HE2 3.1.1 Static IP =4 AIE3SHIIE

EZZOHAIDl HHELICEH.
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IP configuration

IP mode :

IP address :

Subnet mask :

Default gateway :

Use manual DNS :

Primary DNS :

Secondary DNS (optional) :

Reuse old IP at bootup time on DHCP failure :
PPPOE user name :

PPPOE password @

Confirm PPPoE password :
Enable/Disable secondary IP :
Secondary IP address :

Secondary subnet mask :

| Static vl

[192.168.19.1

|255. 255.0.0

[192.168.1.1

IEnable vI

|l 68.126.63.1

[168.126.63.2

I whoever

|Enab|e v]

Save to flash Save & apply | Cancell

J& 3-1. IP &&
3.1.1 Static IP =2 AIE36HD|
AE XL static IP FAE AISE &L, VISY P =42 2& = 2E &3 melolgE
=0 X HOF ELICH. 0lefst met0lElol= IP =2, Subnet mask, gateway2t DNS serverJt
ZSEILICH. 2 AEAA=s 012 20 XHMloHH T8 ALt
&0 VISE E4E Iy OO £835 FFE 0/20/0) HERITE ZMotc 7 &L/ICE.
/P address
Static IP= “1D&” L= IR AlY HSO| Agg &LIC. 0 Has FEEHW ST O
UESR3A &9 X F=AZAMNO &3 &LICH. Z2EHE 028 IP =TAE AI20ld UERA
AUA AT AEGD e & ASLICH. M2tA, Se= |p =As= UHEK3 sFUHAM
HHEOo=z2 DRol] K Eof0ret gLIC
&i7: 192.168.1.x &&AIS |P F=As= ISP )b HHFGIA Zsle UM A& (private)
FAALICH. VIS Al2IZE MZ2otcddH HAL0 et Yl 22 2524S o HIOIESE =1
g £ QA00F otH, 0 #HL Kas 20 |p =AE oo &LIC. 29 [P F=aAs
dutdoz X ISPERH F3ALE dUE = AUSLICH
Subnet Mask
ABue 22 X2&E X, & H2 F= s2s LAY U= 2E UHERKI SAEESE



SELICO. UERIS S8 Udls M0l s 22 VIS AlkIZEe m3lol XFS TCP/IP
/ s

Default Gateway(J/E& HOIEL0/)
HOIESIOE T2 UETR SOt 27 g2 st UENI FHALC. Yumoz

HIERZ WUHA £= XS ISPUHA EEHES MOiocte ZREE=E HOIERO ==L, 22

HERAZD &8 %2 SAEQ Salot)l folAd= VIS Al2IZJE JI= AHOIERAOl HFES2 P
=4S ZOLoF &LICH. HAICIEROl 1P =20 e H&s 2= UERKZAD 22 Kol

Primary / Secondary ONS (J/& Z' 22X ONS)

AP EE HEAMOIEE 226t otH, AFRE= HAMOES HES |p =20 st

ONS(Domain Name System) AMBHOIH 21, LICt. DNS= 24l

CHe HYs AZEH IP FAZ BHEAAFE ZALICH. M WY sena.comilt 2

A =XE XS A9 0|50/ LEtEe=z J|Ydotl|ob o &SLUICH. NS MBE
A =}

E DJIgtel SOel uIgsS TCP/IPOI HZSI| fIch =Xt [P FAZ2 HEAHAFE=

=

IJ
1
m g
o
0
ol
2
IEY
x
&£
2
A
Jp
1]

[21X2] DNS JIsS Aol 02 Yoz SAEN B8 4= UAES 0] ONS MH S
A= Primary DNS server 2t Secondary DNS server 22 DNS
A2 IP =AE HFHole LS ME&LICH. Secondary DNS AH = Primary ONS AHE

AEE = S M ArZotJ] ?loh XIEELICH

SN SAE HF S4 AA(DHCP)2 UIESRIZ ZelXot 1P =40 Y2 =X HEKIAN M
=Y 2ot NssE == QA ot S Z2ESYLICH. DHCP= UWIERA 2elXot IP
FAE SHBNAM Z=ot) 2HiotES ot AFHEIH GE UERZA |/AX0 240 & =R
MZ2 IP =AE U222 MELHEE LI

Static IP 2&2 &2, IP 4= 2 FFHUH =522 SHEO0F &LICH 2 BREIt
CE UWERZ AXNZ 0lsks 3%, ME=2 IP =201 BtEAl 2EE00F &UCH P F=20t
ODHCP ZE0IM EEEE P F=a, AES 0tAZ, JHOIERO, NS MHE EEotle 2=
metoleor sz &8ELICH. DHOPE 22 IP =40t ofktel F=EO 2t

o]
2
10
m t0||
ro
=

= “lH0i(lease)” HES AMSEBUCH IP F2& 2
1Ol HSO2 AFEM 1P T4 AISEE 22 DHCP 22tol9l
HEE B

VISOt M FEE MOCH VIS UWERZT A0A DHCP RES ZSELICH. DHCP AH 2 SHEU=

x
&£
i
|'D
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IP =4S HIROIH MEY OtA3, HAOIEROl =2, DNS M 2 "CHO"  AlZH0l ZEE o
ASLICH. VISE HAl 0led 822 TA H220 MEELICH. “UHo” JF etaEHesE B, VIss
DHCP MHZRE " THO" Al2tel HES QFELICH. DHCP MBIJF OHo HES selg E2,
VIS HISohA &M 1P FAZ2 S = USLICH DHCP MBI o A& =S Stk e
d2R, VISE DHCP MHZRH MEZ2 IP =4 F EXE AIAELICH

¥ K

DHOP Z2E0iA ONS AHE Eeeh P25 [HERZT ZH& VIS Ie0/HE IHEeZE
SELICE. . ONS AHH I NS E HELHA Y2 FL, AFENE primary £ secondary ONS |P
E 2F5OoTH £50F £FE U&LICH ONS F=2A£E I&E &&otd5, primary 2

secondary ONS 1P £4£2 0.0.0.0 (H&EE)2Z &F &L/}

> O

&

P
K0
1

Ui

DHCP A= UWESRZ 2elXot 2elct) U= IP =2 20A 1P =405 SHeZ gL
Ol= DHCP Z22H0IHE, WE =0 VISt HSE WOttt OE IP £

MHOA 1P =28 0lot0 AFEXIE MSAH 2g&E VIS F=AE o 2Aag = UES
SEoH0F SLICH. DHCP WIERAZONA IP =42 Oiefolddd 2elkt= =0 A=
chdl AEIHO U= VISS MAC =5 20t0F & LICH.

Reuse old IP at bootup time on DHCP failure2 EnableZ2 &&dIH, VISOt F&=E [ DHCP
NHOUA VISS P F=AE &2 A = & 3%, 28 &0l AZotE P =45 0I&5t0 IP
HFHOIM UWEKIN HAZELICH. 0 = “HH"  AI2H0l 2H=ES DHCP MHHOl IP =AE
QESILIC.

L2

ol

3.1.3 PPPoE AIE2

&€ £ Sl Ethernet LAN(2X2l S&Y)AS 0 BRH AEXE

A AMOIEN HZot)l st #AYLITH 6l ZFE AISX= PPPoEE AtE0d IEfSU0I ADSL,

PPPoE Z2E0IA VTS PPPoE HIE & ADSL Z2E U 22 PPPoE E=E

IOt JAO0F ELICH VTSIt PPPoE E2&EZ=Z XI&0otJ| S0 ADSL HZ
=

A SAEN EHE = USLICH At = VTSOl CHSH PPPoE HIE2l ALEX 0I8 & LS E

i
>
ol
el
2
>
0l
baal
rr

AN=Z [HOICH VIS= PPPoE MHI2F PPPOE HHZ= AIMELILH. HES Al&cte s VISe IP
2, HOIEROl, AMES! OtAZ & DNS AHHS &2 QeI HEN 2st 2S

= QBT
¢20| ST VISE S1ZES Jis® B 2 RSt BUCL HZ0l BRHV VISE ME2
G2S QEGI0 MZ2 PPPOE S1ZES AIZELICH

& PPPOE ZLEOIAE DNS AHE HEEEH VIS ZE WERIT & IiEtIHE HECeZ
EEELICH ONS AH I NI LN ZE TR, AEANE primary £ secondary ONS P
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=
=4

Uiy

YHEGOEH +EHOE SN + ASLIL. ONS

25 0.0.0.0 (HEE)22 £FLICL

FAE NE LEFoIEH, primary 2

secondary ONS P

3.2 SNMP &3

VTS= SNMP vi & v2 T2EZ2S XI2ot= SNMP(Simple Network Management Protocol )00l & ED}

USLICH. NS E£= SNWP EctMe2 22 UERZ 2ellt= VISE E== Jisil 85 & =
AS 2L OtLict B2 uwag = AUsUCh

SN\WP 2 & =2 GET, SET, GET-Next, Jc2li) TRAPS EEELICH. Ol JlsS SoilMd 22lk=
SHE OME LM SXNE 22 = JL(TRAPs), XHAMIE H ?et FXE X3

=
(==} =
SNWP v20il= B2 & 2¢ JisS =57

USLICHSET).

=2 o [=)
ol €8s & = UAsUb. 0l
o

(=} =
g = JAFLC. 128 3-2= &

MIB-II system objects

sysContact :
sysMName :
syslLocation :

sysService |
Options

EnableauthenTrap/Email :
EnableLinkUpTrap/Email :

EnableLoginTrap/Email :

Trap event recipient's email
address :

Access control settings (NMS)
IP Address

1 ATAE OHAL,
H=olA 28 2ellis 32 ug &
OIHHIOIAS S8 SNP £ & 3tHE 2

SNMP configuration

EnablePowerOnTrap/Email :

EnableLinkDownTrap/Email :

lIElZ.lEB.IDEI.IUI

™
r [0.000
-

O |[|,1j,[|,|j|
Trap receiver settings

IP Address

Iu 0.0.0

IHII!III

-
r (o000
-
-

g5 Mo €8 =

o =<

Jadministrator

|VTSS2DD

{my location
na

T Email

rap
|No "I
|N0 vI 0w
I jv

[ =]
[ =]

Z|| =
ol o
Z| Z| Z| =
ol o (=]
414 4

=]
=
o
4

Community

lsenavts
l;:u ublic

puhblic

gy

Community

I public

public

L —
e

public

Permission

|Flead only vl

v

v

v

Save to flash I

Save & apply | Cancel |

& 3-2. SNMP &%
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3.2.1 MIB-II AIAE! 2HXI(MIB-I1I system objects) & &

MIB-11 AIAEN AX 23S Sofl AIAE A, 018, AKX % VISS| SNMP GIIOI& EDJL AtEots
ol=

ol Al M (Authentication—failure traps)S &EFE& £ USLICH. 08 &2 MIB-I|

=)

sysName, sysContact, syslLocation, snmpEnableAuthenTraps, snmpEnablePowerOnTrap, snmpEnable
AuthenTrap, snmpEnablelinkUpTrap, snmpEnablelinkDownTrap Z12lx) snmpEnableloginTrap 24X
AEHE (010)9t AtE5t= at2 MEdH SLICH. snmpEnableAuthenTraps, snmpEnablePowerOnTrap,
snmpEnable AuthenTrap, snmpEnablelinkUpTrap, snmpEnablelinkDownTrapdt snmpEnablelLoginTrap
Ol ¢4 H=2 Trap event recipient’s email address2 OIHIYS MEGHH & =5 UASLILCH

0

2 0ID2) 2tCHE 8HEe S 2&LICH.
® sysContact: 22l AIAEI(VIS)H HEH SEXF Al 2 oY 22X H2sS
HOBHLIC}.

]
ol
rr
0T
13
nio

® sysName: AIAE Al AME&Zes 01822 YutN¥o=z LS9 FQON(Fully Qualified
Domain Name) & LICE.
sysLocation: AIAEIC] AH Z2I® Xl (0, & 3845, AEA, S5)
sysService(ADI&E) : 20tz =FelE Yo US=2AM AAHO0l HM3ote MHlA
HNESS LIEYLICH. JI2322 VISeE S8 ZT28(7)

® EnablePowerOnTrap: SNMP GIOIME ZEZMIAJIL A
Sl UK HHEE UEILSLICH

I>
0
(=}
>
2o
0N
:Q
rr
>
2
B
gﬂ
Ml
HI
0z
0x
o

® C[CnableAuthenTrap: SNMP OIOIZE IZ=ZANAJI Q1= AN 2= A2 MHS 52E
AOIX EE LIEIHHLICH. O 2H g2 EF 43 HEBE 0 gL olNez 2E
o1 AlIje 2= H2E HIEY ME = UAs YEHE MsELT

® CEnableLinkUpTrap: SNMP OIOIME ZZAMADE Ethernet HZO0| Z/U=X0 28 HE
MES o2 24X HEE LIEHYLICE.

® fEnableLinkDownTrap: SNMP GIOIME ZZ MIAJL Ethernet HZ0| & EHJUA=X0| =&t
HE MMHS ol28 AKX HEE LIEFHLICH.

® FfnableLoginTrap: SNMP OIOIME ZEZ MIADIL AAEQN 20 M}=EX0 28 HE MES

SlEg HeX GEE UEFELICH
AERIL MIB FIF £= =& 0l e XA0| 2Rst 2, AU Jizs NIFFEHAZ HSGHAID]
HHEFLICH. MIB2F SNMP2l XtAMIgt 2= RFC2 1066, 1067, 1098, 117, 1318 2l 1213

FNE EFXGHYUAML.

3.2.2 MHA MO &A(Access control settings)

HMA HMOI= VIS SNWP OIOIEE0I Chet 2elXiel 8% Jisds Zootd ASLICH. O Ol
A0l &= 22IAE0l VIS SNMP GIOIMEN &=ot 2E uweotld Hs=S Mg =
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ASLICH. XEE P A0 e BRA(ZE IP == 0.0.0.0 0 JI=2), BE IAE
22l XJF VTS SNWP OIOI & E0 85e = ASUICEH

3.2.3 E& =410| &F(Trap receiver settings)

EY 4] VIS SNUP OIOIHERLE 25 OIHMIE(TRAP) LM Agts 22X0N S2E +
AETE HogLCh
3.2.4 SNMPE 0|&&t 2|

NMS(LIESIT 2tel AIAE!) L= SNWP EctRME AtEdts SNWP Z=2E28 ol VISE 2elg
b oA E

= QUSLICH. VISIE NMS E£= SNWP B2t MO AdE D U= SAEN B2 HAZ0ta™ NS
L= SNWP Bt MHE AEodtI|l Moll, HAA HH 2483 HE0l Folor &LICH. 08 33 2
VIS SNMP OlIOIX®E2l MIB-II 0IDE EctRd ot U= LEHEQOl SNWP BN H AEE
SHsLICH
enthet MibBrowse =13l =|
Edit “iew Operations Help
EERMRPE RRy E JUE EEO
"‘[g Loaded MibModules 2
@ H-tg RFC1213-MIB Host 1892168410 - Cnmmuniw e
. : [ =] [ ]
etWalue Write Communi
® 3 dod | b
@ &5 internet - -
directary
§ &5 mgmt ChjectID |.i50.Drg.d0d.internet.mgmt.mib—?.system.sysDescr |
@ &5 mib-2
® &5 system =
; ) Sent get requestto 192168410 - 161
@ sysObjectiD sysContact. 0--=administrator
@ sysUpTime
g 2:23:;‘;20‘ Sent get requesttn 192.160.4.10 1 161
@ sysLocation sysMame.0--=HelloDevice 55100
i sysSenices
@ &5 interfaces Sent getrequestto 192.168.4.10 : 161
@ ithumhber sysLocation.0:--=Unknown
@ [ ifTable
e [ ?T Sentgetrequestto 192168410161
e[ P sysServices. 0-=T
@ [ icmp
&= t
o 8 chp Sent get requesttn 192.168.4.10 1 161
@ (] eap iflumber.0:--=2
transmission
@ [ snmp - -
experimental Syhtax DisplayString ( SIZE (0 .| Status mandatory
& [ private ACCESS read-anly Refarance
Lo TRAPS. lale
agpMeighhorLoss i
o] i TEXTUAL COMYENTIONS ChjectlD  [1.361.2111
Physaddrass : Atextual description of the entity. This walue = |
. n Descripti,. | Should include the full name and version |
: identification of the system's hardware type, —
Global Yiew N a u . T -

& 3-3. SMIP B2} R E AtE5F VIS SMIP 0J0/ & ES MIB-11 010 B2tRLE
(AdventNet MIBEEIL)

32



3.3 S& DNS(Dynamic DNS) &3

"
oY
0
=

ul

LICH. Olddst HEE 1P =40 Oig 32

=X ONS ANHlA= R0A g8t MBS dfZob)l fgt Z22EZ0I0, el ISP £
HHUA HSBELICH. SX ONS MHIASE AMEE2LEM, MEXN=S IP =22 HIN &8l

S ONS A0l SEE S AE 0152 Soll VISl 852 = UsLITH

2Bt O =2 VTS= Dynamic DNS Network Services (www.dyndns.org)OlA HZ6tD Us == DNS
AOES XAELICH. JIEt S& ONS AHIA H3gXet 28 As SMES MU Jis X
Ol H2t5HAID| "hELICE.

Dynamic DNS Network ServicesJt HlZ2dt= =& ONS AHIAE AIE6tdH, AIEX=s =2 &
NIC(Network Information Center—http://members.dyndns.org)0ll &
ArEXt= Dynamic DNS Network Services Members NICOI Z 110 & &= MZ& S& NS SAE

Y38 =otE + USLILH

S& NS 23 HwolA, S& ONS MUIADE JisoltES
User name % PasswordES & oo sLICH, &3 B8&d Al

nameBtsS AFZol0d VISOl &8 £ UASLICH.

!
e
{or
>
0i0
>
rr
Olﬂ

Z & Domain name,

=, MEX= Domain

il
o
L
00
o

8 3-4= SH ONS €& & QHMHOIASE 20sU L.

Dynamic DNS configuration

Dynamic DNS @
Domain Name : |vts dyndns.hiz
User Name : |vts user
Password : |onuu
Confirm password : Iuouu

| Savetoflash |  Save & apply | Cancel I

&8 34. =8 NS £€F
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http://www.dyndns.org/

3.4 SMTP &€&

ANAE 27 OIAIXIDOH SE D 23 2AALE EHI2 Z10 HAIXIOE 8= HL VISE email
SE2E S 012 2l € = = ASLIT. 02 M=, m&8 SMTP M2l 0|
SQELICH VISE Gt 22 3t SMTP At REs XNJELIC

e QIF0l = SMTP

o QIE0l A= SMTP

2 SMTP & E 0l 228 Miet0ides UsSd &Lt

Primary / Secondary SMTP server name

Primary / Secondary SMTP mode

Primary / Secondary SMTP user name

Primary / Secondary SMTP password

Device mail address

SMTP configuration

Primary SMTP server .
Primary SMTP server name !
Primary SMTP mode :
Primary SMTP user name :

Primary SMTP password :

Confirm primary SMTP password :
Secondary SMTP server !

Secondary SMTP server name
Secondary SMTP mode :

Secondary SMTP user name :
Secondary SMTP password :
Confirm secondary SMTP password :

Device mail address .

|Enable v]

smtp. yourcompany.com
|
|SMTP L'

I admin

|Disab|e v]
|
| SMTP L'

I admin

|\.'t93200@y0urcompany.com

Save to flash

Save & apply | Cancel |

g 3-5. SWTP &%
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SMTP configuration

Primary SMTP server .
Primary SMTP server name !
Primary SMTP mode :
Primary SMTP user name :

Primary SMTP password :

Confirm primary SMTP password :
Secondary SMTP server !
Secondary SMTP server name
Secondary SMTP mode :
Secondary SMTP user name :

Secondary SMTP password :

Confirm secondary SMTP password :

Device mail address .

|Enable vl

|smtp.y0urcompany.corn

SMTP
F'OP “before SMTP

v

SMTP authentication

|Disab|e vl
|

| SMTP

|:a dmin

|\.'t83200@y0urcompany.com

| Savetoflash |

Save & apply | Cancell

& 3-6. SWTP E& A SHTP 2= L&

Device mail address= 2 &1 & B &Y email #8 LAIX, =, VISQ HY F=AE XNE

SHLICH. SMTP Server= Sa48S ol email =42 SAE TOQ 0|S0tS &QISLICH. WetA

X0 St email FTA H¥E2 S22 SAE 0I5 (i.e. arbitrary_user@yahoo.com or

anybody@sena.com)S 2= 29/9| user nameS AEE 2= USLICEH.

PIF0] U= SMTP &= POP-before-SMTP modedt SHEiE= HSL, SMTP A2 A 0§ & SMTP

passwordJt Z8HL|Ct.

Secondary SMTP &2 = Bl SMTP AHHE S&t g &S0l AME 220 01s5H)| fIol 2

QLELICH. =, = YN SMTP AHE S8t Mg 8501 A FR20CH Secondary SMTP MHE
SOt MY 852 AZaHH &L

3.5IP ZHE

VISE P =4 JIEIS] ZEHE REZ2 AIE300 &0 #S0l sl SAEDI VISH &8%5t=s A2

9= JIs0l USLICH. P EHY =2 &Fot)| ¢ &=30= Interface, Option, I[P

address/Mask, Protocol, Port2 Chain ruleS0| JUSLICH

Inter face

HIOIEHE 2= UERZA CIHHOIAS 0|2 &&dt= &=LICH. O3 A JHXIS IEHHOIA

S otUE d=EL.


mailto:anybody@sena.com

e of SMTP server, eth0 : VIS JI2 CIHHIOIA, ethl @ WESRKZA PC ILELL 24 U
ER3 PC HEE HFoIH MIl= QAEHOIA
e all : eth0%t eth! CIHHIOIA 2F HE
Option
e IP ZHE =0l IP address/MaskOlA ZS&EE SAE HAW ZEE SAEN HEEX
LECX 22 SAEN HEEXE Z2FELUL. TS & JHA2l Option S0IA HEHELICH
e Normal : SAE &0, Z&=E SAEN HE
e Invert : SAE H2RA0 Z&EXN %HE SAEN HE
IP address/Mask
F= SAE P =4/ MBY 0tAZS Aoz A€ot diY P ZHE REO HNsSE
SAEQ HAE HIELICH. AIE2Xes H2H0IE 2 HASCZM SAE HRAE U2
ALtele =9 stz 888 £ USLICH
e ST IP FAE UE OY SAE
o SF MEYN U= SAE
e 2= SAE,
2 3-2. IP aadress/Mask 2'Z O/
o mo
MR SAE H©Y
F SAE IP F4 NB4Y O0rA3
SE SAE 0.0.0.0 0.0.0.0
192.168.1.120 192.168.1.120 255.255.255.255
192.168.1.1 ~ 192.168.1.254 192.168.1.0 255.255.255.0
192.168.0.1 ~ 192.168.255.254 192.168.0.0 255.255.0.0
192.168.1.1 ~ 192.168.1.126 192.168.1.0 255.255.255. 128
192.168.1.129 ~ 192.168.1.254 192.168.1.128 255.255.255. 128
Protocol
SAEQ VISY SHol MEZ= Zz&E=2s XNFELUCH TCP, UDP, ICMP Al JtXI &= =0
Heig &~ AsLICH
Port
SAED HZotedE VISY HZEBSLE ZEWS HASE HAIELIC. ZEHIE LHotAdH
porti:port22l EAC=Z USSLICH port1e EEYHSRQ A& EZE HS0|0 port2e OtXIS

ZE B LIGH

Chain rule
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ot
1

SAES 0l oEEX = AHAREXNE HAMEUD. Os 5 I &€= S0 &=

a8 372 1P 2HE €8 & AUHHOAE 2EWSLICH.

# Interface  Option IP address/Mask Protocol  Port Chain rule Action

1|aII L”Invert L]|192.158.0.0/255.255.D.D ITCF' ;”22 |DFIOF' ~| Remove I
2|a|l _:”Invert L[|192.158.D.D/255.255.D.D ITCP L”ZS |DFlOF' >| Remove I
3 |a|| =l |Norma|:||192.188.1.0/255.255.255.0 |TCP _:_”EIU IACCEF‘T:J Remove I
4 IaII LI INarmaI:_l]192.188.2.0/255.255.255.0 ITCF’ L“EIU ]ACCEF’T:] Remove I
s |all x| [Normal »{[0.0.0.0/0.0.0.0 [TCP ~|[s0 [DRGF =] Remave |
6 Iall | |Norma|L“192.168.1.0/255.255.255.0 ITCF' L”MS |.6.CCEPTL] Remove I
7|a|| :”Invert L]|l92.188.2.0/255.255.255.0 |TCP _v_”443 IDROP ~| Remove l

[all =] [Normal ~|| [TCP =]| | ACCEPT ~| Add I

Save to flash I Save & apply l Cancel|

18 3-7. IP BHE &F

8 3-700M 18 1P ZHEY A2 192.168.0. 10l A 192.168.255.254 AL0O|2] SAE H®H=2(IP
address/Mask : 192.168.0.0/255.255.0.0)01l A= SAEE He(Option : invert)st SAED}
eth0 E£= ethl 2B HIOIA(Interface @ all)E S0ot0I SSH Z2E2(port @ 22)2 VISHl =S
ANEE M %0 AHARECs 22 OIELICH. =, 18 RE2 192.168.x.x MEUl0l =8t

AED SSH Z2EZ=2 VSOl &g = ASSE JESLICH 28 A2 192.168.x.x MEU
SAEQ| ethOLt eth1 QIEHHIOIAE Soll VISE 24! H£2 588 =S 20I&LIC.

fob

I
o

581 REON 2ol S SAES http Z=&E3(Port @ 80)2 VISHl E=g = Ql&LICH
Jdefit, 38 720 2o 192.168.1.x MEW SAECS HIZ0 S, 48 R0 Iet
192.168.2.x NMEY SAES FX0| JtsgUCH Metd, 3BUHA SBMXS X0l 2o
192.168.1.x2F 192.168.2.x MBS0l =8 SAEQLHO| http2 VISH =g = UA EUICH.

79 AEES 192.168.2.x AEBUN =& SAEE HASt RLE SAEQ https(Port : 443)
852 MEHELICH 68 #E2 192.168.1.x A2 =8 SAES H2S IS UILCH WMetA,
192.168.1.x2 192.168.2.x MBEUl0l &8 SAEDO| https2 VISH H=g = UAA ELICH

AEZX= IP 2HE RES £F0t0 Add HES 220t MZ2=2 IP 2ZHE RES FIOELIC
Remove HIES Z2&otH S=& IP EHE AAS HMAHE = UAsSLIL. SS& #2S2 £33
HAS = Save to flash £= Save & apply HHES 286t IP 2HE #&ES ©E =3 =
USLICEH. Save & apply HHES 521Ut Apply changes 0I5 &EiGHH HE AtetS HEotJ|
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&K= 1P 2EHE AE0| VISHl HEEIX #sLICH

3.6 SYSLOG At &3

VIS & HAIKN 222 M, A28 2 ZE [HO0IH 22d= gt SYSLOG serviceE
N2eLICH 22 SYSLOG serviceE AtEoted™, AIEXt= SYSLOG AHH2l P24 &= el
OISt MEE facilityE BtEAl XIEGHOF &LICH 18 3-82 & CIEHOIAS SYSLOG server
configuration atHE 2WSLICt. VIS= =0 & JH2 SYSLOG MHHE MISELICH 22X SYSLOG
MBot d8E 32, VIS= 0l & MBIl =28t SYSLOG HIAIXIE &&&HLICH

o

SYSLOG server configuration

SYSLOG service : IEnable vI

Primary SYSLOG server name : |192.158.200.1EID

Secondary SYSLOG server name | I

SYSLOG facility : ILocaID vI

Save to flash Save & apply l Cancel ]
& 3-8. SYSLOG AHH &&

21 HAIXE VIS22H ==45td® VIS €30 XIEE SYSLOG M=  “remote reception”
allowed” 22 SHFHEOOF &LICE. VIS & SYSLOG MBI A0l 30l U= B, ME8BX=
LIotD S0H2= UOP IH2!0I =S 0lsE == U= #3S BEAl FItolloF &LICH

VIS= local0 OlAM local77tXl SYSLOG FacilitySE XIRELICH AIZ2X= 0lH
AEZ3HH, SYSLOG BIIAIXIS] EEiE VIS BIAIKIE HEEY &= US
SYSLOG servicedt Jtsst AFEHOI ALD SYSLOG AW &&FHOI A
VIS AIAE 270 = Al
ANHZ XEE = Asubt. =

& 82 A28 £ LT S FIoEANL.

St Facilitys

0

3.7NFS AHH &3

VISe= AlAE 27 = ZE HO0IEE NrFS(Network File System) MHIAES Saoll NFS AMBHOH
M&Ee £ QA ots Jlss KJELICH 02 AISotds AFZX= NFS MBICl 1P =4 2 NFS
Mol X B2E BtS Al XI&GO0F &LICH. 08 3-9= NFS At &3 HOIXIE 20 SLICH
VIS 271 OIOIeHE NFS MOl M&ESteI®™, VIS &30 XIEE NFS AHE  “read and write”
allowed” 22 S AoH0F SLICH. VIS Y NFS A ALOIOI &3lE0l s R, AIZ2XEsE Lot
S0H2= UP W20l H=EN 015 = U= #ES BLEAl =ItollOF SLICH
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NFS MHBIADE AFE Jts &EHO0ILD NFS MBl 2&0] HEE B20(8, ASXeE VIS AAE
21 = XE U0H 22 NFS Ml MEE = JsLIt. £, 22X NS AdIt 2&&
R, VIS= S8 L0G MAIXIS 22X NFS MBS MEELICH. ZE/AIASE 27 M X0

CHSt KA

S
st B2 4.8.7 XE 222 L 8.2 /L8 £ £F HES

NFS server configuration

NFS service : |Enab|e v]

Primary NFS server name : |192.188.19.1U
Mounting path on primary NFS server : |/w0rk/m0unt
Primary NFS timeout (sec, 5-3600) : 5

Primary NFS mount retrying interval (sec, 5- I5

3600) :

Enable/Disable encrypted primary NFS server : |Disable vl

Encrypted primary NFS server user :

Encrypted primary NFS server password :

Confirm primary NFS server password :

Secondary NFS service : |Disable vI

Secondary NFS server name | I

Mounting path on secondary NFS server : |

Secondary NFS timeout (sec, 5-3600) : 5
Secondary NFS mount retrying interval (sec, 5-I5
3600) :

Enable/Disable encrypted secondary NFS
server :

Encrypted secondary NFS server user :

Encrypted secondary NFS server password

Confirm secondary NFS server password

[Email alert configuration]

Title of email ;

Recipient's email address
[SNMP trap configuration]
Enable/Disable NFS disconnection trap : Disable =

|
Enable/Disable email alert for NFS - =
disconnection : |Dlsable |

|

|

Use global SNMP configuration :
Trap receiver settings :

IP Address Community ‘ersion
||j, 0.0.0 public | vl ¥ [
||], 0.0.0 |;:. uhblic | vl & ]

Save to flash Save & apply I Cancel|

&g 3-9. NFS At &F

2t NFS A 2E0IA 228 Oiet0le=s s 25U

Primary / Secondary NFS server |P address

Mounting path on primary / secondary NFS server,
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timeout and Primary / Secondary NFS mount retrying interval
e device Enable/Disable encrypted primary / secondary NFS server
e Encrypted primary / secondary NFS server user
e Encrypted primary / secondary NFS server password
e Email alert configuration
SNMP trap configuration,
NFS timeout
NFS serverJt SE0| S ZS, VISII NFS2l SEE Z0t =0 JIGEXNE XNEZLICH 0 A2t
S0OF NFS serverol SE0I 28 NFS server2 XIAE CIAEC|(NFS server2 mounting path)E

102 E &fLICtH.

NFS mount retrying interval

VTSOF NFS server22| 20| JisstXIE &EHole FIIE HF™ELICH. &= FI|0iC Vises
NFS server2 H&0| JtsetXE EZ&LICH. JtsotthH, VISE VISel Cle&Eel=2 NFS server 2
mounting pathE CtAl OI2EGStL, ZERotUH =22 OI0IEH 22 fIXIE NFS server2
HZELIC

Encrypted NFS
NFS= UIERIZE Sotd WSS

= k
=2 NFS= UDP EZ2EZSE AIE0E22 U3 22 2Botael 2MES It JASLICH

10
Qﬂ
rr
o
T
ol
>
01
il
rr
I
HU
HM
]
1o
c
o
|J
o
C
e
|‘[I
JA

- NFS server 2 client AFOI2| datas= 233t &I &L,
- NFS serverOil &=0leis AFEXQ 100 HE 15 &HS OHEGHIIJF (HECLH.
- NFS server 2 client A0Sl 23tH0I U= B2 NFS JIs2 AFE06HI1I9F HELC.

Jdeflt, SSH Hgds olgs &5

ol & £ USLICH. LS3t=E NF
serverE AFZoi0F ELICH U222 M0IA=2AZE 2AZXE NFS servere TP Z2EZS
KJASLIC S8, 253 Cl
OtXIge=z, VIS M3 M HMEE= pause.exe ct= RECIEI ZZ2I#HE SSH d=2
Ecl2 =SAtHoF LT 0l J1s2 20 XMt 8892 25 F.
FAID] BHEFLICEH.

@ Loﬂ
rn
=
m
2
m
>
e
<
=4
[¢»)
o
=
m
£
A
or
o
o
010
Qﬂ
e
40
[n]
my
Mo
Ho
>
i

0Q
fol
toi
n
=
M
n
o
or
e
o
u
uw
OII

Email alert configuration
Enable/Disable email alert for NFS disconnection optionOl EnableZ & &S NFS server?
HZ0l Z20ZE Mot Vvise ot HE & X (Email alert configuration)Ol ek OIS

HESLICH
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SNMP trap configuration

Enable/Disable NFS disconnection trap optionO|l EnableZ2 A&

receiver settings)OlA IP =40

| EB M2 HIE2H SFE

g 2=AD| EH(Trap

A
e
o HZ0l HEE

, NFS server

[HOICH VTS= E& =4A1J| 830 L= Ezl=2 2YLICH. Use global SNMP configurationOl
EnableZ2 A& SNMP ConfigurationOiAd &H&EE E& =410 &0 SNWP E&ol X2
ANSELICH XtAHst WE2 3.2 SNMP &8 2 & X0HAIJ| BHELICH.
3.8 & AH &3
VTSSl & MBl= HTTP & HTTPS(HTTP Over SSL) AUHIAE 2% XJAELICH. AMEX=sE AlIFEIE
TZ2MAUA 222 HUIAE HEEo=Z Mg X RE 43 = AUASLC. XAE e
9.7 AIRCIEl E2IMYS EFXoHAIDl LI O 3-102 & A &3 HOoIXKE SLICH

Web page refresh rate for statistics data display Ii

(0-1800, 0 for no refresh) : 10 seconds

Login timeout {0-1440, 0 for unlimited) : |50 minutes

Authentication method : |Loca| ﬂ

Eliminate root access : |Disab|e v[

Serial ports count on connection page {16-90) : ISD

Web applet option : |Eluilt—in with SSHZ:J

HTTP port : |8Cl

HTTPS port ; |443

Save to flash Save & apply | Cancell
& 3-10. & AHH &F

2 &% HOIXWA & HOIXI LHO0IE =Jl(web page refresh rate)= =& =+ QUSLICH
AHOE =Jl= Aclg ZE HZ HOIXL UWERKZA 2AHHOIA, Alelg ZE, P, ICMP, TCP
2 UDPet &2 AAE AME S2 UEHH= HOIA ¥ W AEEZYH 22 HOolXH HEELIC.
1 29 & HOIXNWAME HsS22 MZ & (Refresh)0l E& TIAl RSLICH. ZE HZ0 OISt
KAIs L2 A8 4.5, Serial port FZ2 ZEXSIAIL, A2 SHO s XASH e
HE 10, AI2E EFE FEOHAAL.
ZOEHHOIAE LE A0l JUE S0 AZEStA 20 TAl AI2E 3% MZACIGHESE
ot= Al2H2 Login timeoutOlA A &S LICH 022 AFEH W22 RFASHA L SLICH
Authentication method A& MH=0HM= &0 Zg Ml AISK 25 UHES MEHE £
USLICH. &M VIS &IMH= Local, RADIUS server, RADIUS down - Local, TACACS+ server,
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LOAP server, Kerberos Server, Custom PAMSS ¢IE 2EsS XIRAELICH S O s
AAEt HE& 4.3.10 Authentication &8 S & =olAlIJ| BHELICEH.

Eliminate root access & == Enabled2 & XFoIKM VISS root AIEX2 & CIHHIOIA &E2S
Hetgh = USLICH. VISS root AFEXS EUl/SSH Z2EZ9 23 L= Aldlg 2 822
NistotedA™ 7. CL/ Guide 11.7 Introduction S EHZOIAAL.

& & AHo 2F g2 Alc/g EFES o0F &5l Eo &4 Jocal LIOIEHHIOIAE
ol &0 AsSLIC =, EAHC 01F gEE &ZF o 80 RIAIUS, TACASt, LDAP.
Kerberos S2=F && ol ZE local GIOIEIHOIA0) oS AEAI XE FRUWE 2150/
Yoty ELIC B, s AEBIF EHZ 9F AU 2F0/8 FR0ME  local
LIOIE G OI2 0] J/F50 2= &5&E PAILH &ELICH Al2/1& EES 25 ZEE2 4.3.10
Authentication && = & J5/A17] HIEILICH. ZE3EF Jocal GIOIEHIOIANAS ALEX ZelE
9.1 AMEX &2l E &7 otAIJ] HIEILILCE.

Aleld ZTE HAZ HOIXWA 8 HOIKI EAIE ZEZLE Serial ports count on connection page
SN HFE £ USLICH. 0 =20 X2 ZEE HZAGO & 22 AMalg ZE oA
C| (o)

Ol X2

= o0l OE HoXNZ AE 0ISE = ULSF ots cI2E HASE NSELUT
AHAIEE LHE

4.5. Serial port FZS EXILAL.

Mo I

Al ZE, 224 TE L= Y018 &X9 Al ZER2 HAES Java appletl EFE Web
applet optionlAl E&& == USLICH. VISIH HIE0t= Java applet2 ASdl= &S, Telnet
D222 X0|JF ¢ SSH Z2E =201 A2 SSH HAE1(Built—in with SSH1)S Al2& Xl SSH

H&2(Built-in with SSH2)E A& XE ZZ&oioF &LICH. VISt M3d6t= SSH HE1IE

Seist 2, ARCIEl T2 SSH HEIE A2 2IHsSoHES
HF(9.7 AIRCIEl Z2MYS FHX)GHH Java applet@Z2 SSH ZE2EZ9 ZEW 2 =
Ul ZI2= =2IGHAIDl HHELICH. AEXIE BHE Java applet2 A8 =& USLICH
AR BHE Java applet2  /usr2/jta.jarE SAISFH Web applet optionOl User-
definedct= & =01 FItELICE. 0 &2 HEHGIH AMEXNIL @HE /usr2/jta.jarIt Java
applet2 2 ArSELICEH.

XN&st= Java applet=2

HTTP port2t HTTPS portE HZEo & Adl

>
e
im
iy
[
oY
ol
i
50
I
°
[w)

3.9 Ethernet &4

VIS Sl 22 0 S82 Ethernet modeE AI&AEHLICEH.
- Auto Negotiation
- 100 BaseT Half Duplex
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— 100 BaseT Full Duplex
— 10 BaseT Half Duplex
— 10 BaseT Full Duplex

Ethernet modeES HAS F, AIEX= AAES MEEGOE &LICH. Ethernet model2l =&
E0tAl JI2gt2 Auto Negotiation@2 AHEENH USLICH. HE=S UHERZA SE0WHAM, Auto
Negotiation 2E&= JI& 24t e DEQJLICH. Ethernet modeZ&Z2 &M CIEA

[¢)
£dotdH, VISt UERD &80A SHoHA &= == AUsSLICH

Ethernet configuration

Ethernet mode | | Auto Negotiation =l

Save to flash Save & apply: | Cancel I

& 3-11. Ethernet 2= &&

3.10 TCP AMHIA &3

TCP MI&E0l & SAE MM MHD= 32, SAE TP ZE2| |ock-upE XIS foHAM,
Jaxoz EZLEOHOF ELICH. 0lH8H lock-up2 ZZ O] HIZARO B S22 02l
HMSIH, Oledst lock-up2 XIS foHA, VISE TCP keep-alive JIs=2 HM3&LICH. VIS=
UIERATIL 01&0l keep aliveTlOf U=KX 2QIoH)| <ol FIIH22 oUW SAEN MAS

MdEELICH. 8BS0l 8led o0 SAEN Ol40 As RS 2HFotd, NMES SI6H

0

TCP keepalive configuration
TCP keepalive time(sec) : |157
TCP keepalive probes(times) : I—Si
TCP keepalive intervals(sec) : IE—

Reverse DNS lookup configuration

Reverse DNS lookup : IEnabIe vl

Save to flash Save & apply I Cancell

& 3-12. TCP service &&

VISZ TCP “keepalive” J|ls2 AtEotdH, AIEXes G323 201 3012 mMet0IHE & &6 0F
SLICH
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® TCP keepalive time (sec):
M& 22 SAI0| Sl= AEHUHIA 20Ut Z16HS

HEE UL, Jl=g2 15 =22 4350 UAsuUt

AZs S22 A 3o dEeX HFE &0lot)| Aol &3 SAE keepalive
I2le € HOlILE 8&6t= JHE LIEtYLICH, JI2gt& 332 dE8E N USLICH

22X )| ™Y M, VIS= OOIEHIF E410] 9= NEHEH 15 =Dt KLt
keepalive I3!S NMEELICH

[==)

Reverse ONS lookup= EnableZ & HoIH, VIS=

XXX XXX, XXX, XXX A2

%
1
s
i
in
2
]

OISS =2 HPGHH HAIELICH
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4: Nelgd & &3

41 iR

Soll MEX= 2 ZEQ host mode, Alel€ S4 Hmet0lE, & 22
A A

Alelg EEQ| host mode= CS1H 20| &8& £ USLIC.
A

=
e server mode: 9Z QA2 A=A SAEZRH HSELICH. 02 Sdll |2X 2 SAEE=

VTSSOl Aleld ZEN 8x%5& %= USLICH
e server mode: ¢ QA2 Aldl¥ ZEZLEH HZELCH. 012 Sdol WERZA &9

A SAEN HHGHLE VIS & TS =1
e jal—in modem mode: 2 HZZ Soll VISHl &g =
al

ASLICEH.

VIS &2 SAEZEREH HZ QA0 22LH UHEKIAS A2 SAEZ HHZoles A
ZE(remote port) JIs& XNHELICH. /A ZEE A2l ZEOQ Console server modeXd 2
A SAEZEH HZE QRAS 8X0F VIS Al2lg¥ ZE=Z H=6s Alclg ZEQ Console

server modelt= 2| /A SAER FH=ELICH SN, A ZENAME=E Alclg ZEQ

I

Serial port parameters & & &g A2 SAEQ £HHZE HXHO= Remote port
parameters 8&0| AIZ2E LICH.

VIS= & &t port access menuE MSELICH. Ol Bises ZE Al2lg ZEE StHY ZAISE2EZM
TE HES Z0lotH &L, AZ2Xs ZTE BSE UEWE Hiwet d8std 2= Al2lg

Z= M Z2E0lAM port logging Jls &EHOIAM, Al
SYSLOG server, NFS server’ s storage £= PC JtE &%
HLELC. A= ZE 82 IS HAXSS T

HAIXISOl S&EH email £= SNWP trap S Sol 22IX0IH SEE = JASLICH. 02 Sof
MNEXte HZE JIZ2HS HAIXIE 2AE = LIC

MEMORY Ol M& & OIOIE = VISH M0l S0t S&HE R0 REELICH. Alelg ZE 2
HIOIHE 2ZE56tHA ™ SYSLOG server, NFS server £i= ATA/IDE fixed disk card £ AS&LIC.

=
ol
ol
rr
>
=
~
(]
m
—h
>
[0}
Q.
=
[72)
=
o
[
=
Q.
HU

I

N3 ®=&8 Jls =2 otlt= port sniffing JIS&LICH. =, 4 AFEO0l SAI0 & ZEO0

=010, g€8s Sot WS £= troubleshootings &g = U0, AMSXHes =
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Port Access
Menu

Port access menu Enable/Disable

Port access menu port number (listening TCP port)

Port access menu protocol (Telnet or SSH)

Port access menu inactivity timeout (seconds)

Port access menu local IP

Port access menu quick connect via (Web applet or Local client)

Port access menu web applet encoding — Web applet only (English (latinl), Korean
(KSC5601), Japanese (eucjp), Unicode (UTF8))

Login on port access Enable/Disable

Port access menu authentication method (Local, RADIUS, TACAS+, LDAP)

Enable/Disable email alert for port login

Title of email

Recipient’'s email address

Enable/Disable port login trap

User global SNMP configuration

First / Second IP Address

Trap receiver
settings

Community

Version

All ports
setting

Or
Individual
serial port

setting
#1~#4
(8, 16, 32, 48)
Or

Remote port

Port
Enable/Disable

Enable/Disable port

Reset port (except all ports setting)

Set port as factory default (except all ports setting)

Port title

Automatic detection Enable/Disable

Use detected port title Enable/Disable

Port title

Probe string

Detected OS (Read only)

Device detection method (Active or Passive)

Detection initiation (Periodically, If new device is detected)

Detection delay

Apply all port settings (except all ports setting)

Host mode
configuration

Enable/Disable assigned IP

Assigned IP

Listening TCP port

Protocol (Telnet/SSH/RawTCP)

Console Inactivity timeout (0 for unlimited)

server Enable/Disable port escape sequence

Port escape sequence

Port break sequence

Use comment

Quick connect via
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Web applet encoding (same as Port access
menu web applet encoding)

Terminal server option (Remote connection /
Shell program)

Terminal Terminal server shell program path
server Destination IP
(except

remote port) Destination port

Protocol (Telnet/SSH/RawTCP)

Inactivity timeout (0 for unlimited)

Modem init string

Enable/Disable dial-in modem callback

Biaktinimadem Dial-in modem callback phone number

(except

remote port) Enable/Disable dial-in modem test

Dial-in modem test phone number

Dial-in modem test interval

Destination IP

Dial-in
terminal Destination port

server Protocol (Telnet/SSH/ RawTCP)
(except Inactivity timeout (0 for unlimited)

remote port) ["Modem init string

Virtual KVM
configuration

Virtual KVM connection Enable/Disable

Automatic IP detection

IP address

Client program

Client program path

Serial Port
Parameters
(except remote

port)

Baud rate

Data bits

Parity

Stop bits

Flow control

DTR behavior (except Dial-in modem / Dial-in terminal server)

Enable/Disable delimiter (RawTCP only)

Delimiter (RawTCP only)

Delimiter option (with / without delimiter) (RawTCP only)

Inter-character timeout (ms) (RawTCP only)

Remote Port
Parameters
(remote port only)

IP address

Port

Protocol

Port logging
(only provided in
console server
mode)

Port logging Enable/Disable

Logging direction (Server output / User input / Both with arrows /
Both without arrows)

Port log storage location (Memory / CF card / NFS server )

Port log to SYSLOG server Enable/Disable

Port log buffer size

Port log file name (User port title / Specify below + file name)

Time stamp to port log Enable/Disable

Show last 10 lines of a log upon connect Enable /Disable

Strip the M from SYSLOG (Port log SYSLOG server enable
only)

Automatic backup on mounting

Monitoring interval (sec.)

Port event
handling (only
provided on port
logging enabled)

Key word

Case sensitive

Email notification Enable/Disable

Title of email

Recipient’'s email address

SNMP trap notification Enable/Disable

Title of SNMP trap
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Use global SNMP configuration

First / Second
Trap receiver
settings

IP Address

Community

Version

Port IP filtering
(console server
mode only)

Allowed base hosts IP

Subnet mask to be applied

Authentication

None
Local
First RADIUS authentication server
Second RADIUS authentication server
First RADIUS accounting server
RSAG‘E)JLeJrS Second RADIUS accounting server
RADIUS timeout (0-300 sec.)
RADIUS secret
RADIUS retries (0-50 times)
First TACAS+ authentication server
TACAS+ Sgcond TACAS+ authgntlcatlon server
SEAET First TACAS+ accounting server

Second TACAS+ accounting server

TACAS+ secret

LDAP server

First LDAP authentication server

Second LDAP authentication server

LDAP search base

Domain name for active directory

First Kerberos authentication server

Kerberos Second Kerberos authentication server
server Realm for first Kerberos server
Realm for second Kerberos server
Custom PAM
<<Everyone>> | Port
or individual Monitor
user’s or
access list’s Power
User access access
control Enable/Disable sniff mode
Sniff session display mode (Server output /
Sniff session User input / Both)
Display data direction arrows Enable/Disable
Permit monitoring only mode Enable/Disable
Email alert for port login
Title of email
Recipient’s email address
Email alert for device connection
Title of email
Recipient’s email address
Email alert for active detection
Console Title of email
Alert server Recipient’s email address

configuration

Port login trap

Device connection trap

Active detection trap

Use global SNMP configuration

First / Second |_IP Address
Trap receiver | Community
settings Version

Dial-in modem
(Dial-in

Email alert for dial-in modem test

Title of email
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modem test
enabled)

Recipient’'s email address

Dial-in modem test trap

Use global SNMP configuration

First / Second | IP Address
Trap receiver | Community
settings Version

Power control
configuration

Power controller

Outlet

4-12 -JIgt Alelg ZE 43 stHsE E0sLICH

Serial port configuration

Port access menu configuration
Port access menu configuration
All port configuration
Port# Title Mode Base address Port Proto Serial-settings
all  Port Title CS 0,000 7001 Telnet 9600-M-8-1-No
Individual port configuration
Port# Title Mode DestfassignedIP Port Proto Serial-settings
1 server name on port .. Ccs 0.0.0.0 7001 Telnet 9600-N-8-1-No
2 Port Title #2 CS 0.0.0.0 7002 Telnet 9600-M-8-1-No
a Port Title #3 CS 0.0.0.0 7003 Telnet 9600-N-8-1-No
4 Port Title #4 CS 0.0.0.0 7004 Telnet 9600-M-8-1-Mo
29 Port Title #29 CS 0.0.0.0 7029 Telnet 9600-N-8-1-No
30 Port Title #30 CcS 0.0.0.0 7030 Telnet 9600-MN-8-1-No
31 Port Title #31 CS 0.0.0.0 7031 Telnet 9600-N-8-1-No
32 Port Title #32 CS 0.0.0.0 7032 Telnet 9600-M-8-1-Mo
Remote port configuration
- Title Mode Assigned IP Port Proto Remote-settings
[T remote port 1 CcS 0.0.0.0 7051 Telnet 192.168.19.10/23
Click [Remove] button to remove the checked remote port profile. Remove |
Remote port title : I Add
J& 4-1. Al2/& ZE &F o a5
HgECc=z Adlg ZE L= JAAF ZEE HEGLD 4HFoHH ZE HS L= EOE2
Z2ISLICH. Al2lY XEQ |23 XEE shHHN 2% AA5H2{H,[All port configuration]
e oteHoll @IXIEt [All] €= [Port Title]l2 2I&LIC
MNEX=E 823 LE HFHUHAN 22 ZE EHOIES 256t [Add] HES 2256l 22 LEE
Fotgt 4= AL, A LEESZS HEst £ [Remove] HES 220l A ZEEZE AHE £
USLICH
AEX= & HHOIA A0AM, HOE 24014 Java Applet= OlEot, 2 A2l ZE
= &A ZE2 port access menu Ol HZ& = USLICEH.



1. MAsSXe &% Wl gtol /s Serial port = Connection 2 MEHGHOF & LICEH.

2. AM&EX= Individual port connectionOll U= EO0IE lcon2 SEHAHOF SLICEH.

3. AMEX= &I port access menu connectionOil H=E Al ZLE ZIJE AMESE

=& USLICH

& HE JZ0| JEH TAHSH ALSE2 4.5 Serial port ZZ = & 61AI7] HIEHLILCE.
4.2 Port access menu &%
421 e
VTSE 2 telnet/SSH Z2I0|ME HEES Solfl KNEE It ZEZ HAS £ USLICH. oF A
TH, VIS= E Sdll 2= Al2lg ZEQ A TEZO HAE HA=ZE EWSLICH. 0l= *£& &L
E Hg, ZLE EOIE Y ANelgE ZE REE HEEEHLICH. VISsE AIEXDF sl s28 L E
HSE MESIH 23 ABZ 23S Al2lY ZEN HE5E2 SIS LICH. AF2Xl= RS MH
ol |2 ILE 2IAE 3lHOZ O|sSst & A LE BSE M5l 2 TEY 858 £
QU SLICH
g

cv 28 192.168.19.1

Welcome to UTS-3280@ Port Access Menu (UTS32008_Device)

UTS-3200 Login : root
UTS-3200 Password :

I

[UTS3288_Device]l

Mode

CS
CS
GS
GS

Server name on
Port Title #3

Port Title #5

Port Title #7

Port Title #9

Port Title #11
Port Title #13
Port Title #15
Port Title #17
Port Title #19
Port Title #21
Port Title #23
Port Title #25
Port Title #27
Port Title #29
Port Title #31

#10
#12
#14
#16
#18
#20
#22
#24
#26
#28
#30
#32

CS
cS

Enter command (1-32 serial port.

P passwd. R remote port,. Q exit >

1&g 4-2. Telnets 0/E0}0] ZE LML H=01 &
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VISE LSS +dE2ZM AMEIL Oty ZE0 H2DHES LIt

VIS 2 1P =4 & 2 NEE TP LE BSE AFEE L.

- 2 N&EE IP =4 & telnet £= SSHe| TCP ZE BISE AIZELIH
HE S0, 2t VIS IP =201 192.168.1.1000122, 2 TCP EE BISII 60002 B, AIZ A=
R BE ZSTENAM O BE8s 28 = AsLt

telnet 192.168.1.100 6000 <ENTER>

Of IP =401 192.168.1.13221 E2, MEXE AR EE ZSZIEWAM UsS 2ot oie
IE PSS AEGHA $0& ZEN AZE = UASUICH

telnet 192.168.1.132 <ENTER>

L

8 432 &% s 2E0sU.

Port access menu configuration
Port access menu : IEnable v]

Port access menu port number (1024-65535) : |7UUU

Port access menu protocol @ |Te|net vI

Port access menu inactivity timeout (1-3600 |IDU
sec, 0 for unlimited) :

Enable/Disable port access menu local IP @ IEnable vl

Port access menu local IP ¢ |192.168.I.IDU

Port access menu quick connect via : W

Port access menu web applet encoding : IEninsh {latin1) LI
Login on port access : Im

Port access menu authentication method : |Local Ll
[Email alert configuration]

Enable/Disable email alert for port login : IW

Title of email : [

Recipient's email address : |

[SNMP trap configuration]
Enable/Disable port login trap : IDisable vl
Use global SNMP configuration : Disahle ¥

Trap receiver settings :

IP Address Community Version
0.0.0.0 l[mlsln— [V =
[0000 [public | [V =

Save to flash Save & apply | Cancell

18 4-3. ZE YL 7 £F
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Login on port accessE DisableZ & A&GIH, port access menuE SoHAM Al ZEZ HAE
M ArEX 1S EXt 8101 82 Jis& L.

Enable/Disable email alertS Enable2 &&GIH, AIEZXJF port access menuZ 219 L= &
002 & M d8& =42 43 HS2 0lHLol ®EELICH. Enable/Disable port login

trapsS EnableZ &EAGIH, trap receive settings A0 ek SNMP traps HEEHLICEH.

1]

fi: HE dfA (79 |P FAE S2EOIE TR AEBNE E SLE IP 249 S&ZHX
I = FO/oI0I0F EBILICH P ES=8HE IR, HEE LA BlFo IP FATF disable AEHIf
ELICH Local IPE disable AlF/7]Lt local IPE 0.0.0.02Z o}5 oH& A2/ EE0 IPE &
SoIA L0 s EEE VISS IP address $F HFE BISE SojkLt &0/ JI5 ELIC.

Q

~
]

4.2.2 Port access menulfl CHst o1&

AEXROL VTSSl Ooff E08kD0] |l = 0IS&RQ 215 HXE ZXO0F StCh. Ol 556t AHEX
= 24 0l oSS BHOL0F SHCH. CHSOl OlA Al2lg ZEE HEislH HEEesE Al2lY ZE &
=2 st 2ISS 20toF &LICH. 2+ “port access menu authentication” Y0l [none]22
H¥E 2, RE A

Zxte= o Al2lg ZEN ¥ > UsUCH.  “serial port
(0]

authentication” 2&0| [none]@ 2 AAE ZHR02H, AIEX= oI5 QI0l Alelg ZEN &%

Bt2l  “port access menu authentication” &0l [LocallZ2 AFTIO UHLE THE (0.
RADIUS, LDAP KERBEROS ft= TACACSH)O0l XAEE = &L, AI2Xs US X0 288 mer 9

Aelg ZEN 858 &= AsLIC.

- AZXIE Q1SS St

- AZXIE S Alelg ZE 2152 St

- AZXIE ZE ALZX SE0 S5
AZRIE CIES 22 32, "85 A 2E" 2 S350 U= Al2lg ZENS 35 =
SLO. O 252 £3& AldE ZENs 858 = glgUb. ss &2 32, 0l 850t
= MEXE B 92 BU R4 =22 JIEULC. AMSXI M A8 2 ZEZ HES Al
Totd, Al S2 HZE2 SEH sE MESAE A M2 ME0l ddELICH
elEs -0l tiet XtMet LHE2 4.3.10 Authentication &8 = & ZX0tAIJ| BIELILCH

4.2.3 Port access menu T 2&E2

_L

Telnet L= SSHE AtEotdlE ZzE=2s 43

20| ANelg ZES ZZEZ N LXIotK EES

-

OII

HO LICt. port access menull ZZ2&=0| 2

st
=
T UsUb. ANclE ZES ZzEE2 &3

4>
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AEZRH VISZ22 HZ YUHZ2 HAlotes 210122, AFEXJF port access menuE Saoll VISE
Eol IZEZE2 2010t &ULILCH o Z2&E20] 229 Alelg
0l

d2 2 Al ZEQ 432 RAIEA ELUCH
4.2.4 Port access menu options

“Port access menu quick connect via” option2 & HOIXI2 connection IS S8 & Al
ANEE client T3S XNEFE £ UAH &LICI. “Port access menu quick connect via”
optionOl Web applet@2 AFTI JUH, & MHEFH2 MHZEEH B2 GIOIEE 3H EAl
i

(.

| fIoH “Port access menu web applet encoding” optionS O0IE5tH A& E ZAIZS2=z H
&LICH. “Enable/Disable email alert for port login” option0Ol “Enable” & EFLH Al
XtJb Port access menuz2 =10 £= =10+2 & WHOLCH VISE OI0 22 ZH (Email alert
configuration)Ofl 2t OlHYLS ™SS LICH. “Enable/ Disable port log in trap” optionOl
“Enable” & A&, EG 2410 A& (Trap receiver settings)MlA IP =401 E& £41D|
BIE2H H&TH, AFZXDL Port access menuE =10 = 20t2 & MI0ICH VIS E™
MO BFH U= ERHS EYHLICH. “Use global SNMP configuration” O “Enable” & &3A
™ “SNMP Configuration” OlAl E&&E E@ £=4D] 30| SNMP Edel =8Xg AISELICH.

tAIEH LHEE2 3.2 SNMP 23 = & X0otAID| BHELITH

ol

righ

n 4

—

4.2.5 ClusteringAl2l port access menu

= &S Master unit2l port access menuES Sol0d slave unit2

[o]]]

Clustering(s& &X)S A=
accessot Al & LICH. port access menull HIC! BI=O0A SE 26t Slave unit & EHHI&0IA
A~PILXICl 2 Soll |ot= slave unit2 HdEHE == USLICH. Slave unittl E50tH G E

unit2 port access menuJt LIEHLIDH, O4DJIA &6+= port

£ HH5tH JAdte ZEE H2E =
UASLICH. Ao |p =A= &M E26t2 U= Unitel =AE 2HSLICH

[VTS3200 Device]

Port# Port Title Mode Port# Port Title Mode
1 Port Title #1 Cs 2 Port Title #2 CS
3 Port Title #3 CS 4 Port Title #4 CcS
5 Port Title #5 CS 6 Port Title #6 CcS
7 Port Title #7 CS 8 Port Title #8 CS
9 Port Title #9 CS 10 Port Title #10 (oF]
11 Port Title #11 CS 12 Port Title #12 CS
13 Port Title #13 CS 14 Port Title #14 CS
15 Port Title #15 CS 16 Port Title #16 CS
17 Port Title #17 CS 18 Port Title #18 CS
19 Port Title #19 CS 20 Port Title #20 CS

21 Port Title #21 CS 22 Port Title #22 CS

23 Port Title #23 CS 24 Port Title #24 CS

25 Port Title #25 Cs 26 Port Title #26 CS

27 Port Title #27 CS 28 Port Title #28 Cs
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29 Port Title #29 CS 30 Port Title #30 CS
31 Port Title #31 CS 32 Port Title #32 CS
Enter command ( 1-32 serial port, P passwd, S slave unit
R remote port, Q exit )
—————— > S
[VTS3200 Device]
Unit # IP Unit # IP
A 192.168.19.3 B coosoossos
& oeosooooes 3 s
B oooosooooo S coooooooos
& - —oscosssss B coososooess
T ==es=s==== g = ——o=oososos
K eooossooss I = SeeCaeeo
M cooooooooo N oooooooooo
©@ @ —oooooooeos P oooooooooo

Enter command ( A-P slave unit,

VTSel Alelgd ZES 2 ZE= HEHE2Z L= SN 482 = J=d, HE 2 2=
IZIE HZF0 Ost I2t0lEH= s=L&LUC. g ZE 32 O3 20 1208 0822
ZSELICH
1. port enable/disable, port title, apply all port settings, host mode
configuration
2. Virtual KVM configuration, Serial port parameters: On/y available for serial
port, port logging,
3. Port event handling: Onl/y available if the host is set to Console Server Mode
and Port logging is enabled.port |P filtering, authentication and
4. access control:
Alert configuration:
Power control configuration : On/y available if a power controller is added.
2t2to] g HE HFSHO = MU U= [ Move to —] 2/AE ZANAM OlSS
2ol ZEE HEoIH OE ZES HF3IHCZ I 0IsE = USLILH

2F
=

Alelg

H

Et

[0
Y

L serial port, R remote port, Q exit )
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2 HZEDL disable &E I EEH AMEX= Y Alelg ZEZ &g £ QisUU. O 4-4=

ZE enable/disable 3tHES 20 SLICH.

2+ stuck® ZEE= [Reset this port] 222 [Reset] HES =2 M

I-IE
port as factory default] S22 [Set] HES =2l 2& Z£0olAlQ A2 &AE 2= QUSLIC

al po 0 g atio PO e ¥ --- Move to -—- _V_I

Enable/Disable this port

Enable/Disable this port : |Enable vI

Save to flash Save & apply | Cancel |
Reset this port : Reset |
Set this port as factory default : Set

Port title

Apply all ports settings
Host mode configuration
Virtual KvM configuration
Serial port parameters
Port logging

Port IP filtering
Authentication

User access control

Alert configuration

& 4-4. ZE enable/disable
4.3.2 Port Title

e 2020 ZEN 2= X0 et €8S 25 = ASLIC. ooltlse EX2 ¢,

Of Z£&& = USLIO. ZLE EOISES 28 ZZANANN REE

Port titleOiA 228t Oiet0lEH= G313t 2&LICH
Automatic detection

Use detected port title

Port title

Probe string

Device detection method

Detection initiation

Detection delay
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Serial port configuration - 1 : Port Title #1 --- Move to --- LI

Enable/Disable this port
Port title
Automatic detection :
Use detected port title :

Port title |server name on port 1
Probe string : |‘r.»‘*."::-:[|[1
Detected 05 :

Device detection method :

Detection initiation : ‘ aically
Detection delay : every |5 minutes

Save to flash Save & apply | Cancell

Apply all ports settings
Host mode configuration
Wirtual KvM configuration
Serial port parameters
Port logging

Port IP filtering
Authentication

User access control
Alert configuration

J& 4-5. X E EI0/1E &F
Automatic detection
Aelg ZEN dZE EXo 2IMHALE A
SHSLICE. Host modeJt Console server 250110 HAZE HXID
Enable/Disable SOIA & Jtsot] DX L2™ Disable2 XS &L

f0ls &4 Disable2 &L HAE = USLICH

Im
=
o
0 oln
1o
0
H
i
>
O
10
tu
I
k]
e
pal
2
1

Use detected port title
AAsez &8s FHIX2 HEE 0 ZEQ IZLE EOIEz AMEE 2HAXNE &EFHELILCH
KN

=
Automatic detectionOl EnableZ A& HAR20 9 LIEFELICH.

Port title

ILE EIOIES EAIELO. X 328 U4S2=2 #&(Automatic detectionOl Enable2 &&)ot
D »>FE HEE XE EOIEE AME(Use detected port titleOl Enable2 &% )ot= Z=R0l=
LE EIOIES HEE + 2l IS =&E FEI XLE E0IEZ MESELICH 1 29 E20=
Ol ItetOIE Ol &SEH g0l ZEEIOIEZ AFSELIC.

Probe string

Automatic detectionOl EnableZ &&= A0S &= IitssLIC. EX Z2E =&olJ| <ol

=
VISOE ZXI0H Els H2E8s &3

il
C
fw)
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Device detection method

Automatic detectionOl Enable2 A& E A0S A& Jts

g &= UASLICH Active= VISIH EXl BE =&¥2 ¢l ¥ 2UHH EXWM &E5t= Ol
B2 2460 X2 2SHMY SAE £ P& LICL Passive= ZE 2IOE =

A5t EXe HE2E FELICH. [MekA, Passive= Port logging0Ol EnableZ A& T 00
sol

SHLICH. Activelt PassiveSOIA &3

m
U

StAHl ELICH. /etc/active detect E£& /etc/passive detect scripts EEXIOfl
AN 22U CIOIENA EXI2 SNt SAE 0|2 22l Ue s 238 =~ ASsUT

29 ME /var/run/0SPortxx WM SAE 0|22 /var/run/HostnamePortxx IO

JEEULC HIIM, xx= ZEYSE LIEFHLICH.

Detection initiation

Device detection methodJt Activell Z 0 Periodical ly2t If new device is detected S0 A
HEdgr = QJA2LUt, Passivel! ZR0U=

delayif &&E AI2I0tCH FIO|IE2Z VISO E#XEEE S48 LICH. If new device is detected=
ANelgd ZEN M22 Xt AZE A= OIUHEDI & Ot EXIEE2E BHELICH
Automatic detectionOl Enable2 &&EE1 Device detection method?t ActiveZ Detection
initiationOl Periodical ly2 & E 22 VISJI EXNEFEE =245 ZAUE Alert &30AH &8
st OI2 emailOlLt SNMP trap= MESELICH. XHAIE LHE2 4.3.12 Alert 832 ZXGHAID| bt
LICH

Periodical lyJl &&ELICI. Periodical ly= Detection

0z
ol

Detection delay
Detection initiationOl Periodically?!l 32 22 Jts&LICH. VTSIt

£ £3gUb.

|.

oA
ﬂ
0%
HI
i
Bli
X
Qj
rir
M
~

4.3.3 Apply all ports settinigs

AZ X all ports settings & 8ol 2= LES HAMS SHHEO =:GICHIH, HAMNME
OF TleE JlE ZE A3 gt=2 xDIgots AS 2| o, VISe g ZE HHWA 0l o
28 X LI HEE Hd™E £ AN LT, 2+ HFHO| disable HE QI AL, JI&9 ZE &
x (]

&8 22 all ports setting2 s:MoH2E RAZDAH SLC. O 4-62 apply all ports

settings &8 3= B0 SLICH.
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Serial port configuration - 1 : server name on port 1 --- Move to --- LI

Enable/Disable this port
Port title

Apply all ports settings

Apply all ports settings @ IEnabIe vl

Save to flash Save & apply | Cancel |

Host mode configuration
Wirtual KvM configuration
Serial port parameters
Port logging

Port IP filtering
Authentication

User access control
Alert configuration

1& 4-6. Aoply all ports settings &&

4.3.4 Host mode & &

VIS &= 2E== “host mode” 2t &

on

FLICH. ChS0 22 4942 host modedt AHE JtsELILCH

console server mode
terminal server mode
dial=in modem mode

dial-in terminal sever.

Console Server Mode

ol COHlAN=E, telnet £= SSH SctOIHES HZES OMJlotl Us TP AMB A3U0|
AHFLICEH. telnet L= SSH 2201 EIL VISOH & =obH, VISH S22 FHI2l 25 ZE
HEg = UAsLO. 2 ZEQ HAR0= 0 258 XNFELLC. Al2lg ZEI 5 LEE
Sofl o ¢Zots BtE 3 EZE= A3 EE HF0AM NEE FH SAEZ NEE

Mode
0l 2=0M=, Terminal server option2 &&O0 et VISe Al2lgd ZEN HAZE EXUHAM
AA SAEZ telnet £= SSHE 0|20t & HotoLt VISe & Tz ) E A#SHH = LUICH

A LEWM= XNJAZX ESLICH

MO

VIS 2&E 292 MEotH 22l (out-of-band) = JlssS XJELICH Al2lg ZEDJH dm=z
&g >

HFE F2, VISE Alclg EZEDJ ¥ 20 AZE X2z 2o, A NZRH M3t
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SO0l EAIELICH.

HOIE oigdold Z20d8s

= HOIE MY 222 &3t 5 28 2E9 &
Z3otd, VisSs Alelg ZEJ &E ZEn
JICHELICH. AFZ X HOIE oisdiold =227
0f g&= dol&ot 0/01 FHON Us A
FHSLIOH 33 LENAME XNJAZX #sU.

g 47 ~ 08 4-102 2 2

Enable/Disable this port

Part: title

Apply all ports settings

Host mode configuration
Host mode :
Type of console server :
Enable/Disable assigned IP :
Assigned IP
Listening TCP port {1024-65535) :
Protocol :

Inactivity timeout (1-3600 sec, 0 for
unlimited) :

Enable/Disable port escape sequence
Port escape sequence !

Port break sequence :

Use comment :

Quick connect via :

Web applet encoding :

| Savetoflash |

& Host mode & &

INE=eld0s
23 ZENAMNE N3

|Disable vI

ol d=51H VISH 252

& SLICH

XJF Alelg ZTEE RE=Z

Fotl, N3 &%z HZ=2

d3l E5dle 22, ViSs
= SSHZ M TCP HZ=2
---Moveto ---  +|

||3‘ 0.0.0

[7001

|Telnet vI

100

|Enab|e v[
Ctrl- IZ—

[~break
No =

|Web applet vl

[English (latin1)

Save & apply I Cancell

Wirtual KvM configuration
Serial port parameters
Port logging

Port IP filtering
Authentication

User access control
Alert configuration

[~

J& 4-7. Host mode &3& - console server mode
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Host mode configuration
Host mode :
Terminal server option :
Terminal server shell program path :
Destination IP :
Destination port (0-65535) :

Protocol :

Inactivity timeout (1-3600 sec, 0 for
unlimited) :

| Savetoflash |

Save & apply

Terminal ¢

| Remote connection v|

|0.D.U.D
o
|Telnet v]
|IDD
I Cancell

& 4-8. Host mode && - terminal server mode

Host mode configuration

Host mode

Modem init string :

number
Dial-in modem callback login

Enable/Disable dial-in modem test ;
Dial-in modem test phone number |

Dial-in modem test interval ;

Enable/Disable dial-in modem callback ;
Dial-in modem callback phone number |
Dial-in modem secondary callback phone

Allow dial-in modem callback number change ;

Dl moder ooy

qlels0=2 -

Disable v |

Disable J{

eyvery ’ 24 | hour(s)

| Savetoflash || Save &apply || Cancel |

& 4-9. Host mode &€& - dial-in modem mode

Host mode configuration

Host mode :

Destination IP :

Destination port (0-65535) :
Protocol :

Inactivity timeout (1-3600 sec, 0 for
unlimited) :

Modem init string :

| Savetoflash | Save & apply

Jial-in terminal s

[0000 ki

[

ITeInet v]

[100

|ql els0=2

| Cancel |

& 4-10. Host mode &£& - dial-in terminal server mode

console server mode &&

oco
— — =

o
%T,

Console server

ABXE CHSH 201 0HK




Type of console server
Enable/Disable assigned IP
Assigned IP address
Listening TCP port number
Protocol

Inactivity timeout
Enable/Disable port escape sequence
Port escape sequence

Port break sequence

Use comment

Quick connect via

Web applet encoding

Type of console server
Alclg ZEN HZ2DH Uqs 225 M2 EFZI0I MS SAC console® Xl Ot XIE SESHLICEH.

Eanble/Disable assigned IP
Assigned IP addressE AIE& Xl (8 E Z&ot=0 AIEELICH.

Assigned IP address

AMERIL 25 AHY Alelg ZE &= &

g = AsLt
EZEQ P F=AJF 192.168.1.1012 2= I, MEXes GOS0 20 ZE0 A2 = ASsU
Ct

telnet 192.168.1.101
SLE P FAsE JIEQ IP =AY SSCA AO0H0F ELICH &Y SSHeE 22, Al2lg ZE
L= 227 ZEQ |P A= disable &'EHJt ELICH. Port access menuOllAM et 20| IP =AE At
20tXl 2224 ™ Enable/Disable assigned IPE disable2 GtHLE Assigned IPE 0.0.0.02% &t
o ZLtt

Listening TCP port number
AMNEXE Al2lg ZLE E= E &2 ol VIS IP =4 2 Jistening TCP port number
USLICH. AFE2XH= telnet/SSH HZ= st oY A2l ZEQ TCP port number

VIS IP =28 AZoHOF SLILCH

0
1y
e

i

orsed =

0

bl
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hs

VTSSl IP =40 192.168.1.100 0112, oHE &= Alel&
AMERE OS0 &0 iE Alelg ZE0 g2 = U

telnet 192.168.1.100 6001

ZLEO| TCP port numberJt 6001 ¢ AL,

Protocol
Protocol 2 telnet, SSH = Raw TCPE S EHEILICH. AFE2XIF telnet 22I0IHE ZZ2 1S At
Zot= E2 telnetS HEELICH. AFZ2XDL SSH 2ct0IHE Z20#E MEol= 8% SSHE &
EHEFLICEH.

Inactivity timeout
Inactivity timeout W2t0IE &Sl SHE2 TCP A& AEHE Closed E£= Listen22 S X at=0
[_SLICH. XIEE Inactivity timeout 2t SO VISt telnet/SSH ZctOIHE AOINIA GIOIEH
SA0| el B2, JI&E0 dZE MES UHsS2x ©olH ELt. AIZXoF o2&

. Inactivity timeoutOl enable AEHH U=s A

Xotedes B, timeout AlZ2tS 022 HAEILIC
2tE, VIS= “keep alive” M8 FIIHOZ HE6IM telnet/SSH S2H0IHEQF VIS AHOI S

o
_I_
HE MEHE NBZH2Z ZAEILICH telnet/SSH Zect0IHEDL IHA M SEGHA 22 22, AlA

B2 A MEWJF 2H JUCHD 2tFotl], inactivity & &2 10| JI&E2 telnet/SSH H&

Enable/Disable port escape sequence

Port escape sequenceE AIE& X HEE ZFo=0M AFEELICH

Port escape sequence
A X Al2lg ZE &£

22 mEQ o

rr

28t &, port escape sequenceES 2 EotH The
protocol can be sport escape menulil H2& == UASLICH. port escape menulll= 2E AFE A0t
& 26t= [show last 100 lines of log buffer], [send message to port user], [close current
connection to port], Sniff AFEXIE <8t [enter as a slave session], OI2! M& AIEXE

I8t [send break], Port2t Monitor E2AstS 25 JI& Sniff AF2XS [take over main
session] el Port2 Monitor E2AES &
s S0l JUSLICH Al2lg ZE s K22 TEN A= AXIF IHY HAESO ot=280 &

S QD I8 A2 XJE Power E22ES 2=0HH, Port escape menuOl= [power device

2% JI& At2 X9l [disconnect a sniff session]

rr

—

on], [power device off]2 [reboot device using power—switch]S2l M 2= M =Dt
ELICH.

=

Port escape sequenceZ &E& = 2XE ZEZ ME6tAH Port escape sequenceE S

£
ol

=

HLE port escape menul Al Port escape sequenceE & &otH & LICH.

Port break sequence
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MNEX= ZEH AAH port break sequenceZ A& E gt= UHSCZM oY ZEZ break 4l
SE BY = AsUbt

Use comment

Use commentE YesE A&HGIH ELE AEXIF ZEZ HES [ =42 dEE = JAEE U
Ct. & Ol 282 ProtocolOl Telnet £= SSHY 22 HZFLICH LgE =42 Acld ZE
o2 HOIXIS Individual port connection £& = Comments &S0 HEAIZELUICH (44& 4.5

Serial port H&ZES ZXGIAAR.)

Quick connect via

Quick connect viaZ VIS &2 && HOIXINAM #& & Client2l 7 E Web applet == Local

client® SEELICH. 0l &&EE Protocol Ol Telnet &= SSHe!I A0t HEZELICH. Alelg &

E AZ HOIXNWAM AFSXI S22 0028 g 22, AFZXIE VISOE ME36t= &IIEH java

applet2 AtEdt= 8 Web applet2 HdEELICH. 2YHMAMIt HEdt= Telnet = SSH 2240l

HE Z2ds =22 F=oteE &2 Local clientE MAEHELICH. Windows 2EHAMS HL

Protocol Ol Telnet2 [ Local clientE &E4GH Hyper Terminal T2 40| A ELICEH

Web applet encoding

Aelg ZES AZE XL MHZRH 22 OOIeHE & WS 320l HESHH ZE&8otIl 2
pS

=
o L
of elRLote &Aals £Fot=0 AISELITH

Terminal server mode &&

Terminal server model2 &, AIEX= U

u|0
my
ro
=]
]
=)
m
i
>
0
o
1>
$0
i3
C
]

Terminal server option

Terminal server shell program path
Destination |P address
Destination TCP port number
Protocol

Inactivity timeout

Terminal server option

Remote connection2=Z &H&FE AL, VIS2 AldlE ZEN HAZE HEXIOA telnet , SSH =
TCP Z2EZS 0|20l 223 SAEZ HHELICH Destination IP , Destination portSel &
HASAE ZEY MEY ZZE&EZ, Inactivity timeoutSS &&FoH0F ELICH. Shell programe 2
d8E E2, VISS Alelg ZEZ H=E6tH VISOHIA Terminal server shell program path0l &3

= & 2SS AUt

HJII

0
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Terminal server shell program path
Terminal server optionOl Shell program@z &A&E ZR20 Alcld ZEz F£0| 0IFHAIH

VISOt algigh &l mzss XIELIC

Destination IP =4 % Destination TCP port number
Terminal server optionOl Remote connection®=x A&A&E AHL, Destination IP =4& ¢
Destination TCP port number= VISOHl HZE HXIOF E&6t0K ot 22X SAEQ P

2 TCP port numberE 2|0|&HCH.

Protocol
Protocol 2 telnet, SSH &&= Raw TCPOt & == USLICH. AFEXEIE telnet = SSH AHO HZE
old ol= &S, telnet L= SSHE HEGHO0 b

connection@ 2 AAE ZR0U 9 A3 LICEH.

ICt. Terminal server optionOl Remote

g

Inactivity timeout
Inactivity timeout Al2t S VIS 2 telnet/SSH AH AOIO GIOIEl S4l0] glod, &M
telnet £= SSH AHI&0l 2 H ELICH AIZ2XDF 2SS SREHHZ SN otdis B3R, d4¥XE

022 &LICt. Terminal server optionOl Remote connection@Z A A& 220 2 &3t LICH.

Dial-in modem mode &&

dial=in modem mode2| &2, AIEX= U3 22 UI2I0IHE &3 = USLICH.

init string.
Enable/Disable dial-in modem cal Iback
Dial-in modem cal Iback phone number
Dial-in modem secondary cal Iback phone number
Dial-in modem callbak login
Allow dial-in modem cal Iback number change
Enable/Disable dial-in modem test
Dial-in modem test phone number

Dial-in modem test interval

init string

P
rr
__(T1_
>
0F0
it
c
o
>
0F0
2
o

=]
Ct. JlZez d38& =) &8¢

0
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U2 ‘glels0=2" &LICH. RE =D AE

o
=2
2
o
;
o
£E
FIO
o
o
r
ue
o

K]
P8
ol

z
=
0

Enable/Disable dial-in modem cal Iback
Dial-in modem callbackO| E4d3t= AL M3 &EFfF HZ0| TH VISes Hd&Z=2 21 LA Dial-

in modem cal Iback phone numberOll A= &3t Hs2 HAAHGIH SAELILCH

Dial-in modem cal Iback phone number

Dial-in modem callbackO| Z43lE B ViSOt HZ2e MIIHSE HAISLICH

Dial-in modem secondary cal Iback phone number

Dial-in modem callbackOl EASI= HL AIZ2X)I Y ZEZ JEESS AMTE M HHM
Dial=in modem callback phone HZ0l AIHoIUZS B VISIH HE2 M BEXO XNMJJHSE
HAIEHLICH.

Dial-in modem cal Ibak login

Dial-in modem callback0] EA3IE AL AMESXII Y ZEZ HMIEXES AMEZE M user ID
2t password &E 2 QAEESX &S XE AFHELIC

Allow dial-in modem callback number change

Dial-in modem callbackOl EAH3l= AL ASXII g ZEZ HMSIEES AMEZE M callback

number HAES ol2E X S XE HAF &HLICH

Enable/Disable dial-in modem test
Dial=in modem testJl EASIE HR, REO H& S&Hot=KXN FINEHz HHELICH. Dial-in
2 AE HIUE OIHLOILF SNWP trapsS Sl

gBsE = UEE SFHE £ QUAH ELIC. XAIS WHES2 4.3.12 Alert &8s ZX06HAID| HIEL
Dial-in modem test phone number
R0l da S&ol=Xl B0k ol VISOE HZE MSIHSE HAIELICH

Dial-in modem test interval

ZE0l o SHot=XE B8 FIIE A=Az NEELI.

Dial-in terminal server mode &€&

rr
o
ol
ke

Dial-in terminal server mode 2 &2, AIEX &2 HI2t0IEHE &3¢ = AUSLICH




Destination IP =4: (Terminal server mode A& 2 ZH XS Al
Destination TCP port number: (Terminal server mode A& 2 &
protocol: (Terminal server mode A& S & XoIAAIL

ToIYAIR)

HYAIR)

[nactivity timeout: (Dial-in modem mode A& S &

f—

Modem init string: (Dial-in modem mode Al S & =X

OII

4.3.5 Virtual KVM configuration

Console Server 2Z=0IAl Virtual KV connection Ol Enable ™, 8&E K

’

8= Solf VIsSe Alelg ZE = 3F ZEN HEE Mz 85

ot Ot*A2 &Y == UK of sLICH

Virtual KYM ¢Z 2 <ol 28 OtetllHE O3S0 £ 5L
Enable/Disable Virtual KVM connection

Automatic IP detection

|P address

Client program

Socket/Screen number for VNC connection

Client program path

Serial port configuration - 1 : server name on port 1

Enable/Disable this port
Port title

Apply all ports settings
Host mode configuration
Virtual K¥M configuration

Virtual KvM connection : IDisable vI

Autormatic IP detection : Disahle =

=

o M

--- Move to --- ¥

IP address :

Client program : |User defined

Socket/Screen number for VNC connection @ yncviewer $IP§: I

Client program path : |

Save to flash Save & apply | Cancel|

Serial port parameters
Port logging

Port IP filtering
Authentication

User access control
Alert configuration

J& 4-11. Virtual KWW &&
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Enable/Disable Virtual KVM connection
Virtual KVM HZ JIs2 AIEE HCXE AFELICH & ot Al2l D282 disable® LIC}.

Automatic IP detection
KVM Z20|HE Z2 0] HAZE AL IPE Al2lg 2= 8550 As2es2 SMEI o

£ A HELICI Host mode configuration2 Type of console serverJt MS SAC console2 & & &
d202 0] JIsE2 MEE = USLICH
IP address

KVM Sct0lE Z2 80| HZE A IPE ZE UL

Client program

Client program pathE &H X8 = UEE ZSE SA0/HE Z2 )8 2IAEE H3ELICH
Windows remote desktop connection, VNC, Radmin, Xmanager S0IA &Ei5H oY Sct0l A
E Z=z7)eH0| Client program pathtl X=s2=& EZEAIELICH User definedE &®aolXH Client
program pathE At X0t && &6 0F &LICH

Socket/Screen number for VNC connection

Client program0| VNCZ #&EUAS &< VNC HE S

= AES ELICH Screen ¥1s L= TCP port &0 2&E5H VNC HZE <8t Client
program pathJt Ats2& & FLICH

Client program path

Aelg ZEU FAZEN HBE AHEZ KVM MES 22 = A= Scl0IHE Z2JHE X
LG $IPS= OIHE Zx2080| =g AHE IP =45 SJ0I=LICH

18t Client program pathE & £€&&

4.3.6 Serial port parameters / Remote port parameters

Aelg ZES AL HHIE VIS Alelg ZES AZotHAH, VIS Alelg ZE IetlIeHE
AZE 2l 2& ZE0 S £€doi =010F SLICH

Aelg SA0M 2R
Baud rate

Data bits

Parity

Stop bits

Flow control

DTR behavior
Enable/Disable delimiter (only for RawTCP protocol)

fon

baet0lee Gsdt Z25LUIC.
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Delimiter
Delimiter option

Inter character time-out

Serial port configuration - 1 : server name on port 1

Enable/Disable this port
Port title
Apply all ports settings
Host mode configuration
Wirtual KM configuration
Serial port parameters

Type :

Baud rate :

Data bits :

Parity :

Stop bits @

Flow control :

DTR behavior :

Save to flash

Save & apply | Cancel |

(only for RawTCP protocol)
(only for RawTCP protocol)
(only for RawTCP protocol)

---Moveto ---  +|

RS232

IQBDO vI
|8 hits vI
|N0ne vl

1 hit

INone 'I

|High when open ~|

Port logging

Port IP filtering
Authentication
User access control

Alert configuration

& 4-12. Serial port parameters &&

Baud rate
VISOIM KI&6t=

D X}
S o

E0tAIS D282
Data bits

Data bits= 7 bit2 8bit SO0IA
LICk.

Parity
Parity= none, even £ =and odd

Ct.

Stop bits

Stop bitse 1 bit2t 2 bit SUAN LEHE

baud rate= CIS1t
1200, 2400, 4800, 9600, 14400, 19200, 38400, 57600,
9600 LI C}.

Z2SLICH
115200 & 230400

OILIE M8 & & ASLILH. & EotAle JI28t2 8 bits¥
S0A d8E & JASLICH. & EotAle Jl28t2 noneg L
= AsUC. S& =otAle JlEgt2 1 bit&LIC.
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Flow contro/
SZ2 MO 22 none, 2AZES0(Xon/Xoff) = SHEAN(RTS/CTS) =O0IA eSS 2~ QSLICH.
X|

=2 &oIAIQ JI22t2 none LICH.

Aleld ZEQl DTR &2 =22 always high, always low = High when opene & &FE %
ASLICH. DTR =&0| High when opene2 &HAE ZL, TCP HZ0| OIFHA AEHHAM= DTR
o] AEHDF HighZ S XIELUICH. host modedt  “dial—in modem mode” S£= “dial-in terminal

server mode” £ H&E AL, DR =& &HAAHO0| XNJZKX 2SLICH

Enable/Disable delimiter
IZI2EZ0| RawlCPRl Z2S, A2l ZEZRH S0H22= HOIHE ZSAU0HEMNH 2 HA22
L= 2= 4FeLC. 0 430l EnableZ U2 Al2l¥ ZEUHMN 22 OOIHE
DelimiterJt ZAZE WHOICH 22 F2lotH SctOIHEN HESELICH Disable2 &EE
ob Al2lgd ZEZL2H OO0IHI SHA Z2H W= 2010

2 0

S
o
o

Inter character time-out Al
HAEZ MSEHLICH

Delimiter
Enable/Disable delimiterJt enableZ E&E A2, UOIEE 2clot=U AIESE 22XE XNEE

LICtH.

Delimiter option
Enable/Disable delimiterJt enable2 A& E AR, 22lX2 2clE IS dESE M 22X=

g ds5E X HREE 2 LG

Inter character time—out

Enable/Disable delimiterJt disable2 H&E AL, Alelg ZEZRH Md&EE HOIHE =eldt
=0 A2E= 2X2F A22HA3E 8FELICH. 0l Al2H0l XILUES OI0IEIt 2 S0 Xl &
OH Z20IHEZ H0IHE d&SELICH

E0l Ctolgel 2gs oA

It

2= USLICH. rc.user IO

echo 57600 > /var/run/mgetty.console
576002 25 ZEN HZ&E Z2EO paudrate LICH. rc.user Y= =& = MHEEHOF

=2
ZE ZEN HZE Colge 2E0l & S&HELUICH
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OII

R LEWAM 28 Otet0leHe U3 &5LICH

r

[P address
Port

Protocol

Serial port configuration - R1 : remote port 1 --- Move to --- ;]

Enable/Disable this port
Port title
Apply all ports settings

Host mode configuration
Wirtual KivM configuration
Remote port parameters

IP address : [0.0.0.0
Port : 1]
Protocol : I—'I-'ETET__;I
Save to flash Save & apply I Cancel |
Port logging

Port IP filtering
Authentication
User access control
Alert configuration

& 4-13. Remote port parameters &&

/P address

HE5g A SAE9 P

Protocol

A SAEN 5ot MEdHe E2EZ22 &3E LG

4.3.7 Port Logging

Console Server 2E0IAl Port Logging Ol Enable T84, VISe Al2lg ZE
PN

cc
&&= OIOIEHE MX22l, ATA/IDE fixed disk card £= NFS MHZ MEE = USLICH. SAIO
SYSLOG MB10l MEE XIE XNEE += USLICH
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M EH

£st, MAEXt= port event handling 88 0AN ZEZ S0 2= HAIXL S& II/FEE Lt
O email / SNMP trap S Soff 2clX0A HES = JUSLIO. MEX= 0 JIsS Sof H2E
FXNZ22H 2= HOIHE ZAME = USLICH KAS s M4E 4.3.8 Port event handling
HF2 ZAGHNAL.

Aleld ZE = @A ZEQ host modeldt console server mode & A&E AHALK0CH Port
Logging 21s0l RS&LICH. Al2lZ ZED} terminal server £= dial-in modem modeZ2 &&E

? Port Logging Jlslz H55E &= SSLICH

Port Logging0l CHEt A& miet0le= ke 25LICH

Enable/Disable port logging

Logging direction

Port log storage location

Port log to SYSLOG server

Port log buffer size

Port log file name

Time stamp to port log

Show last 10 lines of a log upon connect
Strip the M from SYSLOG

Automatic backup on mounting

Monitoring interval
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al po 0 g atio P e ame on po --- Move to -—- _V_I

Enable/Disable this port
Port title

Apply all ports settings
Host mode configuration
Wirtual KM configuration
Serial port parameters

Port logging
Port logging : v
Logging direction : | Server output =l
Port log storage location F\m
Port log to SYSLOG server : ME[

Port log buffer size (KB, 3150 max.) : 50

Port logging filename : |Spec:ify helow vl

(null as default file name[portXxdata]) |p0rﬂdata

Time stamp to port log : IDisabIe vI

Show last 10 lines of a log upon connect : IDisabIe vI
Strip the ~M from SYSLOG @

Automatic backup on mounting Enahle &

Monitoring interval (sec, 5-3600) : |5

| Savetoflash | Save & apply | Cancel|

Port log :

Clear Refresh View

Port event handling
Port IP filtering
Authentication
User access control
Alert configuration

& 4-14. ZE 22/ &F

Enable/disable port logging

]
-
I
0H
0z
H
ol
>
10
S

tl
&
1o
o
=
QO
O
@
©
-
fw)

Port logging Jls=2 AIEE ALK E &£F

Logging direction

APSTIOE Alelg ZEZ M6l WES JI=(User input), Alele ZEZRE
(Server output), ZesF CIOIEHE JISoIHA YSHA SFAHSE M 2(
OIXl AtEOtXl %2 24(Both without arrows)2XIE ZAHELICL. & =6t Al JI22

Server output & LIC}H.

Im

-

o HoIHE JIE

@

oth with arrows)
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Port log storage location
ZE 27 OIO0IEH= Visel W= oil2el, ATA/IDE fixed disk card £= NFS Of M&EE = UASLU
Ch. ZE 220t HiZ2elo MEEH=E 22, VISOt HE [ ZE 27 0= AMELICH Alcl
ZE 27 HOIHE 2&05tdAH, M&E AXIE ATA/IDE fixed disk card £= NFS MtHZ &F
StHLE SYSLOG server2 MEES &E&FoH0F ELICH. AIEXe=E HE X0 &43ct= ME O
Olel 8&oior LI M&E AXIIt HEoH 28X AUCH, MEN=E HE

&= Ul LI

ne

i

FXNE &

=

10

Port log to SYSLOG server
ZE 27 U0lH= NEE H&E AX2 SAIO SYSLOG ABHMNE HEE %= USLICH

Port log buffer size

Ol Itet0IEHE loggingEle ZE =21 OIOIHS =0 AJIE H2ELICH Log HIOIHE MEGHII
ol W HIR2lE MEdte B2, ZE HIHY &MX 3AJI= 3200 KbytesE =1totXl L0tOF &
LICH. & =6t Al D128t 4Kbytes LICt.

21 OIOIEHE MAEGHI| 2IoH ATA/IDE fixed disk cardE AtEd6t= 3<%, 2l ZE HIH A=
JtEQl =22kl et 2taLICt.

27 OI0IHE M&EGHIl <o NFS AHE AEot= 2, ZIU port buffer size= AHHS &&
O O2A =0, MEX= NFS AHE E&FGIA port logging AIAEI0lI HES &Asg = AUAESE
oHOF &LICt.

Port log filename
Ol Wet0IeHE loggingdle ZE 21 Mo 0|82 H2ELICH. Port logging filenameOl Use
2 0|ES 2 AI=2ELICH. Specify below= &

port title2 &&TH LE EOIS0] ZXE 221 I}

oA ofeHol e mY 01801 21 WY 0182z ASELILH. 20 MY 01801 LA
UK 22 Z=20= Jl2 85 20! portXXdata 2t= OIS0l AHE ELICH. OJIM XX oY Al
clg ZEQS HSE HAIELILCH

Time stamp to port log
Ol IctOlEe 2t0l E&EH loggingdlese ZE 2= =0HCH time stamplt ZEEH ELICH Dl

= a2 disable & LICH.

Show last 10 [ines of a log upon connect
Ol Hi2tOIE D Enable2 EACIS, AIZXDF ZTEZ HZE M 219 OFXIZ 10&20] EAIELICH
Jl2gte Disable LICEH.

Strip the "W from SYSLOG
Ol L}2tOIE Dt Enable2 H#ATM, ZE =27 OHIO0IE SUHAM SYSLOG MHUHA "Mez2 EAlZs
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L

oo
il
P
el
rno
0z
a
HU

0x0D OIOIHJt AHOIAZ UMEON ZE 22 OO0 0x00 CIOIE It X2
SYSLOG ABH Ol M&EELICEH

Automatic backup on mounting
Port log storage locationOl CF card &= NFS server2 &A&&E ZL0 2t &&s = U
0l &80l enable&l™ oY ME =2t01 CtAl OI2EE B2 21

LICE.

Monitoring interval

Port logging0l A& &1 port event handling(4.3.8 E#X)0| 8F&H HY ZEZLH keyword
£ JAMoHAN HESE reaction= oAl ELICH. Ol I, monitoring interval at0ll et HIHE & O
U= port logWl Al keywordE = =J10t 2& FLUICEH. 0] gt HAH & =2 #tE Al2Hl
keywordE Z2 = U2U AAHEH 2IAAE B0l AFESHH D22 M AMAES 4501 Mote

LICH dei22 At S8HY HEE & & 20 HF¥ot= A0l IHE ESLUILL

.

2k
BA

ru
ﬂJIO

4.3.8 Port event handling &3

Port logging Ol enable0] T H HZEZ S 2= HAKXIE ZAMMM I &F3E IIKFASIH LAT
M email £= SNMP trap = Soff 22IX0IAH MESHH & = JUSLICH. Port event handling2
ZE 22 U0l & Jdte II/KEE XNFot0 oY IIREI LAHEH 25t= reactiond =3
StH ELUICH. ReactionOfl Uis 882 2 JIRAE g2 HFHE = UA2H emaildt SNWP trapll &

JbXl reaction2 SA0W E2 MWEEcz A&H0| ItsELICH

10

nlo
my
)3
C
)

Port event handling2 <&t 2I/1E & Liet0le= G

Key word

Case sensitive

Email notification

Title of email

Recipient’ s email address

SNMP trap notification

Title of SNMP trap

Use global SNMP configuration
First/Second SNMP trap receiver |P address
First/Second SNMP trap community
First/Second SNMP trap version
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Serial port configuration - 1 : server name on port 1

Enable/Disable this port
Port title

Apply all ports settings
Host mode configuration
Wirtual KM configuration
Serial port parameters
Port logging

Port event handling

Check Keyword # Keyword

Action on keyword

Keyword :

Case sensitive :

Ernail notification :

Title of email :

Recipient's email address :

SNMP trap notification :

Title of SNMP trap :

Use global SNMP configuration :
SNMP trap receiver IP address :
SKMP trap community :

SMMP trap version :

Secondary SNMP trap receiver IP address :
Secondary SNMP trap community

Secondary SNMP trap version :

Save to flash

No keyword list...Please, add new keyword.

Save & apply | Cancell

--- Move to ---  +|

Reaction

& add © Edit © Remove

|Enab|e vI
|Disable vI

|Disable vI

Disahle &

Port IP filtering
Authentication
User access control
Alert configuration

& 4-15.

case sensitive
Ol Wt2tOIE It Disablez &A™

Email notification &&

ot
J1L

Email notification2 ==&at DX} a2 Email

el Mss 48Ut

SMIP trap notification &&
SNMP trap notificationOl enable@ A<,

2
Ct. SNMP trap &0 Zst 2 &322 U

HE O/HE

keyword ZAIE [ CHASXE

8ot Xl HsLUICH

notificationE enable® ot #=AIXS FA}

= & SNMP trapOl
g2 22 2 3.2S\NW &3 =2

=/ =

23E P2 &€

=
ot AIL.



Use global SNMP configuration
Ol HtctOIE Dt Enable2 E&&EHH, HERZD 3 &= = SNWP €8 0AH FAIE E&H =40 &

0ol EE 4D|2 AHSELICH

I =D Port event handling &0 FIOIZH, VIS 0| IIRFEDL 2LME=X ZAIELICH. I
S HMEID O AMAESXE 0 ZEN HZGHA o0, AI2XIF ZEN HZE IR Al
clg ZE H&A HOIXKL ZE EIOIE HM=0 H1D 00|20 EAIEULCH. O 4-16=2 ZE EHO|

=0| server name on port1@l 181 L EQ 21 00|20 EAIE &A=HZ2 BHSLICH

Serial port connection

Port access menu connection
Port access menu connection

Individual port connection

P C M Port# Title # of User Comments
= 1 -: seryer name on port o —— - T
2 PortTitle #2 o < Not used >

TE 4-16. D 0/0|2S HEE A2/ HEE o1Z HOIX
4.3.9 Port IP Filtering &3

VIS Al2lg ZE E£= A ZE) 5= olEcts 82 SAE= IP =4 filtering &0 JI
C

Zot KNHE 4= USLICH. AI2X=s 858 IP =4 & subnet maskE HZ0lH S8 SAED}
VIS A2l ZE L= |23 ZEY 858 = UZE IEELICH. XAE Uliee A& 3.58 &

Serial port configuration - 1 : server name on port 1 --- Move to --- LI

Enable/Disable this port
Port title

Apply all ports settings
Host mode configuration

Wirtual KM configuration
Serial port parameters
Port logging

Port event handling
Port IP filtering

Allowed base host IP (0.0.0.0
Subnet mask to be applied : |U.D.EI.D
Save to flash Save & apply | Cancel |

Authentication
User access control
Alert configuration

& 4-17. ZE |P BHE
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4.3.10 Authentication &&

OI=(Authentication)2 LBt OZ
= WAELLICH. VIS Alelg€ ZE
TACACS+, Kerberos & LDAP 2 22 (] ¢1&E s&82 XIJELILC

OI=Z2 None ©2 AHGIH, 9E LA Q0| AMEXIF ZEN &858 £ U220, LocalZ2 &
AL, VIS= AIEXE 2S5 fdll VIS XAe AIE2X S22 AISELICH. Custom PAM S& =
SEBE Linux-PAM (Pluggable Authentication Modules for Linux)S XI&& == & USsULC

1 29 FRE, A2 o= HHE olgdls ER=EAM, VISs A8 o5 AW (0. RADIUS,
Kerberos, TACACS+ 2 LDAP AlH) Ol AI2X oIS @&F& 2Lt O 4
(0] X

HE MEE 2 AIZA 1S ZZMNAE HEH2Z 2

AZX=E Lot 015 2HS It A8 = AsULT. 0 BR0es, M8 YE2Z VISIHt
OIS AMEZoOICHE AIst 22, & BM 2oz =538 ATELC. E S0, RADIUS oIS
2 local 21&1 Z&tE = USLICH. AFEXIF “RADIUS server — Local” Q1E YEIES MHEGt=
d%, VIS= RADIUSE & AE0HH 212 RADIUS MU0l 152 &Eot], Al AR0= VIS
Talol ArZA S5 Soll AES AT UL

RADIUS down — Local" 215 &9l A0 =, A RADIUS AHOI 152 RFot], RADIUS A
HOt CIREAS WMo VISE KHAlel AIEX S8 Sl 2152 NS

2)  AEX

1) AbSX 1D & HIY
ZE 10l AHZ X login

ZE 10l AFEX HAA 5IE

5) ZE 101 ¢ZE FHX0 HAA

& 4-18. 2IF KB Slat AME 2F HHE
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F9 :

1. VIS v1.7.0 &£& 0/F HIBOIAE Kerberos 1SS AFESII] FloHAE /usr20f kinit BFO/L
CIE SEAtol =010 ELILH.
2. custom PANE Linux—PWE X EILICH. O/E AIEE/ 5 /ets/pam.d/custom IS & dH
OtEILICE. (Linux—-PAMOY CHE'H TIAHIEH LHES
11.9.3 CL1 222/0f LHE+ TACACS+ /& oI/ E

Ct

=]
=

2 VIS 2 2 Aldld ZEN M8 2E
None
Local

RADIUS server

RADIUS server - Local
Local — RADIUS server
RADIUS down - Local
TACACSt+ server

TACACSt+ server - Local
Local — TACACSt+ server
LOAP server

LOAP server - Local
Local — LDAP server
Kerberos server
Kerberos server — Local
Local - Kerberos server
Custom PAM
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VTS Series

Managenent:

|| User : root

Network

Serial port
Configuration
Connection

Clustering

Power controller

PC card

System status & log
System administration

System statistics

Apply changes

Login as a different user
Logout

Reboot

Enable/Disable this port
Port title

Apply all ports settings
Host mode configuration
Virtual KM configuration
Serial port parameters
Port logging

Port event handling

Port IP filtering
Authentication

Save to flash I

Serial port configuration - 1 : server name on port 1

Authentication method :

Save & apply ] Canc

Local =l

User access control
Alert configuration

None

RADIUS server
RADIUS server - Local
Local - RADIUS server
RADIUS down - Local
TACACS+ server

TACACS+ server - Local
Local - TACACS+ server
LDAP server

LDAP server - Local
Local - LDAP server
Kerberos server
Kerberos server - Local
Local - Kerberos server
Custom PAM

SENA

ght © 1998-2005 Sena Technologies, Inc. All ights reserved

& 4-19. A2/ EZE0 fat 95 S

Serial port configuration - 1 : server name on port 1

--- Move to ---  ~|

Enable/Disable this port
Port title

Apply all ports settings
Host mode configuration
Wirtual KvM configuration
Serial port parameters
Port logging

Port event handling

Port IP filtering
Authentication

Authentication method : |F!ADIUS server - Local LI

First RADIUS authentication server : I

Second RADIUS authentication server : |

First RADIUS accounting server : |

Second RADIUS accounting server : [
RADIUS timeout {0-300 sec.) : {10
R&DIUS secret : I
RADIUS retries (1-50 times) : 3

Save to flash I Save & apply | Cancel[

User access control
Alert configuration

A X
=2o

& 4-20. RADIUS A1 - local O HEt O/
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4.3.11 User access control &%

VIS Alelgd ZE/J2A ZLEQ HAD Sniff session H& L= MY HEEY 0¥ S HOoHA
= AI2Xe B2Ast2 B-ELILH Sniff session =20 M= Sniff session2 HEH 22

9 LE/IAA ZTEZO| HAS MstoltHLF dlEdt=dl AF2ELICH. Monitor
E LICt. Power &E2#stE2 I

& R
ZESd Otz HZE Alelg EZES M S HOots A= HMéEtotHLt siEot=0l ArEE L

<<Everyone>>2| HZ2AHSEHE User access controlOlA HEXHSZ HAIDH= AIZSXNE MAS 2

AMEXIS 2 HE2 YAIELICH <<Everyone>>2| 2AE D [IE F2ASZ2 IR AI2Ls=
User access control &S| AIE2X 2I|AE = HAHA SIAEN &2 SSoH0F &LICH
Sniff session0] ASEX &= ZE2 HA2R20l= Monitor E2d& 4832 0tRd &= 01X

o
LSLICH ZEDJ IIY AES] Ol HZBEX A2 B Power F2ASE AMELRX &S

LICtH.

Sniff session0l SIEE ZFRetH ZEZ AZSE == Y= A= Al I O822 UE = U
SLICH. Port / Monitor H22Et RFE Jt& AIEXE, Port 2SI JHAL AFE X, Monitor
EHI2ASHOE DR AFS X LICEH.

Port / Monitor HZ2A& Z2FE & A OS2 U MESz ZEN HZE =& YD
ool A& / Sniff session@=Z M CHE sniff session@2 HZBE AEXS HEBS 2 =&
AU, Sniff session HEHOIA HE MECEZ Mg =& JUSLICH

Port 82dst2 JI& AISA OS2 W HME £= Sniff session@ &

X 2 U
XGH CHE Sniff session AHEXS HAZE EEZ0HHLE Sniff session2z HZEIM=ES A= M A
doz Meg = AsLIt
Monitor H2AEHRH D& ALEX DS Sniff session2@=Z 2t Aleld ZEWN HZ0] Jtsdt C
Sniff session2 HZE FHU OIQ MELSZ2 M2 SIts& LI

AMEXEOF Authentication &0 M2k VISU o1& A2 21E= HA™O

User access control &0 Mct H2HEH0l SFHEIOOFEH Al2lg ZEW HZ01 It
Authentication &0 28 XtMIS WWE2 4.8.70. Authentication configurations & ZotAlD|
Hr&fLICh.
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al po 0 1 atio e e ame on po --- Move to --- :.'

Enable/Disable this port
Port: title

Apply all ports settings
Host mode configuration
Wirtual KM configuration
Serial port parameters
Port logging

Port event handling
Port IP filtering
Authentication

User access control

Access type

User or Access list > Action
Port Monitor Power
<<EVeryones v v (]
user3 [ a O Remove |
grMonitoraccess [ v O Remove |
grPortéccess v a O Remove |
[ [ 2 r Add user |

2= Select an access list -—---- | 2 2 O Add access |

Move to Access lists to edit access list,

Enable/Disable sniff mode : IDisable vl

Sniff session display mode : Server output

Display data direction arrows :

Permit monitoring only mode : Disahle =

Save to flash | Save & apply I Cance!|

Alert configuration

18 4-21. Al2IE EE0 et GHL Hol £

User access control
H2dst EEi= Port, Monitor, Powerl Ml EEFJt USLICH. Port E2dEE2 HIe MESZ
ZEN HBE £ JA=sKl HEE HAISLICH. Monitor E2AS2 Sniff session@= ZLEN &

BN
&= A HEE UEHELICH Power 2382 ZEQ A FHSE = JU=XE HAIEU

o
T X

it
!
rr

O

b

SSolloF LIt &2 82dets = MASASS otk AMA ClAEZ S0 HAA 2L
Eo HIZAHEES FACIH SEE =& USLICH. HANA 2HAEN XME HES 9.2 YA
CIAES FEXAGHAIDI BHEUICH

el Xt EF ZERZS H2S HMEGtD A2 A JCHH, 2telkts <<Everyone>>2l §2
HetS Mg M2 SSotl] HEtold=s AHEXS E2AEES Mo 22 42 AAENESE
SSotd LG 22Xt SE ASX2UAE Alel2 ZEZS ¥2ES of&ote! std



<<Everyone>>2| H2AEZS MIAGSHA =2 AHZ HAEHGLD, SN I2AHEE MIAS &
EHE ArEXE SZotH UL

Sniff session

Sniff sessionS Soff el F2 ALEXIE GHLESl AlelE ZE/RA ZEN E58 = USLUICH
Port £= Monitor E2dstES Jt&l AMEXt= CHE ALZXIF 0101 ZEO &

Aelg EZE/AA ZEW Zug &= USULLCH. SAUH E85g = U= Sniff usere ==
1502 SHEEN USDH E£8F AIAE 2faA0 2o HEtE &= JASLITH

AZXC] Sniff sessionS QA G2 S Enable/Disable sniff modeE Enable2 & AaHOF SHLILCH.

Hy

F

rr
c ol

Sniff session display mode ser input, Server output? both2 &&g = UASLICH User
input 252 AFE AH2, sniff AEXesE AlclE EZE/AA ZEZ HMIG = UHAIXLS
ZEg £~ USLICH. Server output 2E=2 HdFE R0 = Al ZE/FA ZEZFHO
HIAIRICHS 2&g = JUSLICH Both2&E=z HEE ZR, RLE d&8dHd= UHOIHE 2EE =
ASLICH

Display data direction arrows= Lot S Iot= OI0IH2 eSS EAlcte SI&HEE OOIEHS2

SN EAME X IRE ZFELIC.

JIZE0 0l0l AFZ2XIDF ZEW HAZN JUS M, sniff AFEXIF O20 ¢dHols 2, O 4-
222 30l LIEFUAH € LULICH. Ol M port escape sequencesS 2 &EatH port menudt

= = =
ELICH. Port / Monitor E23&s 25 21D U= AIEX= Port E£= Monitor &2 6ot

2F

ro

-

LIE = b
JHE 2B AIZ2XE0 =2 HEE 2860 =0, 8 8&D0 s He MAsS E206tHU
CIZ Sniff sessions E=2 & At ERotD USLICH. sniff menusS SolM &M MO &

i

L
mo o

Z2 AlIID(Enter as the main session) XtAIOI BIQ MI& AFZXIF ZHLE & 0IQ A
sniff HMIES2 HI3R 1D (Take over a main session) OIQ! A& AF2XIDJF € %= USLICH

Ol2A0l&= Sniff ArZXt=  ‘disconnect a sniff session’ & SoHAd CHE sniff AIBRE
HEsI 2MECZ 2 AMZE =% JU2M, ‘send messages to port user’ E Soll Fole
ANSXHHH HIAMXE 8L =5 JUSLICH.  ‘show last 100 lines of log buffer’ & & &iot0d
208 &g =& 1, ‘close current connection to port’ £ Sali M HABS =
=T AsLI

el M&O0l = AEHOIA Sniff session@E AHAZE £ g, Bl N&EO ZS2EH Sniff
session2 At=L2 SZEUCL. =, 0ol A&E0l l2P® Sniff session0l EME = U
ZLICH. Permit monitoring only modeE EnableZ2 & ZFotH 0l M0l SIGAIA SLICH Olel
NI&8l0l Sniff session@=z HZEE = UL, M HEO SSEHE Sniff sessionOlAM A=

ZUEBEEO0l Jts& LIt

Welcome to VTS-1600 Console Server

VTS-1600 Login : admin
VTS-1600 Password : ****xx
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Entering server port, ..... type "z for port menu.

New sniff session started ...

port escape sequenceE 2L &H& =
Port menu:
(server name on port 1) (Port 1) is being used by (sena)

The (admin) is connected in monitoring mode.

take over main session

s enter as a slave session

1 show last 100 lines of log buffer
d disconnect a sniff session

a send message to port user

X close current connection to port

& 4-22. Sniff user C/E/H O/ S5

4.3.12 Alert &3
Host modeJt Console server mode? ZHL, LE ZQCI0ILF Al2ld ZE HZ Q|HED A&
M OlHIY HOIMEE Ol 22 A0 M2 OlHLsS H=6tD, SNMP IOl E= SNMP trap

S0 et SNMP trapsS 2tel Aol L& HLICEH.

Port title &&0IA Automatic detectionOl 43 1) Device detection method= Active,

Detection initiation® Periodical ly:2 2&&& HAS &0 W2t VISOt FIEz 245 &X
HEE OHLOILE SNMP trapsS &&E £ QUSLICH. @2 ZEQ H=R20= ZLE 21901 QJHE

gt XI&ELICH.

Alert 20 et €& MetllHE s 25U

Enable/Disable email alert for port login
Enable/Disable email alert for device connection
Enable/Disable email alert for active detection
Title of email

Recipient’ s email address

Enable/Disable port login trap

Enable/Disable device connection trap

Enable/Disable active detection trap
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Use global SNMP configuration

Trap receiver settings

al po 0 g atio P e ame on po --- Move to -—- :.I

Enable/Disable this port
Port title
Apply all ports settings
Host mode configuration
Wirtual KM configuration
Serial port parameters
Port logging
Port event handling
Port IP filtering
Authentication
User access control
Alert configuration
[Email alert configuration]
Email alert for port login @ Disable =

Title of email :

Recipient's email address .

Email alert for device connection : |Disable »

Title of email :

Recipient's email address :

Email alert for active detection : Disahble

Title of email :

Recipient's email address :
[SNMP trap configuration]

UL [ (8] [A

Port login trap : Disahle «

Device connection trap : Disahle =

Active detection trap : Disahle =

Use global SNMP configuration : Disable =

Trap receiver settings :

1P Address Community Wersion
jo.0.0.0 public vl »

I

|D. 0.0.0 public vl -

Save to flash | Save & apply | Cancell

& 4-23. Console server modeSl Alert &&

Enable/Disable email alert for port login
AR A2Ig ZE e A ZTEZ 20 L= 202 & M olHLs SN HEE

23 Ut

Enable/Disable email alert for device connection
Al2lg ZEDJ} HHlg HZDHU HZ0] 22 [ olHgLsS 85X

(=]
I
i
W
0
o
C
)



Enable/Disable email alert for active detection
Port title &80 M Automatic detectionOl 43t 1) Device detection method= Active,
Detection initiation2 Periodicallyz2 &A&&E &A=, FIE2z 24 EXEHZBE olig=z

&S X HRE 3L

Title of email

H&EEHe= olflZe M=ss €3 L.

Recipient’ s email address

HdEE= OlHgsS &2 =45 48U
Enable/Disable port login trap
AFZ X Aleld ZE = |23 TEZ 0 L= Z0H2 & [ SNMP trapS ZAMAIZ X

[==}
HEE £8 LIt

‘

Enable/Disable device connection trap
Al ZEDJL Hblg HAZBEHHLE HZ0| 22 [ SNWP trap=2 LMAIZX RS &FELIC.

Enable/Disable active detection trap
Port title &&0IAM Automatic detectionO| EASH I
Detection initiation® Periodically2 &&8& &2, +

trapS ZHAIZX HHEE £FELICH

tol

1) Device detection method= Active,
Jdoz E2AE HXEEZH 28 SNMP

Use global SNMP configuration
Ol ItctOIE{Dt Enablez A EH, HESRAD &8 &3 =T SNWP E30UHA HAIE EY =410]
AH0| EY =dI|2 AMAsSELICH

Trap receiver settings
SNMP trap &0 28t 2 s$==0 O

MO
=2 o

o
r1o

212t 2 3.2 SNWP £F = FIotYAIL.

Host modeJt Dial—in modem modeOl2 Dial-in modem testJt HEFCAS AR, Dial-in modem
testOl CHSH OIHEDL &M& @i, OlHL OOIME= OlHE HE &E£A0N et olHYsS

(=13
&5k, SNMP GOl E= SNMP trap £ &0l et SNMP trapsS 22l AHOIlH S EELICH
Alert 280l CHE €& IetlltHe Gsd 25LUICH

Enable/Disable email alert for dial-in modem test

Title of email
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Recipient’ s email address
Enable/Disable dial-in modem test trap
Use global SNMP configuration

Trap receiver settings

al po 0 g atio e e ame on po ---MDVEtO-—-_VJ
Enable/Disable this port
Port title
Apply all ports settings
Host mode configuration
Serial port parameters
Alert configuration
[Email alert configuration]
Email alert for dial-in modem test : I_D_is?o_la
Title of email |
Recipient's email address |
[SNMP trap configuration]
Dial-in moderm test trap : IDisabIe vl
Use global SNMP configuration Im
Trap receiver settings :
IP Address Cormmunity Wersion
[0.0.0.0 |pub|ic: vl v
[0o00 [public vl ¥
Save to flash | Save & apply | Cancel I
78 4-24. Dial-in modem modeSl Alert &&
Enable/Disable email alert for dial-in modem test
Dial-in modem testOil CHst OIHMIEDL HMe [ OlHYLS EESEXN HREE && U

Enable/Disable dial-in modem test trap

Dial=in modem testOl CHSH OIHIED} S-S [ SNMP trapS ZMAIZX HEE &AF sLICt.

4.3.13 Power control &%

e AESHIE VISOH HZEN JAOE, Al2lE ZEJt 1 I HES2 2 o= ofx=slo o3&
T JU=XNE Z£HELICH Alelg ZES M2 0| £&E2 0/2dt0d el LI
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Serial port configuration - 1 : server name on port 1 --- Move to --- LI

Enable/Disable this port
Port title

Apply all ports settings
Host mode configuration
Wirtual KM configuration

Serial port parameters
Port logging
Port event handling
Port IP filtering
Authentication
User access control
Alert configuration
Power control configuration
Port# Manufacturer Title Outlet Action
No power controller outlet found...

|Baytech on Port 16 ~| | vI Add

& 4-25. Power control &&

4.4 All Port &3

(am]
-

rn

Alelg ZEJF |AGHAU SLoH =8&= B2, 0l JIsS 0l&atA Ut All port
t

configuration &rEH ly all port setting” S&0| disableZ

HADON UK 22 2LE A2l ZEN RELIL.

©

B LEOS “agp
X

“all port configuration” ILi2I0IEIE Of2Hel OE2=2Z LIHON & & UASLICH
1. port enable/disable, port title, host mode configuration
2. Virtual KVM configuration., Serial port parameters: /nval/id for remote port ,
2. port logging.
3. Port event handling: On/y available if the host is set to Console Server Mode
and Port logging is enabled.and remote IP filtering,
4. Authentication
5. access control:

6. Alert configuration:
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Serial port configuration - All ports : Port Title --- Move to --- LI

Enable/Disable this port

Enable/Disable this port : lEnabIe v]
Save to flash Save & apply | Cancel |
Port title

Host mode configuration
Wirtual KvVM configuration
Serial port parameters
Port logging

Port event handling

Port IP filtering
Authentication

User access control
Alert configuration

d& 4-26. 25 ZE &F
Enable/disable this port
Ol WetbIeHE ZEQ Jls AFBHERE &3& LT

Port title

Ol Wel0lEJE S o2 3 J=22, 2 Aelg ZE T= 223 ZEW st ZE E0IER
O 0 & ZE B39 Xgez 4FELICH WE S0, XE EOIE0l “my server” & &%
= d2, ZE #12 ZE EO0IE2 “my server #17 & HA&E D HZE #29 ZLE EOIE=2

“‘my server #2” 2 XNEo0=2 HAXMELICH. 2 ZE #12  “my server #R17 22 A FELICH.

Host mode configuration
Host modedt Consol server modeZ &&= &2, olEF 2 Alclge &2 |P =4= USH
22 gaoz sz HE L.

(/P address assigned + serial port number — 1) for serial port and

(/P address assigned + remote port number - 1 + serial port count) for remote port

HE =0, €2& IP =20t 2 ZE HF0UAM 192.168.1.12 &Y= 2L, ZE 19 [P
FAaE 192.168.1.101 @0 ZE 29 IP =A== 192.168.1.201 &ELICH. VTS3200Q &<, &3A
ZE1Q P A= 192.168.1.3301 &LICH. Ol SAtSHAH, listening TCP port number= S8t
G382 gd3aoz SFELICH

(listening TCP port number + serial port number — 1) for serial port and
(listening TCP port number + remote port number - 1 + serial port count) for remote port
Host modeJt Terminal server 2E2 HFEE= S, 2 Alel€ EEQ destination IP ==
Console server 2 AR 22 &AIOZ StELL|CH. 24U, destination TCP port numbers=
serial port number®t &30l =& &LIC. GWE =0, destination IP =2 2 TCP port
PSS

number b 192.168.1.1:80012 &AdT=E 3R, ZE 12 destination IP =42 TCP port



number= 192.168.1.1:8001Jt &0 XEE 22| destination P F=A2 TCP port number=
192.168.1.2:80010+ € LIC}.

Virtual KW configuration, Serial port parameters, Port logging, Port event handling, Port
IP filtering, Authentication, User access control, Alert configuration

? OSS mtetoleel 2, “apply all ports settings” A& &2 ZLE Alelgd ZE £= &
2 ZENM =sLotH &EELUCH CEH, Serial port parameters 8&2 ZR0= &2 ZE

- =2
gdefsS DIXIX EsLICH

4.5 Serial port ¢1Z

VIS & && QHHOAE AEXNZ otf0Ha MEX K&l telnet E£= SSH Sct0IHE
TZ)EE AMESHA €1 Alelg2 EZEN Ex%g = UES
5

connection JIs2 HNISELICH. Al

= & DBt serial port
HHHIA Alelg ZE HA His &=2(Serial

, A8 4-27it 22 2HO0l LHEFELICE.

on (e
ol

x

-

port —> Connection)S & &iol= &

VTS Series
Mariascimeriv ~

|[ User: root
Serial port connection - Page 1 --- Move to --- «
Network <
Port access menu connection
Serial port .
Configuration Port access menu connection
Connection Individual port connection
Clustering P C M Port# Title # of User Comments
Power controller 1 servernameonportl 1 admi < Not used >
2 Port Title #2 0 @:7 < Not used =
PC card 3 PortTitle #3 0 < Not used »
System status & log 4 PortTitle #4 0 < Not used >
System administration 5 Port Title #5 0 < Not used >
6 Port Title #6 0 < Not used >
System statistics 7 PortTitle #7 0 < Not used >
8 Port Title #8 0 < Not used >
9 PortTitle #9 u] < Not used >
apply changes 10 Port Title #10 0 < Not used »
2 : 11 Port Title #11 0 < Mot used >
Logirase:tiftensntusen 12 Port Title #12 0 < Not used >
Logout 13 PortTitle #13 0 < Not used =
Relbiciot 14 Port Title #14 0 < Not used >
15 Port Title #15 0 < Not used >
m 16 Baytech on Port 16 0 < Power controller >
31 PortTitle #31 0 < Not used >
32 Port Title #32 0 < Not used >
R1 remote port 1 u} < Not used >
A1 Slave Unit #1 - S —

SENA

Copyright (© 1998-2005 Sena Technologies, Inc. Al rights reserved

18 4-27. Al2/g EE AZ B0/
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Ol HIOIXIOIAME= port access menu, Alclg ZLE, /A HLE U A

AEItse 2= Alelg ZEN st 38 JlsS M3 LI

m

g =dole 1<

HIOI X0 HEAIE =

Wy E
&
0
5]
=
>
>

N
n
ro
=

=
o
-
HU
o+
=
o
O
(_)'l_l
4>
$0
H
J
40
o
0
2
|
=
S
=
o
|
4
o
| >
Im
g
| >
i
=
0K
Q'E
-
[

=M2 H8g > UAsLL. ™HSles EXHE2=2
[
==

0l HM ZES ZE HSOt g HASUL. 3 ZE= #F ZE H3S
20l ROI 20 ZAIED, SHAHE =d0IE EX2 dERlil=s ZE Bs 240 =dole X
BsSot esUt

Title 2= 2cIotH EE EOIE =AZ2 HEELUU. M3Sls 2EXMH=22 HZot &
O 226t UWeEXl=2z FZELICH. [-— Movt to —] 2lAE 2tA0N= 0lSE HOIXIS H

Bl LES EZE ELOIS0I SH HEAIELICH

ABRt= KIS0l &E&otels ZEQ C(Connect) Z0l U= HOIE Ot0l22 SUE2=EM
ZEN 58 = U

5
Ch. AFEXOE oY EZES HOIE Oot0l2S =6t Holg o=dlold
XOIAH Alel® & =500 st 2eES fOHELICH

& s EES EZZEZ0| Telnet £ SSHZE &F L0/ AE FRWE ELLHE HOL
HEH0IL &9 ZTZF= 4.3.4 Host mode &€& A J/=& HIS &0/ Quick connect via U722
SXZg Miet EetELICE.

Eol 22% MHIF KW HZ2S XI&0tL Virtual KWM 230 =01 U
Of KWM &Z 0t0I201 ZAIEUCH. AFZXIE KW &2Z 0tol2s 2
8= 4ot MBHE MOl 221 = AsLItH

rr
HH
Im
2
rir
2
o
o)
>
>
@
4

e
Ju
_O'j
2
=
<
=
iy
[af]
(=]
Q
Im

[Fl

Java Applet2 serial portOl &6 A BIAE J|BESl AE X QIEHHIOIAE HMEEHLICE.
Java Applet2 telnet T£= SSH A0S XIRolH, ZES2 host modedt Raw TCP 2 REZ
d45E df= ¥ Eoll ZEN &8 £ QSLIL. HdZE ZEE 226+, Java Applet

=06t flol E2Rs XAl AFZ2A 1D ¥ HIE

= 22 39, MENes M AlclE ZE, &4

HSE YHolcte RES 2 LIt s = ,
ZE &= =diolE X2 Aldlg ZEN B35 = USLICH Java Applet &2 EHOIE Hi=
telnet £= SSHOl HZ AEH, ZE S EZE EIOIEN 22 HFEE 2BHsLIO. & 0teig
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3 JAVA Telnet Applet - Microsoft Internet Explor

=101 x|
Telnet [ 1 : server name on port 1 ]
Trying 192.168.19.1 7001 ...

a

..... type "z for port menu.

_ Local echo ‘

=
Disconnect

Connect | SendBreak

Close

el 4-28. JIA telnet F =R

=10l
SSH [ 1: server name on port 1 ]

(2N

(f
\¥)

y

(

: X
SSH Authorization required
User nhame admin ‘
Password e

|Java Applet Windaw

Close

&l 4-29. JIA SSH S =R
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VISOI SSH H&E 12 XfE X 8= AIFCIEl ZT2O29| SSH Vi 8=20lAM &aF&LICH. (9.7
AlREIEl E2MY &ZX). Java AppletS 0120t SSHZ HZE [ AI2&Z= SSH HEE2 &
M ZZ&2| Web applet option =20l ZA&ASLICI. (3.8 & MW &3 &X).

&L SSH ZH 712 EFE MEA}E Java Aovlet 0/ SSH S 7| QIZZ HZotA &7/ W20

g2 So EEY H£& + QS0

Alelg ZE/RA LES M2 MO e H&2 JlssS HMZ28UCH. P(power control) o

A= on/off &EH HAl OLOIZS Z25tH, AIEX= Alelg ZE/AA ZEO MRAMN(Serial
E

4>
$0
J
|J
=i
S
>
=
x
Hel

port power control)ot= HIOIXIZ OISE of o8& EX9 IS
2telg &= ASLICH VIsol =oteE ot A = It HESH 22| (Power
control ler management) HIOIXIZ2 H& D] g0 EAE
orol22 ZotH, I HEES 22l HOIXNZ 0/sst0 I HEEHE HOHE = USLICH.

AtAlet LHE2 6.3.4 IR HESEZ &2l - Ml ZE HAZ = FXIotAIJ| BHELICH

Im

mo M
(2]

i

]

o

Q|_'

1>

$0

=
01

il

c
oo
=

or

(power Management )

s

-

Lo, Al2lg o2 HolX=s &M ZES Ex 20

2 Al
AEXSl =(# &2), ZE AIEX OtOICI (User &) & X
==

[

b,

1Bl

o

Alelg ZE HZ HOIXN HAIE= Ol A& ALSL A0 S 32 S AMEAS2
CIAEE EHolg =& AL, ASKHe AZ= M2 S =& UAsLL. oig Alelgd ZEQ
[# of User] &= S2iot¥ 18 4-30 2102 0 Alelg EZE AEX 2|AE 3HHO0| LIE
= LICH

Ol st AtEX clAE S0 HZ EZotdd= AAZENSSE MAs = Kill HES =28 oY
ANEXSS HZS ZHZ S8 = USLICH

Serial port users logged on list - 1 : server name on
port 1

r Terminal User ID

ttyCo admin

Kill ) I Reload Close

=
T& 4-50. 239 FO A2|Y EE ANEA 2/AE
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http://<IP>/connect.asp?p=<port number>

C =
i T

http://<IP>/connect.asp?t=<port title>

OIIAM <IP>= VISQ P =4 = 0 0IS2 2I0I8LICH. <port number>= A2l ZE H
S, <port title>2 Al2lg ZEQ 0|ELICH. AI2X= <port number>2l ZE HSE JI&l
EZ L= ZE 0IE0 <port title>sS ELEet TER HASE £ ASLICH

08 4-312F O 4-32= <port number>%2t <port title>S AIEot &&E Al ZEZ HAHGI

= E 2HsSLUIC.

A Telnet Applet - Micro

‘ BIE HW SARNG EHD EsH)
[Z2 @)1 ho/7152 188,18, 1/connect asp -] = @0 |[s

ft Internet Explorer

-

Telnet[ 1: server name on port 1 ] r

Trying 192.168.19.1 7001 ...

Welcome to VTS
PORT - s

z for port menu.

Is H _ Local echo ” Connect “ Disc ” SendBreak

N

[&] HZ3! de, mud.jta, Applet started [ [ SIEs

& 4-31. Port number= A/2/1E ZEQW ZN&E HZ
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lelnet Applet - ctos ﬁemnt B 0 . :
BIE) =AW emxrmm) - EUD Es(H Ea
|é_§_] http://192, 168,19, 1 /connect, asp A=server ~| o= i | SZ ”}

Telnet [ 1 : server name on port 1 ]

Trying 192.168.19.1 7001 ...

1 |
B
'8’

I

Welcome

PORT - ser

“z for port menu

[l

s ‘ _Localecho H Connect H Disconnect \ SendBreak
El
|&] 0HZ5! de.mud.jta. Applet started B =D Z
J& 4-32. Port title=Z Al2/& ZEU &HE &
User &=2 Ct23 201 LW AMEXE SSH A A2l 222 Sot Aldd ZE, 34
IE = sd012 X8 Alelg ZEN HZ2g = ASLICH

<user>:p=<port number>

cC—
—

<user>:t=<port title>

C—
O N —

<user>:<tcp port number>

O4JIM <port number>= EE YHS, <port title>®2 ZE2| 0|SLLICI. AIHE A= <port number>

o ZE BSE JIdl &

Im
Hu
R
rr
Hel
Im

O0l80l| <port title>lt LXole ZEZ HIEE = US

rl

LICt. <tcp port number>= ZEEQ| TCP EE VS LICH. TCP EE HS It <tcp port number>@l
AMclg ZEZ &g = Uzt O 4-330 118 4-342 2l=20M <port number>dt <port
title>2 0/&0t0 SSH &3 Alelg 222 Sot ZEN HZot=E oL, O 4-35= &

A0IA <tcp port number>E OlE0t0 SSH 22 Alelg 2 SotH ZEN HZot= WLl
Ct.
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& 4-33. SSH &2 A2/ B£E 3 ZE HZ - port number

1& 4-34. SSH &= Alc|2 TE£=S St ZE AZ - port title

18 4-85. SSH &3 Al2/g Z2£2 &

o
My
Im
R

Z - tcp port number



5: Clustering & &

51 MK
VISE Clustering JISS AFS0ot0! otLtel VISE Soll, ThE 0l VISES2l Aldlg ZEST 8=
g = USLICH. AHEXt= otUe OtAH VISE Solil zI0 816JHMKIS Aleld EE(=48 ZE +

16 TS £20/8 & + OIAEH &TS 48 HE)E BHE = USLICH

Zdl0IE X9 Aelgd ZE=Z H26I| <o VIS= NAT(Network Address Translation)Ofl 2
St HHES MEELICH. HE J18te 2HHS |P forwarding ZAIE AFE0HMH, VIS E2&0/1
LICE. 2rek, ALZXIF 8 8&Z 2 BHEdt= IP

TS= CE HOlE MHEEZ S8 2elg = UA &

S5 W2eIN oIEE H2 wd

i
=
S o
HOII

OFAE VTSS TCP port2 d&&EE HOIE=E &0/ VIS 2 (IP
MetAd, ALEXOF OFAE VIS Ol P forwarding w22 A& ol
OlE VIS S0l H£& = U ELICH 4018 VIS e FItE0l 830l 22 AsLICH
AEXIL OFAE VIS & K6 Sd01E VIS 9 Al2lg ZEN E5S AMZSHCHD Mo Al
Ch. TIS2 &M AI2Xte & a3 aLCt.

- ABA BFEHE IP =2 192.168.0.100

- OtAH VIS & IP =4 192.168.0.2

- =dI0IE VIS & IP =4 192.168.0.3.
- DFAHE VTISS TCP ZE 6033 2 &d0IE VIS 2 Alelg ZE 1 (TCP X E, 6001)8 #

of =2 KI&EELICH.

8 5-12 0lefgt &=A ot VIS Clustering JIs0l g &s HES E0SLICH

NAT:IP forwarding

From: 192.168.0.100:34567 From: 192.168.0.2:45678
To: 192.168.0.2:6033 To: 192.168.0.3:6001
User VTS VTS
Master Slave
192.168.0.100 192.168.0.2 192.168.0.3

From: 192.168.0.3:6001

From: 192.168.0.2:6033
To: 192.168.0.2:45678

To: 192.168.0.100:34567

NAT:IP forwarding
& 5-1. VIS Clustering &&= HE
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g 5-2&= =1=%

EtHLICEH.

I
o
o
G

SBHUA, OFAE VISE Sof 2012 VIS of $Zsts SBEE Ut

Users’ access over the VTS e
- Master VTS: 211.112.67.34 (public IP) /mm
> Master serial ports: 211.112.67.34: 6000~6031 ‘

- Slave 1 serial ports : 211.112.67.34:8000~8031 )
> Slave 2 serial ports: 211.112.67.34:9000~9031 _ Internet
Master .

D

192.168.1.101 Mast TCP port F di
| o aster’s port forwarding:
(211.112.67.34) 8000~8031, 9000~9031
Network

Clustering configuration

TCP ports TCP ports Master’s TCP port 8000~8031
6000~6031 6000~6031 >
Slave 1’s TCP port 6000~6031
\/ N Master’s TCP port 9000~9031
9
Slave 1 Slave 2 . »
192.168.1.102 192.168.1.103 Slave 2's TCP port 6000~6031

& 5-2. VIS Clustering 014

5.2 Clustering &3

0K

Clustering Jls2 &&3tJ)| foi M= Authentication mode2t Update master on changesE Xl 2l st
2E 43S 0tAH BXONAM otH ELICH. Authentication mode= AFEXIF OtAH HXIE Sl
0l AEXQ LEZ HZE [ 12l 1 ZEQ| Authentication modelt LocalZ & & O]
UAS W, MEX 252 OtAH EXNA X =dolE EX0AM X5 Z2FELICH. Update
master on changes= =dI0IE &EXI2 £F0| HIEHN HEE Z< =dl0IE X2 BHE Atg
= tAE X9 =diolE ZE0 As Hag X HRE Z&FEUC. ViS2 Clustering modelt

Master= &A% S Authentication mode2t Update master on changes & =& HI&4&3 ELICH.

APSIEOF 8t VISE OtAEZ £2Fol)| &ote &<, Clustering €& StEHUA ZFoH0F ot=0l,
axE 0lAHZ 4dotd OtAH Z30 2d=E £33 80l UEELIC. 18 532

Clustering modeE OtAEHZ &AASt Clustering &8 stH=E SBOWSLICH. AFEXIJF Clustering
modeE OIAHEHZ &AAGtD MAEGIH, OIAH &EXE lustering && 3t™H0l HEAIELICEH.

?let C
8 5-4= OtAHR EXIE RI6 Clustering €& atHE 20HSLICH

[y
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VTS Series

MaridsSciTieTi:
|[ User : root "
Clustering configuration
Network : : -
Clustering mode configuration
Serial port
i Clustering mode : |Master vI
Clustering e e
Configuration [,\\% Authentication mode @ |L._u_ al vl
Connection Update master on changes : IHD vl

Power controller

PC card

System status & log
System administration

System statistics

Apply changes

Login as a different user
Logout

Reboot

 Copyright © 1998-2005 Sena Technologies, Inc. All rights reserved

Save to flash Save & apply | Cancel l

& 5-3. OFAEHZ VIS Clustering &&

VTS Series

MaTiagenieTIL:
|| User: root “
Clustering configuration
Network = § .
Clustering mode configuration
Serial port
i Clustering mode : Master vl
Clustering N e n
Configuration Authentication mode : ILUL.:M ]
Connection Update master on changes : No vl

Power controller

PC card

System status & log
System administration

System statistics

Apply changes

Login as a different user
Logout

Reboot

~ Copyright © 1998-2005 Sena Technologies, Inc. All rights reserved

Save to flash |\| Save & apply I Cancel I
a3

Clustering information

Ulglt Slave unit address No. of port UIrE)It Slave unit address No. of port
A £ B 2z
C = D =
S - S -
G =S H £
I = ] =
K = L =
M cessesoseoaes = N sossssmessosn =
(o) [N = - -

& 5-4. OIAE VIS Clustering &&
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FItotl foll, MEX= =dl0lE Bls L= IP A5 246t FIEQ &3
g

> o

b, J8 5-5= =dI0I2 EXIE £&ot)| fle stHsE 20sU

C
£ enable2 &Z&FotH, XN&E =dlolE2 X0 CHe =JtHel 23

gole &xi =l Aol HAHZ <ol IP
forwarding HIOI= stHS=Z Ols&LICI. O 562 £d01E8 &XI2 Clustering &8s 98

IP forwarding StH=2 S SLILCH.

VTS Series

Maragerment. N

” User : root
Clustering configuration - Unit A
Network : : -
Basic configuration
Serial port
Enable/Disable this unit : |Disable vl
Clustering
Configuration Save to flash I Save & apply | Cancm
Connection

Power controller

PC card

System status & log
System administration

System statistics

Apply changes

Login as a different user
Logout

Reboot

Copyright © 1998-2005 Sena Technologies, Inc. All rights reserved TECHNOLOGIES

g 5-5. =d/o/E Zxo et £F

MNEXE =522 |IP forwarding HIOIZ2 38 =% A0 AMAs22 =402 &EXQ Al2ld
E = import & == USLICI. Port access menu & Al2lg ZEN &X6HI| {8 (P

forwarding EIOIS0| MZ2ZELICH. Source port= OFAEH &XIS TCP ZE Y1&S0|04, Destination
Port= Source port ZEZ M&& = HIOIEHIN dEE =402 &EXIQ TCP EE HSLICEH.

ZE forwarding HIOIES AS2=2 ZFotd8 =d0l2 X2 IP =& = =02 01§82 €
A5 CtS [Auto Config] HES ZSHELILH. OlAH EX= sdiolE EX9 Al2lg ZE HE
E U=s2Z2 importot 0 CHEH OFAHS A4 ZE HEE Us22 £F3ggU0. 08 572

Al
=

>

o
wr o
02
02

b = Z2UE BHSULC. OtAHE=E Xt £d0IB2 88500 A2 O EXI0NA
Console server 2E& AFE ZEO S22 FOIM diZt= BEE import otH ELICH. At

= X= Base title

x
0%
ol
0 R
>

diolE &XIQ EE EIOIES 2oz 43 = USLICH
otd 20l etAl Source port © =

s
SFotEE XNEY =& JsUT. & HHo A= =dl0lE EXE &£&8ols & HHOIAZ

£ o
fo
i
x

otLt2| Base por Destination port HSE
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HZGE = H3AE HSELICH. Connect to slave unit to change configuration £=2l Protocol2
HAHSOZ2M, Sd0IE EXE &HFols & OHHOAZ HEE [ AI2E TEZS Mg
= ASLICH

& Source port BISE OIAEHS A2/ HES J/ZF9 SFH S=5LF £FoIA Z0L0f

BLICH =55 &R Clustering J/50/ HIEE &EIF &LICL

Clustering configuration - Unit A

Basic configuration << Basic

Enable/Disable this unit : |Enable vl
Slave unit address : | Auto Configure |
No, of port |48 vl

Slave authentication mode : |L0cal ~| Set Auttiertication |
Connect to slave unit to change configuration : Please, Do [Auto Configure] after changing
Enable Source port  Destination port Protocol

m ||:| ||:| |N/,a. vl
Port access menu configuration

Enable Source port  Destination port Protocol
r 1 -

Individual port configuration

Port Enable : Source Destination
# r Title —_— — Protocol
- | " H
2 | | —
s O | [ &
s | —
s 0 | —
© T | |
TN | .
@ T | —
Base title : [ Set
Base source port : | Set |
Base destination port : [ Set
Save to flash Save & apply | Cancel |

JE& 5-6. £3/0/E & IS Clustering &&= 9/ &F IP forwarding HIO/E
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Wicrosoft Internet Explorer

Clustering configuration - Unit A

Basic configuration << Basic
Enable/Disable this unit : |Enable vl
Slave unit address : |192.188.19.3 Auto Configure %]
No. of port |IB vI
Slave authentication mode : |L0cal vI set Authentication |
Update master on changes : No v set Update hMaster: l
Connect to slave unit to change configuration : Please, Do [Auto Configure] after changing
Enable Source port  Destination port Protocol
v I?1 49 |8El | HTTP vI
Port access menu configuration
Enable Source port  Destination port Protocol
v I?l 0o I?UUEI | Telnet Z|
Individual port configuration
Port Enable Til Source Destination Protocol
" - itle Bt - rotoco
1 v |Slave Unit #1 ]71 ] I?DDI |Te|net =l
2 v ISIave Unit #2 ]?IDZ l?DDZ |Te|net Zl
3 Vv [Slave Unit #3 |7103 {7003 |Telnet =]
4 v |S|ave Unit #4 ]?lUd I?Uﬂd lTelnet Z]
13 ¥ [Slave Unit #13 [7113 {7013 | Telnet  ~|
14 v ISIave Unit #14 |7I 14 |?E|I 4 lTeInet :I
15 ¥ [Slave Unit #15 [7115 [7015 |Telnet |
16 v ISIave Unit #16 |7I 16 |?EIIB |Telnet LI
Base title : [ Set
Base source port [ Set l
Base destination port : [ Set
Save to flash | Save & apply | Cancel |
& 5-7. VIS A& Clustering 8& Z 1t
d T=ZNAD ISt 2, 2F HAIXIE LHEFELICH. JE 2BHNol @F= 2
9z £ WEYT 2H(0. WERNT 830 B2 Z2)YLICH

101



Microsoft Internet Explorer

y \  Auto configuration failed, The clustering slave unit'was not found, Current configuration was nat
494 changed,

=diolg EXle L&

it Clustering &8

]
2. & 59= Clustering &2 M&otd H#Es Z2UE BWHSLICH

Clustering configuration - Unit A

Basic configuration << Basic

Enable/Disable this unit : |Enable vl
Slave unit address : |192.188.19.3 Auto Configure I
No. of port |le|

Slave authentication mode : m Set Authentication |

Update master on changes : No v Set Update Master l

Connect to slave unit to change configuration : Please, Do [Auto Configure] after changing
Enable Source port  Destination port  Protocol

v |?149 |80 IHTTP vl [Connect to slave unit]

Port access menu configuration

Enable Source port  Destination port Protocol
v |?1DE| |?UUD |Telnet LI

Individual port configuration

Port Enable : Source Destination

@ r Title _— - Protocol

1 v |8Iave Unit #1 I?I ] I?DDI |Te|net ~|
2 v [Slave Unit #2 [7102 {7002 |Telnet |
3 @ [Glave Unit#3 [Fioas | [003 | [Telhet =]
4 v |Slave Unit #4 I?IEM |7L'IU4 |Te|net |
13 W [Slave Unit #13 [7113 {7013 [Telnet  ~|
14 v ISIave Unit #14 |7| 14 I?DI 4 ITeInet LI
15 W [Slave Unit #15 [7115 [7015 |Telnet |
16 v lSIave Unit #16 |7| 16 I?Ell 6 |Telnet LI
Base title : Set

Base destination port : Set

|
Base source port [ Set I
|

Save to flash |

i1 Cancel |

& 5-9. & & = VIS clustering &&
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Slave authentication modeE &EiGt1) Set Authentication HEZS S22 M, AIESX= =d
b

i
T 4

018 &EXIQ clustering authentication modeE Y& Update master on changes

x
Jo
Qj

1 Set Update Master HHES Z&6t® =dl0l

USLICH. [Connect to slave unit] et & 2ot ME = =dolE X9

g = A= sdiolE EX9 & AHHOAZ Olsg = UASLICH =dI0I1E HEXIQ

d8 = AEX= Auto Configure HHES S=6t0 =dI0IE EXI2 HEEH £8s 0Ot

O Clustering &0 grHoioF &LICt. i, Update master on changesit YesZ2 &
g

=diolE EXIo &35 $HAGt HEGHH OtAH EX0 IHs22 BrFELIC

| Update master on changes £

1]
oY

=2
=

3
==

[> mx
0x  0X
mo mo o

i
04
S

02!
mn
=)
30
10

_,_

Clustering &&0| 222%™, AI2X= 0% "2l [Clustering - Connection] Ol &=2S HEH
ot &diolE #XS2 ZEN HZ22 Mg = UASsUICH. O 5-102 Clustering H&Z StH
Clustering — Connection StHOMA =dI0IE &XIQ HS L= [P =4

g
diolE X2 ZE & 3HCZ 0lse = ASLICH. 0 HUAM =clol=

E HdE6H = S, &
Ao 2= o2& Jtsd Alelg ZEIJL HAIEU L.

VTS Series :
Martagenment N

|[ User : root || : . :

Network Clustering unit information
Serial port Unit# Slave unit address  No. of port Unit# Slave unit address No. of port
Clustering A 192.168.19.3 16 B -
Configuration %
: [c P — = -
Connection
| J—— 3 F =
Power controller G e _ H -
PC card - ] -
System status & log K e = L =
System administration ME s & =
System statistics 2 B— — B —

Apply changes

Login as a different user
Logout

Reboot

SENA

‘Copyright © 1998-2005 Sena Technologies, Inc. All rights reserved

28 5-10. VIS Clustering &@Z HOIX - £3/0/2 F&
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VTS Series

ATIdEETTIETIL: =
|| User : root E > 5
Clustering connection - Unit A: 192.168.19.3
Network Clustering port access menu connection
Serial port Port access menu
Clustering Clustering individual port connection
Conﬂgur:ation P C M Port# Title Protocal  Source port Destination port
D 51 Slave Unit #1 SSH 7101 7001
Power controller A2 Slave Unit #2 Telnet 7102 7002
pC card A3 Slave Unit #3 Telnet 7103 7003
A4 Slave Unit #4 Telnet 7104 7004
System status & log A5 Slave Unit #5 Telnet 7105 7005
System administration 86 Slave Unit #6 Telnet 7106 7006
L. A7 Slave Unit #7 Telnet 7107 7007
System:statistics E’J £8 Slave Unit #8 Telnet 7108 7008
A9 Slave Unit #9 Telnet 7109 7009
A10 Slave Unit #10 Telnet 7110 7010
Apply changes A11 Slave Unit #11 Telnet 7111 7011
Login as a different user £12 Slave Unit #12 Telnet 7112 7012
A13 Slave Unit #13 Telnet 7113 7013
Logout £14 Slave Unit #14 Telnet 7114 7014
Reboot A1S Slave Unit #15 Telnet 7115 7015
A16 Slave Unit #16 Telnet 7116 7016

Copyright (©) 1998-2005 Sena Technologies, Inc. All rights reserved

SENA

& 5-11. VIS Clustering &Z

g
Serial Port
C(Connect) Z il
LEEFLHA & 10
Z HOIXNHE =dolE

E9

telnet &&=

Destination portOil

m kK =2
|>
S om
it
>
y &

om - JA
[e]]

2

1]

X O
o

T

0

>

1
Y

18 5.-12= Java Applet &

5-112 =diolE XM AtE D
Connection® Al2lg ZE
AJe BHOlE otol2
AE Rt=
X 2=

Te 2% HEHH

SSH Z0IAHE

HE el =

=dol2 &<

J_LEJEH; O|R

|
;T

104

6 =diole
OFAE & X2 Source portOfl

& &6tH

ZE AZ Z0l, VIsSs
ot= & HOIXE M335t1,

dEHE MSE

&R 9

2l
=]

HAlIots SHHYUICH O
Ch. AtE Xt

S LIC

(4.5 Serial port &

Aeld

HOIA - =d0/12 &X

rr

2 H

Java Applet &SR
Alelg ZLE
OFAE &XI9 Al2l

e

ne e

HZEN Z=otcAH

S UCH.

CIEHHIOI A0 = 1QI6kKl &

LICt.

=dlolE X2 Alelg X0 HZH= M2

SSH 222 Al2lg 2=

(4.5 Serial port &

SEHLICH



23 JAVA Telnet Applet - Microsoft Internet Explorer

Telnet [ Unit A - port #7 ]

Trying 192.168.19.1 7107 ...

Yelcome to VTS-1600 Cons
PORT - Slave Unit #7

port menu.

Is _Local echo ‘ Connect I Disconnect SendBreak

Close

g 5-12. =d/0/E &x/<9 A2/ E

Im
S
9
Ty
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6: Power Controller

6.1 K

SENA PM Al2l=, Baytech RPC Al2lZX 22 WY HEEHE VISH FIOtotl #&5t1n
USLICH, ALEXIF VTISOH MY HESHE FItotD VIS Alelg ZEN HBE 2
ZESH oM 2D = M HE

Aelgd ZE H&HS power control configuration 2tHUA XS &Y = USLICH the
power control configurationOll CH& XtAISH LHEZ 4.38.13 Power control configuration S22
EXOHMAIR. MEX= IIel AEZ2 22l (power controller management) 3tEHOILE Al2ld

E & SHUA 0ISE £ U= serial port power control SHOA MAHE %= USLICH

VTSel It HESH JIs2 SE2 MEXNIE VIS Alelg ZEN HZE EXQ

JQLICH. AIEXte EXIE 1 H1D MBEEE = US &0k otulet I

H
ZES2 dEHE ZAY =% UASLIL. €8 T= ZA &€=32 It9 AdESH2 SF0 Met

ol

£ &2 & (power controller configuration) st

| 83 2elE

- SENA PM Al2l=
- Baytech RPC Alc2l=

AZ2X=E O HEZHE VISH =JF / MAHSIL, OIIY HEZEHO oty £, 0120 2=
= s EXH XL VIS Al2lIY 2 &

ZE HAHFHO power control configuration SIFHUAE MY HEE2H2 Ot =2
Eot A

Z2HUb=E €8 = USLIC.

<<
_‘
n
>
w
ne
H

6.2.1 power controller &=J / MAH

Ol =Bt0il A Power controller - Configuration BI=&S2 HE6tH IIY AE=2 &3 (power
controller configuration)3t™0l EAIELICH. (O 6-1 LI HE

controller 220 A I HEESHI HZIH Ys ZEA I
SENA PMEl BR0l= HEHEE KU S+ HEs = Ad

AESHI FIOIELL. It) HESHI FIOtEHYE I

| EAED
MER=E HIIM FItE M9 AESHS 28 €3 = USLILL
AMEX= Power controllers 2201 A= Remove HHES 2ol It AEESHE HIHYE =+
AUSLICEH.
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VTS Series
ManTagenteTiL: =

|[ User : root || 7 7
Power controller configuration

Network

Add power controller

Serial port Port:: | 1 vI
Clustering Manufacturer : SENA PM v[

Power controller The number of cascaded units : 1 'I

Configuration k

Management Add controller |
PC card Power controllers
System status & log Port# Manufacturer Title Outlets Action
System administration 16 Baytech Baytech on Port 16 =] Remove |

System statistics

Apply changes

Login as a different user
Logout

Reboot

SENA

Copyright © 1998-2005 Sena Technologies, Inc. Al rights reserved TECHNOLOGIES

&8 6-1. }7 ZEEZ £F

6.2.2 II¥ HEE] HE - Power controller &

I AESII FIIEHU IIY HEEYH &3 SH(OE 6-1 I HEES &8 ZEX)0A
Power controllers 289 II¥ ZHEEZY 2AEN JYses I HEESHIN HEH, O
HEZe &FHO Power controller (02 6-2 WY HEZe &AF - power controller €

&x) 3tHO0I EAIELICH

Power controller configuration - Baytech on Port 16

Power controller

Manufacturer IBaytec:h vI
Outlets : |8 v]

Title |Baytech on Port 16

Save o flash Save & apply | Cancel |

Alarms & thresholds
Outlets

& 6-2. nj9 ZHEEZH && - power controller &

JIA I HEEH2 MZEA OF=RE =2 0
ZESIL b HAUH, AEN= 0 IIF HEEH 01822 2H2 L9 HEEHE
TEY = A HD, It HESHE £FHotAHL 2elg I g Jcte I ZESHH &2

g = WA Ut

>
10 0
al
rr
2
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6.2.3 II® HEEH HE - Alarms & thresholds &

Ol A4 Power controllers 222

x)
Rl AESHE HEE = M9 HESH 7R 2F SHWA Alarms
EEge

10
o
H

S

olr

nx

0

o

I

|J
oo

A
6-3 I} HEE=Z &3
- alarms & threshol sSS2 09 HES=HS

S=0l [et €t = UsUIC

Power controller configuration - Baytech on Port 16

Power controller
Alarms & thresholds

&larm threshold : [30.0 amps (maximum value)

Temperature threshold : [32.0 & o  oC

I send email alert ( T ©On alarm threshold T On temperature threshold )
To ! |

[T Send SNMP trap ( & On alarm threshold [T On temperature threshold )
Use global SNMP configuration @
Trap receiver settings !

IP Address Cormrmunity ‘ersion
[[l 0.0.0 I;‘_‘n 1hllc I vl I
ll], 0,00 |;3|,1';;;i\':7 I vl B I

Save to flash J Save & apply l Canc‘el]

Outlets

J& 6-3. I}3 ZHEZZH && - alarms & thresholds &/

It HESEH 3L Jls €8S <& Wtlitdes s &Lt
Alarm threshold
Temperature threshold
Send email alert
Send SNMP trap

Alarm threshol/d

Ol I2IOIEIS gts =1ole IFIF MY HESHA ZXE I 2EE LMELICH. 0 B
20l SEOlH ™ Send email alert@ Send SNMP trap =20 &&= HE20 2 OlHE 3L

Lt SNWP E880] M ELICH

Temperature threshold
I HEZ WES 2%JF 0 mctilee gt =g M SO 2MELICH. 0 ZE2H
==

TEGtAH T Send email alert2t Send SNMP trap 2201 £&& HZH W2k OlHY HEL
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SNWP E&H0l MEELICEH
Send email alert
24X HRE &L

=
A2l ®FIF alarm threshold 20l SEsS M OlHILS

I HEEXH WE =2%IbF temperature threshold 240l

=
CEIE M oltEs 85 XN HRE &Lt
To : OlIES &= =2 3L

Send SMP trap
Send SNMP trap : B2 ZMAl SNMP EEZS ZLMAIZX HRE H&EELICH

S =
On alarm threshold Rl HEZEe2 JFIF alarm threshold g0l Z=E3=2 [ SNMP

I
Es wHA

On temperature threshold : I HEEH W &It temperature threshold gt0l =&
21

S [ SNWP EES ZMAIZ X (HEE AHELICH.
Use global SNMP configuration : UWER3 &2 SNMP E&HUHM HAIE EEAINE AIS

g X 8 E &FHELICH
Trap receiver settings : SNWP E& A& ZRs 2 st=2=0 s 492 22 L 3.2

SNWP 3 = &AL,
6.2.4 ¥ HEE] EE - Outlets &

e HEEH & S (02 6-1 I HEEZ2 HE EHX)0WA Power controllers 28292
I® HEEZH CAEUHAN IR HEEHE HEE = 09 HEEYH K% &3 sIHUA
Outlets BHS NEIGIH I HAEES9 o3y &£F 3H (0" 64 Wi¥ HEE=Z2 43 -

outletss B &ZX)0| EAIELICH.

Power controller configuration - Baytech on Port 16

8

Power controller

Alarms & thresholds

Outlets

Outlet Port Title

1 None None
2 None None
3 None None
4 None None
S None None
6 None None
7 None None
=] None None

& 6-4. }g HEEZEZ &F - outlets E
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MEX= Ot HSE S0t ot &8 222 22 =& UL, EXHE Ot BT E
220t otz 48 2= UAl 82 =& USLIC. OdE 65 EME Ot 48 BE=
HEAIELICEH
Power controller configuration - Baytech on Port 16
Power controller
Alarms & thresholds
Outlets
Outlet Port Title
@D None None
Serial port lNone v,]
Outlet title [None
User access control
User Power access Action
<<Everyones> v
| v Add
Save to flash ] Save & apply Cancel|
2 None None
3 None None
4 None None
5 None None
B None None
7 None None
a8 None None
& 6-5. Il9g ZEEZ & - 0/ £&
o &2 s W2lles s 2&Lth:
Serial port
Qutlet title
User access control
Serial port
VTSS Alelg EZEW HZE FHUlo MAZ2 NBdte LY HEE22 0tRUS HEAISLICH
None2 0| OO0l VTS Alald ZEN HZE FHUIJF ot T2 &HUIH HZBEHJUOE=E HE 2
OIZLICH VTSS Alelg ZE B350 dFEUCHH, outlet title2 Al2IE ZLE &2 ZE EOIE
agteg 3% 1, Power AFEX B2 SH(user access contro)2 Al2lg ZE HHO AIEX &
22 et dF(User access control &&)2=2 Xl /1 0 d¥=2 B = AN LG (A8
6-6 II¥ ZHEEH &8 — Aclg ZEN HEE Ot &8 FX)
Outlet title
0 HetlleH= OtR¥=Z2 RAGH= OIS LLICH. AFEXHDF OfR3=2 ZAFSHHLE 22l M, ol
gd=2 MEAS0| Ot2ds P2 = UTE SLICE. Serial port &=0| Al2lg ZE BISZE
AACH 0 =22 HE =SlisolH =D, Alelgd ZEQ EINIEZR &AL Al2lgd ZE
HAFO| Port title &¥3HOZ 0|88 + U= HA0 HM3EULC. (O 66 IR HEEH
HF - Aelg ZEW HEE ot 45 &)



User access control

AEXIE O Or=stoll E2#80l A=K ¢
MEX= Alelg ZE HZ& 3

port connection)lA M AEHE 2ZAIE

HESEH 22| - Outlets & &X) = Al2lg X

E ZHEULICH. AFEXIE Power E2deS JHXIH
3

.4 Power controller unit management - Serial

0
K

, IR HEE 8% 22l 3H(6.3.3 I

E & glHo p WM HZE = serial

port power control 3t (6.3.5 Y ZHEEZe &% 22l - Serial port power control
o

FXR)NA Ite AESH OlRAS MOE = USLICH.

<<Bveryone>> &2 AHS0l HMIAZH, User access control F=2 AIEX 2IA2EH SEE
AMNEXE HAS DE AMEX= Power 2SS 20 D1, BHIS HR0U= 2SS 2K

2 ELICH

Serial port &S0l A2l EZE Hs2 HFHH 0 52 HEO =JisotH =1, Al2lg

ZE HHO User access control &&2 Power 2SS dFC=z UXN=ELICH. Aldl E

S X0 User access control A&e=Z 0|SE £ UAs 3IAIJ M3EUC. (O™ 6-
=

HEE AF - A2lY ZEQ HZE oA H4F &X)

e
H

o
=]
0

Power controller configuration - Baytech on Port 16

Power controller
alarms & thresholds
Outlets
Outlet Port Title
1 1 server name on port 1
Serial port | 1 vl
Move to serial port configuration to change [title] or {power access]
Outlet title |zerver name on port |
User access control |
User FPower access Action
<<Everyone=> =
I 7 e le) I
Savetoflash | Save & apply Cancel |
2 None None
3 None None
3 None None
S None None
[ None None
7 None None
8 None None

Jg 6-6. Il¥ ZEZEZ &F - Ac/g ZEQ HZ2E 0l &F

6.2.5 A2l EE &AFO| power control && HHE

power control configuration 3tH serial port A& olLILICH. I HEZS2IF VISO
FOIE ™, 28 LEQ A2l E HA&H0l= Power control configuration 0| Z=JtELICEH.

I
(4.3.13 Power control && &X).
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Ol =t VISel Alelg HEN 2= FIHIE I AESH2 Ootze0 HZ2g = UYL=
CosLIC. g Otxzs H2F sz I| 2ESH OtxsS Ul H2Z2g = US
SX™ESLICH (6.2.4 II9 HEEH BHE - Qutlets & &X)

At
it

FIF
"
Im

ot Otzels M9 ZHESZ 22 3%, Aldg ZE HZ st Al2lE

£
HZE SHOUA HSZI= serial port power control SHHOIA ZHAl / 22| 8HLICEH.

Im OtO

6.3.1 I}¥ 2ES &2l - It HESH clAE

Ol =Bt0il A Power controller — Management Oil'=&S2 SHEGIH, HI9 HESH 2l sH(O
6-7 LI HEE2 22l - I HEE] 2lAE &X)0l HEAIELUICH, which VISOHl =Ji=l U
HEEH 2/AEDN EAIELICH VISH HAZE Alelg ZE BS, MZEAM, 015, ot i S
o 22 Iy AESH9 FEI UEULD, IR HESHS &HE EASUC. IR AESH
O AEHDL [Connected]OIH, I HEEH Al2ld XE BiSLE 0182 HEG6I0 IIY HEES

d fHo 22 U2 0lse &= USLICH

VTS Series :
MatliascirTicTiL =

” User : root
Power controller management
Network Power controller
Serial port Port# Manufacturer Title Outlets Status
Clustering 16 Baytech Baytech on Port 16 =] Connected

Power controller
Configuration
Management [k

PC card
System status & log
System administration

System statistics

Apply changes

Login as a different user
Logout

Reboot

SENA

Copyrlght@ 1998-2005 Sena Technologies, Inc. All rights reserved TECHNOLOGIES

J& 6-7. I3 ZEEZ 22 - UF ZESES 2/AE
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oIl AESH 22l (08 6-7 II9 AESH 22l - IIY HESH 2lAE) IIY HEES
A ClAENAMN Ite PESHE HEGIH I HESY 229 oY HES 83tH (08 6-8
oIt HEEH 2% el - power controller 8 &HEX)E & £ USLICH. 0O ¥ Alelg X
E ¢ 3o M S0l U= 0t0I2S 2EotH H2g =& UsLICH

]
HEEZEO HEQ} MEWIF EAELICH Clear HES Z2&6t0 [Max current detected] St

22 MEed ¢ = Asll. It AES SJ0 ek EAEE 0l 22 = UsUh

Powrer controller management - Baytech on Port 16

Power controller

Model | Baytech Remote Power Controller

Alarm threshold 30.0 amps

Temperature | 28.0°F(82.4°C)

Circuit breaker Good

Average power | 0 watts

Apparent power | 0 watts

RMS voltage | 2127 yolts

RMS current ! 0.1 amps

Max current detected ! 0.2 amps Clear I
Outlets

& 6-8. I} HEZZ R& 22/ - power controller &

6.3.3 ¥ HEEH 7Y 22|l - Outlets &

I HEEZe 22 (08 6-7 It HEEe 22 - 1Y HESY 2AE X
HEEY 2IAENA IR HEEZEeSE HdeolH Zele I HEEH K% 22l 3HlA
Outlets EHS MHEHoIH MY HE=H

|

SS 22| - outlets & X))ol &

B —

Power controller management - Baytech on Port 16

Power controller
Outlets
Qutlet Port Title
QFF 1 1 seryername on port 1
OFF 2 1 server name on port 1
OFF 3 None None
ON 4 None None
ON 5 None None
ON (&) None None
ON 7 None None
ON 8 None None

J& 6-9. I} ZHEEZH 2% &2/ - outlets E
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Ob=sl HE2 Otxel HEiJt ZAIELICH. Ot=E0 Z2= & & = =
Ot=sl 22l 22X MSEUh. AZ2Xes 0 220A EHE HLD HAU HREEE =+
USLICH

OfZel HHSE 2=0ot oild Otxeel Otz 22l F2s ZXHU 8= =+« UAsUbt. O3
6-100] Ot=sl 22| 2=201 E2MY tHFLIT

Power controller management - Baytech on Port 16

Power controller
Outlets
Outlet Port Title
OFF Iib 1 seryer name on port 1
Control power on all outlets named server name on port 1
Pawer an ] Hamerandl PEERGG ]
OFF 2 1 server name on port 1
OFF 3 None None
ON 4 None None
ON 5 None None
ON B None None
ON 7 None None
ON 8 None None

& 6-10. I}7 ZEZEZ RX &2 - 0t 22/

Alelg ZE ZH|0l SO 0lAtel or=a0] o2& AL, [Control power on all outlets named
1 [Power on] HES Z226tH 0230 HAES Alglg ZEQ ZHIH A

= JASLICH £, oldde 22, &S HAHL HRE
=
T

ol

’

6.3.4 II¥ HESH /A 2l - Alelg ZE HE

Ml =Yl A Serial port — Connection Ol& &=

6-11 Y HE=e2 % 22l - Al2lg A

2olgl = QUABLICH. MY HEEY RS 22l FHO| ORI AEUM LY HEZEHQ
> A

dHE HAISOE, A2 EZE oA SEMAME VIS Alelg EE FHI2 83 &HE

OIS AESB2O MEHS EAIZ 20 OlLI2H, ABXISO0l A2l ZES MRS 2AIGHD HOIE
o
AN

= Qe serial port power control StHe=Z 0|8E == U= AT M3SLLCH. A0
HE (=4 0t012) L= NI (ZAMO0I0IZ) AEY B=L20C P 29 AHHEAl Ol0l28 S ot:
AMNEXt= serial port power controlstHCZ 0|SE % USLICH. HOI(EAM01012) AEHY
Z2RU= dZ2E = ASLICH
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Serial port connection

Port access menu connection
Port access menu connection
Individual port connection
P C M Port# Title # of User Comments
1 servername on port 1 1] < Not used >
=1} 2 PortTitle #2 0 < Not used >
3 PortTitle #3 0 < Not used >
4 PortTitle #4 0 < Not used »
5 Port Title #5 0 < Not used =
& PortTitle #6 0 < Not used >
7 PortTitle #7 0 < Not used >
8  PortTitle #8 0 < Not used »
9 Port Title #9 0 < Not used >
= 10  Port Title #10 0 < Not used =
11 Port Title #11 0 < Not used >
12 Port Title #12 0 < Not used »
13 Port Title #13 0 < Not used »
14 Port Title #14 0 < Not used =
= 15 Port Title #15 0 < Not used >
E 16 Baytech on Port 16 0 < Power controller >
& 6-11. It9 HEZEZF RX &2 - A2/g EE HZ
6.3.5 I HEE] K% &l - Serial port power control
Alelg ZE & 3tHO p il Us HE / THE AMEH HEAl 0l0I2=2 2&6tH serial port
power control St (& 6-12 MY HE=H K% 22l - serial port power control &X).
e HEEY o3 22| 40| I HEEH2 OIS MOol= BHH, 0 FHS A2l
ZENW HZE EHlQ dAA2 HOH3t=0 AFZ2ELICH
Serial port power control - 1 : server name on port 1
Power controllers
&ll outiets controlled by this part will be managed.
Port# Manufacturer Title Qutlet Status
16 Baytech Baytech on Port 16 1 OFF
2 OFF
Power on | EEwer ot ] P.e:boot'
& 6-12. I} ZEEH R& 22/ - serial port power control
O StHOIA Alcl ZE ZFHIJt HZE or2ee 22 &H &HUl2 M3 AMEHE Solg =
USLICH. 0 IFHUM &HHIQ & HLD HAL MHREE = USLICH. Alelg ZE FHlJl
el O8I0 ¢E= HBR SA0 2 01280 SHELICH
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7: PC Il £4

VISE Jls2 R9d L SHZHS 2dl PC ItE &£X£ M35t USLICH U3 40X 289
PC Jt=Jt XIEELICH

- LAN 3tE

- B4 LAN JtE

- B Jt&

- ATA/IDE fixed disk card

AMER=E LAN £= & LAN JtEE 0186t0 £ OZ UERZA #E2= Sofl VISt &g =
USDH, ATA/IDE fixed disk cardE OI&dH AlIAE 2 Alelgd XZE =1 HOIHE MEE =
ASLICH ZE HEE ASECEZM AFE 20 AZots Al2lE ZE Lol VISHH e
(out-of-band) &S & & USLICH.
Currently configured PC card
Card type None
PC card seryice
Configure the detected card BlaR A eety e
Detected PC card
Card type Network Card
Model : I(_gz:kr:sisog;:f:fzrffsot 10/100 Integrated PC Card
New PC card is detected.
Save to flash | Save & apply | Cancell
28 7-1. =J PC It T i+ 3
PC ItE =XE= AIEolI| ol AIEXt= OS2 SHE =&oll0F ELICH

CHHl 1. PC ItEE PC IS &R0 &L ELICH

SH 2. PC ItE & & Bl=2 Configure the detected card HEZ2 & & &LICtH.

Al 3. VIS= JtEE ZMot)| fdl E4 1 o Zd0l(plug & play) 1SS A& 240104,
2F MHs U UEE JYLO. MEXs &M JEE SHAIIIII g
metileE 8dg &+~ UsLIC.

EH 4. Save to flash HES HEGIH £&&F= MEELIC.

A 5. O=2 [Apply changes]E &GO MZ2 232 HEAIZLICH

[ ——

=

VTSIt PC JtE

221 5

O &mot, s

25 MAIXIOt LIEFELICH
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PC t=E &KX L= HMHotIl fol At

Microsoft Internet Explorer

Jg 72, 22 Al 2F HAIX
2AdH EF B VISJF Aol PC I BE22 EXoEAL.

H‘F
[l
00
=J
my
o
o
X
i
1>
02
%
[}
o
C
a

gX

| 1. [Stop Card servicel] & S&i&LICEH
| 2. [Save to flash]S & &5t

| 3. OI=2 [Apply changes]S &HE{5

| 4. PC IIE E2ROZLH PC II=ZE HMHEILICE.

MEX &0 =Z2F2E PC FIEE HIols IR ALE IF9

=2 PC 2t ==0l £XIctE VISs 22l IP =4S 2RotH U, O, IP F=as

PC card configuration

Currently configured PC card

Card type : Network Card
Linksys EtherFast 10/100 Integrated PC Card

Model : {(PCM100) Ver 1.0

Network configuration

IP mode : |DHCF‘ vI

IP address : | 192,168, 1,254

Subnet mask : |255.256.255.0
Default gateway : |192,1EKE:. 1.1

Primary DNS : 168.126.63.1
Secondary DNS 168.126.63.2

Reuse old IP at bootup time on DHCP failure : IDisable vl
PC card service

Eontigure the detected cand | Stop card service |

Detected PC card
Card type : Network Card
Linksys EtherFast 10/100 Integrated PC Card
(PCM100) Ver 1.0
Card service is successfully configured. Save the PC card service configurations.

Model :

Save to flash Save & apply | Cancel|

g 7-8. PC LAN F1E &&
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ol HES mtetoleHEs &AE800
3. IP && 0l XMool 20

7
FE B. VISIt XA&ols PC =

—_—

JIEJE 2IAaE =, AERS HERAZD &3 =t
H Lt UWERAZ mtetilede 234
&

X&ot=s PC 2t =52 =2d

no JA

7.2 28 LAN JI= &4

& LAN JtEE PC JIE =X0l &EXIctH VIS 242 IP =42 ESRotAl L. O, IP
FAE BEA R&E8 XS XN EoHoF LI

PC card configuration

Currently configured PC card

Card type : Wireless Network Card

Cisco Systems 340 Series Wireless LAN
Model :

Adapter

Network configuration

IP mode : |DHCP vl
IP address : |I’HE.IE;:E:,I.254

| 255.255.255.0

Subnet mask :

1D £

Default gateway : |l 92.168.1.1
Primary DNS : 0.0.0.0
Secondary DNS : 0.0.0.0

Reuse old IP at bootup time on DHCP failure : IDisabIe vl

Wireless network card configuration

SSID ¢

Use WEP key : IDisabIe v[
WEP mode : IErn::r‘_.,.';:ut vl

WEP key length :

WEP key string :

Confirm WEP key string :

PC card service

Configure the detected card Stop card service

Detected PC card

Card type : Wireless Network Card
, Cisco Systems 340 Series Wireless LAN
Model :
Adapter

Card service is successfully configured. Save the PC card service configurations.

Save to flash Save & apply I Cancel|

18 74. PC & AN JIE £F
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JtE0F QA" =, ALS A UWERZD &0l S =ItHel WESRD L2ilesSsS £8otH 0k
St S&otH LIt UER/KZ mtetilee 282 3.7, [P £& 0l Xthlol 28&EN
USLICH

VTSE 246 LAN 8 XS ol SSID(Service Set ldentifier)2 WEP(Wired Equivalent Privacy) 2|
Jls2 XNEELICH. AFEXH= AP (Access Point)E X&) o SSIDE EFE £ JUSH st

encypted == sharedZ WEP 2EE HAE &= USLICH. WEP I Z0l= BEAl 40

E= 128 bit
O0F ELICH. 40-bit WEP 3101, AtSBXt= =2k 22(:)01 A= 5)He 168+ DE Al
g cHoF ELICH. 128-bit WEP 3I0I1®, =2k 2E(:)0l A= 1302 168+ DE NHEE
geotes U
OE =0, 128-bit WEP J| SES AIEot)|l ol AMEX= GS3 201 13042 168+ 2R
NEE BtZAl 2ol 0F & LICH

000F25E4C2000F25E4C2000F24

VISOt XIZot= PC JtE =S58 2d¥ &= VISIF A& oIS PC FIE E HXRGHYAL.

7.3 Serial modem 3JIE &3

S JIEE MEECEMN AT ZEHY HZSI= Al2lgd EZE S0l AIE XD 2200 &2
JtsELICH. 222 5 Kbhps Matd 28 2 kst RE =0 XIJAFLICH. VIS XI&ot=
PC OIS === 2B EF B VISJf A& 6lE PC FIE E EBXOAAL

e 28 XJ|3t AEZ 22 “gle0s0=2" LICH. 0l= 2EO0l 28 2= (quiet mode)( ‘g1’ ),
=2 2T 2E(echo off mode)( 0’ ) el NS S

& P ZHAl 2(Auto Answer mode
equaling two)( “s0=2" )2 &EXES Q20IELICI. Y HH HE

=S FXoINAIL.

o
et TMlst 2= 28

Callback &=, Modem test & =1 Alert &&82 4.3.4 Host mode &1 4.3.12 Alert &&2

Dial=in modem mode £ HFXoIAAIL.
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PC card configuration

Currently configured PC card

Card type : Serial Modem Card
Model : Billionton W92 Fax Modem FMSEC-BFS S5.41

Serial Modem Card configuration

Init string : |qleElsU=2
Enable/Disable callback : IDisable v]

Callback phone number : [
Enable/Disable modem test : |Disab|e v]
Test phone number : |

Test interval : every |34 hour(s)

[Email alert configuration]
Email alert for modem test : Disahle ¥

Title of email ;

Recipient's email address

[SNMP trap configuration]
Modem test trap :

Use global SNMP configuration :
Trap receiver settings :

IP Address Community Version
||3. 0.0.0 Ip uhlic | vl |# ]
||j, 0.0.0 lp uhlic | vl ¥ I

PC card service

Eanngurethe detested card I Stop card service |

Detected PC card
Card type : Serial Modem Card

Model : Billionton w92 Fax Modem FMS6C-BFS 5.41
Card service is successfully configured. Save the PC card service configurations.

Savetoflash | Save &apply | Cancel |

g 75, PC AI2IE 28 JI= &F

7.4 ATA/IDE fixed disk card &3

M= A28 2 A2l ZE ROE XHGHI| 91 PC ATA/IDE fixed disk cardS
AESt=d Zest MM COoIH IS BISAl &HGH0F ELICH Viss AM ME 3| ¥
CIATOA AL JtsE AT 3212 [Hs2o2 &FEL

Aaxe P2EE| 2 desior sico s mas AME & AsU.

AgRe PmEls detsiol ItE2 EoRE 2 UBLICH VISE CIA3D 1S9 EXT2 L VFAT
oY AlARIS XIELICH

AMNEX= VISS AlAE HAEZ export & import S22 M, VIS &4 IS M = S
+ AsLct
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PC card configuration

Currently configured PC card

Card type ! ATASIDE Fixed Disk Card
Model TOSHIBA THNCFOG4MAS
Size | 64 MB

File system ! yfat

ATAJIDE Fixed Disk Card configuration

Total data size to be used (0~59 MB) | 59
Delete all files in ATA/IDE Fixed Disk Card ! Delete |

Farmat AT&/IDE Fixed Disk Card [ExTz =] qumat,.|

PC card service

Caphaurettie detected izarnd I Stop card service: |
Detected PC card
Card type ! ATASIDE Fixed Disk Card
Model ; TOSHIBA THNCFOG4MAS,

Card service is successfully configured. Save the PC card service configurations.

Save to flash | Save & apply ] "'Caneel|
& 7-6. PC ATA/IDE fixed disk card &&
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8: AIAE!I AEH 21

e

VIS HEl CIAZEY 0l 39 (Status Display Screen)S SZol AIAE MEIQ 21 CIOIEHES
B0 22IE ol AISELICH. AMAE AH olH=E 2 018, Al2lg BHs, HAH HA,
fEZH HAE Y VIS UWESRZA &8 S0 USLICEH. E£8 VIS= system logging Jls2 Sl

NEE =H0H email2 21 OOIEHE S22 Lo €82 = UsSLIH

8.1 AIAE! AMEH

System information

Model No. : WTS3200_Device
Serial No. : VTS3200-030100003
F/W Rev, . v1.7.0rc2

B/L Ver. : v1.0.0

MAC address : 00-01-95-04-12-24
Uptime : 20:10

Current time : 05/31/2005 14:47:24
System logaing @ Enable

Send system log by email : Disable

PC card type: NONE

PC card model : NOMNE

IP information

IP mode : STATIC

IP expiration : NF&

IP address : 192.,168.19.1
Subnetmask : 255.255.0.0
Gateway ! 192.168.1.1
Receive/Transmit errors ; N/

Primary DNS : 168.126.63.1
Secondary DNS 168.126.63.2

& 8-1. A/I2E & LIAE00/

8.2 AIAR 27] £F

VISE= system logging 2lsit AAE Z 0 AEH ZEAl DI
logging Z2HIAE enable £= disable &EIDF &

S HNZ2ELILH. AI2X= system
& =) Y
HZES= AX L AAS 27 HIH 3JIE HEist 4 ASLICH

AS &L otllet, AMIAE 218

Enable/disable system logging

e
=
]
nx
0
]
-
o

System logging JIsE A& =
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System log storage location

ANAE 20= VIS WE Oi2el, PC 3t =X0l &2 ATA/IDE fixed disk card == NFS A H
of X XNEO MEE £ USLICH. AIAE 27 HI0IEHE MEs=H WE HR22E AtE6ts
22, 21 OO0IH= VISot HE M AHMELICH AMAE 21 OOIHE 2E5tddH, M&E /AXE

ATA/IDE fixed disk card £= NFS MHHZ &Z&GHAHLE SYSLOG server2 MES & HoH0F & LICEH
Ol2 =dot)| ol MEXN= HM 222 HME ALSot)| fIet WetlleHESS 2&oH0F &LICH
OOt &Sl 28EHX 2 d%, AHEXs dgte HME NE Az 438E = gslt.

System log to SYSLOG server
AAE 27 HoleeE NEE ME fAX2 SAIN SYSLOG MHHE MEE = USLICH.

System log buffer size

Ol WrelblHeE 22&8 = A= A28 27 OI0IHY zUEs Jo&LIC. HOoIHE MESHI

LI R HIZ22IE AME6te 32, AMAE 27 X AJl= 300 KoytesE =HE £ SISLICH

21 OIOIEHE MAEGHI| 2IoH ATA/IDE fixed disk cardE AtEdt= &<, 20 HHIH 2D|l= JtE

220l et & LCH

27 OIOIHE MEGHI <Ich NFS AHE AtEct=E 8%, ZU I 2JI= SEHYLICH. A2
x

A= NFS MBIE Z386tH AlAE 27 JIs0l HE0] #8E = UTS of0oF LICH

System log filename
Ol Iet0le = loggingdl= Wel 0|2 F2gLICh UZE &32 logs2LILCH

Automatic backup on mounting

System log storage locationOl CF card == NFS server2 &S3& A202 &8& 4 UASLILCH
Ol €30l enableTl™ oY ME Z2t0l CtAl OIREE ¥ 21E MEGls =
LICt.

Send system log by Email
VIS Y2saDA 22 22 AKX =2t 0lel XI&"s =X ol2% 21 0HOIHE Xse=z
A0

PUES 282 = UASLIC. AZBXE emailS &S6H)| I8 LIA0IEHE BHEAl 2 F6H0F
SLICH. O IH0IE 0= emailS d&ct=0 ERe 21 M=, =F Q! email =& S0 Z&2

8 82 €8 € AAE 21 2] SO0SLICH

ton
e
nio
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System logging

System logging : |Enab|e v[
System log storage location @ IMemory vl

System log to SYSLOG server ! I'f)i_samgzl
System log buffer size (KB, 300 max.) : ISU

System log filename : [logs
Automatic backup on mounting : [m
Send system log by Email : Disahle =
Number of log messages to send a mail (1- |5

100) :

System log recipient's mail address : |

Save to flash I Save & apply ] Cancel|

System log :

01-22-2000 07:53:45 = Boot up System Start -~
01-22-2000 07:53:45 > Start with Static IP by 192.168.19.1

09-30-2005 17:18:54 > NTP - Valid data from 211.115.194.21

09-30-2005 17:20:22 = User 'root' logged on “console’

09-30-2005 17:20:29 = Web - LOCAL authentication for 'root' passed.

09-30-2005 17:57:30 = sshd: Failed none for root from 192.168.19.10

09-30-2005 17:57:30 > sshd: Failed none for root from 192.168.19.10

09-30-2005 17:57:30 = sshd: Failed publickey for root from 192.168.19.10

09-30-2005 17:57:34 > sshd: Failed password for root from 192.168.19.10

09-30-2005 17:57:35 = sshd: Failed password for root from 192.168.19.10

09-30-2005 17:57:37 > sshd: Accepted password for root from 192.168.19.10
09-30-2005 17:57:37 > sshd: Accepted password for root from 192.168.19.10 _:_l

Clear FIefresh' View |

g 82 A28 =27 &8 £ 27/

8.3 Users logged on list
MNER= AIAHIO 3T 2 BHO AR HES 2EE & USLIC

Users logged on list

Username Terminal Login Date and Time

root console May 28 17:06
admin ttyCO May 28 17:06 (192,168.0.32)
adrmin ttyC1 May 28 17:07 (192.168,0.32)

g 8-38. MEAN 202 F=
Users logged on liste= AIAEIN 210 &t AFBXE fld CHE22 322 20 SLICH
In the user logged on list, it contains the information such as all the users who
connected to the VTS, (AtEXt 0l8) the terminal type of the session (W& CHE EHOIY
S&), time to be connected (HZE Al2H)

, and the IP address of the remote host (222 SAEQ |P F=4)

& 82 Sof §ZolE AENE F=F0] LIEHIX ZSLICEH HTTP/HTIPS ZE2E£ZS S
A =
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32
AEX SEHO MIHA A2 S System admin, Port admin & User £ L= &= USLICH.

=
[—

VTS

System admin

2SLICH

o
o)
hd

ar
RD

JU
o3

<+
L
~

on

o

System admin 52 VIS &4

Al

£ A2
=)
—

810l VTS

st

4
RD

)

EEc29 0t

2

I

=
=

Port admin 2

ar
[kl

o)

Wi
I

»l

<D
K

-

o)
T

il

3+
o

on

ol
Ul
ng
KO0
x

L

X

LEH XL VTS &

o,

0l

ol
o)
hd

{ID
AK
ol
0
O

JU

=2OoO
=

User

oll

o Alel

A

eIEfH Ol

2l
=

of

o
T

56|

port access menu Ol

H & CQIeHoIAS I

0

o
F

controller management)

LICt.

b

g NAE

|.

g8

0

1]
T

Ko

gtHoO 2 Local

ol=
—_— o

INE=DN;
RADIUS, TACAS+, LDOAPSIH &2 &

=
[—

VTS

Ko

[0S

H

Ju

ol

MESHALL ME

Alelg &S ALESHH VIS EAIOE & 1dl0l

ok

9.1 AIEXA &2

402l AHEX 82

—
[—

VTS

LICt.

AZ X D80 Tt O

o
[—

o)
hd

O X8&= Port &

=2
=

JbAILIE JIs0l €3 &0 /[UKX ZOS, 0 O

TE

Alelg

4

RD

XN
=

Port &= Monitor

51
R I -

SO0l

of €80 ATk, 0

ZEJL AILE JIs

Alelg

an
ot
&

ioll

KD

ol
i)
gl

b Power

-

23S

o sl

i

ioll

)
i0)
o

ic
Bl
o

od
Kl
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&

Al2IZ ZEO HZE ZH NS NENEES I52F 22/8 = I o7 o [User

access control] 150/ HZBELILCH

- 0/ &89 AIEAE port access menu 0 &=2 = QAUSLICH.

- 0/ A9 MEINE & C2/HEO0/£S Serial port AZ U72f I8 ZIEEZ 22 Ul

g MEE + AL,
- 0/ IEY NEIHE VIS 8T Wi T= 0L 0 IS + QS

® Port admin: Serial port &clXt O&
- Port admin 2E2 User JEEB0LH =2 AES JIELICH.

-  Port admin OS2 & QHHOIA = AlAYE 25 B85 Edf VIS 23 s &%
g £ QUSLUICH. ddU, 0 &2 Serial Port, Clustering & I HEZe o
o 2EE &3 M2t0IEcrE HAE = UASLICH. O 209 VIS AlA8el &F metolH

® System admin : A|AE Z2lX O
- System admin J&2 Port admin JEE0L =2 &S2 JH&ELICH.
- System admin OS2 & QIHHOIA L= AAE 25 Sdl &8 0w

Ao 2= I20IEHESS =88 = AsUL.

- System admin &2 CLI Ol 5 #= U2H, CLI HA HMB=H=s 23S shell
C

S= 8% = UsLIt. 0 O8=2
=g = AsUt

® root: AIAE AIH 22X

£ HPFols AsS 0l 18 ASXNSHA MR 2sUCH (0. WERKRT £33,
J

=06t Al

program

=
LI € Sdoll VIS && & port access menu O] &

- root = Al2lg ZEW HZE AAEH 22X AS2CL =2 HES LG

- root = Linux CLI Ol O MIst S0l EXg = JUASLICH. CLI E Sol AAEX 22,
meE=E &AM, =3 L shell program =& 5 2 JIsS Hst 2101 AHS&LILCY.

- root = & B HOIH, AIZX 0182 HEEY = 8Lt

& EotAIS JI2 AIEX 018 ¥ HIZ BisesE s 25U

ANAE ~IH 2l Xt

Login: root Password: root
AAE e Xt
Login: admin Password: admin

H 910 VISHIA 2elte MEX 108 & Ztle AIZA OS82 HEE QU =US



Z 9. N8N 5 Z A&

s root System admin Port admin User
Jl2 AMNERX 0|8 Root admin - -
&3 J|2 Qe HolA CLI BIAE M - -
CLI CLI
OIEHIOIA EE2 )& BIAE M BIAE M BIAE M
port access menu port access menu port access menu port access menu
SSH 2 3| g2& 0 0 X X
CLl 8% (0] 0 X X
VTS &3 "
SAE U B 0 ° . X
port access menu &= 0 0 0 0
2 GUl 8% (0] 0 i VN
AlAE Tielolg HA 0 0 VN X
AFE X Oielolg HA 0 0 X X
INE= PN IR RSV ESN| 0 0 X X
&
7) ok

Port admin I&E Serial port / Clustering & I}5 ZIEZZ OI2d J/54 2&&E &0t
AFE A OSLIC). T 99 SFES O 9= ASOF QUSL/C)

212 o MM e
2) Ax#

User 82 & && SHH0IA 2& Serial port / Clustering 92 & It ZHEEZEZ 22/ 3
Ligyet &8 = AL/

8 9-12 User 18S 2clotdl I8t & IeHOolAS StHYLICH.

User administration
User name : Iuser User group : IAII group vl Search |

Current local users

& User name User group Shell

M1 userl User Port access menu
a2 user3 User Port access menu
M3 userd4 User Port access menu
4 users User Port access menu
s user? System admin  CLI

Add | Edn.| Remove|

& 9-1. MEI &2/

AEX 0l ANEAR I8 = & &5 255 g0t £As UEote MSAHsS S =
USLICH AFEX 010l LI L2H 2= ASNHE HMLO. MEX 050 LA
UEE g2 Al&Gt= MEXI 2MELICH. A ELA D80l H85H O OO0l =8 AL=S XSt
ZME D, [All group] & B RE OEQ AMEXIL ZMELICH
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AEXN 08 (User Group): User, Port admin, System admin = otLt

ALEX HIY #S (User Password)
shell ZZ )& (Shell program): CLI, Configuration menu, Port access menu = GtLt
SSH 31 3| 2= (SSH public key authentication): Enabled == Disabled = otLt
SSH & (SSH version): vl £& v2 & otLt
SSH 31 3| M (SSH public key file)

JZ2HCZE=, SSHE Sofl VIS 2RH 2SS 2= W, AIZ2A 018 & HIZ BSE 0188
el gt= A0l JI=20ILt, ArEX0l HE SSH S IIE VIS Ol H=2EoHP, SSH Set0IHE

=E 2
Z2Ow g =) Il MUS ABEOZM, NECR VIS 22 QS @S

_ =

4
20
i
C
O

T} &L= B AEXL 0/F 2 password= ZF LS 3AF 0/40/0/0F &LICE. 3AFIF &l A
FRE SFIF 8451 ELICE.

User name | I
Select group | |User vI
Password | [

Confirm password : [

Shell program |F'0r1 access menuzl
SSH public key authentication |Disab|ed vl

Select SSH Version

SSH public key file: [ ZHOEE).. |
add | Cancel I

18 9-2. AMEI} FItoFI]

AMENE MAHotAE US
o AEX 22| oA

o
4>

gI:
Q'E
iEa
>
[0

N AEXSS MIAgLIT.

2

e [Remove] HE
AME2X HEO HmetoleE sidole o

o

N l[11
Ju

(_J'ﬂ

-

O

S, AISA 22lBE0lA AHEX 0ISS 8060 AHSXAH #
=, AMEL IOt HEe2 AIZA HIE2 Let0HE BEESL

o
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9.2 WAL SlAE

He EE 2| User access contorl &&= Z0|5HA

o = [==)
WBANA 2IAEE OHE

ot <IoH HAA 2lAE Jls2 XNAELICH

control &&3WHAM HAl

o

S 225822 XNEg &+ UsUIbH

Access lists

# Access list name Action
1 grMonitoréccess Remove | Rename |
2 ngIDrt&'jﬁsss Remove | Rename I
[New ~| | o Add
& 9-3. YMA BIAE - LA BIAE 22/

8 932 dANA 2AEE 2elots HS 2HSLICH. S5 HAA elAE
HNA 2IAE SE= otddd O

=22 EXE [EdA2.
New] 2 & €A

1. MAHA 2AE BISS [Ne
A B

HS
2. YHIA 2IAE 018

3. [Add] HEES 2&

-

=
=
o

=

0101 SE& AL 2|AEE SAGHH MZE2 HAA clAE

WA CIAES] MEX FEE SAELICH WAHA C/AEE =
AN2.

1. BAHA CIAE HSE SAF & HAHA 2IAE BHSE ME
( [Add] B1E0| [Copy] HESZ HIE )

2. MZ =0

3. [Copy] HE

-”A E|AE O|E OIE':!

[Remove] H NA BIAEE MAHE =& D,

e 2 OH
= = T -/
58 B3 =& UsUC.

[Rename] HES 221610 HAHA
HHA 2|AEE MAHGHAUL 0l HIROHE
ANEZE HHA SIAE

2I|AEQ Q| g Ze
9| User access controlOll As2e2 HAHAGHALE 0|82 HtR A &0t

HEZEIL EMotl Ee= BMA 2AEES S8 2 FOIGtAIJ| BFELICE.

LS — =

WAA CIAE OISE &E

=

I

NGOl MAIA ClAE AMEX 2B 0lsE = U

o
[
[l
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Access lists

Access list name ; | grPortAccess =l

# User name Action

1 admin Remove |
2 root Remove |

[ Add

JEg 94. dHL 2/AE - MEA 22/

8 94= AMA 2IAES AIENE 2elcte stEHES EWHSLICH. HAA 2IAEN S=EE A
EXNE UHEELIT. MEX 0182 8 2

[Remove] HHES Z22I5t01 AIEXE UHA 2AEWM ANE =% USLICH
]

[Access list name] CIAE BFAONA [-— Access lists —] S=2E MHEUGIH HHA 2IAE 2
clotHOZ 0lsE = UL, UE HANA 2/IAEE HEHGIH HANA CIAE AIEA 22§ 2

Change password

Current username | root

Enter current password ; I

Enter new password ! |

Confirm new password | [

Submit | Cancel

I8 9-5. AP HF

Port access menutfl2t H 2 £ U= AISXE Port access menu SHHOA MAKAEE BH

o

P

[y

2 USLICH. Port access menulll &2 6tH Ot 22 3HEH0| EAIELICH. HE 2t
2 2olot)| ol &t O LEotH ARSI gt LICEH.
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[VTS3200 Device]

Port# Port Title Mode Port# Port Title Mode
1 Port Title #1 Cs 2 Port Title #2 Ccs
3 Port Title #3 Cs 4 Port Title #4 Cs
5 Port Title #5 Cs 6 Port Title #6 Cs
7 Port Title #7 Cs 8 Port Title #8 CcS
9 Port Title #9 CS 10 Port Title #10 CcS
11 Port Title #11 CS 12 Port Title #12 CS
13 Port Title #13 CS 14 Port Title #14 CcS
15 Port Title #15 CS 16 Port Title #16 CS
17 Port Title #17 CSs 18 Port Title #18 CS
19 Port Title #19 CS 20 Port Title #20 CS
21 Port Title #21 Cs 22 Port Title #22 CcS
23 Port Title #23 CS 24 Port Title #24 CS
25 Port Title #25 CS 26 Port Title #26 CS
27 Port Title #27 CS 28 Port Title #28 CS
29 Port Title #29 CS 30 Port Title #30 CS
31 Port Title #31 CS 32 Port Title #32 CS
Enter command ( 1-32 serial port, P passwd, S slave unit
R remote port, Q exit )
—————— > P
Enter new password : ****x*
Retype new password : ****xx

Password was changed.

9.4 #X| 0|=(Device name) &&F

VTSel Z2lE flofl HHELZ FHl 01§52 €38 = UsUU. I8 962 X 0I5

x
0x
tol

HJALICH. AF=ZXFIF Device name= HHAGHH &S VISQl hostname Ol BIF T H T/ 04 CLI

0x
10
[El

[wily

EXZTE S Olelit 20| HEZ= hosthame @& HAHO| ELICH

Device name

Device name | |¥TS3200_Device

Save to flagh Save & apply Cancel I

root@VTS3200_ Device:~#

18 9-6. &% 0|8 £&F & (L] ZEZE

=<

VTS| Device name &0 228 2X= 20| X Z2M AFE XD Device name 2 Bl 22X 2

=

KASHA E S VIS hostname 2 VISQ IP =A=Z2 A=22 XAOQl €LICH. €8 Device name2

HelloDevice Manager @t 22 22| T2 0N A &H| AlES ol AF2ELICH.
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9.5 €M & AlI2t &3

VISE Mo Em L Al2t E2E JtXLD JUSLICH VIse AA & €2 432 WS tHEZ
MU ol HWAFHLICH AFSXE O 9-700 LIEFL HE2F 2101 &M EM L Al2tS HAE =

USLICH

Date and time

Use NTP :
NTP server (0.0.0.0 for Auto) :
Date [mm/dd/yyyy]

Time [hh:mm:ss] : |l £:40:39

Select [Standard time] and [Daylight saving time] from list
[Standard time]

Timezone : [KST

Time offset from UTC (UTC + [x.x]hours) : |9.D
[Daylight saving time]

Enable/Disable daylight saving time : |Disab|e vI

Daylight saving timezone : [

Time offset from UTC (UTC + [x.x]hours) 0.0
Start date [mm/dd] : ||‘1 1/00
Start time [hh:mm:ss] : 00:00:00
End date [mm/dd] : || 11/00

End time [hh:mm:ss] : IIHIIUIIIH

Save to flash | Save & apply | Cancel|

18 9-7. EH & Al2t £F

M L At BFs HFoH| /S LYES 2JtKI0F USUCH HEW L2, NTP AHE
AtZots JYUICH NTP J1s0l &4 &EHoF TI®, VISOt IR EE MOtTH NTP ABIZ22E 2R
2 At HEE 22 = USLITH NTP AHIF 0.0.0.0 22 ZFEH, VISE JI= NP AHE

AESILICEH. 0lgt 20, VIS 2HU HBZ0N JUAOF SLICH. AIZX= E£8 S IXI0
Metd & MA BEEAUTC)Z2REH EA Al ZFoi0F &L, 829 BR=, 31
22 19 Al2tez Z8ol =AH0F LI

SEM Z28HE, NTPE AIE06HA 210 =322 @M 2 A4S &&o6t=s ALt 0 322,
€M 2 Al 2= R BB BB 0l 2o = XIS LCH

AAED DI AIZIS HEoH &F-oHE AI2Xe AXIo U2 timezonedt UTCREH 9

QUM gts HAGHOF ELICH. A2 XJF daylight saving timesS Ol8tCHH, daylight saving

timezone, UTC2EEHS I Al AIZUAl, SS LAl S 22 4= E&FoHj0oF &LICH. VISsE
otod

HEet A|AE YT AZES HAFSILICH Select [Standard time] and



[Daylight saving time] from list HES 20 0] &3S 2IAENA S5 &N S £
UEE EoF== 51H0| EAIELICH

9.6 €8 &¢

MNEXt= Mol H#&FZ CF card, NFS server, user space L= local machineslt Z& MZE
IR0 Iz MEE £+ U, HEE 43 IYsS 0l=diM S d3dez 24 8 &%
USLICH VISE & =ot Ao 43 Az =2l faiM=s 88 =4 21(Configuration

) HI2t0IEIE [Factory default]2 AMEIGIH XS 24 2ILL,
VTSel =™ THE Q| reset button € =29 ELICH.
VISOt Xtsz2 &3S MEcSt=s Jlss NI
AFotn HMgotH VIsSe XEE Alz2tol XIFE 2y
08 982 &3 22| s B0 SLIL.

Configuration management

Configuration export

i

import) £&° ?Xl(Location) I

o

LICH. Automatic backup configurationa

C
2 Hd¥S UHs2E2 MEELI.

|0

Location : C cFcard € Primary NFS server © User space(/usr2) © Local machine
Encrypt : IYes vl
File name : I .SYsCm

Export |

Configuration import

Location : ' cFcard € Primary NFS server € User space{/usr2) © Local machine
" Factory default
Configuration selection :
[T select all

[T System configuration ( I Including IP configuration )
[T Serial port configuration

[T Clustering configuration

[T system user configuration

Encrypt : IVes vI

File selection : I ~~~~~~ Select file ——--- ;j Local : L

Import I

Automatic backup configuration

Automatic backup option : |Disable _:J
Location : ¢ cFcard € Primary NFS server © User space(/usr2) © Send via email
Encrypt : i

File name : | [ syscm

Backup interval (hour, 1 - 720) : |1

Recipient's email address : |

Save to flash | Save & apply | Cancel|

18 9-8. £& Zc/
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23 H&otll

Location :

Encrypt :

File name :

€3 =d 2|

Location :

Configuration selection : E{=2

Encrypt :

File selection

Local

¢ LocationOl

=
0
o
0

ol flold= OS

25 Mg &

= =2 9 Xl. Factory default &&46tH =

EotAl 2EH2Z =&

scis €8 e

LocationOl CF card, NFS server H£= User space ¢!

meor €A

< Local

—

= Maot= Encrypt

SIS
= o

Local machine machineOll M&E&

tol

H Al

s €8 NE

Automatic

Location : &

Encrypt :

File name :

Backup int

Recipient’

s ]
=

e

=

> 0d
0

>

0

ol

0o mx

on oz W
(@] Lol _F_|

m ne

fa-id

E

e

o
1o
m e

M~ W o

0
o
MHI

r

xd
0zt
x
0

o

o mo 0

™
MWD MO
o
ux
0
30

m
>
o
o
-
—
cC
o el

PNy

gt
=]

s &3 d

S
23 NE GtAl
Hez 48 ME
8

backup option :
Disable - Xt

Periodically -

g NE

=

[=}

OoF

=]
=

=
e

. Backup interval &8 Z .
10 minutes after last change - && & = 10 A &8 ME.

Xl

A3 It 0lE
erval : Automatic backup optionOl Periodically &

s email address : LocationOl Send via email

W

o

=Ne]

o
Ho
W

EXE GEYHAL.

>

0
]
[P
uo J@

il
rx
1
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A3 sHE &Y

4. SIXIJt Local machine& Factory default® OtY ZRUY HE 2I|AE EBFAHA
SHEZ2 MESteE Y /X 48 IS A

5. #XIDt Local machine &% FOIEJ| HE 26t ¢SS s6ES UFot= It

6. [Import] HES 2=

9.7 Security Profile

VISE 2ot 2ot s SZELICH VIS MHIAN 2= 20, HERAZT 20,
Of HZ0l et 2etse AMAE 2ot 2 HARAE 22|E S& 2ets0l 28 FMsE 2
Ch. AIRCIEl Z2ME2 USH &0 20 ds5ez 253 Lt

1. System security

2. Password security

9.7.1 System security

VIS MHIA, WERAZ, HE
9-9= AIAE ARCIE Z20E 28 stHEYLICH

Security profile
System security

Level of security : ' Custom @ Standard € Secure

SNMP (get/set) :

Discovery (MANAGER) : |Erlable vI

Telnet : Disahle =
SSH [Enable =]
SSH W1
HTTP : |Redirectto HTTPS ¢

HTTPS IEI’\Bb]E‘ vI
all ports ¢ IErnabiE vI
Set all ports to ITeIruet v[

Stealth mode @ sabl

Save to flash | Save & apply ] Cancel|

Password security

& 9-9. Security profile - System security

23 Jtse Itetlltds s 5Lt

Level of security
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SNWP (get/set)
Discovery(MANAGER)
Telnet

SSH

SSH V1

HTTP

HTTPS

All ports

Set all ports to
Stealth mode

Level of security
2ot +=F2 &FELICL Customlz & ™ 220 Dot &

=
Standard S£= SecureZ &AATH oY 2ot £==0 oot

default2 M&&EoIH 20 =F2 Standard2 SFELICH 2o =F8 2ot &=9 g2 U3
ZSLICH
Security Item Custom Standard Secure
SNMP (get/set) Configurable Disable Disable
Discovery (MANAGER) Configurable Enable Disable
Telnet Configurable Disable Disable
SSH Configurable Enable Enable
SSH V1 Configurable Disable Disable
HTTP Configurable Redirect to HTTPS Disable
HTTPS Configurable Enable Enable
All ports Configurable Any Any
Set all ports to Configurable Any SSH
Stealth mode Configurable Disable Enable

SMIP (get/set)

SNWP Z=2E=2 Solf VISS &HE BHEGHHL Xalote AHIASE NMSE X HRE £ LI

Discovery (MANAGER)
VTS ManagerlAd UIERKIN HZEHOWH U=s VISE I fst 270 ol SE& Lok HEE

SZEULCH

Telnet

Telnet console2 Sall VISHl &Z2ot= A

o
9!
0l
1]
=
L=
!
i
Y
02
o
c
]
[l
alo
1o
%
e
m
o
1]
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E FIotHU HAGHH AR LICH
& El Interface | Option I[P address/Mask Port Chain rule
Disable all Normal 0.0.0.0/0.0.0.0 23 DROP
Enable all Normal 0.0.0.0/0.0.0.0 23 ACCEPT

P 2EE A0 e NAlet HE2 8.5 /P EHES ZXotAIDJI HHELICH

SSH
SSH consoles =ol VISHl &Z2ots A= olEE N HEE ZZELIL. G328 IP 2HE #A
£ ot HU BHEGIH KFELILH

&EY Interface | Option I[P address/Mask Port Chain rule

Disable all Normal 0.0.0.0/0.0.0.0 22 OROP

Enable all Normal 0.0.0.0/0.0.0.0 22 ACCEPT

P 2EHE 20 et XME WE=2 3.5 /P BEES TXotADl HHELILH

SSH Vi1
SSH H&E1 Z2E22 X X HRE ZFELIC DisableZ HAFE B SSH HE20+ XJE

LICtH.

HTTP
HTTP T2 E22 S8t & AMHIAE H3g X HRE 438U b. 282 IP 2HE "2 =t
otHU &6t X ELIC
AHEY Interface | Option I[P address/Mask Por t Crhual;n
Disable all Normal 0.0.0.0/0.0.0.0 HTTP port DROP
Enable or
Redirect to HTTPS all Normal 0.0.0.0/0.0.0.0 HTTP port ACCEPT

IP Z2HE AEO0 e XAE HEE 3.5 /P ZEHES TXGHAIJI BEELICH. Redirect to HTTPS
T ZZCH HITPE S&t & QIHHO0IA HAZ2 HITPSE HAGHESE S =& LICH

HTTPS
HTTPS T=2E== S& & MHIASE M3 A HFEE £8&Ut. 32 IP 2HE #3E F

AHEY Interface | Option I[P address/Mask Port Crhuin
Disable all Normal 0.0.0.0/0.0.0.0 | HTTPS port DROP
Enable all Normal 0.0.0.0/0.0.0.0 | HTTPS port ACCEPT

PEHE #X0 et KHAIE WE2 3.5 /P ZEHEZE ZXGHAIDI BHELICH.
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All ports

LE AN2lg EZE L A ZEQ HAEZ H3E X HEE HEFELICL. Port access menull &
ds HAGD, 2 MHE EZEQ| Port IP Filtering &8s Ct21d 20| HASIH XNJ&LICH.
&HEH Allowed base host IP Subnet mask to be applied
Disable 255.255.255.255 255.255.255.255
Enable 0.0.0.0 0.0.0.0

L

Port IP filtering &0 &t XMIS LHES 4.83.9 Port IP Filtering &&= & ZX3HAID| bl
LIC}.

Set all ports to
, Aleld

2 22
E HAMA O

[

i

ZE ¢ HEY = U= Z2EZS SFULL.

H
ix
0

ZTEZ Telnet == SSH
o E

S®H I S &A9| Port access menu protocol IHOFOIEIQF Al2lE ZE & A TE
O] Host mode && = Protocol II2tOIEHE Telnet £= SSHE HHAEILICH. RawTCPZ2 &AH T ™
Port access menus= HZEGIA %D Al2lY ZEQ A TEQ AXOH RawICPR HASILICH. Xt

NSt LHE2 4.2 Port access menu &2 4.3.4 Host mode £F= ZXSHAID| HIELICH.

Stealth mode

Stealth moded}t Enable2 &EFE M, ZCI0|HED}L XKoIA L= ZEZ HAS ANEE B VIS
Il &2 HEGSHA &1 S2= otAl L&LIC

9.7.2 Password Security

ArEX THARE 22/E Sot 20 32 AFELICH. O8 9-102 HARKE AlRCIE &3 3t
HolL|C.

Security profile

System security
Password security

—
J—

Save & apply | Cancel |

Minimum password length (3-255) :
Maximum password age (0 for disable) :
Enforce password complexity :

Enforce password history :

Save to flash |

& 9-10. Security profile - Password security

&3 Jtsst IellleHe s 25U
Minimum password length

Maximum password age
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Enforce password complexity

Enforce password history

Minimum password length

HARAE HBA HARAE 202 zAgts &FELILH

Maximum password age

HWARE RS2t SFELUIC. 0l RSI12401 XL HARE HBE WX VIS 01E0] Al
FEILICEH.

FI - HE0) 2HELO0 38 GZofA £ YHotEH P/ MEA HEE RS0l EXoF
Jl ZIIA] AFEE = QU EL/CE

|'0||

Enforce password complexity

=gt HARE AZS Metot=0 AFZEUICH Enable2 &Y WARKREE=E O

DIO
P
¥
nio

1. Z0IJt =2 8X 012f010{0F & LICH.

2. HOX & X Ol&e 2R, a2k, =i, S+=ZANE ZEoior &L
3. 6X 0I&29 22Xtz 28 Ol& AFZEIX 20H0F & LICH

4. HASEH 2NU =Xt= AFET A 200k LIt

5. AEX 0IES Egolld=E & LIt

Enforce password history
HARKE HBA Ol& 1002 HARE SE0 Us HARKAER 2Xdle WARKRE AMSS HSt

SHLICH.

9.8 Firmware Upgrade

Firmwmaree= AIAE 2=, telnet & L= 8 HHOAE So 2d0EE &= USLICH
MLt & AtOIESl Ch2=2E HIO0IX (http://www.sena.com/korean/support/downloads )OIA &4
Fao firmwareE Z0IEE & = JUSLIOH VIS REA US22 Firmware ¥ &S
Asez2 HId0lEstE JIss MSBgLICH. automatic firmware and configuration 2=
S4otH VIS 2EE M Firmware?t £F01 MZ2 HHMQIX &0Ist & HRotH MZZ2 A

oz gdolE guUt. O 9-110l firmware upgrade & ©9IEHH

OlA 3tHES LIEFHR}SLICEH.
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Firmware upgrade

Select the new firmware binary file
This will take S minutes maximum

Location : lLocaI machine v[

CF Card : fmnt/flash/ | ~~~~ Select file ----- L‘
Local machine : | ZHE D)., l
Upgrade I Reset |

Automatic firmware and configuration uparade at boot i
; | isable vl
time :

Protocol : ITFTF‘ 'I

Use DHCP option for remote server and hash file :

IP address of remote server :

Hash file name :

Save to flash I Save & apply | Cancell

& 9-11. Firmware upgrade

A= Solf firmwareE SIHOIESHHAH USS =AML
1. Firmware £ MU CO22E AOIENAM TGH2Z2E0HH AFZ XSl PCOI M EEHLICEH.
2. “Location” € “local machine” 22 & &
3. "HOEII"T HES SHotM U2 Firmware MY S SEELICH
4. “Upgrade” HES HESIH L HOISELICH. .
5 S0d0IED 22 & H AIAEO MREED HE ALE0l HZELILH

_|rn
o
-
a

VTS2l CF cardE 0IZ20oH L 0IESIHAE USS &Y AIL.

1. “Location” € “CF card” & HEHELICt.

2. Select File —— “elAE YSANAM FirmwareE S E{ELICEH.
3. “Upgrade” HES MG S HI0IS&LICH

4. S0IEI 22 & AA”Ol MRE DD HE A0l HZELILH

=

AR firmwvareE E0E Bt ol /A L= Aelgd 2= MEotHAY Telnet/SSH
L= HOE Sd0l® T2 0| BHEA Zmodem L5 ZZ2E2S K200k &LICH. Firmware
upgradedt TC2tE AIEXS 432 Q2 |XELULC.

0

252 Soll FirmwareE 0S5t Y OS82 =#otAAIL.
1. Firmware £ MLt CH22E AMOIENAN U222 E0H0 AFE X2 PCOI M & & LICH.
2. HOE olsdlol® T2 )32 AESH0, Telnet/SSH £= Al2lg 225 ZE
SLICH (AM2lg 25 ZEES 0|88 32 4435l 2 Zel22, Telnet £= SSH
AE3tIIE HEELICH)

3. & 9-121F 20| Firmware upgrade OiwS &EHEHL

2

| o2&

OH
/T

Ct.
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[pal

Joof

g 9-13 201 X&EOol M2k Zmodem Z2E=S AFE0l0 firmware MY S
SHUICH. CF cardE ol 2dI0l1E oted™  “Location” 2 “CF Card” 2 & Eist

IYES 2510 LT
| 2e

Firmware upgradedt &/IHSH H, =
Olll=, €1d0lE ®O Firmware H&E

]
0
IJ
U
= ¢
=
o
N
o
<
_‘
(92}
S
to
v
=2
>
|
i
O
m
=
-
Q
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*** Firmware upgrade will RESTART your device. ***

Do you want to start firmware upgrade ? (y/n) : y

Preparing for firmware upgrade. Wait a moment...

Transfer firmware by zmodem using your terminal application.
** BO££000005b157

&8 9-12. FZ/A21& FE£E 0/E2F firmware upgrade

¢ Com_1 - HyperTerminal =] =10l x]
File Edit Vew Call Transfer Help
D[ 5(8| o[
-~
6. System tools "‘l
?. Save changes
8. Exit without rehnnt
R SREET senarie Y
<ESC> Back, <ENTE
_____ 3 Folder: D:\Download\Sena‘\Firmware
System tools Filename:
Select menu |D:\Download\Sena\Filmware'\PS400_V1R2C9.Bl
1. Reload factory
2. Reload factory Protocol
g' g;zgw%zgtupgrad IZmodem with Crash Recovery LI
5. Socket reset
_E}_E§E; gack, <ENTH Send Close | Cancel l
Are you sure to st
Preparing for firmware upgrade. Wait a moment...
Transfer firmware by zmodem using your terminal application.
*»=BAf f 00BBA5h157
=»=BAf f 00BBA5h157
*»=BAf f 00BBA5h157
B
Connected 0:02:45 [autodetect  [os008-N-1  [SCROLL  [€APS [NUM  [Capture  [Print echo 7

& 9-13. ZmodemE O0/E3t firmware it NZ (Hyper Terminal)

*** Firmware upgrade will RESTART your device. ***

Do you want to start firmware upgrade ? (y/n) : y

Preparing for firmware upgrade. Wait a moment...

Transfer firmware by zmodem using your terminal application.
** BOf£000005b157

** BOf£000005b157

** BOf£000005b157

** BOf£000005b157

Firmware upgrade failed !

Now reboot

& 9-14. firmware upgrade &If Al

FEE O Firmware & 23S & 1d0IE0tHL AIESXDIE Jots EE 2ot HU Ndst
dds ddote Jlss MsELIL. 0l JIsE AMESotdd AMEXe= Us2 WHiIHE &Fol

Automatic firmware and configuration upgrade at boot time

s geole Jiss MEE X HFE 2EE LI

Protocol
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gdolEg [ FABSAE S4lotI]l ok VISOH Y Z2E=S MEE XE ZZ UL

Use DHCP option for remote server and hash file

s Ld01ES I R&= A SAEQ [P 42 o4l It 0188 F= Y
LICH. Yes2 H&EEH VISS DHCP RE Ol CHEF DHCP SEUMAM 22 JAASAE |P

80t1d, No2 Z&FT ™ |P address of remote server2 Hash file namell &ZX&S

ot U= dl0I=E el

IP address of remote server
VTSOF ot It , Firmware OlOIXl It

P =48 ZFHELICH

ne
Ha
>
0=
E
ne
o
ne
=
40
%
=l
=
9'j
rr
{0
J¥
lol
>
Im
10

Hash file name
SHO0IEE Firmware OIOIX I & IYS FAStE il ML OIS &4
VISE o+l Mol IS 2018, HES & Vise
Jel0IED 2 REHX OtHXIE ZEHELICH o+ Mol galg U3 25U
<TYPE>, <NAME>, <MODEL>, <VERSION>
T=
<TYPE>,<NAME>, <Options for file uploading>,<Path to upload>
T=
<TYPE><COMMAND>
O4JIA  <TYPE> - 1:Firmware OIOIXl 2:&H (1 byte)
<NAME> - Firmware Ol0IXl It = &8 MY 0|8
<MODEL> - VTS800, VTS1600, VTS3200s2l VTIsel 22 0l
<VERSION> - Firmware &= S MLo HA
Firmware OIOIXIS &< Firmware OIOIXl Itol H&ED 22
HAIOHOF o©td, &HF2 &AL Firmware HEL KAS A
AETL Yst HE S HAIELICH

<TYPE> - 3:AMZ A IHE F2E

o

|0
HU  fUlo

=
<NAME> - 225 4 M0IE
<Options to file uploading> - [F][X][X]U
F @ forced copy(remove if there is same file already)
X uncompress the file to the specified location
Z : unzip the file to the specified location
U : default option for file uploading
<Path to upload> - tHat W0l H=2E Z00F & LlAEL HZ2
= <TYPE> - 4:ALEX HE A&

<COMMAND> - &lgigt HH
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ChS2 o+l el E 2HSLICH

1,vts48.img,VTS3200,v1.5.0
2,vts48.syscm,VTS3200,v1.0.0
3,test_hash.tar, FXU, /mnt/flash
3,active detect.tar.gz,FXzU, /mnt/flash
4,mkdir /tmp/test

9.9CL &4

ANelg 2%, Telnet/SSH 2 Z2ESS| CLIO QIS I AFEX 215 &HsES HEELICH o
M VTIS= Local, RADIUS server, RADIUS server - Local, Local - RADIUS server, RADIUS down -
Local, TACACSt+ server, TACACSt server - Local, Local - TACACSt server&2l Linux-PAM
(Pluggable Authentication Modules for Linux)S 0l &8t Ct2st oI5 &S XIRELICEH

OIS ROl CHet XA LHE2 4.3.10 Authentication &&= ZAGHAID| HHELICH. Linux—-PAM
Ol CHEH XtMIEet LhE=2 11.9.2 CLI 229210l CHEt RADIUS 21&o6kJI2t 11.9.3 CLI ZQl0l CHE
TACACSt+ @IE0IIIE & ZEZGHAIDl BHELIC.

8 9-15= & QB HO0IASE S8t CLI 23 stHE 2 SLICH

CLI configuration

Authentication method @

RaDIUS server
RADIUS server - Local
Local - RADIUS server
RaDIUS down - Local
TACACS+ server
TACACS+ server - Local
Local - TACACS+ server

Jg 9-15. L] &%

| Setconfiguration |
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10: AIAE S

VIS & CIHHIOIA= AIAE SH StHES MIBEELC. MEX=E AMAHE SH stHS FXIoHH
VIS OIZ2clol M&E= SH CoIHE &elg = JAsLC. UWERZ IHHOIA X Al2lE ZE
SH= link layer, lo, eth 2t Al2lg & P
UOP SHl= TCP/IP Z2E22| 442 J|2 +4 QASH e Al SHE LIEHHLUITH

10.1 WIER3 2EHHIO0lA (Network interfaces) Sl

HE<S3 2 HOIA SH= VTSl local loop back interface 2! lo & VISS JIE2 UIEK3 2l
EHIHOIAQ eth0 LHEH JI2 WIERZA QEHHIOIA AF2S UEFHLICE.

Network interfaces statistics

Interface lo ethi
Receive Bytes 0 789257
Packets 0 8208
Errors 0 0
Drop ] K]
FIFO 0 0
Frame 1] o
Compressed 0 i]
Multicast 0 0
Transmit Bytes 0 3252037
Packets 0 4
Errors 0 4681
Drop (] a
FIFO 0 0
Frame 0 19
Compressed 0 4681
Multicast 0 u]

g 10-1. LIEFZT 2IHH O/ &H

10.2 AlelEg ZE S

Aelg ZE SHe= 32012 Alelg ZES| AtE S, Baud rate €8 & 2 ZEQ & HHE

LIEFRHLICH. ( @ @ On @ @ Off )
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Serial ports statistics

Part Baud Rate T Rx RTS CTS DTR DSR cD
1 9600 21 21 Q [*) ] 2 2
2 9600 o 0 Q ] J ] J
3 9600 0 0 Q > ] ] 3
4 2600 0 0 9 2 ] ) d
5 9600 0 0 9 . ) ] 3
6 9600 0 0 Q J " ] " ) )
7 9600 0 0 Q ) ] d 2
8 9600 0 0 Q ) ] " ) " )
9 9600 0 0 Q J ] 2 2
10 9600 0 0 Q ] d ] J
11 9600 0 0 9 2 ] ] 3
12 9600 0 0 9 D " ] " ) )
13 9600 0 0 9 ) ) ] 3
14 9600 0 0 (¥ J " ] ] )
15 9600 0 0 Q ) 2 J " )
16 9600 0 0 Q ) J ) J
& 10-2. A2/ EE AH
10.3 1P SHA
1P S SIHS |IP Z2EBS AMEot IH3!/HZ0H Uist Al E2E MZ28HLICH
Na&= 229 mWet0leo tigt 82 ¥ &2 tsd &sU b

Forwarding:
IP forwardingOl enable = disable &ENQIXl OIF
DefaultTTL :
JI2 TTL(Time To Live)
InReceives :
FHE dolgad =+
InHdrErrors :
ol @F[Ib ULCH
InAddrErrors :

=4 287}

NI

F=&E Oolgagel =

UCHD =4IE HOoIea& =
ForwDatagrams :

Forwarding € IOl &2 =
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InUnknownProtos

QIAIGIXl &2 = NJADX $2 ZZ2ES01J] 20 PAILUX L &2Hez A O
OlH &9 =
InDiscard
T2ES A9 ¥ 2He Z2AHEX LUXNC 2AIE(HE S0, HIH 32t 2F9 &Ql)
2= P OOHO-gY =
InDel ivers
deE =4 OoIeH#2
OutRequests
MEolEE RFE &4 4ol Forwarding & CIOIE &2 = H2UE.
OutDiscards
FAE =4 OoI6HO#2
OutNoRoutes
destination IP =401 &&ot)| gt 220 YAEX 22 OOIHIO~#S =~. 0lg OI0IH
Jde Hol dE=LUt
ReasmT imeout
OOIE 08 LIt &&st =, UHAI COIHIS#ES0I S&0ctE 318 Al2t. =20 e
AZHO E&6HA 2 Z22, dolgdage HIl d2E
ReasmReqds
Me80] 228t OOIHOES =
ReasmOKs :

A—l.ﬁx—lOE XH/\HEl [:-||O|E.|j_al-lo|
ReasmFails
TH A4 =
FragOKs :

A
e

ele dioligage

H2Ho=F fragmentation = GIO0IE &2
FragFails :

fragmentation & IHS GIOIE{ &2 =
FragCreates
MAHE fragment

A
e
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IP statistics

Forwarding 1
DefaultTTL 64
InReceives 8010
InHdrErrors 0
InAddrErrors 0
ForwDatagrams u}
InUnknownProtos 0
InDiscard 0
InDelivers 7290
QutRequests 9316
OutDiscards
OutNoRoutes
ReasmTimeout
ReasmReqds
ReasmOKs
ReasmFails
FragOKs
FragFails
FragCreates

s e s e O e v s

g 10-3. IP &t

10.4 ICMP Sl

ICMP SH StH=2 ICMP Z2EZ22| A2 SH 22 MU, 2 mietolge #o & d8:
Ctedt 2sLth,

InMsgs, OutMsgs :
AN £ MaE HAIK

NESE
InErrors, OutErrors :

A L= MEEH 2T
InDestUnreachs, OutDestUnreachs :

=& = dE5E" SHENN =€

tXI

ol

st HIAIXIS

ol

InTimeExcds, OutTimeExcds :
time-to-1ive(TTL)S Z6te 4 T= MEE HAIXS
InParmProbs, OutParmProbs :
=4 L= IESE HWAIX S Oet0IEN @FOF 2

[oll

FOIAIRIS =
InSrcQuenchs, OutSrcQuenchs :

4 = 8EE AA Quench BIAIXIS
InRedirects, OutRedirects :

4l £= ME5 = Redirection HAIKIS =
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InEchos, OutEchos :

;
r
_|
:
:
3
3
0
0%
1o
4

NEchoReps, OutEchoReps :

Sbl = 4IE echo 82 =
InTimestamps, OutTimestamps :

> T= MEE time-stamp RLEL
InTimestampReps, OutTimestampReps :

b = 8EE time-stamp SES =+
InAddrMasks, OutAddrMasks :

Al EE FMEE =4 DAY £

InAddrMaskReps, OutAddrMaskReps :

=4 e 8EE =4 0tA3 SE2 +=

ICMP statistics

InMsgs 3
InErrors 0
InDestUnreachs a
InTimeExcds a
InParmProbs 0
InSrcQuenchs ]
InRedirects a
InkEchos |
InEchoReps 0
InTimestamps 1]
InTimestampReps o
InAddrMasks 0
InaddrMaskReps 0
OutMsgs 3
QutErrars a
OutDestUnreachs 0
OutTimeExcds '
COutParmProbs 4]
outSrcQuanchs 1}
COutRedirects 0
OutEchos 0
OutEchoReps

outTimestamps i
QutTimestampReps 0
OutAddriMasks 1]
OutdddrMaskReps a

& 10-4. 0P &'Ef

10.5 TCP Sl

TCP S =tHE2 TP Z2EES| AIEZ SH ZEE MSELUICH 2f Wetolge de € 282
et sl
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RtoAlgorithm :
A& =0l retransmission time-out (RT0) 2 0el&. M
E Jid.
0 : CONSTANT - Constant Time—out
11 RSRE - MIL-STD-1778 Appendix B
2: VANJ - Van Jacobson's Algorithm
3: OTHER - Other
RtoMin :
XA RTO 2t (ms).
RtoMax :
Z/CH RTO 3t (ms)
MaxConn :
ZCH H22 ME =
ActiveOpens :

==X 0|
OO T

e
Y
10
4
or
O
Ja
o
e
Y
o
W
o
=]
e
m
10
0x
10

PassiveOpens

»E =0l

e
Y
10
4
4
O
Ja
e
e
Y
o
x
&£
10
0x
10

AttemptFails :
AlQst HAA A0l CHEH %=
EstabResets :

HEZCZ d8& HZ2 =

CurrEstab :

InSegs :
=4Sl segment ==

OutSegs :

b
0l0

HMEE segment ==. MESE segment= E&E X
RetransSegs :
MESE MOBME =
RetransSegs :
MESE HMIAHE 5 2R =
OutRsts :

Reset St &FE 0 d&5= HMOHEZS

1>
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Ok
ne
kJ

O
rlo

0l0

10

3
OfH
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TCP statistics

RtoAlgorithm 0
REoMin a
RtoMax 0
MaxConn 0
ActiveOpens 0
PassiveOpens 0
AttemptFails 0
EstabResets g
CurrEstab 1
InSegs 2010
OutSegs 2389
RetransSegs 33
INErrs 0
QutRsts 14

g 10-5. TCP &'Ef

10.6 UDP SHA

tH2 VP Z2EZ22 AIE SH E2E M3gLIT. 2 W20IHS 329 & E32

InDatagrams :
=4IE OoleHage =
NoPorts :
NESE ZTEJ} 256K &0t HJ| M2 24 {0 £
InErrors :
=HE 2F diolgagel =
QutDatagrams :

dEE OoeHIde =

UDP statistics

InDatagrams

NoPorts
InErrors
OutDatagrams

JE& 10-6. P &'Hf
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11: CLI 2HH A

NE

root £= System admin 2 AIAE 2L L= Telnet/SSH A 2= Eoll VISY Linux 25
HOHE Rl CIEHHIOIA(CLI)N &Hs & £

ddS SOt VIS AEHE ZAlotl, #dsS #E&otd H©
[e]

scriptE AEoIH 23 SAEZRH Ity T UsLIT

VIS WS EdAl HZ2liA HD/E 2= JUESE /usr2 O 1024 KB2l AFEX S2t2 HISELI
Ct. ALEXH B2t0AM, AtE XK= KHAI0l HIESE shell scriptE A@dg = ACH, HAs T2
YgE g =& UsU

root AHEXt= AMAE 2£ L= Telnet/SSH 2C0IHEE

AMESHH CLI Ol &%& = USLICH
System admin= CLIOI HStE ASHES It 85 = USLICEH

root ALE2Xt2 telnet EA/Al2IE 2L HZS

Metdted™ /etc/pam.d/login WAN U=z Of
i =22 =8 2ANE HIASHAAIRL.
auth requisite pam securetty.so

root AFEX2| SSH & ZH/AclE & HZS HM&etotdd® /etc/ssh/sshd config It
Ot &S B oY AI2.

e
=2
$0
rr

#PermitRootLogin yes => PermitRootLogin no.

?12l 282 SSH Ol=0l HEot)| ol CtS2 BES AAGHYAL.

[root@loclahost ~] killall -HUP sshd

ANAE 2S00 OolZel 2ES HB0tH 28 &5 Soi CLiol 8% =& /JUsLT. 0 JI
s= 080t H, rc.user WO OlcHS WHES FItet = AMABES HEE o0 B UHES
BrEolOF LIt

echo 57600 > /var/run/mgetty.console

HIIM, 576002 2EU ZTESEE 2 0IELIC.

11.2. SdAl 2?4

VIS LHE SciAl= Otciel E2F 201 2dELU. AMEXE Mtdblock5 Ol AARSEH Y =

AJe=dl, Ol /usr2 0l OIREHN USLICH. MEXE /ete, /var ¥ /temp TN H2E
> UASLICH. Medst & 0l mHEol @=sl 26t 22 VISH F&s =X LSt
Jdedu, 2t AFEXDF DY S0 B82S 6t saveconf HWHE AEMSHOHE, AF nige
HADNH WE ZHAl HZe ZHoz MEDH, MEE6HH 0 W0l MDA ELUC.



(etAd, SOt 2H HPBGHH VIS I SHIEAH S&EOHK %2 = USLCH =HLQ
VISOt HSotXl 22 =& UASLIT
=5 8 OI2E X3 3J|(KB)
MtdblockO Bootloader none 128
Mtdblockl Kernel none 768
Mtdblock2 CRAMFS (317] &8) / 6080
Mtdblock3 g C/A3 0I0IXI(4MB) | /etc, Ivar, /tmp 64
Mtdblock4 EXT2 (R/W) lenf(BAXHOZ DI2EF) 64
Mtdblock5 JFFS2 (R/W) lusr2 1024
Mtdblock6 Reserved none 64
B 8192
Note : CLIOIA mount £&= dd HEHE MESIH 222 mtdblock0ll &23HAl
A2, VTSIt &SaHA 22 =% USLICEH

11.3. XI&&l= Linux =€ 2lEl

11.3.1 Shell ¥ Shell R&c|El:

sh, ash, bash, echo, env, false, grep, more, sed, which, pwd

11.3.2 Y & C|A3 RELEl:

ls, cp, mv, rm, mkdir, rmdir, 1n, mknod, chmod, touch, sync,

gunzip, gzip, zcat, tar, dd, df, du, find, cat, vi, tail,

mkdosfs, mke2fs, e2fsck, fsck, mount, umount, scp

11.3.3 A28 KRE2lEl:

date, free, hostname, sleep, stty, uname, reset,

insmod, rmmod, lsmod, modprobe,

kill, killall, ps, halt, shutdown, poweroff, reboot, telinit, init,

useradd, userdel, usermod, whoami, who, passwd, id, su

11.3.4 UIERIQ RE2IE:

ifconfig, iptables, route, telnet, ftp, ssh, ping

A=

11.4. CLI &E=5051)|

11.4.1 root 2 CLI &&3l7|

AAE B2E:

1) PCO Al2l¥ ZEQ VISQ 2& ZEZE AHAAFLIL
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|
HU
|
0%

PCE HIDIE GIEdiold &=

2)
) PCOl Al2l” ZEZ (21 20|
)

wx o
b
o

pas

A etLICH: 9600-8-N-1 No flow control

w

4) <enter>E SSLICH.

5) VIS root HIE2Z Z QLI
Telnet/SSH 2&:

1) telnet VTS ip address or

2) ssh root@VTS_ ip address

11.4.2 System admin 22 CLI &&61D|
System admin & &
1) ¥= & System administration —> Users administration
) [Add user] E£= [Edit user]
3) M 1F = System admin
) shell Z218 = CLI
) [Add] E= [Submit]
6) System admin @& Z0I5I0, Alelgd & L= SSH/telnet 250 E5§HLICEH.

11.5. CLIS| VIS €& #&ol)|

11.51 43 It NB/Z2E S&:

=
1) VIS= 28 Al, /cnf/cnf.tar.gz WS /tmp/cnf/ Ol ¥ES 2H HESHLD /enf/
Cl&E2|E unmount &FLICE.
2) MBI g HAGHY, /tmp/cnf/ Ol A= MASS WHES HAGHAH ELICH
3) AFEXOF &M [Save to flash], = CLI W2l saveconf ¥ES 0/&ot0d, &332
H&olse &2, VISE /cnf £ CHAl mountdt) /tmp/cnf/ Ol Us HAE TMLES

/cnf/enf.tar.gz & CHAl & FELICH

CLIOIA VISS 3= BHEotedd, HAE DBt Hiw &8 |RECIEIQ! configmenu £ & &6t

AU CHSD 20l £S02 SFELIC
1) vi 982 ALl

(/\-|I-I _U_l,OI |

= 2 5 C VIS &8 Ig £ FXoNR)
g

2) saveconf R ECIEIE A

3) applyconf |E¢2]

root@192.168.0.117:~# configmenu
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11.6. AkE Xt Script & &36})|

Shell script /usr2/rc.user £ VISIt REEHE US22 SEEH0N 4HFLIO. AER=E ME

A 89 script £= Ad T2 S AHGH)| ?ol rc.user IS =3 = ASUT.

11.7. File &&

HA
ro
>

2= scp 220IHE Z2 )32 0/&206H0 Encrypt & AMHIZ Y2 SAIE = US
Ch. AtSXHel PC Ol VTS(192.168.0.120) Ol U= S& TS SAMGtL A2 AR0= UOS

22 TS ALEX PCOHIAM A& AIZH =8 EUICH

155



[root@localhost work]# scp root@192.168.0.120:/usr2/rc.user /work

The authenticity of host '192.168.0.120 (192.168.0.120)" can't be established.

RSA key fingerprint is cl:70:ab:52:48:ab:e5:dc:47:9¢c:94:ed:99:6£:94:4f.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '192.168.0.120' (RSA) to the list of known hosts.

root@192.168.0.120's password:

rc.user 100% I*****************************I 173 OO:OO
[root@localhost work]#
S — A =
11.8. 2E2 0|23t Al 2E0 HZ6H|
FEXt=s AMIZEEEQ AZE [EHZ2 S Alcld 250 828 = USLICH
ol ChSlt 22 AJIBEEE I8 & MEEHGIH A3 ED s AHE==F6IH FLUICH

echo 9600 > /var/run/mgetty.console
GIIA 96002 Alelgd ZEQ ZEC S 0IELYLICT.

US Robotics 2ZEISI 20l €2 2HEUA=s G852 AJEEESE FIoi0F &L

echo “9600 &F&B1”> /var/run/mgetty.console

11.9. Gl Al

11.9.1 X9 telnet disable atJ]

Ct.

VTS EXl=, B3 &£ EZE(SSH & TCP XE 22 L= telnet& TCP EE 23)S2 MY

S, AF2Xt=, &/Telnet/SSH € S8t VIS €& DN=0UHA, 2 &

OlXl 1. inetd.conf IS £=HEL|CIH,

C= A
4 =

1 ©H /etc/inetd.conf (telnet MHIAZS comment out
2 ©H inetd.conf & /usr2/inetd.conf & = AI&LIC}.

3 ©H /fusr2/rc.user script & 3 &0 HISLICH.

el

#!/bin/bash
#

=
o

# rc.user : Sample script file for running user programs at boot time

#
#PATH=/bin: /usr/bin:/sbin:/usr/sbin

# Add shell command to execute from here
# Add shell command to execute from here
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Ol otH, AIEXE Y AIAES SEE [HOHCH telnet MHIADE HIZd HEI HEE S
SAZ = UASLICH.

ClMl 2. iptables rule &3

1 SH OS 20l /usr2/rc.user scripts =& &LICtH.

AEXE AABES 2EE 0ICH telnet MHIAZS disable AEHIF S =2 & = USLICH. Al
XtJF Factory Reset Jls2 0IE206t0, VISE &l &&X g =R6tH, /usr2/rc.user
script Mol 0|1E& /usr2/rc.user.old# ILZ MEZDH HeHO rc.user IO =231E
LICtH.

HJIO

11.9.2 CLI 2210 i RADIUS 215 &t|

VTS & X9 CLI= Linux-PAM (Pluggable Authentication Modules for Linux)2 XI&&LICH. O]

Jls 2 Sdll MEX= CLI 221912 218 RADIUS 215 Jliss FIE 4 ASuUc. 219!

HANA A S F AMEXNOAH HES A ZZ)HEs 6D oA, Radius A O

2 0182 AIZXIEVISHE S8 ANOF el HE F2otAAIL.
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GlHl 1. Serial/Telnet console
1 EH AR HAS RADIUS MB1(192.168.0.135) 01 Z=Jt&HLICE.
2 ©H AE2X HEZ2 VIS EXI0 =IreLIC.

3 ©A /usr2/ CHEC|0l RADIUS MHHSl P =4, Secret & timeout S E&0ot=
server IS MAELICE.
# vi /usr2/server
192.168.0.135 testingl23 10
4 S Jusr2/ CIEECIN AL EX2 2020g = JA=XE Z28doi= PAM &8 Tt
0l login Itd= MAELICH
# vi /usr2/login
Radius 2I&
auth required pam_securetty.so
auth required pam radius_auth.so
account required pam unix.so
password required pam unix.so
session required pam unix.so
Radius and Local 21&
(& Radius 21852 H& & HB0H Local 2IEE HE. AEX=E HAREE & ¥ &
ook &)
auth required pam_securetty.so
auth required pam radius_auth.so
auth required pam_unix auth.so
account required pam unix.so
password required pam unix.so
session required pam unix.so

Radius or Local 21&

(24 Radius 21E2 H& = AIotH Local 1ES HA.)
auth required pam_securetty.so
auth sufficient pam radius_auth.so
auth required pam_unix auth.so
account required pam unix.so
password required pam unix.so
session required pam unix.so

Radius down - Local 9I&

(4 Radius 21ES HE = Radius MBI CH2RE B0 S Local 21ES HE )
auth required pam_securetty.so
auth [success=done new authtok regd=done authinfo unavail=ignore default=die] pam radius auth.so
auth [success=done new authtok regd=done authinfo unavail=ignore default=die] pam unix auth.so
account required pam_unix.so
password required pam unix.so
session required pam_unix.so
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5 S@H root 2192 51E0l= securetty E S &0 MASLICH.

# vi /usr2/securetty

&S server, logindt securetty IIYES &Sdt= CIHELIZ TS 201 SAELIC.
cp /usr2/server /etc/raddb

cp /usr2/login /etc/pam.d

#+= = = O

cp /usr2/securetty /etc/securetty

7 A ANAEES WREEY Mot 222 = UASST A2 HE UE

o
«
02
Qj
=)
o
alo
[
my
o

/usr2/rc.user scriptg A ESLICH

MEXHE M telnet 2ctOIHEE Soif CLION Z=elotJl 2o RADIUS €IS
C

RADIUS O1=SS HZ2FEOZ SZAIIHAH, AISXes BEAl Q0A 2s SHE 285 =8l
OF &LICH. 28It 2Mot= 32, MSXA= Factory default reset=2 Soll AIARIES A 82

Ct=2l root 822 olE0te™ pts loginsE securetty IO CHE2t 201 =JtoliOF & LICH.

I

ANEXIL VISE & ZoIAILQ JI282Z Reset ote= &S, /usr2/rc.user script WS

/usr2/rc.user.old# WEE MELUH, 2 rc.user L0l SFAELICH
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Ol Xl 2. SSH console

1 SH AMEX HEZS RADIUS MB1(192.168.0.135) 0 F=IH&LICEH.
2 HAH AMEX HES VIS EXI0 =IteLIC.
3 ©A /usr2/ CHEC|0l RADIUS MHHSl P =4, Secret & timeout S E&0ot=
server IS MAELICE.
# vi /usr2/server
192.168.0.135 testingl23 10
4 SH /usr2/ ClEEc|0l, AL XL EHI0l 230¢2lct= R0l AL U[=XE ZAGHI <
St PAM ssh & & L} Q! sshd LS MAESLIC
# vi /usr2/sshd
Radius 215
auth required pam_radius auth.so
auth required pam nologin.so
session required pam unix.so
Radius and Local 215
(& Radius 21ES HE & H36tH Local 2182 HE. MEX=E MAREE &
oS50 &)
auth required pam radius_auth.so
auth required pam_unix auth.so
session required pam unix.so
Radius or Local 21&
(24 Radius 2152 H& & AIGHH Local 215S HA.)
auth sufficient pam radius_auth.so
auth required pam_unix auth.so
session required pam unix.so
Radius down - Local /&
(24 Radius @152 HZA = Radius AHIE THRRES Z 012 Local 2152 HA )

auth [success=done new authtok reqgd=done authinfo unavail=ignore default=die] pam radius_ auth.so

retry=2
auth

[success=done new authtok reqgd=done authinfo unavail=ignore default=die] pam unix auth.so

session required pam_unix.so
5 &l sshd config I 0NA UsePAME yesZ PasswordAuthenticationE no2 B1&
Ot Al 2.
# cp /etc/ssh/sshd config /usr2/
# vi /usr2/sshd _config

PasswordAuthentication no
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6 2H =8 3oz SSHE A #ol)| fol inetd.conf= LIS 201 =EGIAAIL.
# cp /etc/inetd.conf /usr2/

# vi /usr2/inetd.conf

SH server, sshd® inetd.conf IS AMS6le CHEZZ G2 201 SALELICEH
cp /usr2/server /etc/raddb/
cp /usr2/sshd /etc/pam.d/

=+ == == =~

cp /usr2/inetd.conf /etc/

8 Sl HAE HdF=2 HE6)] ol inetd ZZANAE MIISSIYAIL.
# killall inetd

# /usr/sbin/inetd

Ol =&otH MEX= & SSH 2c2H0IHAEE Sof CLIO Z2ela6kIl Ao RADIUS 1S
gdEHE MEEZ = JAsU
9 BAH ANAEES HREEY MO H8E = UALSE 2?2 HE WSS BtEot Osy 20l

/usr2/rc.user scripts HWAELICH
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10 &3 SSH Sc20IHE T2 JHS Otehet &0 2 LI

TeraTerm Pro SSH 220l E - Use chal lenge/response(TIS) to loginS MEiSHLICH.

S5H Authentication x|

Logging in to 192.168.4.48
Authentication required,

|d=er name: Iadmin

Eazsphrase: I

| Uze plain password to log i

' Use BSA key to log in Erineate ke file; | I

) Use thosts to logjin |Laeal uger name; I

Hust private key file; | I
& ilze challenge/rezponse [T15] to log ir:

ak I Dizconmect |

£l ! Radius Down - Local 2/ZS FROHE Termlierm ProE AIEE = SISLICH.

Putty SSH 2c2t0IAHE - Preferred SSH protocol version2 22 & &gHL|CH

21x
= Session Options contraling 55H connections
i Logging — Dlata to send to the server
- Teminal Remate command:
- K.epboard I
- Bell
- Features — Pratocaol options
B Window: [ Don't allocate a pseudao-teminal
.&ppea_rance ™ Enable compression
- Behaviour .
. Tranalation (E'_lefened SSH(Emtncnl versmrn: -
- Selection 1 ol 1 2 * ol
- Colours — Enciyption options
[=l- Connection Encryption cipher gelection policy:
- Prowy AES [55H 2 anly] Up
- Telnat Blawfish
- Rlagin 3DES Diawin
= 55H - warh below here - —
DES
f Auth
- Tunnels
i Bugs ™ Enable norestandard use of single-DES in SSH 2
About Help Open I LCancel
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F-secure SSH Z2t0IAHE - Authentication MethodOl “Keyboard interactive” & 0l

BHLICH,
Connect to Rermote Host x|
Host name or IP address: Connect I
' |192,IEB,4,4B =l
User Name: ﬂl
[root =]
Port:

|22

Authentication Methods: 370 X 4+ $

11.9.3 CLI 219210l thet TACACS+ 21E otJ|

VTS & X2 CLI= Linux—-PAM (Pluggable Authentication Modules for Linux)S Xl &LICH. O]

Jls & Sol &K= CLI 2 S <8 TACACSt 218 JIsS :Itg = AsUt. 219!
UM A S = A0 HES & T2 )HS £Eot)| fIolA, TACACSt A0
SE& 08 22 0182 AEXIL VISHE SEENH UANOF 8tlts XS FEoHAIL.

Ol Kl 1. Serial/Telnet console
1 GH AI2X HAES TACACSH MH{(192.168.0.135)01 Z=Jt&tLICt. 1ell) TACACSt AIBHE

JlS&LICH (% /usr/local/sbin/tac_plus -C /etc/tac plus.cfg -d 4088)
2 9H AR HES VIS EXI0 F=IteLICt.

3 BH /usr2/ CAELNH MEADIL X2 20018 £ JA=sXE Z28dcl= PAN 88 Tt
Ol login UL S MASLICE.
# vi /usr2/login
TACACSt 215
auth required pam securetty.so
auth required pam_ tacplus.so encrypt service=ppp protocol=lcp
server= 192.168.0.135 secret=vtsl23
#account required pam unix.so
#password required pam_unix.so
#session required pam_unix.so
TACACSt and Local 21&
(& TACACSH 2182 HE & HEB0H Local 21ES HE . MEX= HARESE & ¢
oL &)
auth required pam_ securetty.so
auth required pam_tacplus.so encrypt service=ppp protocol=lcp server=
192.168.0.135 secret=vtsl23
auth required pam_unix auth.so
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TACACS+ or Local ¢1&
(& TACACSt+ oI=

o
=
o
ol
|
=]
ol
e
—
o
o
=
e
Ol
o
=
1kl

4 HH root 2CES GIEGt=E securetty £ UGS 20l M LICH

# vi /usr2/securetty

5 &H loginit securetty IS ASct= CIHEERZZ TS 201 SAELICE.
# cp /usr2/login /etc/pam.d

# cp /usr2/securetty /etc/securetty

6 S AAES WREY HOILH HEE = UAESE <2 HE WSS 2180t O3S 20l

S|
/usr2/rc.user scriptg H&ELICH

OF &LICH. 2FJt 2Mot= 32, AMSX= Factory default reset= Soll Al

2 MHeEde 22t AsLIH
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Ct=2l root 2= oIE0td™ pts loginsE securetty W0 CtE1t 201 F=IJtoiOF & LICH.

AEZXIE VISE Z2Z& =06tAIS JI=2-f2Z Reset ol= AL, /usr2/rc.user script I
/usr2/rc.user.old# WEE MEZH, B2 rc.user W0l =2ELICH

Gl Kl 2. SSH console
1 9H AMEX HEZS TACACSt MBEH(192.168.0.135)0 =I+&HLICE.
2 ©H AFE2X HAHS VIS X0l =IHeLICt.
3 ©AH /usr2/ CIAECI0, AFSXDF ZUI0 210I6t= 2401 ST JU=XE H A6 H
St PAM ssh &% IOl sshd IS MAHSHLICEH
# vi /usr2/sshd
TACACSt 21

TACACS+ and Local oI
(R4 TACACSt o1==2 H&l

g Eshor &)

ol
0x
0B
el
e
-
o
(@]
2
re
Ol
o
5

!
=
00
-
rr
=
>
10
In
i
4n

TACACS+ or Local o=
(& TACACSt 1=

o
&
pal
ol
nx
=]
ol
e
—
o
Q
2
re
0l
o
A=
1]

4 @A sshd config IILOIM UsePAM= yesZ PasswordAuthenticationE noZ2 B1&
St Al 2.
# cp /etc/ssh/sshd config /usr2/

# vi /usr2/sshd config
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5 BH sshd @ sshd config IS &Scte CUHAELZ S 201 SARLICH
# cp /usr2/sshd /etc/pam.d/
# cp /usr2/sshd config /etc/ssh/

6 SH AMAES HEEEY MOttt A

i
=
s}
o
c
o

/usr2/rc.user Script

OIZH +=&otH AEX= &M SSH S240IHEE Solf CLIO Z2l6t)| ?ioif TACACSt 2!
S Y= MEE = USLICH

7 ©H SSH Zc0|E Z2)eHsS 11.9.2 CLI 22210 CH8t RADIUS 2I=al2] = OlAl 2.
SSH consolel 102t 20| AAELICH.
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22 A

o]

—

2
=

A.1 Ethernet Pin out

VIS= AT&T 258 &3S &=

al

=

o

[y

St

Ethernet HEEHE AMZELICEH.

I
o
rel
ot

RJ45 HEHS ® X&E

2430 g JIs0l JAsLICH.

£9

CTS

DSR

RxD

GND

DCD

TxD

DTR

o|~N|o|la|s|w|N || E

RTS
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o MAS BSLICH
8
& A-1. RJ/45 HEE/S & BT

I A-1. Ethernet& RJ45 FHEES & g5

&l a9 At

1 Txt ZE M) M

2 Tx- FEA

3 Rx+ =AM B

4 NC A

5 NC A 2l

6 Rx- =M

7 NC 2N} A

8 NC ZH A
Z£& L Al2lg€ ZE Pin out
ZE L AldlgE ZE 2 RIS HEUHE MEELICH Al2lg ZES
A-20l UL USLICH. 2 Tole Alelg S8

T A2 A2 ZEZ RMH HEE B ZE



A.3 A0I2 OOl OE

SN Alglgd ZE 84 =E
Cisco & H| 2 Z/Ethernet H 0|2
RJ45
Nortel & H| DB9 male¥ 2 Z/Ethernet H 0|2

JIEt DB9 DTE &EXI

+ RJ45-DB9F cross-over O & E

Sun Sparc AfH

JIEt DB25 DTE EX|

DB25 female&

2 <& /Ethernet 0| =

+ RJ45-DB25M cross-over O & £

Alelg Zely DB25 male& 2 <& /Ethernet H 0|2
DB25 DTE & X + RJ45-DB25F cross-over O & &
g DB25 male¥ 2 Z&/Ethernet H 0|2

ISDN EIOIE O EH

+ RJ45-DB25M straight O & £
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RJ45-DB9 female adapter

Using RJ45 to DB9(Female) Cross-over Cable

Description (RJ45) | Internal Cable Color RJ45 Pin No. DB9 Pin No. Description (DB9)
CTS Blue 1 > 7 RTS
DSR Orange —> 2 > 4 DTR
RXD Black 3 i 3 TXD
GND Red 4 > 5 GND
DCD Green - 5 1 < DCD
TXD Yellow 6 > 2 RXD
DTR Brown 7 Al 6 <= DSR
RTS White 8 1> 8 CTS

RJ45-DB25 female adapter

2= HO0I= +RJ45-DBIF (1 H

Using RJ45 to DB25(Female) Cross-over Cable

Description (RJ45) | Internal Cable Color RJ45 Pin No. DB25 Pin No. Description (DB25)
CTS Blue 1 > 4 RTS
DSR Orange —> 2 > 20 DTR
RXD Black 3 A 2 TXD
GND Red 4 Al 7 GND
DCD Green - 5 8 < DCD
TXD Yellow 6 > 3 RXD
DTR Brown 7 A e o 6 < DSR
RTS White 8 o 5 CTS
RJ45-DB25 male adapter
Using RJ45 to DB25(Male) Cross-over Cable
Description (RJ45) | Internal Cable Color RJ45 Pin No. DB25 Pin No. Description (DB25)
CTS Blue 1 > 4 RTS
DSR Orange —> 2 > 20 DTR
RXD Black 3 A 2 TXD
GND Red 4 Al 7 GND
DCD Green - 5 8 < DCD
TXD Yellow 6 > 3 RXD
DTR Brown 7 A e o 6 < DSR
RTS White 8 o 5 CTS
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RJ45-DB25 male adapter

Using RJ45 to DB25(Male) Straight Cable

Description (RJ45) | Internal Cable Color RJ45 Pin No. DB25 Pin No. Description (DB25)
CTS Blue 1 > 5 CTS
DSR Orange 2 > 6 DSR
RXD Black 3 i 3 RXD
GND Red 4 > 7 GND
DCD Green 5 > 8 DCD
TXD Yellow 6 > 2 TXD
DTR Brown 7 Al 20 DTR
RTS White 8 > 4 RTS

D ZZ JH0lE +RJ45-DB25F/IM 01 & H
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£5 B: VTSIt XNI&sdt=

PC

VIS Alelx2= &2 PC JtEE K& UL

e

H B-1. YEFZF IFt=
M= Sl 29 0|8 VTS T2 Zd 0|8 3
3COM 3CXES89ET-AP 3Com Megahertz 589E 10 Mbps LAN JtE
TP/BNC LAN PC Card
Linksys Linksys EtherFast 10/100 Linksys EtherFast 10/100 10/100 Mbps LAN 2t&
Integrated PC Card Integrated PC Card
(PCM100) (PCM100) Ver 1.0
Corega Fetherll PCC-TXD corega K.K. corega FEtherll 10/100 Mbps LAN card
PCC-TXD
Netgear 16bit PCMCIA Notebook Adapter NETGEAR FA411 Fast 10/100 Mbps LAN card
FA411 Ethernet
H B2 FH HEFHT
M= Sxl 24 0|8 VTS g8 Zd 0|8 3

Cisco Systems

AIR-PCM340/Aironet 340/350

Cisco Systems 340/350
Series Wireless LAN Adapter

11 Mbps 24 LAN Of

Cisco Systems

AIR-PCM350/Aironet 350

Cisco Systems 350 Series
Wireless LAN Adapter

11 Mbps 24 LAN Of

Lucent
Technologies

PC24E-H-FC/Orinoco Silver

Lucent Technologies
WaveLAN/IEEE Version
01.01

11 Mbps 24 LAN O

Agere Systems
(Lucent
Technologies)

Orinoco Classic Gold
(PC24E-H-FC/Orinoco Gold)

Lucent Technologies
WaveLAN/IEEE Version
01.01

11 Mbps 24 LAN Of

Buffalo AirStation MELCO WLI-PCM-L11 11 Mbps £& LAN & H
(WLI-PCM-L11GP) Version 01.01
H B-3. ATA/IDE Fixed Disk Card
HZE X 24 018 VTS Zg2E 24 0|8 3
Advantech CompactFlash CF 48M 48MB H& It=
SanDisk SDP series SunDisk SDP 5/3 0.6 64 MB MZ JtE
SanDisk SDP series SanDisk SDP 5/3 0.6 256 MB Storage card
Kingston CompactFlash Storage Card TOSHIBA THNCF064MAA 64 MB MZ& JtE
Viking CompactFlash TOSHIBA THNCF064MBA 64 MB MZ JtE
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H# B4. Alclg 28 II=

M= A 29 0|8 VTS T2 Zd 0|8 3
. PCMCIA CARD :

Billionton . Ambient (Intel) V.90
Systems Inc. FM56C series 56KFaxMod§r21FM56C—NFS FAX/MODEM PC It
Viking PC Card Modem 56K Viking V.90 K56flex 021 A MODEM PC Jt&

CIRRUS LOGIC
KINGMAX KIT PCMCIA 56K 56K MODEM CL-MD56XX V.90 FAXIMODEM PC 3t&
Fax/Modem Card 541
TDK TDK DH6400 TDK DH6400 1.0 64Kbps
NTT . . NTT DoCoMo Mobile
DoCoMo Mobile Card Triplex N Card Triplex N 64Kbps
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£5 C: VIS £F It

C.1 System.cnf
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C.2 Redirect.cnf
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LIE HsSE=E O3w 22 3N ge=z

I E(registered port), &&(Dynamic) L= At
2HE ZE= 0~102380tX OI04, 0101 s8E X
L AE ZEE= 491522 H 655350tK12] EEALICEH.

A& HEE(Well Known Port), S=&
Ep

rivate port) Us %= US

]
Im m

L
= 10242 H 491510tX2 ZEQLICH. =&

A

Z 2dd ZE= |ANAJE K& H2Z2 M, HE=2 AMABUAMs AMAE ZZAALE SE206|
ol 2ASHMB AtZ2E = UASLUC. H D-12 & 2dd XE

=
HSUCH XHAIE HE2 IANA EAI0IES Y 26HAID] BHELICEH.

ro
I
HU
IJ

0
—
—
U

\

://www. iana.org/assignments/por t-numbers

Z D-1. & &2/X port number

Port number Protocol TCP/UDP
21 FTP (File Transfer Protocol) TCP
22 SSH (Secure SHell) TCP
23 Telnet TCP
25 SMTP (Simple Mail Transfer Protocol) TCP
37 Time TCP, UDP
39 RLP (Resource Location Protocol) UDP
49 TACACS, TACACS+ UDP
53 DNS UDP
67 BOOTP server UDP
68 BOOTP client UDP
69 TFTP UDP
70 Gopher TCP
79 Finger TCP
80 HTTP TCP
110 POP3 TCP
119 NNTP (Network News Transfer Protocol) TCP

161/162 SNMP UDP
443 HTTPS TCP
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S 2 E: Bootloader Ol T2 OHLY

El

Bootloader Ol== Hl& Al, S7 S&2Z BOOTP/TFTPE AIE5StH VISE =306t AAE
SIERAINE &ttol=s Y-EHES MI3ELUO. VIS X0 30l 32& = 3% Ol ALESXtot
<ESC> IIE =2H, bootloader Ol Z208sS Y = USLICH O Ui Z2OH8I2RH,
AMNERE O2et AIAE II2H0IHE £€3g = A0, ot=E/0 AMAE HAE 2 firmware

gdI0IEE +8E = UsLIC.

E.2 I O

ar

Bootloader Ol ZZ 0 SOItHE, AISXt= UGS 201 HOIXNE & = USLICH

J& E-1. Bootloader o/ ZZ 749 O O+ IH O/

181



E.3RTC €3 0Ol

RTC €& HI=E MEE22ZM, AMEX= VIS AAE Al2tS 28T &= UsLICH

18 E-2. Bootloader i+ ZZ 12 LS RTC &€&

E.4 ot=F0 HIAE 0=

MEX= o= HAE H=E AIEol0 ot=Rl #d AsS HAEZE = UsLITH
S &2 3ItX2 o=/ HIAE 250t JASLICH

- 13

- R (NS HAENAM 2R HAE QI0I =&8)

- R (NS HAENAM AR HAES ALSd =g

AZRIE 181 E HEicts 22, UsS HAE = 2 24 24 HAEDI & @gt =#HELIC
0l 2EUAM, &3 SAE(MH IP =2)2 ping HHAES UART HIAEDL & H A 8 FLIC
AP 2 (XIS HAENAM 22 HAE 2101 s=&8)S HdE85t=s B, AMEXIt <ctrl-c>



JIE =2J| &K s HAEI =822
X

F=A4)9 ping HAEQ UART HIAEDL =85l
2 A

AEXLE RE(XS HAENAM AR HAEE AMEW =&)2 HE8dl= R, AEXIL
<ctrl-c> II1E€ F2J| &K Us HAED grsde=z +dgLU. deld, 33 = (M H
IP =2)2 ping HIAESQ UART HIAED} BtEXo=2 3 FLICH

&

Ethernet 2 UARTOIA HIAEE ZEo| +&o6/215, AMEAE VISS Ethernet HEU0 Ethernet
HOIES BIEAl HZotD XY FHYHE VIS ZE Alelg EEw SZojoF &LIC. Z&t,
Fe8 IP FLAE XE BT SAET BIEAl QOIOF BILICH T2 AHSE P FAE
192.168.0.128 O0/0H 0l& [Firmware Upgrade] W+=+E AtEot0 #HZ& = LAZL/ICh. 2

ged, HAeg F&o +d4& + L=zL/0F
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& E-3. Bootloader U7 ZZ1& L2 ot=R01 HIAE O+

APEXEOE [Auto test]S HEiE Z2, RE GIEANH P4 240 U HAEI sz

=G LICH
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& F-4. Bootloader Ul ZZ 72 LHS /=80 HAE S5

2 ot=RIN #E 24 HAEE 4

o, Al2At= <Esc> IIE =2 HIAE

Q]

A
AN

e

24 E SLICH

J& E-5. ESC F1E AtEoH0]

8 ZEE Z= IS HAEI dEHsE SO
Alel€ InUse LEDE ot=RI0 HIAED AIHRMUCH=

et

<ctrl-c> 1€ =d Ol HOIXIZ SO0tJHO

S5 HAE 21457/

HAEIL EXEH

SO MG F2,
2210 P ZWILICH 0 IR, ABXE=
LICH.
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E.5 Firmware upgrade 0l

Firmwvare upgrade BI=E AMEE2ZM AIEX= X2 firmareE dl0IEY = JUSLICH

firmmareE YdO0IESH H, AIEX= e 0w HOIXS e &

firmvare HHE S =olg &= USLICH. firmware upgrade Ol ZZ20S2 A

EE <ol BOOTP ¥ TFTP 2JH2 Z2E=2=2 XJELICH. DHCP &2 fst JI2 Z2Z2ES

BOOTPLICH. AFZXIIF TFTPE MEist Z2, AAEX= HES X2 IP A5 AFoH0F &LILCH
=

ZXe Jl2 IP A= 192.168.161.5. Y LICt.

&
=
=
&
D
[ml
M0

Mo Hu

Firmware upgrade 2| A2, [Server’ s IP address]2 &&= MHO BEAl [Firmware File

Name] 2 EAE firmware LF2 0l BF= Al =THoHOF &HLICEH.

Select menu

Protocol [BOOTP]

IP address assigned to Ethernet interface [192.168.161.5]
Server's IP address [192.168.0.128]

Firmware File Name [vts3200.bin]

. Start firmware upgrade

<ESC> Back, <ENTER> Refresh

a s W

Select protocol ( 1 = BOOTP, 2 = TFTP) : 2

Select menu

Protocol [TFTP]

IP address assigned to Ethernet interface [192.168.161.5]
Server's IP address [192.168.0.128]

Firmware File Name [vts3200.bin]

. Start firmware upgrade

<ESC> Back, <ENTER> Refresh

g w N

D& E-6. Bootloader Ol ZZ2 2 LY firmware upgrade 0§+

AZXIF [Start firmware upgrade] S AEistE ZS, &0 HAIKDIF SHHO LIEFEULCH. A2 X
b

Jb vy E YHEGHH, Firmware upgrade L2 AAD

Select menu
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1. Protocol [BOOTP]

2. IP address assigned to Ethernet interface [192.168.161.5]
3. Server's IP address [192.168.0.128]

4. Firmware File Name [vts3200.bin]

5. Start firmware upgrade

Firmware upgrade cannot be stopped until finished.

And all configuration parameters are restored to default values.

Do you really want to start firmware upgrade (y/n)?y

BOOTP broadcast 1

ARP broadcast 1

TFTP from server 192.168.0.128; our IP address is 192.168.161.5

Filename 'vts3200.bin'.

Load address: 0x100000

Loading: #########444444444H4HHHEHHFHHHEHFEHHHERAHHHHHHAHEHHERSHERHEHSHSS
C R
B ki
CE R
B i i
G i o o i
B i i
G i o o i
B i i
G i o o i
B i i
G i o o i
B i
i i o o i
B i i
T s o i
B i i i
B o o o

done

Bytes transferred = 5838194 (591572 hex)

Erase Flash Sectors 9-20 in Bank # 1

BLOCK 1 : Copy to Flash... done

Erase Flash Sectors 21-115 in Bank # 1

BLOCK 2 : Copy to Flash... done

Erase Flash Sectors 116-116 in Bank # 1

BLOCK 3 : Copy to Flash... done

BLOCK 4 : Erase Flash Sectors 117-117 in Bank # 1
Firmware upgrade is finished successfully.

Select menu
1. Protocol [BOOTP]
2. IP address assigned to Ethernet interface [192.168.161.5]
3. Server's IP address [192.168.0.128]
4. Firmware File Name [vts3200.bin]
5. Start firmware upgrade
<ESC> Back, <ENTER> Refresh

& E-7. firmware upgrade ZZ A4

1<

firmwvare upgrade Z2MAJL 2A=2CH ZZ22H2 A2 HAIXA SN HEE CHAl LIEFEHLICH.
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5 F: 238& NFS Jls 2HU

F1 iR

NFS= UIERIDE Sote eSS BRotell Eel AZgHes Z2ES0I0. Jdelu e

NFS= UDP ZZ2EZS AMESIEZ USH €2 2ot 2MES It AsLITH

NFS server 2+ client ALOlQl datas= &&3F &I HELCH.
NFS serverOll E&dleis AFEXQ 100 HE o1 &HS 06 HHECL.

NFS server 2 client AFOIS] &3EHO0| U= B NFS JIs2 AMESHIIF HECLH.

Al S 2246t ot 2S35E NFS (Encrypted NFS S£= Secure NFS)
ol2e £ AUSLICH. VISOHIA 2S3t= NFS JIs2 SSH B€ 2 (SSH tunneling)
SLICH. 0 EllAdes &s35= NFS JlssS 0l=0lJ| {8 NFS server
K

A
of Xl ¥ ZH0l ot €8S StASLILH

F.2 NFS server2| &Xl

StEl NFS Jls=S AIE20l)] fotd AM2XNs TP Z=2&282 KXJot= NFS server=
OF ELICH. DIOIZ2AZEAL2 Windows HE 0SOHIM =&ot=s HHEE2 NFS server =
SHLICH. D10l A= Xlink Technology AFSl Omni-NFS server v4.28 Al

ron

LICE. Omni-NFS server 2| EIIEES Xlink Technology A2l Web

Site Ol A Download &S == USLICH. (http://www.x!|ink.com/eval .htm)

Omni-NFS server € &X| otJ] floiAd= TS WEE

d g=Ct.

A2 Ol LIEtLt= KIAION CHECEH.

Step 3. Omni-NFS server &XIE &=8 0, “AIZ —> Z238 —> Omni-NFS Server
V4.” OlA NFS serverE & & StCt.

Step 4. XLink NFS Server ZOIAM, Action Ol &2l New Entry £ &EHSHL.

fuly

tEE S AIRL.

02
ol

A
e

njo

=13
=

Step 1. Omni—-NFS server v4.2Z Downloa

A

Step 2. "nfserver.exe' T2 ]S AlS

0%

-

A

Step 5. NFS Server Export &2l Browse HHE=S & &6t NFSZ mount & =SHE & EistCt.

FO o ] MENE export & =[S "Exported Alias" £ J/SoF 2 Q00 BLICE.
0/ VIS OIA NFS server &'S9 mounting pathe AtE & L/CF.
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2. YBIHOZ [jnuxs NTFS DI AlAES OIAGIA 2EILILT.
VIS & NTFS I AIAES QNG 26152 mount € ELE FAT &=
FATS2 I AIAE &0 Q= ZELE XE6AI0] ILICH

Step 6. NFS Server Export =2 Directory Access Rights £ &&dols =220A

"Read/Write" £ check oI== SIAAIR

F.3 OpenSSH IH2| XIS & X

=DNEE!

=
|0
=
m
w
(9]
(]
=
<
()
=
J
x

VISAS &S 3tE NFS JIs2 SSH tunneling Jls= OIE&LICH. O
SAEN SSH daemonO| A& D JAONOF LS3z= NFS JIsS 02 & == JUSLICH. 0
HOlME= OpenSSH for Windows v3.6.1 IHIIKIE 0|=2& HE &HYot=F oA SLICH. OpenSSH

for Windows = & AZEJAHEZMN CtS URL, IM download &2 &= U

http://lexa.mckenna.edu/sshwindows/download/releases/

OpenSSH for WindowsE & XIol)| fIohA s EX==2 M2k F=AID| HrgLlCr.

Step 1. OpenSSH for Windows package £ download £f&=Ct.

Step 2. "setupssh361-20030512.exe" £ Algi Al2ICtH.

Step 3. command prompt(Dos &)= A& AIHLD OpenSSH JF &XlE ClAERZ 0|SE
Ct, ( Program FilesWOpenSSH DOt D12 &&QLICH,)

Step 4. bin CIEEC2IZ 0l=SEHL.

Step 5. mkgroup Z2 182 0I23t0 group permissions It =S OHECH.
C:\Program Files\OpenSSH\bin> mkgroup -1 >> ..\etc\group
Step 6. mkpasswd ZZ 1S 0|20t passwd MU CISE AISXE FIF &tCt. 0 &

2 Windows &tQ DE AIEXE

OF

Jb oted™ '-u username' S&

M

Ct.

o

C:\Program Files\OpenSSH\bin> mkpasswd -1 >> ..\etc\passwd

Ch..

ro

Step 7. OpenSSH server & &8
C:\Program Files\OpenSSH\bin> net start opensshd

Step 8. “pause.exe” EZZ 1S "Program Files\OpenSSH\bin" directory Ol SAIStCH.
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F9 . 1. “pause.exe” EETEE MLIGIISZX0NA BPIHE VISE EE8ZZTE/S/LIC}

2. 0 ZE2J&2 server® client 2t Encrypted TCP S1ZZ RA/otE F&
gL/,

3. 0/ EZ23&2 VIS HEL 20/ HELE CD RO oto) ==5/0/ AZLICH

Btel 0 ZE2J20] HE FR0E ML Jl= HELE 29 otAl7] BIELILE.

U0y
Mo

F.4 VTS OlAM Encrypted NFS Jls2 &3

NFS server 2t OpenSSH 2 XNE &ZotH AIZEX= VIS 23 s A0lAM Encrypted NFS
llsg €38 = UsLICH 2

Step 1. VTS2 Web Ul Ol 29! &tCH.

Step 2. NFS server configuration HIOIXIZ O|=Ss&tCh.

Step 3. 2 HESS IS 20| 84F StCt.

NFS service : Enabled

roh

Primary NFS server IP address : Encrypted NFS server </ IP address & & =L1.
Mounting path on primary NFS server : "Exported Alias" & =LF
Primary NFS timeout (sec, 5-3600) : &/6f= 299 &= & E=L) (bsec Jf J/E&)
Enable/Disable encrypted primary NFS server : Enabled
Encrypted primary NFS server user : Encrypted NFS server &/ AIEX 0/ J =L
Encrypted primary NFS server password : /& AtEALS password E & =LF
Confirm primary NFS server password : of/& AfEX/C password E [/A] & =LK

Step 4. Save & apply. & SE4SHC.

Step 5. system log Lt port log & locationE NFS server2 & & StCtH.

Step 6. HIAESHCE.

Encrypted NFSE HIAEGH B, AIEAt= LanExplorerlLt EtherReal

2dsE MEE U OF SLICH. LBHHEQOI NFSSl HR0l=, =g HAE JHHuME VISt
NFS MHZ2tel 2= && HOIHE &
A= CMBE NFS ABiZ2tel 25 A S OlolH™

2535t (Decode) g == &

1

o
o
Tle
30
oy
C
[w
L
©
C
m
- pn
S
<
=1
D
o
=
i
(@5]
[0
0y
10
2
rr
>
0

BHY == UKL, sstEl E= &S OOIHE
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£5 G: SNMPZ 0[E8t VTS &l

G.1 JHR

& MG-SOFT MIB Browser Professional Edition

File Edit Mew SNMP Action Tools Window Help —
HNOAN@L  EasiaB@d ? &

‘Query [MIB | Ping |
Remate SNMP agent Split

192.168.7.10 v [JVetical

MIE tree
= ] MIB Tree
=[] iso
=[] org
=-(C] dod
=[] internet
(2 magmt
=[] private
=[] enterprises
=[] sena
=-((] senaProducts
(L] senaUPSLink
=[] sena¥T$s
=23 general
& generalModel
& generalFimwareVersion
& generalBootcodeVersion

> 4

Query results
Welcome to MG-SOFT MIB Browser Professional Edition

P (=

Remote address: 192.168.7.10 port: 161 transport; IP/UDP &
Local address: 192.168.7.1 port: 1233 transport: IP/UDP
Protocol version: SNMPv1

[ £

OID 1,3.6.1,4,1,12236,1,2,20,18 & SNMPYl @@ 3

g G-1. SMIP Ect=A
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G.2 8 X3

2te|t= SNP Z2E 29 Get / Get-NextE AMESHH VISel EEE X3g = ULt

Query results

1: generalModel.0 [octet sting) ¥T5-3200 [56.54.53.20.33.32.30.30 (hex]]

2: generalFirmwareVersion.0 (octet string] v1.6.1rc1 [76.31.2E.36.2E.31.72.63.31 [hex]]

3: generalBootcodeVersion.0 [octet string) 1.1.3 [31.2E.31.2E.33 (hex]]

4: generalHWRevision.0 [octet string) v1.x [76.31.2E.78 (hex)]

5: generalFlashSize.0 [integer] 8388608

6: generalEtherdddress. 0 [octet string) 00:01:95:05:22:3¢

7 generallPAddress.0 (ipaddress) 192.168.7.10

8: generalDevicename.0 [octet striing) VTS3200_Device [56.54.53.33.32.30.30.5F . 44.65.76.69.63.65 [hex]]
9: generalS avedpplyConfig.0 (integer) ready(0)

>

||

[\

Jg G-2. SMPE 0/E5t ZZ2 X3/

I
0

G3 & B¢3&

el SNP Z2E 22| SetS AFE0HH VISel HEE #H3gE = UL

Set - generalDevicename. D

Remote SNMP agent
192.168.7.10 v | [

0ID to Set
1.361.41.122361.2.20.18.0 v

Value to Set
stzznn Device v
Syntax

) Integer32 O Timeticks (O Counterbd
O Ulnteger32 O IPaddess (O Opague
() Counter32 O oD () Nsapaddr
() Gauge32 (®) Octets ) Bits

@& @ & SNMPyl  Current value retrieved succ

&g G-3. SMIPE 0/8&t ZZ2 5HZ
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save =2 savefpplyZ HHGHOF SHCF.

ZEH M82ez INFMEE FIIE M= defaul t-keywordOl Al addRowdt ] portindexE
&
IIAEI e ZE0 OE IIFEE FIE e e ZES JIFAE=0A addRowstH

CtE portWl M addRowdt =0l portlIndexE
KEDF 20 MAED| 20 =IO X 2=C.

s
o
Qj
2
my
Mo
H
Im
=
my
Mo
o
i
|>
i
Ay
rr

HBEE=E 2AZ HE o) 20 d22 2=2 ol generalSaveApplyConfigse
H

£

n

2l

por tsResetFactoryDefault 2 20| excute ot= HZE MIB-BrowserOlAd A& G= HK0

= S0l StLEAL GHOF SHCE.

HH 192.168.7.10:portsTable

@@ 192168710 |3 : Poll every ’— seconds 7' EMWOI @

r... portstllowedBas..  portsdllowedM... portsResetToFactoryDefault  portsResetProc.. &

w |

0.000 0.0.0.0 execute(2) ready(1) ¥

0.0.0.0 0.0.0.0 ready(1) ready(1)

0.0.00 0.0.00 ready(1) ready(1)

0.0.00 0000 ready(1) ready(1)

nnnn nnnn a1 caschi1) b
< >

@@ Edit 33 & SNMPvl  Ready,

& GH4. excute &&
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H: Virtual KVM Tool

H1 R
VIS &XI2 Virtual KW & JIsE 0180t AHE 2elg Il AIZ6te 880 2#2E XA
ol= RECIEl T2 8L, MBIt HZE0 Jes EES 21 HAl JIs, A€ ZE &=

o

A2 ZEZO ¢& Jls, UhE KW Z2e0IgE Z2#HS 29 0ls JIss0l USLICH

H.2 &Xl

Virtual KW ToolS AtEotdA® AMEX PCOHl 2SS &Xlotd VIS XISl &I HO0IAMA
Of Z2gs Adg = UTS AMAE IHAN S=oHOoF b, Z2J82 AU Jls XE

e L Cl
(email: support@sena.com , & AIOIE http://www.sena.com)l &SIH P& 4= JUSLICH

i

Windows& Virtual KW Tool2 &Xl E2Xt= S &&LICH
Step 1. 28 AAHMAS AMEX PCE SAELICH
Step 2. T2 AMOIAQ U= ZCEE AAE IHAN =IHELICH

LinuxZ Virtual KW Tool2 &X Ext= O30 Z&LUICH

Stepl. &X Mo L=FS ZSLIC.

Step 2. Il A2 U3 &SLICH
connect . xpm (42 BE O0I0IX)
log. xpm (21 BE O0I0IXl)
exit.xpm (& BE O0I0IX)
RDCTool.config (&& mg)
RDCToo| (droldel o)

Step 3. /usr/local/bin O HIOIHCI IIY S SAIELILCEH.
Step 4. /usr/local/etc/ Ol RDCTool CIE&EEIE BHSLILT.
Step 5. /usr/local/etc/RDCTool/ Ol HIOIHZI IS HIAEH 2

n

OHUS = AMEILICE
H3 &%

KWM2 XI&ol=s AMHIF AH2Z2E ZE Virtual KW €82 o1, Serial Port Connection 3FEH Ol
A e EEQSl C(Connection) ZE 0l EAIE KM &2 010|122 2&6tH Virtual KW Tool &=

[=5]
S0 MHEHAN dF2= KW Sct0IHE Z2 )3 s Ao AHZE KW MES HZ8LILH


mailto:support@sena.com
http://www.sena.com/

Ct=2 WindowsWlIAl Virtual KVWM Tool ZEZ2 ]2
Step 1. Port #10l Windows 20030 & Xl&l 4

AlSHE=E ol LICH.
A Remote desktop HZ0| &FCN Us A

HE HZ3t10, Host mode configuration SHHOMA CtS &0 &&8LICH.

Host mode configuration
Host mode :
Type of console server :
Enable/Disable assigned IP :
Assigned IP @
Listening TCP port (1024-65535) :
Protocol :

Inactivity timeout (1-3600 sec, 0 for
unlimited) :

Port escape sequence :
Port break sequence :
Use comment :

Quick connect via :

Web applet encoding :

Save & apply

Save to flash |

Enable/Disable port escape sequence

[Console server
[MS SAC console ¥|

IDisable vI

|[|, 0.0.0

=

I?DDI
ITelnet vI
(1]

IEnabIe vI
Ctrl- [2—

[~break
No -

IWeb applet vl

[ Unicode (UTF8)

H

| Cancel |

& H-1. Host mode configuration of Windows2003 Remote desktop connection
Step 2. Port #12| Virtual KWM configuration 3tHOIA CISD 201 E&A&EHLICEH.

Yirtual K¥M configuration

Wirtual KM connection :
Autornatic IP detection :
IP address :

Client program :

Client program path :

[ Savetoflash | Save & apply

Socket/Screen number for YNC connection

|Enab|e vl
|Enable vl
|

|Wind0ws remote desktop connection v |

yhncviewer $IP$:I

[$RDC$$IPS

I Cancel I

& H-2. Virtual KWM configuration of Windows2003 Remote desktop connection

Step 3. Port #20l LinuxJt & X% O
1), Virtual KVM configuration

Virtual K¥M configuration

Wirtual KvM connection .
Autormatic IP detection :
IP address :

Client program :

Client program path :

Save to flash I Save & apply

Socket/Screen number for WNC connection :

QD X window serverdt A3E D) U=s MHE HZGH

StHOAN CtSt 201 £8& LI

|Enab|e vI
|Disable vl

IIQZIBB.]S].I
| XManager

yhncviewer $IP$:|

[smanager -query $IP$

| Cancel |

1& H-3. Virtual KWW configuration of Linux X window server

Step 4. 2% Hi% BHOl U= Serial port = Connection

stHN U

(=)

=

S EHGH Al Seial port connection
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Serial port connection - Page 1

Port access menu connection
Port access menu connection
Individual port connection
=] C M Port# Title # of User
) | 1= 1 Windows2003 0
(=] =] 4‘“ 2  RedHatLinuy 0
3 PortTitle #3 0
4 PortTitle #4 ]
S Port Title #5 0
6 Port Title #6 0
7 PortTitle #7 0
g Port Title #8 0
9 Port Title #9 0
10 Port Title #10 0
11 Port Title #11 0
12 Port Title #12 0
13 Port Title #13 0
14 Port Title #14 ]
15 Port Title #15 0
B 16 Baytech on Port 16 0
31 Port Title #31 0
32 PortTitle #32 0
R1 remote port 1 u}
A1 Slave Unit #1 Unit &

Comments

< Not used >
< Mot used =
< Mot used =
< Not used =
< Not used =
< Mot used >
< Not used >
< Not used =
< Mot used =
< Mot used >
< Mot used =
< Not used >
< Not used >
< Mot used =
< Mot used =
< Power controller =
< Not used =
< Mot used >
< Not used >

& HH4. Serial port connection &F&7

Step 5. Serial port connection SFHOIA Port #12| C(Connection) ZIEHO0 U= KW o2&
otol2=2 26l Virtual KVWM Tool2 &lsHEHLICH.
9 192.168.150.1 - A2 HAIE =10(x]
! 7 Windows Server2003
# W Standard Edition
AR OIEW): [Administratar
2ZT(P): ]
[(=2 | 22 |=s@>»]
S X
Fl 2
& H-5. Virtual KWM Too! - Remote desktop connection
Virtual KVM Tool2 &X&E Remote desktop connection Zci0|HE ZZ )M
(mstsc.exe)E A&t AHZ Remote desktop HZES SLICH. Virtual KVM Tool2l
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2O UAS KM oI
oz

Port listOl E£E EIOIZS Windows20030| It LICH
ol X window server& KWM

FOd Virtual KVM ToolOl Xmanager

Step 6. Serial port connection SFHOIA Port #22| C(Connection)
=
Virtual KVM Tool2l Port listOl & ElOIE RedHatLinuxJt Z=JtELICH

orol22 &6
Ct.
> Senatest:177 - Xmanager 2.0 (8271%) [:0.0]
(N
sena's fome
gl X
|RedHatLinux
1& H-6. Virtual KWW Tool - X window server
H4 S= % Jls
Virtual KWM ToolQ =8 JIse ts 235U
= 2IBE ZEQ A AHZo HZE
SE ZEQ 21 EA
i ) I HZE KW S20|HE T2 Jgoz 0|s
L/CF Linux £ Virtual KVM Tool

ANelg Z&

A
rir
o

2. AM2lg ZE
3. VTISQl Serial port connection 3tHN
2 Windows £ Virtual KVM Tool WA/ S && & J/1552/
2 MLE Jl= T 0 296417/ HIELIC
2 LICEH.

MAE oA & 2 J/50/ ASLICL TAHEH HE
3t HAUS M FHE

View logs <—|
. O\‘ x — Close

8 H-72 Virtual KVM Tool Ol
x| |— Port list

Connectto <«—|

serial / remote port

|Wind0ws20[13
& H-7. Virtual KWW Too! Activated
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& H-82 Virtual KM ToolOl HIZ2&3t &

)
AS

=

& H-8. Virtual KWM Too! Deactivated

|Windows2003

Serial port connection StHOA HAE KW ZS2H0IHE Z2 0| EHAE A EHEH
Virtual KVM ToolOl &&3t&ELICH. Virtual KWM Tool Ol 243t TS M A2l ZE = 22
E ZEz HZ&GtD, EE 2% HAStE JIsE A2 &= JSLIOH KW 2e0IHE Z217
012l e Z2 0l EHAE 2 =™ Virtual KW Tool2 HIEZHS &1, Alelg ZE
/ 2l2E ZEZ HAN ZE Z1E HZAlole JIs2S AI2E = U €L,
Virtual KVM Tool 43T /US [ Connect HES ZSotH oilY Al ZE = 2R2E ZE
£ HZELIO. 8 H-92 Connect HES 20t Port #10l HZ S H SHHLICY.
, RTEY

OH(F) HEE) 22 SHARINA) =D E=S2(H) | |

QFz-©Q - x] 7 | Pas Jeerm & - FH L P B

Z2:(D) ] htips://192.168.19,1/connect,asp7p=! - &os @z >

Telnet [ 1 : Windows2003 ]

Trying 192.168.19.1 7001 ...

Welcome to V

PORT - Windo

0_Device)

Login : root

Ekdk

word :

EiBOREs sy “z for port menu.

4 ¥ ooy
» 3H 9H
mm

Connect Disconnect SendBreak

Is _ Local echo |

Close

<

|&] IHZ2! de.mud.jta, Applet started [T [T [Be

AN

& H-9. Connect to serial port
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Virtual KW Tool EHSIEAS [ View logs HEZ2 2&lotH Y A2l ZE &= SI2E &
EQol 211 HEAMELUICH. 0% H-102 View logs HES £ ™
ILICEH.

7 Port log viewer — Microsoft Internet Explorer ] o =]}

MR SEE) B2 SAHAFN(E) 2D Z=S2H)
Q=0 N A0 m kow @3 L= 93

Z2:(D) [&] https://192. 168,19, 1/viewlogs, aspTport=1 B EEEE S

-~
View port log - 1 : Windows2003

Portlog :
Sac-id =
ZEE 012: MLtzoozMH
ZEE GUID: 00000000-0000-0000-0000-000000000000
ZZ2MM OPPIEH: x86
HE BZ: 5.2
YEC BiF; 3790
HZE: windows Server 2003
HEE MHA W SIS
20 CtAl 228 = M2 21:49:53
SAC>

£
o

Clear Refresh | Close |
S BN L
J& H-10.View port logs

N

Serial port connection SHHOMIA KWM HZ 00|22 26t KM 22I0|HE Tz ) & [
OFCH Port listOll ZE EIOIS0] FIIELICH. 0 2|AE =9 ZE EIOISES AMEsY oIy ZE
O KWM 22I0|¢E Z2 ]2 0lse = USLICH. I8 H-11= H.32 WuH M2 s

D Al ES AR Port |istE EWSLICE.

& H-11. Port /ist
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EX HES 228 HHUAM Jdte |IXlz 2

Virtual KW Tool2l ?IXIE OlSatel® 04 2

o =28 L.

Virtual KVWM Tool2 EZotd™ Close H
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