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VTS 11400 | VTS 11800 | VTS 111600 | VTS 113200 | VTS Il 4800

4-TE

8- ZE 16- X & 32- ZE 48- ZE

Aelg IHBIoIA

RJ45 J1H4lH

Sun Netra /Cisco &H| 2t2|0l CAT(Ethernet) H0IE AtE.

S & M :Hardware RTS/CTS, Software XON/XOFF

&15: RS232 Rx, Tx, RTS, CTS, DTR, DSR, GND

28 HMO:DTR/DSR, RTS/CTS

S< 10/100 Base Ethernet, RJ45 H4!H

UIEXZ EHEOIA

Pvda & v6 XI&

==p S|
=)

=

ol

=

2= IP 2E X

Network Transfer Protocol :

IP, ICMP, TCP, UDP, IPv4 and IPv6, ARP, RARP

Remote Management Protocol :

=2
SE=E Telnet, SSH v1/v2, HTTP, HTTPS, SMTP, FTP, SCP, SNMP v1/v2 and v3, NFS,
DHCP, DNS, Dynamic DNS, SYSLOG, Samba, NTP, RIP, IPMI v2.0, iLO, ALOM, DRAC,
SMASH
PC 3lE Flash Memory, WiFi, Modem, Ethernet, GSM/CDMA

USB 2.0 SAE

USB Memory, USB Wireless LAN

W& =22 ) .
OIE|HIOl A V.92/56K, V.34/33.6K, V.32bis/14.4K and V.22bis/2400 bps data rate
ANAE & ZE Z20 st Ohest 2ot Jis A&
ArE X S 22]: Root, Admin, Port Admin, User
SSH v1 & v2 (public key X&)
ok RADIUS, LDAP, TACACS + o1& XI&
Custom PAM
SNMP v3 Encryption
AMAE S 28 TEYE P 2EHEY
AMAE 221 0 NFS, syslog server, ATA Flash memory, samba server, USB Memory
=2 2 ZE HIHE : NFS, syslog server, ATA Flash memory, samba server, USB Memory
OlHIE SHEH A ¥ EXI0 et SASHH HIH 301 88 Jts
E-mail 2 SNMPOI 28t & BE Jls
Remote Desktop Access
Free KVM VNC

2 D8t Remote Access ~2ZERI K&
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NAT DJ|Ete] SE8XQl QHMEt

OtAE/=I0

SHAHY

B 2 IOH-F-0lH(peer to peer) &4

4804 =cll0l2 & 48 Jf LI &XI 2l Jis

HAEOLOIMOI &

Perl A8 E A& 2 16M2 R AIESXA N2l 32t X&

ELDK v4.0 XI&

2, Telnet/SSH, AAE 2L ZE VTS Manager

It S ME 28 Linux HE 2ol CIHHOIA ME
=2
SE2e AAE AE E SAHX HAl JIs
B2 0:Telnet, &OILI AIAEI 2&2 0188 U22E
Power (VTS Il 400) or Powerl/Power2 (VTS Il 800/1600/3200/4800)
Ready
Ethernet 1/2 Link/Act, 100Mbps
LED PC Card
usB
Find
Modem DTR/DSR
5 VDC external
110 ~ 250 VAC, 50~60Hz,
&3 power adapter
Max. 0.37A, 15W
4A@5VDC
SZ& 2% :0Cto50C
AE #d MNE 2% :-20Cto 66C
S & :190% OIGH(EH &2 40l gis A
37|
=)
=P 443 mm
443 mm
Xl == 203 mm 203 mm
253 mm
(LxWxH) 155 mm 44 mm
B 44 mm
29 mm 1U, 19 2IX| G4
1U, 19 Q2IXl &0l &M Jts
ol EEXH Jts
2 :0.98kg | A :2.28kg | P :2.8kg A :2.87kg fAH :2.87kg
MTBF 4132 4 3191 & 2557 & 19.07 4 15.09 ¢
b= CE, FCC, MIC, UL
23 JI2t

Met® 58 25
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ASD VTSI AFS D 2E5H0 Holglof ASLIC

MAC =4

LAN = JlEF WERIAAUHAM MAC(Media Access Control) =A== FH2 108 St
IS E LIEHELICH (Ethernet LAN &0l Al Ol= Ethernet =428 S8 LICEH)

MAC 4= 6Xt2l OUIl(Organization Unique Identifier) B1S 2t 6Xt2] SIERN AE Bs=

2HEE DK 12Xe2l otEFNH BHSLICH VTS 112 MAC FA &= 00-01-95-xx-xx-xx0|04, 2/&
BFEAO HIEHO 2tEO0l E USLICH

SAE

HEAIZN A2 ASX B=H.

— = - O & Sdo [ o il
2EIFOZ otLel SHE=2 UE S SHEN ¢gZEs QIELIC g SHIZ 0| SEotd
HZ0l ==5tes 39 SHE2 A2 Wiz Z2E E OOoHE uneguUb(ad=s tat). 2%

2

SclOIgE/MBE SoHe BFE S8, = MHlA
SHol 0IE Xclol= M Z20 At0l2] 2HHIE ZELICH

MbBE ol E£= 0d BRH &2 O TFH ZTZ2d0 MHBIASE HMIol=s 22
SOZYLITH ScH0IHE=E ScHOIHE/ME 20 UAs 2F Z2E E= AMESAZLICHL
g =0, & BN AMShe Ay & HOolXS MHO0 ot Zc2t0 2

= AYLICH Ect2M UMe IFEA2A 2AHUMA QFet HTML IIZs 210 Bretsts
HEQLICI REFES HMeldst) HTML MY E Sd== ZRE= MBHLLICH

@
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ISP Internet Service Provider

PC Personal Computer

NIC Network Interface Card

MAC Media Access Control

LAN Local Area Network

UTP Unshielded Twisted Pair

ADSL Asymmetric Digital Subscriber Line
ARP Address Resolution Protocol

IP Internet Protocol

ICMP Internet Control Message Protocol
UDP User Datagram Protocol

TCP Transmission Control Protocol
DHCP Dynamic Host Configuration Protocol

SMTP Simple Mail Transfer Protocol

FTP File Transfer Protocol

PPP Point-To-Point Protocol

PPPoE Point-To-Point Protocol over Ethernet

HTTP HyperText Transfer Protocol

DNS Domain Name Service

DDNS Dynamic Domain Name Service
SNMP Simple Network Management Protocol

RADIUS | Remote Access for Dial-In User Service

SSH Secure Shell

NTP Network Time Protocol

UART Universal Asynchronous Receiver/Transmitter
Bps Bits per second (baud rate)

DCE Data Communications Equipment
DTE Data Terminal Equipment

CTS Clear to Send

DSR Data Set Ready

DTR Data Terminal Ready

RTS Request To Send

DCD Data Carrier Detect

15




2: AN &6tJ]

= H0lA= VISIIE XS &Xlotl £&ddt= 20l ot
-21 HE A0ME HE BIXI & LED HAl S8 &
-22 of=F0l G250 ME VISIe HE, WERZD & X & LdHS £&FELICL

- 23 A28 ZE0 ZEol = NAE 25 = Telnet £= & H=E AESHH VTS 112

25 ZE0 Es5ctes 2ES £FELICL
AZotA® Gs2 XS0l 2QELICH

- ofLtel &M AHOIS(WMIIXIo Z&tF)
- ofLtel Z&/Ethernet HIOIS(IHIIXI0 Z&E)
- AoIE IIE@IIXIO Z&tE

- WESIA QEBOIA FHE(0I5H NIC)IH Q= 5HLISl PC E£= 5tLIO| RS232 Al2Y ZE

ol

2.1 THE HHX

2.1.1 VTS 11400 THE HHX]

VTS Il 400 Ol= 18 2-11

=
DE0l BEAE DU ARES M IS0

HAIE @8t LED £0| 2Xlol UASLICH
230 & 2J09 AMEH LEDIF F=IHE X9
USLICH 2 LED 29 D g SI222 2J49 Ethernet ZE,

(o)

USB ZE, BEe| 2[4 AKX, 8 A3 2 AlelgE ZESO| /JUSLICH

0_|r
rlo
FH
n
=
=
x
02
i
2 10
zo 0
>
[
0
:§?:|

est  Ethomet 1 Ethernet 2

& 2-1VTS 114002 HE X
2.1.2 VTS 11 800/1600/3200 THE HHXI
VTS Il 800/1600/3200/48002] & WL 18 13 2-29t 20| M M0 &E HAIS 9l

LED S0/ 9IxIsh USLICH 20| e

[}
o LEDJF =2 RIXoll UM PC It A3 & HEL A ARXNE 8T AN <



UASLICH 2 LED 2 JIs=2 # 2-101 £F =0 ASLICH VTS 1l 800/1600/3200 2 & gHdl
TH2 SLotH (VIS Il 4800 2f 2 M A0l MO X)) IHE XF=22 212 Ethernet
HEE,USB ZE, 83 A3 & A2l ZESO0| UASLICH

VTS II 800

VTS II 800

VTS II 1600

VTS II 1600

uss

c

VTS II 3200

PC Card

VTS II 3200

100-260VAC
s0/eeHz, 0.57A

VTS II 4800

PC Card

Ethemnet 1

VTS H 4800

EDOD

nsole  Find  Ethem:

Ethemet 1

Ethemet1  Ethemet2
0ombps  Find

Ethernet 1

Ethemet 1

Ethemet1  Ethemet2
100Mbps  100Mbps Find
Link/Aet Link/Aet

uss.
Pecand

Factory Reset

Factory Resat

& 2-2 VTS 11 800/1600/3200/4800 </ HE Hx/
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# 2-1VTS 1132005/ LED /Al &=

TAS S
ANAE Power 1 A A3 10 A0 Bz3EHe d2 S LU
Power 2 A A3 20 MR B3=HeE &2 s Ut
(Dual Power 2210 &)
Ready AMNAE =0 FHIHE 32 88 U
FIND olg VTSI o fAXIE #I|fst 82 MSELILL
Ethernet 1 100Mbps Ethernet 1 X EJ} 100Base-TX HZGCE=E dR S ELICH.
Link/Act Ethernet1 ZEJt HER AN HZBEH= B2 ESEOH Ethernet 1
IEZ Eoil 30l S0 UilsE L 2eHELICH
Ethernet 2 100Mbps Ethernet 2 X EJ} 100Base-TX HZGHE=E dR S LU
Link/Act Ethernet2 ZEJt HER AN HZBEH= B2 ESEOH Ethernet 2
TEZE Sl 30l SOH2D Uils B 2Lt
PC Card PC Card EXIJt &sH e 3L S ELICH
(PC Card A210] B=Z 0 Us 2O HR)
USB USB &XIJI &stHEeE 32 85 gL
Modem DTR QE0 &s5te 32 88 gLt
DCD M0 2 U= 2 BS UL

2.2 ot=HAI0 AZ ol

2 diMdeE =J| HAEE <o, VISIIE &X0 HZ6tls SLEHl iatod 8HELICH
-VTSIHO & 82 &XE H&
- VTS IIE Ethernet 518 £= A

- oflg EXI0 HZELIC

22183 AHAZo6H|

VTS lI0 &3 JH0l=S &2

st
[Power] EAISO0l =S4z S dEHE FAELICH

Ethernet HOIE2| &% S VTS Il Ethernet ZE 1 0l 826+, LIKX CHE Ethernet HIOIE2
=

V
SHHE UHERZA ZEO HAZELUCH (Ethernet ZE 28 SAI0N AIEot2XH & J3=R0=
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Ethernet & 2 0l& Ethernet H0IS2 HZotl) LAl CtE Ethernet AHO0IS2 SHHEES
UHERZR ZE0 HZELICH. AHO0I=0l SHI2H H&E&E Z=L, VTS It Ethernet WER I 2+2
HAZHAl= G310 20 LIEHZLICH
- [Link/Act] EAISS =4 X
Ethernet TH2!2| &=4101 O
- VTS 112} 100Base-TX UIES
= XI &Ll Ct.
- M WESRZR AZ0| 10Base-T2! &S [100Mbps] HEAISE HKXIX £SLICH

o

>
i
i
10
=
_O'ﬂ
2
x
m
=
)
3
2
=¢I=|
X
()
30
1o
0y
10

ZeielE A

VIS 4800 =

223 oE EXI0 HZ5HD]

VTS 112 Al2lg ZEN 2= AH0I2S HZELICL MEXIE X9 2L ZEW HAZBotH
X THHOA MSe 2 ZEQ ®REsS Dy Z2IJF JASLICH VIS 1T A0S IIE WIIKX
LHel S43-2 HEHES2 S to1 2o M= LICH XFAlSt
WE2 £F A3 F0/Z [0/0/J8E BEotEA2L.

=
0t
-

bl
ﬂ
=
A2
rr
N
o
1l
o
o
1]
-
[0
ol

A

Equipment
& 2-5 ZH/ENTS W HZ 57/

2.3 AIAEN 22E0 856

VTS 110l &0t 282 0ed JHXIE JASLITH Ols, AFZBXAE fAXIIH 88X £= JA0IU
G20l et getd8LUCH E£8 VTS lle 81AE Bi%, GUI(Graphic User Interface) 0l& &

CLI(Command Line Interface)E K=ot USLICH.

rr

ANAE 2E:
22 MEX= digtl= 02 HEE & 2=/Ethernet HOIES AFEGH VTS 112 AIAE 25
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ZEM 28 2238 = USLICH

23 2s:

BIAE D= QHHOIAE ot ZF AZXes= HOIE WHS2O0IHE Ao vTS 1<
Telnet(TCP 23) = SSH(TCP ZE 22)0 &8 4 USLICH

al:

g EdRME AESHH VTS IIE &Z&dotedis 23 AMEXE Internet Explorer = Netscape
Navigatoret 2& & EctRHE AME0H VTSN 22 = USLICH

o HHE2 BF VTSI AIABISZ9 2018 R ELICH

1) 2ot2 RAGtH EDA VIS I 2 J|2 E&FEZ Telnet 2£1 HTTP Z2ESE 0188 &
&2 Mstotnd USLLCE I BH0= SSH £ L= HTTPS Z2EZ2S 0188 &
S £0H0| JIsELICH 0 &82 9.7 Security Profile0fl &% & Hi2b 20| System Administration

> Security Profile =20 A 21&0| Jts&LICh

e

2.3.1 MAHEL 2& AME0lJ]

1) 2 =/Ethernet H0IE22 &% &2 VTSI 25 ZEN HZELICH

J&g 2-6 VIS0 A/AE Z£ H0/ES HZ o7/

2) RJ45-DB9 O &Ei(female adapter)E AMEX B F
3) MEX BFEHS Al2lE ZEN HOI=S2 &F 22
4) OGtOIIHEOIE (HyperTerminal)t 22 HOIEY OHSdI0IH Z2O3s AS#MELICH G2

20l HOlIE odi=diold T2 Aleld & netolsHE & & LIt
B 9600 baud rate

B 8 Data bits

B Parity None

B Stop bits 1

®  No flow control
5) [ENTER] 2I€ S&LICH
6) AMZEX OIS HIY HESE dSHot2 VTS NI0l =210 LICH O8d &0l C2E 8t

ANEX €8S gLICH
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Login: root Password: root

Login: admin Password: admin

Al, S&8t AFEAH IEHIOIAJE LIEtELITH ®AE Biw B HOIA £= CLIE
= SLICH 2 ALSX JEHAM AISE = U=z JI2 AASX
AHOI A0 CHE KHAIE B2 9.1 A EAF &C/E EXotaAIL. CLIOI CHSt XHAlS

JlE2 CIHHOIAI AE M2 &8 39, 18 2-7 0l (= O 220l LIEFELICH

& 2-7 Hel b7 28(VTS 1l 4800)

el Olw a2 AIEXeE Oiw BIsE Y=ot VIS Il Wetlle 280 28 fiy 52
g = AsUb. Z= I20IEH= VTS 112 HI=Zd(Flash) OIZ2cl Z2t0l MEZO,

-~

EH
EXs Hi=d0A [s] 912 Hd=6t0d BH3= Wet0lE gt= Flash OI2c2l0l MEE

o=

4
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USLICH H=AUAM [a] IIE HEiGHH BHEE 43
Ol=O0lA e LS &= ASLICH

o
Jd
0o
=
n
1>
30
[
2
x
U
x
Je
ol
2
=2
e

=2 AtEdt= VTS 10l 61 A0l BFEA VTS 112 IP =4S 200k
SHLICEH (KHMISE g2 3. HIERZ &&S ZXAGIMAIR). VTS 112 B& ZE6tAl JI2 IP Fac=
192.168.161.5! LI Ct.
2R 2L JIs2 FAZF ZTAE ¥ ZEUA Disable € = USLICL(AAIE LHEE 35 IP
IANR). VTS ll= &2 252 2I& Telnet & SSH Z2E2 2FE XJAELICL
th, & Z6tAl Telnet Z2E2 X2 HISH(Disable)=l 0] JASLICH Telnet Z2E2S 0/25H0]
A 2L &2 Adte E2 9.7 Security Profiletil & & B2t 201 System Administration >

Security Profile 220 A Telnet T2 &2 X|& S Enable ot0{0F &LICH

&
0
u
0
Ja]
el
Ol
ﬂ>

CtE2 XI&Eol et visn 3 250 o2

on

FLICH.

1) Telnet((t= SSH)Z=Z )& L= Telnet(t= SSH) Jls(0l, TeraTerm-Pro £= Hyper

Terminal) XI&ote Zz0dES AHAZLLC =8X IP =4 2 Port Number= VTS
N2t S2ooF &LICH ER8 Z2, port numberE 23(£= 22)2= XIFELILCH

[ut|
r&"

AEX BFEH EE el CIEHBIOIAN TS YEUHE LASLICH
telnet 192.168.161.5 (or ssh admin@192.168.161.5)

= U3 Me0IHE 2= Telnet T2 OHS AMAIZLICH

Elle Edlt Eetup antml ﬂll‘ldDW Help

Tera Term: MNew connection

& TCPHIP AT 192.168.161.5 j

¥ Telnet TCP pori#: |23

" Serial Port: ICOM1 vl
0K I Cancell Help |

J& 2-8Telnet ZT=7& &Z& 0J4 (TeraTerm Pro)
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mailto:admin@192.168.161.5

2) AZXe BHEAl VTS 12 20540k 5H0f, Ol AFRX 0|21 252 tEHLCH
AFETH 012 L 259 [IEE HF2 AAH root2 98 root L AIAE Z2XE 98
admin & JIXIQLLICHO.L AR /2 HESINAR).

3) VIS IIJb &0lst 32, CLI ZEZE &= HAE s HS LRIt AZEX HEQ JI2
shell X0 M2 AFSXKOIJ LIEFZLICH AFEXIJF CLI ZEZE0| 2016t 0K 6=
AS MBS LIS 11: CLI SHAMHZE EESAAL. AFBRHS HIAE % QIEHOIAS
MBS Ol BISEZ 23t =, [ENTERIE =2 Oy 822 d=ig & UsLICh
AFETHS 019 SYBt 5101 =6 Zost D20HE 438 & USLICH

24 3 B2t M &2l 2AIHHOoIAN &6l
VTS ll= HTTP ¥ HTTPS(HTTP Over SSL) Z2EZ2 2S£ XN2ASLLC &, & E5tAl Bot2
215101 HTTP Z2E2 X 22 H &H(Disable)sl0f UASLICH HTTP Z2E2S 0/83510{ VTS Il 2

=g Aot

[uind

A B0

Security Profile

= &2 9.7 Security Profiletff &= H2t

F20M HTTP Z2&= XI¥ S Enable 6t0{0F & LICH

20| System Administration >

VTS Il Ol= AtAl & 2tel HOIXIOF /}SLICH vTIS I & 2tel HOIXIo &EX5ted™, VTS 112 IP
=4, = RS8 SAE 0|82 & Ect2XM URL/Location ZE0 Jol0oF &LICE. 0[S Sof
AEXt= VIS Il 270 stz AF 0/SsE += USLICH AISXte J&e AEA 0180 HIE
BISE ME00 20 SO2M 1SS 20I0F ELICH JI= €32 Ust £sLICh

Login: root Password: root

Login: admin Password: admin
VTSI & 22/ Ho/A0 &§=o17 &, AAEAHE VIS IS IP FMEE Fget 245 0/5),

e/ AHER 143 &&= ZAtolOF EL/CH
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|
VTSIl Series SEN A

Management TECHNOLOGIES

User authentication required. Login please.

User ID :

Password :

Copyright © 1998-2007 Sena Technologies. All rights reserved.

& 2-9VTS | & 22/ HOoIA £32/ 357

08l 2-102 vTS 11 & 22l IEHHIOoIAN et AFS X SHO0IXIE 20 SLICH s Bl 3tH
2IZ0 UASLICE O Ht= JtE Z4R9 48 s 2SS EZEotl USULCH s e
St=2 HEGIH 2 OS0M AIS Jtss 2 69 w2 &AM EIIE LG AlEXt= otsl
O &S MEG0 oY &0 st Otet0le 2488 =38 = ASUt

AP RO offY HIOIXIS BE2E Al W6t HEHOIXIS &f ML Y 229 e
g=2oz2 A 0lse = JUAES, VTSIIE HOIX M= OtcHol B2E HAIGHD 2 Z20tCH CHE
HOIXNIZ E3IE M3ELICH. 08 2-102] &2 IP configuration M= OteH0l /network/ip 2t=
2t HEAIZ D AIZXOF B2 W network = ip @35 HEHGHH Y HOIXZ HEE =
USLICH

MEX= Z2E HOIXIONA [Save to flash], [Save & apply] &= [Cancel] Jls2 =&& =
USLICH AL Xts €3 IOl S BZ 8 = [Save to flash]E &G0 HIEZ A HI22 0
HZAE Itet0le 2t2 MEGHOF LITH 2 HE MES HEStediH, AHEXt= [Apply changes]
=S &Eichor &LICH. 0 S&2 0 bt SHEA AFEE 2= UASLICH AFEXDE [Apply

changes]S &gt Z220 Stoll, M2 L2t0le 20l VTS I Zd0 HEELILCHL AI=2Xe

[Save & apply]E SEIGIH SAIN HE A2 HEGLD B2 =% A1, [Save to flash]E

et M&ESt = [Apply changes]E SEiGHH HAE LHES HEE &= USLICH AEXIt

MZ2 Iet0le e MESHN 210X ote E2, [Cancel]l2 HEELICH 2E HE
2

F A B Ol gt0l 2&F LI

=
00
0
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|
VTS 1I'Series

Management TECHNOLOGIES

|| User - root || IP configuration
[ network / ip
Network
IP configuration IP configuration #1
SNMP configuration — = g
Dynamic DNS configuration T
SMTP configuration IP mode: static IP w
1P filtering configuration IP address: 192.168.12.32
NFS server configuration Subnet mask: 555, 755.0.0
Samba configuration Default gat . —
Web server configuration efault gateway: 192168 1.1
Ethernet configuration Enable/Disable secondary IP address: Disable «
TCP service configuration IPv6 configuration
PPP configuration IP mode: |Disable v|
Serial port IP configuration #2
Clustering IPv4 configuration
Power controller IP mode:
Peripherals IPvE configuration
System status & log IP mode: | Disahle v
System administration
System statistics Eﬁﬁ]s;:old IP at bootup time on DHCP
Use Manual DNS:
Activate Locator LED Primary DNS: 0.0.0.0
Apply Changes Secondary DNS (optional): 0.0.00
Login as a different user
Logout
Reboot [ Save to flash ][ Save & apply ][ Cancel ]
Menu Bar Workspace

Caopyright © 1998-2007 Sena Technologies. All rights reserved,

JE& 2-10VTS I & 22/ a5
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3 UER/I £F

311P &3

20N VTS IIE AMEdtdH, "s8 IP =40 EEUC IP =20t

|'k0II

AZX UWERA

SHITA @22 32, ALY 2A2IX0H S2IotH VIS IIE ?Igt =&8t IP =48 &4 5L
L

HEKI0N VISIIE HZ5tHAH, DR IP
SELICH OteHel LHE2 S Interfacelll S0/ HEELICH

=

VTS ll= Sl Ethernet interfaceS Xl

3.1.1 IPv4 address &%

VIS Il IP =2 & Al, AIZX= Us 22 2)42 2HY BE2&EZ Z2 GtUE d9gy =
USLICH
e Static IP

e DHCP (Dynamic Host Configuration Protocol)

VTS ll= =J| JI=8tE 192.168.161.52] IP =AE 2= Static IP 2E2 4350 JUSLICHL B
3-12 2J4i2 2= IPp €& IIct0IHE EWSUO. 8 3-12 AMEX IP 23S BHot)|l g

M & I8t GUIE 2N SLICH

# 3-1\Pv4 && Of2t0/EH

IP address
Subnet mask

Static IP Default gateway
Use manual DNS (Enable only) / Primary DNS / Secondary DNS (Optional)

Enable/Disable secondary IP/Secondary IP address/Secondary subnet mask
Reuse old IP at bootup time on DHCP failure

DHCP Use manual DNS/Primary DNS/Secondary DNS (Optional)

Enable/Disable secondary IP/Secondary IP address/Secondary subnet mask

== AsLICh

o

AMNEXE E£8F IP modeZ DisableZ &6t HWEKIN VISIIE HZ6HA &

o

, Secondary IP address 2t Secondary subnet

SE8EH, AEX= 0l 2XF IP =25 SotH VTS

Enable/Disable secondary IPJ} EnableZ2 & &

= 0

maskJ}l StaticIP ZT2&EZ22| |g¢&t IP =
e &g &= UASLICH 2X IP =AE HAFole &Y 2 3.1.2 Static IP F=24£ AIE6H/2

LYV Ny =]

& GHAIDl BHELICEH
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IP configuration

Fnetwork fip
IP configuration #1
IPvw4 configuration
IF mode: static IP «
IP address: 192.168.3.48
Subnet mask: 255.285.0.0
Default gateway: 192.168.1.1
Enable/Disable secondary IP address: Disahle
IPvE configuration
IP mode: Disahle -
IP configuration #2
IPvw4 configuration
IF mode: Disable «
IPvE configuration
IP mode: Disakle v
Reuse old IP at bootup time on DHCP Disakle
failure:
Use Manual DNS: Enahble
Primary DMS: 0.0.0.0
Secondary DMS (optional): 0.0.0.0
Source based routing: Disakle
Save to flash ][ Save & apply ][Cancel]
& 3-11pv4 &&
3.1.2 Static IP =4 AIZ56}D]
AEXIl Static IP =AE AIEE HL, VIS 119 IP =A% 23 Ase ZE A& M20IHE
=522 XHaolior ELICH 0l& H2t0lE 0= IP =4, Subnet mask, gateway2?t DNS serverJt
ZatELICH O MEME 012 20t XHMIGHA CHE A LICH
& VISIE 282 I 010 £83&5 FFE 0/80/00 WEFITE 2o/ 2 &LICL
IP address
Static IP= “1&¥” £= IFFO AE WSO A= gLIOL 0 HEs=E ZFHOH g€2D0
HERZA &2 /Xl =A2ZMe 9es LIt BRE= 0ldst IP =AE AIE0tH HERZA
AUA As Aldstnd OSte 4= USLICH Tets, Hd8dE 1P 4o HERZ SHWA
H{&E2z IR0t R5oforet &LIC
&7 192.168.1.x &4/9 IP =& ISP (Internet Service Provider) 7} W&o/ ZELIE T oA
AF&(private) =AE/L/ICL VTS I AI2/XE FEotH T R0 Ui PIHA I &2 FFE8E Fof
GIOIHE =10 82 = A0/0F otlH, 0] FR 288 FO IP £LAE EEWHOF &L/IL. F2/ 1P
FAE YHFOZ I ISPEFEEH 2LotHLF SHE = ASLICH



Subnet Mask
AE

i

Se Ze WX X, B A2 E= SUE LANAN U= 2E UHEYD sAEES
SBLICL WERIS Sof LIoke B20l Y= B VTS I Al2lXE 20l KFE TCP/IP
SAED 22 UEYI FHl USK MESY DIAIS Sof =HeIsLICh T4 VTS I
ANEIZeh SUa WEHT A0 ACIH VTS Il AlRIZRSEH ME A0 12X 2o

Default Gateway(J|2 HIOIESI0l)

HOIEHOl= C& UEfZ2Z S0ite &
HER3A WHM = X< ISPHAM EciH FHe= HOIEHO L=guUt. 22
HESD 28 8o SAEQ S4Iot)| 19 Jl2 HOIEHOl dFEHS IP

=aE  ZO0toF U AOIE/Ol 1P =201 CHet H&Es HEs UERZ 22l Kol

4
12
ol
o
Qﬂ
rr

HES ZHILICL LerE<e=z

1o
=
=)
ol
rr
oy

X
rr
<
=
(0]
=
o
I

Primary / Secondary DNS (9|

AZXIE S8 EAMOIEE 2otk ofH, AFRHE ZAIOIES F&sH IP =20 Ooto
Cl

M
p=)
HT
val
O
zZ
2

>
T
2
=
Mo
K
1
10
o
=
0
_O'ﬂ
=
0
x
T
=
iy
I
|10II
5
O
Z
w
r

DNS(Domain Name System

QIHY ZOIR WIS AEGHH IP A2 BEAHTE ZA2UL0 S0e UlYd2 sena.comlt
22 S22 AE Lo g4 01801 2etH2Z JIYot)ot O &&LICH DNS A=
st SAE JIBtel SOl =S TCPAPO HZotdl Aol <At IP FAZ BEAMAF=
SAEYLIT

VTS Il Al2lX2 DNS JlsS AEotHE e ez SAEN 858 = UAES 0l DNS

MBe IP =45 3080t &LICEH VTS Il Al2l== Primary DNS 2t Secondary DNS 22 DNS
MHel IP =AE HdEote Y¥E2 M3ELICH. Secondary DNS MB &= Primary DNS AHE

=g = gl ?lof XIE&LICH

i
==
=

Source based routing
FoHel eyl MHlIA T Z2HEOIEH(Service Provider)2 5 E IP address £ EHOF VTS Il Al2l =2

Ol EE 22t HAZE Z22 201 AFEXDL 8 I Ola2 2tRH &HF0| ZRst &<
MEE= SEYLICH 0l S&8= Enable2 HE5tH S& UE=Z CIHHOAE SotH dEE
m2le ol UE=3 CHHOAE Satd ChAl SE0l =0t JtAH €Utk (0l s&0l
Disable2 &I U2H VTS Il AM2IZZ2RH Wte OE MEBUYES &8 2= UWERI WA
Default gateway Jt &&= UE=3 CIHHIOIAEZE SotH M2 T/ A ELITL)
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3.1.3 DHCP A+&34ltJ|

S8 SAE 4F S AYDHCP)2 UESRZ 2eliot IP =42 g2 XA UWERAINA
Y 2ot A=Y = JUA o= & ZZ2EZLLICH. DHCP= UWESRZA 22/AIt IP
=48 SHTEUAM =06t 2Hiot== ot FFEIJH GE UWERZ |AX0 241 & =R
MZ2 IP =28 S22 d8EHESE Ut

Static IP 222 B2, IP =A= 2 FREHUH =522 LS00 SLC. 2 FREI UE
HERA |XZ 0lstle 32, MZ2 IP =201 BtEA Y200 &LICH IP =20t DHCP
2E0AM 2EHE IP =4, AEY OtAZ, HOIEROl, DNS MHE ZEgols Z= L2t0IE Dt
AAsez2 £ZELICL DHCPE &2 IP =20t otutel FHEU ot |E8 Al =,

Ls

“CH O (lease)” )

0l
ujo
>
0F0
il
c
o
T
44
-
i

o

Il
fell
rr
o
1]
0]
o
Ho
fn
=
«u
=)
m
rr
O
I
0
§v)
x
[==

VTS 1D HEEE OO VTS lle UWER D &0lM DHCP RES ZEELICH DHCP A2
Sgils IP =42 HIXRoH MES O0tA=, HOIEROl =24, DNS A & “CHO” Al2t0l

S JASLICL VTSIIE SAl 0let 222 A HEZ2l0l MEELICH “THH"D
= DHCP ANHZRH "HH” Al2t2 AEES QRFESLICL. DHCP AMBIJF U (&S s
2, VIS ll= HSohA 8l IP =42 H5E = UASLICL DHCP MBIt U A& S S2l6HAl
= 8%, VISIl= DHCP MBIZRH MZ2 IP =4 RF EXE AMAEULH

L=
n
rr
XY

& . DHCP ZZ0/4A DNS AHE H&sot ZE HERT 2 VIS | IIEI0/HE I&ELE
SFETEL/LL DNS AUt &L AFLA FE FR AEANE Primary 2 Secondary DNS
AE S CEM +E5LF HFTE =+ LZL/LL DNS F2LAE & &F o/, Primary £

Secondary DNS £ £ 0.0.0.0 (#&&)ez L& &L/

Oio

DHCP Mbi= UWERZ 2cliIt 22lotd U= IP =2 S0M IP F=AE SHCIZ 2HELICH
Ol VTS li2t &2 DHCP Zc20IHEJt H=E MOt g IP =48 #=4&gLICt. DHCP
NBOA 1P =25 0AGHH AEXIOF M £

S&oior ELIC

ot AESH0 A= VTISIIS MAC =48 2010k & LICH

Reuse old IP at bootup time on DHCP failure2 Enablez &3&5tH, VTS 11D} & [ DHCP
MBOIA VTS 1S IP =28 &8 & 2 & 32, 28 H0l AMSotd IP =42 0/Sot¢ IP
ot UEKIN AZELICH 0 = “HH” AI2H0l S22 & DHCP AH
L FELIC

=2 N
T
2l
i
i
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3.141Pv6 =4 &F

IPv6E IPv4el =4 1N EX
SIASULCH IPvee = Z2F SUHZ 2=
AUSLICH IPVBOIM = ctRE 2 SAED SAIGHH AS22 IPve =4

L8 IPvelilA=E IS 233t Jbs

M
%
Y
Qj
K
>
P}
e
0
9
|0
[o=)
o
>
e
(=)
z{_l
=
[wm)
T
é
=
HU
o
04
nc

C
I

e Auto confiuration
e Manual configuration

e DHCPv6 (Dynamic Host Configuration Protocol version 6)

# 3-21Pv6 && IO/ E
Secondary IP Address

Auto configuration 6to4 tunneling Enable/Disable / IPv4 address of the remote 6to4
relay / Overwrite local IPv4 address
IP address
Default gateway

Manual configuration Secondary IP Address

6to4 tunneling Enable/Disable / IPv4 address of the remote 6to4
relay / Overwrite local IPv4 address

Secondary IP Address

DHCPv6 6to4 tunneling Enable/Disable / IPv4 address of the remote 6to4
relay / Overwrite local IPv4 address
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IP configuration

/ network / ip

1P configuration #1

1Pv4 configuration

IP mode: \ stati IF’“:
IP address: ]I*E}i]igﬂiéil{B \
Subnet mask: [255 255.0.0 \;
Default gateway: [192 168.1.1 I
Enable/Disable secondary IP address: rm‘

IPv6 configuration

IP mode: | Manual configuration |
IP address: |2002 4b28:715¢:1: 201 f8fy

Default gateway: 2002 4b28:715c:1:201:
Secondary IP address: \ T \
6tod tunneling Enable/Disable: [mw

IPv4 address of the remote 6to4 relay: []92 83.99.1 [

Overwrite local IPv4 address (optional): [
1P configuration #2

IPv4 configuration

i Mieanls 8l

IP mode: Disahle vJ

IPv6 configuration

IP mode: \rﬁisiafifé i :
Reuse old IP at bootup time on DHCP fDisabIe ;‘
failure: ~
Use Manual DNS: 'Enable v\
Primary DNS: [168.126.63.1 \
Secondary DNS (optional): ’158 126.63.4 \

Source based routing: EDlsabIe v

[ Savetoflash |[ Save &apply |[ Cancel |

7&/ 3-2 IPv6 address &' &

AMEXt= L8 IP modeE Disable2 &ZF0l0 IPve UWIERIN VTS IIE HZGHA ES =&
USLILCH

3.15IPv6 =4 XIS &3

AMEXJb Auto configuration 2EE AEE &H2, VTS ll= RA(Router Advertisement) OlAIXIE
g0t VTS I12] Mac address@t X80t IPve A5 ML LICH

RA OAIXl= 2tREIL HIIH2Z B4AlotHLE RS(Router Solicitation) HIAIXIE #AFMES O
SUELICH SAEE 0l HAMXZE 2= AL, 0l prefixS AESHH XS FAE
23g = UsLICL

S HAIXE ct2EN RA BIAIXIE 2Fot= HIAIXIZLICH

i

B prefix
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& 1. IP mode £ Manual configuration0/L} DHCPv6 L= &

EIoI0E, WEFF0 RAE ZUE
RouterJf ZIHEICHEH VTS Il& RAZE AIESIH IPv6 =42 M4

e/t

3.16IPv6 =& =5 &

0

M
=2 o

Let0IeHE =22 XA &LICH Oleist H2t0IE0l= IP address, Default gateway,

Secondary IP address 0| Z&&LICtH

AEZXIE Manual configuration Z2E5E& AIEE &2, VTS 112] IPv6 =A% 24 A= 2

rn

IP address
IPV4Ol A2l IP address®@t OI&IIKIZ “DE” L= FRAXO Al
IPv4AOll A2l subnet maske 22 9&EsS

prefixJb M CHH 1) 2 645 20| &HLICH

Default gateway(9|2 HOIESAOI)

IPv40ll A 2l gateway?t 22 S22 = atLICH

Secondary IP address

FIIE2Z IPv6 addressE 2S00 ALEE == USLICH

3.1.7 DHCPv6 AIE

IPv40l A2l DHCP2 Ot&HIHXIZ IPveUIAl = DHCPV6E ALESHN IPE &Y 22 = USLICL
3.1.8 6to4 Tunneling

IPv6 UIERIE FdolE IPve LIERIASS

UL, HEIL IPv4 S0l tREotA @2 =5 UAsULCL 012 22 SHE diZot|
over IPv4 EHE0[ct= Jl=S AIESELICHL

6to4d= RFC305601 JI=Z0 U= H2=2Z, IPva SE0AM IPve ALOIEDICI S4lct=
AMOIEDL S88t =48 0l8dlA NsS22 BHES =olk: XA LICH 6to4dE 0IE0l
AMOIEONAM AtEdt= =22 2002:VAADDR:/48 2 22 "AlS JELICH ¢IIA

6to4E OlEct] U= AMOIENAM BHES2 E&0| e 6tod4ctREHI = 222 IPvAF
LELICH MetA AHE IPE AIEG6tE 8% 6042 AIEE = SSLICL

e
Y
%
1A
ils
%
<
()]
o
Im
U
N
I
p=
_O'ﬂ
=
e
i
4
|_

L
ST
o 3
<
(o]

<
S
>
@)
O
py)
L

J
ol
rr

s

IPv4 address of the remote 6to4 relay
Relay MB12| IPv4 address& LICE. Ol relay MBIE Soll IPvARIZ UM IPv6E AIESE = USLICH
192.88.99.12 relay MHE XIEGtH, &M VTS 112 WERZA /AXUHM ItE I relay MHE
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ROb 1= AFSELICH OdU Oldst H-EHE I8 22 relay MHE F= 2RI U222,
St=2 M AFHR(203.254.38.130) ctREHE AIEoHU UERZA 2l M0H 22N AL,

Overwrite local IPv4 address

g Bl Ipvd F=AYLICH 0 =20t gl B2 AsS22 &M VTS 112 IP F=AE
AMEELICH BteF IP =0t AbE IP =2c2tH 6to4 tunnelOl RAEEX 2E = USLICHL

3.2SNMP &3&F

VTS ll= SNMP v1, v2 ¥ v3 Z2EZZ XI&5t= SNMP(Simple Network Management Protocol)
HOIMEDL ASLICE NMS L= SNMP EctXM2 &2 UWERI 22Xes VIS IIZ2 =
USLILCH.

Jlsol 8= & = AS =0 otLict HEE weEe
SNMP Z=2Z&ZE GET, SET, GET-Next, 2l TRAPES ZgtetLICh 0l JIs
= AL

=1=r A
= stet £

s =5
DRRE E0HE OIMIE 2 EX= 22 4 YDN(TRAPS), KHAIS HEE 9 &= x3s
& QOM{(GET) X AHEZ HZs & USLICHSET). SNMP 0= H2 o 2o Jjss
=38 4 9= GET-Buk JIS0l =L QUSLICH SNMP v30ls 20t IS0 235D el
S2i0] Z=OtEASLIC
SNMP 28 IHUS So ALSAFS MIB-Il AIAE JHH, B2 MO 2% 2 TRAP 2410 &0
ol HF2 & & USLCH 0 HIS0A EFE Bls 2 D8 L = Ho2 2
A8 & AUSLICL 12 3-3= 2 OHHOAS 3 SNMP &F 3181 205U
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SMMP configuration

f network £ snmp

sysContact: administrator
sysMame: Sena VTSI
sysLocation: my location
sysService: 7

Options: Trap Ernail
EnablePowerOnTrap/Email: Mo w||Mo «
EnablesuthenTrap/Email: Mo s ||[Mo
EnableLinkUpTrap/Email: Mo s || Mo s
EnableLinkDownTrap/Email: Mo« ||[MNo s«
EnahleLoginTrap/Email: Mo s || Mo s

Trap event recipient's email address;

Access control settings (NMS)

Mo. IP address Community Permission
1 192,168,100, 101 senavsi Read Only  «
2 O |D.D.D.D |
3 O |D.D.D.D |
4 [ |D.D.D.D |
Access control settings (SHMP-W3)
Mao. User Security-level Auth Priv Permission
1 admin AuthfPriv MDS DES ReadMrite
2 O
3 O
4 O

Trap receiver settings

Security-

Yersion
level

Mo. IP address Community User

1 [Ofoooo |

> [J[oooo |
|
|

3 [Ofoooo
4 [O[pooo

Save to flash ][ Save & apply ][ Cancel ]

78/ 3-3SNMP &%
3.2.1 MIB-Il AlAE! 2HXI(MIB-1I system objects) &3
| 2 VTS 112 SNMP HIO|dEJL AtZol=

USLICH Olds €& 2 MIB-Il sysName,
2

sysContact, sysLocation 24i| A2 & (0ID)Jt AtEdt= 8t2 Mol &LICH

MIB-Il AIAES 24K 28 Soll AIAEAEH, 0
(6]

B- X
IS A & 2 (Authentication-failure traps)S & & & %

iy

EnablePowerOnTrap/Email, EnableAuthenTrap/Email, EnableLinkUpTrap/Email, EnableLink
DownTrap/Email 3t EnableLoginTrap/Email0l Z4g ZHS Trap event recipient’s email

addressZ OlE=S &d&oHH & == UsLICH
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2t OIDS 2tttel 88z Us 25Ut
® sysContact: 22| AIAE(VTS )0l et BEA & E g 22lX0l HSHS Fots

dEs £8gud

A

® sysName: AIAE AN AEZe=E 0182x LEHIHOZ LS9 FQDN(Fully Qualified
Domain Name) & L|CtH
sysLocation: AIAEIS] AN Sc2l& X (0, & 3845, &4, S
sysService(HJ18E) . SOtE =clE LA USZA
LIEFYLICH JI22t92 VISIE 28 Z2I3(7) o
® EnablePowerOnTrap/Email: SNMP HO|ME IZZ HIAD
2 MHs 88 NoIX R E LIEFYHLICH

® EnableAuthenTrap/Email: SNMP QIO|ME IZ=2 A ADJL 21F AIHY 23 F2 MAHS
SiEg WX R E LEHHLUICH O AN s¢t2 S8 848 FESE 0 SUOE 01He=2
D= & A 2HE FEE HEH M2 = UA=s LYHES HMSEULL

® EnableLinkUpTrap/Email: SNMP OI0IXME Z=z= HAD
8 MHs 88 NolX R E LIEHYLICH

® EnableLinkDownTrap/Email: SNMP QO E ZZ A D} Ethernet HZ 0| &H&E A=K 0l
o2t A8 MAsS 58 AKX RS UEHELICH

® EnableLoginTrap/Email: SNMP W08 E T2 JIAJL AIAEIN 2200 FH=Xo 28 HE

HedS 512 AHeUX HEE UEHELICH

bl
N
=
(o8]
i
N
A
rir
I
0
2
o
o

AtE K&A0l 2st &2, MU Jls NJFEHAZ HEOHAID]
HtetLICH MIB2F SNMP2| THAlIgt 2= RFCSl 1066, 1067, 1098, 117, 1318 12l 1213 2AE
S

3.2.2 HHlA RO &3(Access control settings)

HNA HOE VIS I SNMP OOl EM st ekt 8% JisdsS F2otd USLICH 0
Ol7 a0l &= 22/ X2H01 VTS I SNMP OOl 8 E0 E£610d 222 watotl AsS Mg
= UAsUCL XNEE IP =40t gl ER(E= IP =4 0.0.0.0 0 JI2&), B SAE
22l X VIS IISNMP OOl M EN 858 = AsLIT

SNMP v3 HAIA W= VTS I SNMP OIOIMEN st 8% 322 25 Cl
a0 28 E2E AMEGSHH VTS I SNMP MO8 E0 E56tH 222 weold HSS Mo

&= USLICH
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3.2.4 E® £=41D| €3 (Trap receiver settings)

EY #4Jl= VTS Il SNMP OIOIEEZRE SR8 OIHE(TRAP) Zd &&= 22/XH0A
sS2g > JAESE FoFLICL

3.25 SNMPE 0|28t &2l

NMS(UIER T 22l AMAH) = SNMP E2tRME AIE6t= SNMP Z2&EZ2S Sl VTS IIE
2elg = ASUCH VTS 11D NMS £= SNMP Bt Mt AT U= SAENH HES
oA NMS L= SNMP EcCtSME ALE0tIl &0, HAA MO 282 ZEol dEol0t
gLICH 8 3-42 VTS Il SNMP OI0OI®E2| MIB-Il OIDE EctRE ot A= LerHOl SNMP
s

_|O x|
File Edit “iew Operations Help
SEBHaHE a0y B dUE AE0 2?29
Bt Loaded Mibhodules al
@ H-tg RFC1213-MIB Host 1892168410 ﬂ Cnmmuniw i
? )‘i org Set'alue w | Write Community
@ 5 dod
@ &5 internet - -
directary
§ &5 mgmt ChjectID |.i50.Drg.d0d.internet.mgmt.mib—?.system.sysDescr |
@ &5 mib-2
e
Sent get requestto 192168410 - 161
sysContact. 0--=administratar
@ sysUpTime
g Evgﬁ:mzd Sent get requesttn 192.160.4.10 1 161
s szsanatiun sysMame.0--=HelloDevice 55100 B
i sysSenices
@ &5 interfaces Sent getrequestto 192.168.4.10 : 161
@ ithumhber sysLocation.0:--=Unknown
@ [ ifTable
e [ ?T Sentgetrequestto 192168410161
e[ P sysServices. 0-=T
@ [ icmp
&= t
o 8 chp Sent get requesttn 192.168.4.10 1 161
@ (] eap iflumber.0:--=2
transmission
@ [ snmp - -
experimental Syhtax DisplayString ( SIZE (0 .| Status mandatory
& [ private ACCESS read-anly Refarance
Lo TRAPS. lale
agpMeighhorLoss i
o] i TEXTUAL COMYENTIONS ChjectlD  [1.361.2111
Physaddrass : Atextual description of the entity. This walue = |
. n i Descripti,. | Should include the full name and version B
: identification of the system's hardware type, —
Global Yiew N a u . T -

J& 3-4 SNMP EZ2}RAHE AFEE VTSI SNMP 0/0/&E S/ MIB-Il OID £Z2/F & (AdventNet MIB
2 2.7)
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3.3 & DNS(Dynamic DNS) &%

TS IIE DSL ctolol ¢

<

]
ol
_>j
o
>
D
o]
In
10

I ogsLth
o 2ot

ZNE=S

EEZS0IMH,

IP =40

O
HEI0 o2t

A

A

X 2= 5t
=S

= =

O
ol

DNS AMBi0l S5 = i VTS 10 = LICH
MO Z, VTS ll= Dynamic DNS Network Services (www.dyndns.org)0il Al
DNS At KIAELICH DIt =& DNS MBIA XSt

K& 2A0 H=6HAIDl BHELIC

PN =

—_— =

Dynamic DNS Network Services)t Ml3ot= S& DNS AMHIAE

3|3  NIC(Network

Information Center-http://members.dyndns.org)0il

AM&Xt= Dynamic DNS Network Services Members NICO| =29l

YIS FIHe 4 AsUCH

=X DNS £& 0Ui=0llA

User name

==S]

y © ™M

2 PasswordE

name2t=2 AFEZSIH VTS IO

= =X

— S M

g 35

Dynamic DNS configuration

DNS AH

2= ol OF

DNS £& & QI H ol

|ADJF D
efLICh.

AE B

O SLICH

Domain name,
NE=PN;

—

= Domain

Fretwork f ddns

Dynamic DMNS:

Use custom program:
Domain name:

Use key option:

User name:
FPassword (new):

Password (confirm):

Enable «
Disable
vtsii.dyndns. biz
Disakle «

vis-user

IPv4 address: 1921681248 (ethl)
IPv6 address: Disakle
Save 1o flash ] [ Save & apply ] [ Cancel ]

J& 3-5 Z& DNS &%
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http://www.dyndns.org/

3.4SMTP &%

ANAE 27 HAIXIOE S i o2 AJ0L ZUIe D HAIXKDL ZME ZH VTS |l
Email S22 Soil 012 2 2IX0H 2 = = UASLICH 0l

H30| SELICLVTSII= U3 22 3

=
[—

Pl E, 258 SMTP A2
tXI SMTP Al =&S XE&LICH

J

e SMTP without authentication
e SMTP with authentication
e POP before SMTP

2t SMTP 880N 228 O20l6H= S Z&LICH
e Primary / Secondary SMTP server name
e Primary / Secondary SMTP mode
e Primary / Secondary SMTP user name
e Primary / Secondary SMTP password

e Device mail address

SMTP configuration

Fnetwark f smtp

Primary SMTP server:

Primary SMTP server name: |192. 162,121 |

Primary SMTP Mode: | SMTP with authentication |
Primary SMTP user name:

|admin |

Primary Password (new):

Primary Passwaord (confirm);

Secondary SMTP server:

Device mail address: |vts@y0urcumpany.cum

Save to flash ][ Save & apply ][ Cancel ]

& 3-6 SMTP &%

SMTP configuration

S network f smtp

Primary SMTP server:

Primary SMTP server name: |]g2 162.12.1 |

Primary SMTP Mode;

Secondary SMTP server:

Dewvice mail address:

FPOP before SMTF

Save to flash ] [ Save & apply ] [ Cancel ]

& 3-7 SMTP Mode A&
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Device mail address= 2 21 % &1 MY Email2 <& LAX, =, S e Y =4S
K&EELICEH SMTP Server= S84 <ol Email =49 SAE ZHQ 0IE0tS &QIstLICH
2tA, X0l TSt Email =4 232

=
(=)
@sena.com)=2 2= 2|2 User nameS AIEE &= USLICH

SMTP with authentication &= POP before SMTP modelt &&= &L, SMTP AIEXt 0|8 &
SMTP password)t Z 2 &FLIC}.

Secondary SMTP &2 X B SMTP NHE S8 N &E0l AIHE Z<0 0I5t <ok
HRELICH =, & BN SMTP AHE St Hlg &850 Al ZR0 e Secondary SMTP A H
£ S0t N d&S AISotAH ELICH

VTS lI= IP =2 DBt EEHE #XS MESIH s¢ #EH0l Sl SAEDI VTS NIl 8=0ts

A %= JIs0l UsUbh 1P 2HE #E= 3ot fgt g€=0= Interface, Option, IP

Interface
OOIEHE %= UESRZA AHHOIAS 0SS &&ot= &=2YLICL OGS A JtX2 el HolA
= otUtE HEELICH

e ethO:VTSIl J|2 2IHHOIA

e ethl:VTSII JI2 2 HHOIA

e all:eth02t ethl QIEHHOIA 2% HE

Option
e IP 2EHE A0l IP address/MaskOllAd & E SAE HRMH ZEE SAEN HEEX
ZE X 22 SAEN HZ2EXNE 2HELILH U2 F JtAS Option SUHA SE8FLICEH

IP address/Mask

= SAE IP FA/ ABY 0tATC FACR A0 Y IP TEY FE0 NBE SAEQ
M9IZ SFBUCL ASXE DI0E SFS HMPBOZM SAE IS US AL 59
stlue a3 4 AsUt

e ST IPFAE RE OY SAE

. ST HBUN Us SAE

e RE 3AE
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mailto:anybody@sena.com
mailto:anybody@sena.com

IP address/Mask &0 A= CIDR E&(notation)&= XI&&LICH

 3-3 IPv4 Address/Mask £/Z 4/

gy HW 1 s MO 2
HE SAE H9
F SAE P FA& Agd OtA3 = SAE |IP =A/CIDR
0.0.0.0 0.0.0.0 0.0.0.0/0
2 SAE
anywhere
192.168.1.120 192.168.1.120 255.255.255.255 192.168.1.120/36
192.168.1.1 ~ 192.168.1.254 192.168.1.0 255.255.255.0 192.168.1.0/24
192.168.0.1 ~ 192.168.255.254 192.168.0.0 255.255.0.0 192.168.0.0/16
192.168.1.1 ~ 192.168.1.126 192.168.1.0 255.255.255.128 192.168.1.0/25
192.168.1.129 ~ 192.168.1.254 192.168.1.128 255.255.255.128 192.168.1.128/25

2 3-4 IPv6 Address/Mask &/'& 014/

Q|4 ILIcH
M SAE B
> SAE IP =4 ABul 0tA3
0::0 0
DE SAE
anywhere
2002:1234:5678:90ab:cdef;:1234:5678:90ab | 2002:1234:5678:90ab:cdef:1234:5678:90ab 128
2002:1234:5678:90ab:0:0:0:0
~ 2002:1234:5678:90ab:: 64
2002:1234:5678:90ab:ffff: ffff. ffff. ffff
2002:1234:0:0:0:0:0:0
~ 2002:1234:: 32
2002:12 34 ffff.ffff e - fff T
2002:0:0:0:0:0:0:0
2002:ffﬁ:ffff:ffff:ffff:ffff:ffff:ffff 2002:: 16

Protocol

SAEQ VTS 119 S4I0l AIREE Z2E22 XIFELICL TCP, UDP, ICMP, HTTP, HTTPS,
Telnet, SSH, PORT, Cluster S2| &2 &0 &8 £ UASLICH

Port

SAEJ H5otdeE vis el ZEBSE ZFELILH ProtocolOl HTTP, HTTPS, Telnet, SSH ¢!
A20 et Porte NHES2Z2 XNEEM, PORTE HEE FR ACEEEE MY &= UsLICHL

— =

ClusterE & EiGtH Clustering all portsOl st 8822 A= & FELILEH Clustering all ports=

Clustering M HI A D} AF23H= ZEQI 2003(UDP), 2005(TCP), 2020(UDP), 2030(TCP), 2031(UDP)
25E 90|ELICt
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Chain rule
SAEQ HEH0| ds8EX L= HEEXNE ZAELULLC O 5 I g5 S0 o=

UASLICEH

e
I

08 3-82 IP 2HE 24 & 2HHOIASE 2EWSLICH

IP filtering configuration

J netwark fipfilkering

Mo, Interface Option IP addressfmask Protocol  Port Chain rule

1 |all v| [Invert & /[192.16R.0.0/285256.0.0 || SSH  «|22 [DROP '« |[ Remave |
2 |al w| Invert «|[192166.0.0/255.255.0.0 | Telnet v 23 [DROP  +|[ Remave |
2 |all w| [Mormal w|[152166.1.0/256,256.255) HTTP  +| a0 [ACCEPT v | [ Remove |
4 |all w| [MNormal w|[1592 168 2.0/256 255,255 HTTP | a0 [ACCEPT «|[ Remave |
s [al ~] [Normal v|(0.0.0.0/0.0.0.0 |[HTTP  v] a0 [DROP '+ [ Remove ]
6 |all w| [Normal w|[192 166 1.0/256.256,255) | HTTPS v | 443 [ACCEPT v | [ Remove |
7 lall v |Invert v [192.1656.2.0/255 255, 255] | HTTPS w| 443 [DROP v |[ Remaove |
g |all ~| Normal V||anywhere ||F'OF|T || All ports v || ACCEPT »|[ Pemove |
o |all v| [Mormal v |[anywhere || Cluster | all ports [ACCEPT v | [ Remove |
New all w| Normal «|| |[TcP v | |ACCEPT | [Add]
[ Save to flash ][ Save & apply ][ Cancel ]

J& 3-8IP EHE £F

8 380l 1Y IP E2HE H#AE 192.168.0.10 M 192.168.255.254 At0l2] SAE HL(IP
address/Mask : 192.168.0.0/255.255.0.0)01l A= SAEE N 2(Option : invert)8t SAEJL ethO
L= ethl 2EH 0l A(Interface : all)E Sot0d SSH ZZEZ(port : 22)Z VTS 0l &2 MTE
M =01 HREC= 22 20IFLULCH &, 18 A32 192.168.x.x AEY0 =8 SAEDLH SSH
ZIZ2ESZ VTS Ul 885 = UEE SELIOL 28 #AE2 192.168.x.x A EU
SAEQ ethOLt ethl 2 HIOIAE Soll VISIIZ €Y HE5S 882 208 LI

i
o

581 #20 2ol HHE SAEE HTTP Z2&E2Z(Port : 80)2 VTS 0l &€ = lsUICH
_leftf, 38 A& 2o 192.168.1.x MEU S AESl F20l dSEHI, 48 A0 Oet
192.168.2x AMEYHW SAES FX0| JtseLUCH Metd, 3B0A 58X #20 2foH
192.168.1.x2t 192.168.2.x MEUW N =8 SAELQHOl HTTPZ VTSI g = U ELICL

78 A2 192.168.2.x AEU0 =8 SAESE HAst 2= SAES HTTPS(Port : 443) 853
MgtetLICh. 681 HEZ2 192.168.1.x A 24Ul Hst S AES 2= oIEELICL TetA,
192.168.1.x2+ 192.168.2.x AEYH =& SAELOl HTTPSZ VTSN &g &= UA SLICH
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8, 9% =0 A anywhere= 0.0.0.0/0.0.0.0 It Z& 201 DJt&ELICH 8% AW 2di 2LE
SAEE=E ZE AMalg ZEN e 22 dEELULh 98 RAX0 2o L= SAE=E 2=
Clustering ZE0W &2 Jts&LICH

AZX= IP 2ZHE #3S £F00 [Add] HES 226t M22 IP 2HE #AES FIteU
Ct. [Remove] HES 2S&6tH S=EE IP 2ZHE AAS MAY = UASLICL SSE RES9 &
ds HEE = [Save to flash] £= [Save & apply] HES 226t IP 2HEY RAEAS HEY =
& = QUSLICL [Save & apply] HHES 27U Apply changes HI'=E &Ei5i0] BHA A2
HNgotIl &K= 1P 2EHE AEO0I VISIO RS X 25U

3.6 NFS At &&F

VTS lle AMAE 270 = ZE HO0IHE NFS(Network File System) AMHIASE Soil NFS A0
M&EE = QA ot JIsS NJELICL 012 AMEdted= MEX=E NFS AH IP =& 2 NFS
NHS X BZE BtS Al NIHOF &LICH 08 3-9= NFS A &3 HOIXNE 20 SLICH
VTSIl 22 HIOIHE NFS AHO M&ESteAH, vis il 2&0 XNEE NFS MBE “read and write
allowed”22 AFGH0F ELICE VIS II 2 NFS At ALOI0 3tHO0| JsE 2L, AHSXte Lot
SH2= UDP A0l IUtHEH 08 = U= #AS BtEAl FIt6H0F & LICH

NFS MHBIADJE A2 Jbs AEH0I) NFS MBI &0l HAEs <018, ArZXt= VTS 112 AIAE
21 = ZE HOIH ZOE NFS M2 HEE == JUSLICH &£, BEX NFS AHIH 24F3&
42, VIS ll= S28 LOG HIAIXIE 22X NFS MBS MEELICH ZE/ANAY 270 ME
X0 s XHMS B2 = 4.5.8PortLogging & 82 A/AE £ & SES EXGIYAL.

MNFS server configuration

f network f nfs

NFS service: Enable

Primary NFS server name: 192 168.12.90

Mounting path on primary MFS server: Sworkdmount

Primary MFS timeout (5-3600 seconds): [ second(s)
gg?;;yeglol:r?drgjo:unt retrying interval (5- 5 second(s)
EnablefDizable encrypted primary MFS Disakle

SEFYEr:
Secondary NFS service configuration

Secondary NFS service: Disahle «

Email alert configuration
Enable/Disable email alert for NFS Dizakle
disconnection:

SMMP trap configuration
Enable/Disable NFS disconnection trap: Dizakle

[ Save to flash ” Save & apply ][ Cancel ]

J& 3-9NFS A/ &&
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2t NFS AMbl d&0lAM 22& Oi2t0itdes OS2 &Lt

e Primary / Secondary NFS server IP address

e Mounting path on primary / secondary NFS server

e Primary / Secondary NFS timeout

e Primary / Secondary NFS mount retrying interval

e Enable/Disable encrypted primary / secondary NFS server
e Encrypted primary / secondary NFS server user

e Encrypted primary / secondary NFS server password

e Email alert configuration

¢ SNMP trap configuration

NFS timeout
NFS server)l SE0| 2 &<, VIS 1Dl NFSQo S€& 0t s¢ JIUEXE XNFELICH 0]
A2 S92t NFS serverll S0l 223 NFS server?l XI&E ClEE2|(NFS server2 mounting

path)E 2 E &LICh

NFS mount retrying interval

VTS 11D} NFS server22 HZ0| JISSHXIE HASt= =€ S8&LICH d&8& FI|0tCH VTS
= NFS server2 AZ0| JIsSAE FHELICHL Js6t0HHE, VTS = VTS 112l Cl2&ERIZ2 NFS
server2 mounting pathE CtAl OI2EGtY, ER6t0H NU=s22 OO0l =22 fIXE NFS

server2 B ASLICH

Encrypted NFS
NFS= UWIERIIE Sol MYSS =Rot=0 el AEE=E ZZ2ESYLICH DL, LBt
©2 NFS= UDP ZZ2EZ= AI&E0tE 2 Q &

1
0
)
O|I

S =2 F210F & Ch.
- NFSserver 2t client AIO|2] 2380 A= 2 NFS Jls= AtZEotJIJF &L

ol

4L, SSH HEd 2 0|28 2353HE NFS(Encrypted NFS) Jls2 0|26tH <2 22 2HE
2 & = USLICL 2SstE NFS JIsS MEoHY, AIEXt= TCP Z2&EE=S X&Adt=
NFS serverE AIE0oi0t ELICH CHRE2 0012Z2AZE AEXE NFS server= TCP
DT2EZ2 NJASLICH £, 2SSE NFS server2 AIEE SAEN= SSH H&0] &g
U0 SUICH OHXNZH2=2Z, VIS II NS &M HE&= pauseexe cte |RECIEl Z2OHS
SSH Ol2 Z230l AXIS ClAECIZ SAMeHoF &LICH 0] JIs2 20 XMse 8482 £5

0|I
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&a3/&E NFS J/& CHYZ & 1IotAID| HHELICH
Email alert configuration
Enable/Disable email alert for NFS disconnection optionO| Enable2 & & %™ NFS serverl
HZOl 2HE Mottt vTS lle 0l BE &F(Email alert configuration)0il et Ol S

S EeU .

SNMP trap configuration

Enable/Disable NFS disconnection trap optionOl Enable2 &&Z 1, E® 24D &AEH(Trap

receiver settings)0ilAl IP =4I E& £ADJIZ2 HI2H HAFEH, NFS server HAZ0| HtEE
HOICH VTS = EE =41D] &80 XF0 EBEHS ZHLICH Use global SNMP configuration Ol
Enable2 &&EZ® SNMP ConfigurationOilAd A&EE Eg =40 HF0 SNMP Eg2o

SHNZ MSELICH XHHE HE2 3.2SNMP &&= & X6HAIJ| BHELIC

3.7 Samba &3

VTS ll= A28 2] = ZE HO0IHE Samba MHIAE Soil Samba MHON MEE = U
ot= Jls2 X2ELICH 0l AtEdtd= MEX= Samba MHS IP =4 % Samba AMB 2
X B2ZE B Al XIFGOF &LICH 0% 3-10= Samba AN &F HIOIXIE 20 SLICH

VTS Il 22 OIOIEHE Samba MBIl M&ESGteAH, vIs I &&0 XIEE Samba AHE “read and
write allowed” 22 SAGH0F &LICH VIS II 2 Samba M AHOI0 Z3HE0] U= R, AHZR=
LIJtD S02E= UDP W30l HRENH 0lse = U=s #2S BtEAl =Itoi0F LI

Samba AMHIADJE ALE Jts AEH0ID Samba A &0l HAES ZRX0 L, AIZX= VTS 112
AMAE 27] £= ZE HOIEH 212 Samba MHZ HEEY = JUSLICH ZE/ANAE 270 ME
AXI0 CHet KHME B2= 4.5.8PortLogging & 8.2 A/AE £ &&F MEE FIGHAAL.

0t [[Oll

44



Samba configuration

frnetwork Jf samba

Samba service: Enable

Samba server name: 192,165,121

Mounting path on Samba server: Jshare

Samba timeout (5-3600 seconds): 5 sacand(s)
Samba mount retrying interval (S-3600 5 second(s)

seconds):
Samba server user: admin

Samba server password (new):

Samba server password (confirm):

Email alert configuration

Enable/Disable email alert for Samba Dizsable «

disconnection:

SMMP trap configuration
Enable/Disable Samba disconnection trap: | Dizakle «

[ Save to flash ][ Save & apply ][ Cancel ]

7&/ 3-10 Samba &%

2f Samba M £&0A 228 OIct0I6H= O3 25U
e Samba server name
e Mounting path on Samba server
e Samba timeout
e Samba mount retrying interval
e Samba server user
e Samba server password
e Email alert configuration

e SNMP trap configuration

Samba timeout
Samba serverdt SE0| 12 &2, VTS IIJt Samball SE€2 L0t s JIUEXNE XIHELICH
0l Al2t &9t Samba server2 SE0| 2™ Samba server? XI&E Cl&E2|(Samba server

mounting path)E AHAO0t2E & LICH

Samba mount retrying interval

-~

VTS 1IJt Samba server=22] HZ0| JtsSstNE Fdote FIIE AFLC 43 =I|0tth
VTS Ill= Samba server2 HZ0| JIsS&ANE ZZLILL Jitsott®, VIS ll= VTS 119
CleE2|lZ2 Samba server® mounting pathE CtAl OF2ESHL], ERot0OH sz Moy 24

2 XIE Samba server2 1A &HL|LC}.

Email alert configuration

Enable/Disable email alert for Samba disconnection option0| Enable2 && %™ Samba
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server?] HZ0| ZHZE MOICH VTS lle Ol0lY ZE & &(Email alert configuration)0il et

SNMP trap configuration

Enable/Disable Samba disconnection trap optionO| Enable2 & &1, E& =410 & (Trap
receiver settings)UlAl IP =401 E@ £4D|2 HI2H 4&F 5™, Samba server® HZ0| =& &
HOICH VTS = EE =41D] &80 XF0 EBEHS ZHLICH Use global SNMP configuration Ol
Enable2 &&EZ® SNMP ConfigurationOlAd A&EE Egi =40 HFO0l SNMP Eg29

SHNZ MESELICH XHHE HE2 3.2SNMP &&= & X6HAIJ| BHELIC

3.88 AH £3F

VTS 118 & MBe HTTP %2 HTTPSHTTP Over SSL) MHIAE 25 X2ELICH AEXt=
AFClEl Z2MYUAM 222 MEBIASE HEXHCZ M3 X HREE EFE = UsLb
AtAIBE LHE2 9.7 Security Profile2 & Z0HAID| HiELICH O 3-112 & MW && HOIXE

2O SLICH

Web server configuration

Fnetwork f weh

Weh page refresh rate for statistics data

display (0-1800 seconds, 0 for no refresh); 10 second(z)
Login timeout (0-1440 minutes, 0 for &0 minute(s)
unlimited?:

Blocking time for suspicious infruder (0- 5 hour(s)

720 hours, O for non-blocking):
Authentication

Authentication method: Local w
Eliminate root access: Disable
Serial parts count on connection page (16- gy
ooy
Webh applet option: Built-in with S5HZ «
HTTP port: a0
HTTPS port: 443
[ Save to flash ][ Save & apply ][ Cancel ]

& 3-11 8 AHH &5

2 &3 HOIXHAN & HOIXI HGOIE FJl(Web page refresh rate)= Z&E = USLICL
SOOIE =J|l= Serial port && HIOIXI2 WERZD CIHHIOIA, Al2lE EE, IP, ICMP, TCP &
UDPZ 22 AAE S SS UEUW=E HOIK & o9 HESH 22 HOoXSH HEELICH
0 2o & HOIXHAME IHs22 MZ DE(Refresh)0l HE ZIX| ZSLICH ZE AZ0 st
XEHIBt LHEE 4.7 Serial port ZS ZXGIAILD, AIAE SHO et XHMS LHIES 10: A/AE
SHE BT AL.
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VTS Il 322 3Zotde SAEQ ¥2s 9 JSLUICH 01248 SHXS 201 %ol
O &20l JtsotE= ot= Al2t2 &2 Hst AlZH(Blocking time for suspicious intruder)2 2

O
238 =+ UsLILL 022 £FHE ¥2= KMStotkl @EsLICH #8200 Metel Ad List =

Authentication method &8 H=0AMzs &0 =g M AMEX 25 29
AUSLICH & vTS 112l B A= Local, RADIUS server, RADIUS server - Local, Local -
RADIUS server, RADIUS down - Local, TACACS+ server, TACACS+ server - Local, Local -
TACACS+ server, TACACS+ down - Local, LDAP server, LDAP server - Local, Local - LDAP

uio

/e

(i

e

A
e

server, LDAP down - Local, Kerberos server, Kerberos server - Local, Local - Kerberos server,
Custom PAMSS Q& &"s XNJELUC. s ZHol ost XAE WE8e 45.10
Authentication &&= ZXotAID| HHELICH
Remote authenticationS Sofl ZI0 Z1¢ & A AEX2 OS2 A0 et 221 OE
MEX Hets AsLICH
e AEXIL VTSI OIE SEEHH U= =R

ENE S M NES AAEXN D50 E ¥ HEsS HSUC MEXN O8E8 &5
dE2 9.1 AHEX 2#2|E FXRGHAID| BHELICH
T VTSIl & web_admin HAIA S|AEN ZEEN U= R

o A2
ABXt= System admin & &% AstS HsUO. XAE HWEE2 9.2 HAA 2IAES
EZOLAID| BFELICEH

o ALEXL VTSI 8 web_padmin HAA 2IAEN ZEEN JUs R
AZXt= Port admin Q& &= S ASLICHL XAIS UHES 9.2 HAMA 2IAEES
EZOLAID| BFELICEH

® Ar2XI Remote authentication server0fi2t SE&0H A= L
AMEX= User 8 &% S ASLICHL

Eliminate root access & == EnabledZ2 &&5l0 VTS II2| root AFSAC| & OIE HIOl A
Miste &= USLICH VTS 112 root AFSXHS| IUSSH Z2E2°| | = Alclg 25
MState ™ 11: CLI GHAAR 11.1 AE2 EF X0 AIL.

o
rruy
mo o

& & AHo oF ZEE A2/g FES 9 ZEd &2/ &4 local LO/EHHOIAE
Lot 20l Azl =, EAH9 o5 8= < o/F ZE 2/ RDAIUS, TACAS+, LDAP,
Kerberos 52 £&& ofL/c/= local LIOIEHOIAG oS AEII} &= FR0E 2/=0/
&Iot ELICL H, ol AMEII FHF OF AHE0IA 2S00/ FR0E local LI0/IE 0/ 0
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JIEL0 UE o= ZA/GN ELICL Al2/1E ZES 9/F &2 45.10 Authentication &
= EJoIAID] HIEILICE & local LIOIEHBIOIAWAS AETF 22/ 9.1 AMEX ZHE/E &
OIAID] HEEL]LCH

0

HA & HIOIXI ZAE ZE=SE Serial ports count on connection page
S20M Z2FY = USLLOCL 0 =20 S ZEE HAMOF & Z2 Alelg ZE oA
HOIXIS = &H0 OE HOXNZ HE 0l8sg = UEE ot= 2lAE HAE NEELICH

KHMIEE L& 4.7 Serial port 22 EXGHEAL.

Aelg ZE, 22 ZE F£&= £H0/B X2 Alelg ZEZ HAE Java applete] S&F

applet optionOIlAl 2&& 4= UASLICH VTS IIJF HB6t= Java appletS2 AIE256le ZE 2, Telnet
TZ2EZ2 X0IJt 81 SSH Z=&E201 22 SSH HH&1(Built-in with SSH1)Z AtEg X| SSH
H&2(Built-in with SSH2)E AtEE XS Z2Zoi0F &LICH VTS 11D} HM33dt= SSH A
X &6te Java applet2 &8st 22, AIACIEl Z2M2°S SSH HAE1IS AME =2Itsot
& H(9.7 Security Profile2 &ZX)3dIH Java applet22 SSH ZZ2EZQ| ZEY &
SI82 FOI5tAID| BFEILICE AFEXIF BHE Java applet2 AISE =% USLICH AFE XL
Java applet2 /usr2/jta.jarEZ SAIGIH Web applet option0l User-definedcl= &=0|
FIOHELICH O &f=2 d8otH MEXE 8= /usr2/jta.jardt Java applet2 2 AHZE LICH

om
o
>
N S
= o

e
fn

1]

= USLICH

HTTP port2 HTTPS port2 B&5IN & AMHlA ZEZS #HY

3.9 Ethernet &3

VTSIl= U3 22 Hdd |R& 2 Ethernet modeES Xl & &fLICH

- Auto Negotiation

- 100 BaseT Half Duplex

- 100 BaseT Full Duplex

- 10 BaseT Half Duplex

- 10 BaseT Full Duplex
Ethernet modeE H& S =, AEX= AIAEES MEEHOF &LICH Ethernet mode2 Z& E06tA|

J|E23gt2 Auto Negotiation22 SHHT 0 UASLICL HEE2 WERT &H0A, Auto Negotiation

2= I RUHOIH &&= 2= LUICH Ethernet moded &2 A X2t CHE2AH A &5HH, VTS

I UERD &30NH sHotX &= = UASLICH
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Ethernet configuration

fnetwark f ethernet

Ethernet mode: | Auto Megotiation -

[ Save to flash ][ Save & apply ][ Cancel ]

J& 3-12 Ethernet Z& &%
3.10 TCP AHIA &3

TCP ME0 & SAE MM ddEH=s BR, SAE TCP ELEQ9 lock-upS ZXI6tI| RcHA

o
FaHOZ ZIE0O0F SLICH O0ld8t lock-up2 ZZ2o HIF&HQ Sz S22 2o

o
z 0

(==}

2 otH, O0ld&t lock-up= ZXIotI| KA, VTS lI= TCP keep-alive JIsS MIZ&LICH VTS
= UWERAAIL 0HHG| keep alive=l0f U=l &CIGH| ol FIIH2Z U SAEN WAS

SSESLICH B30l SHeE AU SAEN 040l U=z H2Z 2o, MES =2

OII

TCP service configuration
J/ network f tcp

TCP keepalive time (more than 1 second): |]2|3 |second(s)
TCP keepalive probes (more than 1 time): |E |time(s)
TCP keepalive intervals (more than 1 |ZD |5econd(s)
second):

Reverse DNS lookup:
IPv4 forward:

[ Save to flash ][ Save & apply ][ Cancel ]

7& 3-13 TCP service &%

VTS IIZ TCP “keepalive” J|SS AtE6teiE, AIZX= s 201 3042 Het0IeHE 2 &l 0F
LI

® TCP keepalive time (sec):
N& 2t S4I0| Sl MEHUIAM Z0tLE Z0toHH keepalive THZ! &S AIEE 22X
I

FE ZZEULL JI2t2 120 =2 dF &N /USLICH

P

® TCP keepalive probes (times):

AZs S22 UK 3o SHeX HFE

_HOII

FOIGHD] ol 23 S AE0 keepalive
HalsS £ B0l 8&ct= JHE UEHELICH D2t 632 2350 USUICH
® TCP keepalive intervals (sec):

Keepalive T2l &&2 Al2t 2tA= LHEFESLICH Jl=8t2 20

BA

Pt

2 230 AsLICH
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& =) €8¢ [, VTSIl = OI0IEIt S4I0 = AEHRH 120 =0 A"t = 20X 24HHCF

e
S o =2oc 2
6

keepalive TH3!= & &&ILICHL

Reverse DNS lookup=S Enable2 &&GOIH, VTS Il xxxxxx.xxx.xxx Ao |IP =48 Tl

OIS2 =2 HAGHH HAIZLICH

IPv4 forwardE DisableZ & &6tH, VIS II= IPv4 TH3I S O Ol& M S0HXA 25LICH

3.11PPP &3

PPPE & U2 EFHEJI M2 QHMHOIAE Soil S4E [ Z2RE Z2ESZ dHetsldsS Sl
MHO0 HZdt= PCOIA AFZELICE PPP= IPE ALEGHH, TCP/IP IHAS EHoHAM &K
P2 2U0 &2 = JUAE SEUH

VTS ll= PCOHA ModemE &Soll VIS 12 HZE = UEE OtcHet &2 QHHOAE
M Z gL Ch.

PPPE Sé& IPEE2 28 K& =2 IP poolE2 0I&6tH SH2=Z €E0| JisgLt. O

[==} o
3-14= SH IPp 2= A& IPpool €& sHHYLIC

Basic PPP settings

fnetwork f ppp [/ basic

Basic PPP settings

Dynarmic IP address pool for incomming Enahble «
connections:
First IP address:

Mumber of address:

Incoming PPP connections
Advanced PPP settings

Save to flash ][ Save & apply ][ Cancel ]

&/ 3-14. Basic PPP & &

PPP tiZ= et 282 18 3-150lA2 &0l AEN EZ 2| U £€30| JIsELth
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Incoming PPP connections

Fnetwaork f ppp f incoming

Basic PPP sethings
Incoming PPP connections

Mo. Userpame Authentication Remote IP address

1 admin CHAPPAP
2 puser P&P -—

Username: | | Add

Advanced PPP settings

Save to flash ] [ Save & apply ] [ Cancel ]

_J& 3-15. Incomming PPP connections &'&

28 482 8 3-1610t &0I, AFEX 0I§, AR S, Authentication method, peer2t local
A A S

IPEE, idle &l = =1 2= OOIEI 2& A2t S 8l 32 8%=2 2= idle timeout S

Incoming PPP connections - 1

/ netwaork / ppp / incoming f

Basic PPP sethings

Incoming PPP connections

Authentication configuration
Username: |admin |

Fassword (new): | |

Passward (confirm): | |

Authentication: CHAP/PAP o

Peer configuration
=) pllow remote peer to specify remote IP address

) Assign static remote IP address

Allow client access to local network via PPP connection
(%) Assign static local IP address
Local IP address: | |

Advanced configuration
Enahle idle timeout
Timeout: | | cers

Advanced PPP settings

Save to flash ][ Save & apply ][ Cancel ]

TJ& 3-16. A/ PPP S 50

g 3-172 Advanced PPP &€& 3}

™ O SLICH Proxy ARP && & peerl IP2} system2
IPE ARPtabletil FIIotES ot @

=
2, peerZ2 22 20| 228 TS &LICH
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Advanced PPP settings

frnetwork f ppp f advanced

Basic PPP sethings
Incoming PPP connections
Advanced PPP settings
[] Process &RP request (Proxy &RP)

[ Save to flash ][ Save & apply ][ Cancel ]

_78&/ 3-17. Advanced PPP &%

F9

1.PPPE X/&617] Flofs PE=2 S5t VTSI HZ0/ PPPZE &F 0/ £/0/0F &L/C}

2. P2 S5 PPP 9222 HEY 9& 22 HZo/ PPPE X256/ of7/Lf PC Modem
Card() =2 L& ZE(NE 0/&5/0f £F0/ IISELICH
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4: Nelgd ZE 43

4.1

22

Hel
Im

ANelg ZE 23 JlssS Sdi AEX=E 2 LE2| Host mode, Alcl€ S&l Itet0lH,
A A

P JIE 2+ II2H0IHE 283

o
4

bl

Aelg EZEQ| Hostmode= Ci21t 20| d4&8& £ USLICH

e Console server mode: ¢Z QA2 A SAEZEH MSELICHL 012 Sol 22X
SAEE= VTSIIS Al2lg ZE|

e Terminal server mode: HZ RIS AM2lE ZEZRH HASELICH 01 Sl WERKZA

Ao AA SAEN EH6HA

Lb v
e Dial-in modem mode: 22 H&AS ol VIS0 &

]

z
10
[0
¥
ol
>
im
=
P
e
Il
1

e Dial-in terminal server mode: 22 HZ S ol UEH
LI

VTS llE 82 SAEZEH & P HERIAS JAAH SAEZ EHole A

E= Al2lZ EZEZ2| Console server moded & &

ZTEZ FEol= AMel¥ ZEQ Console

[eZ]
=
server mode?t= €2l 2 SAEZ FEELUICH DM, 8 ZENA=E Al ZEQ Serial

O

>4
port parameters & & HHE A SAEQ £4Z2 &HAFGS= Remote port parameters
SXF0| Al=EUC.

VTS Il= £8& Port access menuE HME&LICH 0 He= Z2E AMdg ZEE &H
DANECZMN, LE T2 Z0I6HH ELICHL AI2Xie ZE HSE UEUeE Him2E &5
2E AMeld ZEN H5E = JUSLICH

Z5 Mt 2E0A Port group 2 E£FE0N A= ZES2 IS0 ZEEHNH U= ZES ot
HE0HM CE RE ZESZE 22 YEUHE M3 £+ USLIC 02, SE ZEO AZ=HA
U= AEHHA 22 Portgroup LISl CHE EZEZ 2| ME0| JtsELICH S8, Port group tel g
= Ae 3 HES Sofl D80 = ZESS SHHHN 438 4+ UASLICL

VTS llie A2l ZEN HEE EXNE ANs2=2 ZME &= ASLICH Port automatic detection
configuration && 3SlHNM= Alclg ZEN HZE=E HX2 baud rateE ZMotes E=
& OI§LICH. L& Automatic detection 8 & S Q

0lg oaE B F2o 2BS FOIFLICL

Z& Ml Z2E0 A Port logging Jls &EHUIA, Al2I€ EZEE Sof &&= OO0lEH=

53



MEMORY, NFS server storage, Sambe server storage, PC ItE =X= At&0t= ATA/IDE fixed disk
card £= USB 22 AME0dt= USB U222 ALELICH |oAN EHS HEOXO CIOIHE
MESt= A SAI0 SYSLOG server2 HIOIHE M&EGIESE 48 =& JUSULCHL ALZ2X=
LE 2 IIYE HAINES SEE = U220, 0l VTS Il S5& HAIKS0 &&gH
Email £= SNMP trap £ Sol 22l X0AH SEE = JUSLUICH 0IE So MEX=E HEE
FXANZRHS HMAIXE Z2AEg = AUsUCL
MEMORY 0l &= OOIEHE VTS 0l &30 S s&HE FR0 RSELICH Al2lg ZE
271 UOIHE Z2&05ted™ SYSLOG server, NFS server, ATA/IDE fixed disk card £= USB
H2elE ArE&LIC
VTS ||= Multiple session JISsS M3&UICH =, 6 AFZ0l SAI0 & ZEN E=0t0, S
S0 W= HE£= Troubleshooting2 &g = U=0, ZEY Z W 16ZNKI2] Multiple session
MNETLE SEE = USLILCL
2 AH 229 Al2lg ZEN HZ=E SAEL CIZE ZEZ HAGE 22 SAEI KVYM
Jls2 HEg 2, VTS ll=e AHEXJF KVM Z2el0IE Z2HE 0|26t SAEN HZEE
= A =HS MSELICH
VTS ll= &3 ZA/ME XI2ELICH Alelg ZEN HZE SAEL 2RE ZEZ HEE=
HAA SAEDL Intelligent Platform Management Interface(IPMI), Intergrated Lights-Out(iLO), Dell
Remote Assistant Card(DRAC)E XI&dt= &2, VTS lli= IPMI, iLO, DRACEZ Sil SAEE
ZAIGHALE HIHE = USLICH
Aelgd ZEQ 7 ZE= HERCZ £&= SHBH 2F &3 & JSLULCL H 4100 Aleld
LE SF) 2est 848 M2t0IHE UStASLICH

H A1, A2/ ZFE S&F IcHOIE

Port Access Menu Enable/Disable

Enable/Disable assigned IP

Assigned IP

Listening TCP port

Protocol (Telnet or SSH)

Inactivity timeout (seconds)

Quick connect via (Web applet, Local client, User defined)

Client program path

Port Access Menu

Web applet encoding — Web applet only (English (latinl), Korean (KSC5601), Japanese (eucjp),
Unicode (UTF8)

Web applet size - Columns, Rows

Login on port access Enable/Disable

Authentication method (None, Local, RADIUS, TACAS+, LDAP...)

Enable/Disable email alert for port login

Title of email

Recipient’'s email address

Enable/Disable port login trap

User global SNMP configuration

54




First / Second Trap
receiver settings

IP Address

Community

User name

Security level (NoAuth/NoPriv, Auth/NoPriv, Auth/Priv)

Engine ID

Version (v1, v2c, v3)

Port group
configuration

Group name

Login on each port (Enable/Disable)

Ports

Port automatic
detection
configuration

Baudrate

Data bit

Paraty bit

Stop bit

Probe string

Wait time

All ports setting
Or
Individual serial
port setting
#1~#5
(4, 8,16,32,48)
Or
Remote port

Port Management

Enable/Disable this port

Group

Reset this port (except all ports setting)

Set this port as factory default (except all ports setting)

Apg(le)tltﬁilgzort Apply all port settings Enable/Disable (except all ports setting)
Automatic detection Method (Off, Active, Passive)
Initial delay
Recheck interval
Start time
. Probe string
'zgttg?t?;'nc Detected OS (Reaql only) :
Use detected port title (Enable/Disable)
Use detected type of console server (Enable/Disable)
Use detected freeKVM (Enable/Disable)
Use detected serial parameters (Enable/Disable)
Automatic detection : Start Now
Port title Port qaming rule
Port title
Type of console server
Service processor (NONE/IPMI/ILO/DRAC)
Enable/Disable assigned IP
Assigned IP
Listening TCP port
Protocol (Telnet/SSH/RawTCP)
Inactivity timeout (0 for unlimited)
Console Enable/Disable port escape sequence
server Port escape sequence
Port break sequence
s e Usg comment .
configuration Quick connect via
Client program path
Web applet encoding (same as Port access menu web
applet encoding)
Web applet size - Columns, Rows
Terminal server option (Remote connection / Shell
; program)
Terminal Terminal server shell program path
Server Destination IP
(except remote —
port) Destination port
Protocol (Telnet/SSH/RawTCP)
Inactivity timeout (0 for unlimited)

55




Modem init string

Enable/Disable dial-in modem callback

Diakinmadem Dial-in modem callback phone number

Xxcept remote - —
(e ° Enable/Disable dial-in modem test

port)) —

Dial-in modem test phone number

Dial-in modem test interval

Terminal server option (Remote connection only)
Dial-in Destination IP

terminal server Destination port

(except remote | Protocol (Telnet/SSH/ RawTCP)

port) Inactivity timeout (0 for unlimited)
Modem init string
PPP Modem init string

freeKVM
configuration

freeKVM connection Enable/Disable

Automatic IP detection

IP address

Client program

Socket/Screen number for VNC connection

Client program path

Serial Port
Parameters
(except remote

port)

Baudrate

Data bit

Stop bit

Paritybit

Flow control

DTR option (except Dial-in modem / Dial-in terminal server)

Enable/Disable delimiter (RawTCP only)

Delimiter (RawTCP only)

Delimiter option (with / without delimiter) (RawTCP only)

Inter character timeout (ms) (RawTCP only)

Remote Port
Parameters
(remote port only)

Destination IP

Destination port

Protocol

OEM type

SMASH (Enable/Disable)

Allow unattended continuous connection

User name

Password

Reestablishment interval

Port logging
(only provided in
console server
mode)

Port logging (Enable/Disable)

Logging direction (Server output / User input / Both with arrows / Both
without arrows)

Port log storage location (Memory / CF card / NFS server )

Port log to SYSLOG server Enable/Disable

SYSLOG facility for port logging

Port log buffer size

Port log file name option (User port title / Specify below)

Port log file name

Time stamp to port log (Enable/Disable)

Show last 10 lines of a log upon connect (Enable /Disable)

Strip the *M from SYSLOG (Port log SYSLOG server enable only)

Automatic backup on mounting

Port event
handling (only
provided on port
logging enabled)

Monitoring interval (sec.)

Key word

Case sensitive

Email notification (Enable/Disable)

Title of email

Recipient’'s email address
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SNMP trap notification (Enable/Disable)

Title of SNMP trap

Use global SNMP configuration

Authentication

IP Address
Community
First / Second User name
Trap receiver Security level
settings Engine ID
Version (v1, v2¢c, v3)
None
Local

RADIUS server

First/Second authentication server

First/Second accounting server

Shared secret

Timeout (0-300 sec.)

Retries (1-50 times)

TACAS+ server

First/Second authentication server

First/Second accounting server

Shared secret

Authorization service

LDAP server

First/Second authentication server

LDAP search base

Domain name for active directory

Kerberos server

First/Second authentication server

Realm for first/second kerberos server

Custom PAM

User access
control

<<Everyone>> or
individual user’s
or access list’s
access

Port

Monitor

Power

Multiple session

Enable/Disable multiple session

Session display mode (Server output / User input /
Both)

Display data direction arrows Enable/Disable

Alert configuration

Console server

Email alert for port login (Enable/Disable)

Title of email

Recipient’s email address

Email alert for device connection

Title of email

Recipient’'s email address

Email alert for active detection

Title of email

Recipient’'s email address

Email alert for service processor

Title of email

Recipient’s email address

Port login trap (Enable/Disable)

Device connection trap (Enable/Disable)

Active detection trap (Enable/Disable)

Service processor trap (Enable/Disable)

Use global SNMP configuration

IP Address
) Community
Fwst/Sec_ond User name
Trap receiver S  Tovel
settings gcurtty 'eve
Engine ID
Version (v1, v2¢, v3)

Email alert for dial-in modem test
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Dial-in modem
(Dial-in modem
test enabled)

Title of email

Recipient’'s email address

Dial-in modem test trap

Use global SNMP configuration

IP Address

Community

First / Second

User name

Trap receiver

Security level

settings

Engine ID

Version (v1, v2c, v3)

Power control
configuration

Power controller

Outlet

Service processor
configuration

Destination IP

Destination port

User name

Password

Sensor alert
configration

Sensor type

Email alert

SNMP alert

g 412 & JI8F Alelg ZE

Configuration

/ serial / serial_config

Ports configuration

Port access menu configuration
Port group configuration

Port automatic detection configuration

No. Group Title Mode Port Protocol Serial-Settings
All NONE Port Title CS 7001 Telnet A800-N-8-1-NO
1 NONE server name on port 1 CS 7001 Telnet A800-N-8-1-NO
2 NONE Port Title #2 [ 7002 Telnet 9500-N-8-1-NO
3 NOMNE Port Title #3 cs 7003 Telnet 9500-N-8-1-NO
4 NONE Port Title #4 CS 7004 Telnet A800-N-8-1-NO
31 MNONE Port Title #31 cs 7031 Telnet Q500-N-8-1-MNO
32 MNONE Port Title £32 C5 7032 Telnet A600-N-8-1-NO
Remote port configuration
32 NONE Dell DRAC 5 CS 7033 Telnet  192.168.1.16/22
34 NONE HP iLO CS 7034 Telnet  192.168.1.18/22
Port title:
Listening TCP port: Add
Save to flash ] [ Save & apply ] [ Cancel ]

HEHCZ A2l

& 4-1 Alc/g

Hl




2, Dest/Assigned IP, Port, Protocol == Al2lg Ed2 S&LIC. 22s g5 2HUs
HdF SHC2 HALZN 43S BHEE = A UL Aldlg ZEQ} A ZEES SHHBO
D5 SFotAH, ZTE HS [All]0Ict) EAIE ol s=2 HeistH ELICH
MNEX=s 23 ZE HFHNA &2 ZE EIOIE1 Listening TCP portE 226t1] [Add] HES
226l *A2 ZEE FIIE £ 1, [Remove] HES Zot JAA ZEE ANE =
ASLICH
ArBXtE & CIEHOIA A0A, HOIE olEe0l& Java AppletS 0I5t 2 A2l XZE =
#A ZEQ Portaccess menu 0ff HZE = UASLICH

1. AIEX= 2% Ml Bhol A= Serial port > Connection 2 AEi6i0F &LICH

2. HZGldds ZEQ ILE HSLE ZE EIOIEES 2 oiioF ELICH

3. At&Xt= Individual port connectiontil = EOIE Icon2 &EioHOF &HLICEH

4. MNE8Xt= M port access menu connectionll H3E Al2lg ZE 2IE AISE

=T JAsLIt

& XE SZ0] (et AIAEH AFSHE 4.7 Serial port FZS & J0/AIT] HIELICH

4.2 Port access menu &%

421K

VTS Il= Port access menuE 0|26t Telnet/SSH Zc2I0|HE H&ZES Sl ANEE I ZTE=Z
HAZE £ QUASLILCH Port access menu2t HZEH, VTS II= Port access menu £ Soll 2= Al
2y LEQ 22 TERO oA HZE BWSLILCH 0l E& ZIE 8BS, ZLE EOIE 2 Alel
g ZE ZEE ESELICH VTS lle AFEXE w2 St ZE HSE HE5H 25 AlE
SHME Al2lY ZEN HS0IEZE S2ELICH AI2XsE RS M6l A ZE gIAE 3lHO
2 0lsst & A LE HSE HEGIH 2 ZEW 858 £ USLIC

08 422 /=22 Telnet Z2 ) E AIE06+0 Port access menulfl &6 stHE E0WSLICH
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291 192.168.19.1

Welcome to UTSII-3288 Port Access Menu (Sena UTSII>

UISII-3288 Login := root
UTSII-3208 Password : »eex

[Sena_UTSII]

server name on port 1 Port

Port Title #3 Port Title
Port Title H#5 Port Title
Port Title #7 Port Title
Port Title #9? Port Title
Port Title #i11 Port Title
Port Title #13 Port Title
Port Title #15 Port Title
Port Title #17 Port Title
Port Title #19 Port Title
Port Title #21 Port Title
Port Title #23 Port Title
Port Title #25 Port Title
Port Title #27 Port Title
Port Title #29 Port Title
Port Title #31 Port Title

Enter command ¢1-33 serial port, P passwd. Q exit >

& 4-2TelnetZ 0/Eot0f ZE AH A U=0] &=/

VISIlE USS £3#EOZMN AMSXIDF Jtal I
-VTS IO IP =4 2 Portaccessmenu £ X&EE TCP ZLE BHSE AIZELICH

- Port access menu £ X&E IP =4 2 Telnet £= SSHO TCP L E BHSE AI2EHLICL

il

E S0, 2t VTS 112 IP =40} 192.168.1.1000] 11, Port access menu 2| TCP ZE HS I}
70000 AL, AIE2Xcs 52 88 TEZEWM US

telnet 192.168.1.100 7000 <ENTER>
Port access menul IP =40} 192.168.1.132021 22, AIEL= &R B8 TEZENHAN O3
S 2ol oY ZE BHSE AI206IA E10& ZEW HZE £ USLICH

telnet 192.168.1.132 <ENTER>

O 4-32 ZE AN A iy £F SIS BOSLICH
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Port access menu configuration

/[ serial / serial_config / pam

Port Access Menu: Enable

Enable/Disable assigned IP address: Dizsable w

Listening TCP port (1024-65535): 000

Protocol: Telnet

Inactivity timeout (1-3600 seconds, 0 for  [1gg second(s)
unlimited):

Quick connect via: Web applet

Web applet encoding: English {latin1) v

Web applet size: Columns |80 Rows |24
Login on port access: Enahle

Authentication
Authentication method: Local v
Alert configuration
Email alert configuration
Email alert for port login: Disahle
SNMP trap configuration
Port login trap: Disable

Save to flash ] [ Save & apply ] [ Cancel ]

18 4-3 & dhHA 7 £F

o

uor

Login on port accessES DisableZ2 &&6t™H, Port access menuZ SoAl Al2lg ZEZ

M Alelg ZE2 ALZXA 215 ZX 810l 82 JtsgLth

Enable/Disable email alertS Enable2 & &otSH, AFZXJF Port access menu2 219! = 21
o2 & I 838&E =42 4&8E H=9 000l 8&ELICH Enable/Disable port login trap=

=

EnableZ2 & & oI™, Trap receiver settings2| &0 Ttet SNMP trap2 8 &FLICH

Qucick connect via 0l%== Web applet, Local client, User defined = otLIE &g = USLICH
! USLICLH. ol web

—
TT
Web applet2 H&E &L, JTAZ Soil Port access menuE AIEE = U
==t

applet sizeE Soll JTA =22 AJ|IE XHELILL Local client2 &&= &H<2 Client 2 &F0l
Met olg =220l A#ELICH User defined 2 &0t ol J=20 A= Z2 s A

ol

= UASLICH

il EE YA [mo \P F4£E 2EOIE R ANENE HE SLE P T4 SEHAN &
= FOYolHOF EILIC Pt FE5LHE IR EE YHML M= 1P =L Disable &6/ L/

L} Assigned IP Z Disable A/Z7/7/L} Assigned IPZ 0.0.0.0C=F &t% oS A/2/& EE0 IPE &

SoIAl 2 s ZFEES VTISIIY IPaddress &F ZE B2 SoflsL §=0/ JI5 &LICL

61



4.2.2 Port access menu0fl CH&t QI

AEXIE VTS 112 Port access menu0l &55H)| ®IdiAM= OI5HC 15 EXE 2 X™0F &LICH
(o]

Port access menulil &%o6led®H AIE2X= 24 Port access menu0fl CHEH 1SS 2H0F0F & LICH
S

CtS0l Port access menullAl Al2lg ZEE HEGIH HYE= M2 LE HES {6 23
2 BH0tot &LICH 2+ Port access menull Authentication methodJt NonelZ &HJFE &F=2,
2E AEXE= Port access menu &=0H0] A2l ZE/RA ZEE AIEE £ USLICH Alel g
HLE/AA ZEO  Authentication methodJt None2Z H&E F2R20, AMEXE E 8101 Al
el ZE/AAZEN B35 = USUICH

0t2l Port access menul Authentication MethodJl Local2 A& g
RADIUS, LDAP, KERBEROS &= TACACS+)O| NEE= 32, A 2L

9t Port access menull A2l ZEN X %= USLICH

mr o

- AMEZXtIt Port access menu 2152 St

- AMEZXIE Port access menu 2 A2l ZE oI5 St

- MNEXIN ZE AIEXN S50 S=5=2.
MEXIDL 0152 B2 &H<2, Console server modeZ 3T Uese Alelg ZEN HKE %
U, OHE REz HFE AMelg ZEN= 858 = glsLIth
O1Z B0 CHSH XtAISH LHE2 4.5.10 Authentication &&S & XotAIJ| BH&LICH

4.2.3 Port access menu Z2E2

Telnet/SSHE A &0t ™ Port access menu Z2E22 &HFoHOF &LICH Port access menu?)
DT2=E20| 2229 Al2lg ZE/AA ZEQ Zz&E21 2XIoHA 2 =& USLICH Al2lg =
E/AA LEQ TZEZ2 A SAEZRH VISIIZL HE Y$HE HAISt=E H0IE2Z, AIEX
Jb Port access menuE Soll VTS 12 201 HOHH 222 Alglgd ZES| Z2EZ2 20|17t
ASLICH Port access menull ZZ2EZ0| 220 Alelg ZEQ Z2&Z HFH0 R4MotA =,
Ol B 2 Aleld ZE/2AH TEQ A2 M=2L X LSLICH

s g

4.2.4 Port access menu options

on

Quick connect via option2 Serial port HZ HIOIXNE St 85 Al AAZ2E Client Z2 1S X

r

& & QA ELICE Quick connect via option0] Web applet@2 A& JUCHH, & MWEHS
AHZERH 22 U0IHE StHO HAlot)| fIof Web applet encoding optionS 0|0t & &

ZAES22Z HESLICE Email alert for port login optionOl Enable2 && &3 AZXIt Port
access menuZ =212 &= Z70t2 & MOCH VTS ll= OlHg &EE &Z(Email alert
configuration)0il (tet OIIY S & ESELICH Port log in trap optionO| EnableZ2 &1, E- =
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&1DJ| S &(Trap receiver settings)0l A IP =40 E& =4ID|2 HI2H Hd8EH, AHZXIE Port
access menuZ 2102 £= =210t & MOICH VTS lle E& 41D 2FH0 X0 ESES
HLICH Use global SNMP configuration0l Enable2 & & %™ SNMP Configuration 0fl A
Eg 40| &0l SNMP Ego| 2X X2 AFZELICH XIAst LHE2 3.2 SNMP &&=
ADJI HHEFLICH

ux
m K

X~
=
X

1]
ol

4.2.5 ClusteringAl S| port access menu

Clustering Master / Slave(5.2 Clustering Master / Slave && & X)E AIE0ot= &2 Master unit2
Port access menuE =0ot0 Slave unit2 =2 & =014 ELICH Port access menu2l 02! Ol =0l A
SE 2ot Slave unit SEMH=HA 1~480tK12 7% BMSE S5t &Aot= Slave units o
EHEl o QUSLICE Slave unit®ll &=otH HEY unit? Port access menuldt LIEFLIG, O4DIM &Gt
= PortE HE5IH JAote ZEE F2E & USLICHL

t

menuE Sot0 CtE Peer unit 2 =g %= USLICH Port access menul Q! HS0HA RE

rr

A2, Port access

Oll

Clustering Peer-to-peer(5.3 Clustering Peer-to-peer && EX)E AIS

223t1] Peer unit SN SUHA Peer % HSE A5IH RAGt= Peer unit® Port access
X
=

ot ZEE HdEiA ZE0

[SENA VTSII]

Port# Port Title Mode Port# Port Title Mode
1 server name on port 1 Cs 2 Port Title #2 cs
3 Port Title #3 CS 4 Port Title #4 CS
5 Port Title #5 CS 6 Port Title #6 CS
7 Port Title #7 Cs 8 Port Title #8 CS
9 Port Title #9 CS 10 Port Title #10 CS
11 Port Title #11 CS 12 Port Title #12 CS
13 Port Title #13 CS 14 Port Title #14 CS
15 Port Title #15 CS 16 Port Title #16 CS
17 Port Title #17 CS 18 Port Title #18 CS
19 Port Title #19 Cs 20 Port Title #20 CS

21 Port Title #21 CS 22 Port Title #22 CS

23 Port Title #23 CS 24 Port Title #24 CS

25 Port Title #25 CS 26 Port Title #26 CS

27 Port Title #27 CS 28 Port Title #28 CS

29 Port Title #29 CS 30 Port Title #30 CS

31 Port Title #31 CS 32 Port Title #32 CS

Enter command (1-33 serial port, S slave unit, R peer unit, P passwd
<Enter> More, Q exit )

------ > s

[SENA_VTSII]

Unit # P Unit # Ip
1 192.168.19.2 et
I L
5 —mmmmmmeeo I
A 8 —mmmm———-
9 mmmmmmm—o 10 mmmmmmmeeo



11 mmmmmmeee- 12 mmmmmmeee-

13 mmmmmmm - 14 —mmmmmee
15 mmmmmmmme- 16 mmmmmmmeee
17 mmmmmmm - 18 mmmmmmmeo
19— 20 mmmmmmmeee
A 22 mmmmmmmme-
23 mmmmmmmeee 24 mmmmmmmeee
25  mmmmmmmeee 26  mmmmm———e-
P 28 —mmmmmm—e-
29 mmmmmmee- 30 mmmmmm—eeo
31 mmmmme - 32 mmmmmmeee

Enter command (1-48 slave unit, L serial port, R peer unit, P passwd,
<Enter> More, Q exit )

—————— > R
[SENA_VTSII]
Unit # P Unit # Ip
1 [192.168.19.1] 2 192.168.19.3 )
3 192.168.19.4

Enter command (1-3 peer unit, L serial port, S slave unit, P passwd, Q exit)

VTS lItlAE 2 ZEE 1822 €8 =+ UsLIL 0822 £8&E ZES=2 BN &2
=
==}

80 801 It

Ol H, Login on earch P £ AXIA Ut I8
L ZESS &2[E Z0lotH dtIIdl, TE 182 LE ZE 38 Mg as desi=0
0 AMEELIL 2= ZE HEH0MN 482 H2g ZE ES M6t MEGHH iy ZE

Port group configuration

/ serial / serial_config / portarp

No. Group name Login on each port Ports

1 [PorGroup Disable v #1, #2, #3, #4, £5, #6, £7, #8 ...
2 [PonGroupz Enable « #11, £12, £13, £14, £15, #17 ...

New Disahle Add

[ Save to flash ][ Save & apply ][ Cancel ]

T8 44 FE 75 SF

64



Port group configuration - 1

/ serial / serial_config / portgrp /|1 %

Group name:

Login on each port:

Ports :

[ Checkall | [ Uncheckal |

Port Title 1
Port Title #5
Port Title 9
[ Port Title £13
[ Port Title £17
[ Port Title £21
[ Port Title £25
[ Port Title £29
[ Dell DRAC 5

[ Port Title #2
[ Port Title 6
[ Port Title #10
[ Port Title #14
[ Port Title #18
[ Port Title #22
[ Port Title #26
[ Port Title #30
CIHP iLO

PorGroupl
Disahle

[ Port Title #3

¥ Port Title #7

[JPort Title #11
CPort Title #15
CJPort Title #19
[IPort Title #23
[Port Title #27
[Port Title #31

[V]Port Title 4
[V]Port Title £8
[]Port Title £12
[JBaytech on Port 15
[]Port Title £20
[JPort Title 24
[Port Title #28
[JPort Title £32

[ Save to flash ” Save & apply ” Cancel ]

J& 45 ¥E IJF AR &F

s

o
H
Im
tu
e

2 =, port escape menuZ =01t port group @ &0| LIEFELICEH

Port Menu:

b send break

1 show last 100 lines of log buffer
a send message to port user

g port group 'PortGroupl'

X close current connection to port
<Port Group 'PortGroupl'>

c send command to all ports

s switch to a port

1 show last 100 lines of log buffer

Select a port to connect
( [*]1 23 456789 10 )

~z for port menu.

Port group B30 ‘g€ &E5t™H, send command to all ports, switch to aport 32 Sdll. 18
L 2= ZEZ 22 HEWHE BUIL T2 ZEZ HHE 4 UASLICH £, show last 100
lines of log bufferS Sall T2 ZES| 218 &HoIg £ USLICH

4.4 Port automatic detection configuration &3

VTS

Aelgd H3s sz dMg = USLICH
X

6H |.E D-IAH}\| }\|_[T__E

o o

= Al2lg ZEQN dZ&E &EX9
automatic detection &% =
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Port automatic detection configuration

/ serial / seral_config / port_autodetect

Port automatic detection list
No. Baudrate Data bit :ﬂriw Stop bit Probe string r:gizt)time
1 [9800 [v][8bits w|[None w|[1bit w][#x0D |[30 || Remave
2 [al v|[Bhits »][None »|[1 bt ¥ |[20 [ [Remove
3 38400 || 7hits w||None w| 1 hit | [#w0D IEE || Remove
New | Al v| | Bbits v || None v || 1bit ]| | | [Add
Save to flash ] [ Save & apply ] [ Cancel ]

&/ 4-6 Automatic detection list

8 4-62 9600-8-N-1, All-8-N-1, 38400-7-N-12] =22 probe stringd} wait timeS <2lol
M 2MIE=E EFHl=2 S2LUILCH Probe stringdl gl AR AXIZEH U= HAIKES
wait time S J|CleiMd HES Alelg ZE 8432 FOtYLICH Probe string0] U= BR= 0l

£ 2ULD Ue SES waittime St JICAAM Hget 282 ROtELICH

ron

450018 ZE 4F

VTS 112] A2l ZE/FA ZEE= HEHCZ = 2 ZEE SAl €82 = A=sdl, HE
28 % 2= ZE 240 et metileHE S

ne
o
-
o
W
QD
0,
(@]
(@]
o
>
=h
«Q
c
=
8
=
>
=
(=]
>
1]
» O
ol
s g
|’\J
XUl
ol

USLICH. 08 4-7&8 Basic configuration =2 && 3tHE Z0WSLICH Basic configuaration
HOIXIWAME ZE &

3t 2 HIZAH3H Host mode &&, Automatic Detection S2| 2 8=
X
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Basic configuration

/ serial / seral_config / ports ,f 1 _VH basic

Basic configuration

Enable/Disable this port 'Enable v

Host mode : .Cunsule server v

Listening TCP port (1024-65535) ; ??DDI

Protocol : _. Telnet V|

Automatic detection : qustDm v

Port title : Part Tl #1|

Serial port parameters ; _EIEDD v:B blts v“Nune v l hait 'v__-None v

freekVM configuration
Authentication

User access control

Advanced configuration

[ Saveto flash ][ Save & apply H Cancel ]

_J&/ 4-7 Basic Configuration

o
A
P
°
Jo
el
1

Advanced configurationOld= 222 g ZE &F
L

g¥z2 sl 20 1404 0822 =2FE

Port management

Apply all port settings

Automatic detection

Port title

Host mode configuration

freeKVM configuration: Only available if the host is set to Console Server Mode.
Serial port parameters: Only available for serial port

Port logging: Only available if the host is set to Console Server Mode.

© © N o gk~ wDdPF

Port event handling: Only available if the host is set to Console Server Mode and Port
logging is enabled.

10. Authentication

11. User access control: Only available if the host is set to Console Server Mode.

12. Alert configuration: Only available if the host is set to Console Server Mode.

13. Power control configuration : Only available if a power controller is added.

14. Service processor configuration: Only available if the host is set to Console Server Mode

and Service processor is IPMI or iLO.

= oH0 UJ= [--- Move to ---] 2IAE AWM OlSS &ot=s

o
e —
£ dEolH OE ZES 283z Il 0lsg = USLICHL
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2E 8 £30A

i

tol

4.5.1 Port management

=== NE=3
X8 I
S0 B

2SSt LE= [Reset this port] 22| [Reset] H

port as factory default] &2l [Set] HES = S& =0otAlY

Aelg ZEQ 2 ZEE= Enable/Disable 2 = USLILCH

Z Mo

Port management

/ serial / serial_config / ports /| |

|/ port_mamt

Basic configuration

Port management
Enable/Disable this port:
Group:

Reset this port:

Set this port as factory default:
Apply all ports settings
Automatic detection
Port title
Host mode configuration
freekVM configuration
Serial port parameters
Port logging
Authentication
User access control

Alert configuration

Enable
NOME +

Save to flash ] [ Save & apply

| [ Cancel |

XJF All ports settingsE =

xll

4.5.2 Apply all ports settinigs

0

A SH

LZE HF gt=2 Allport settings UM =HE=
A OIS oI Xl ZX HREE &< == U U
EiJt Enable2 &E&ZI™M All port settingsiiAl &S BHoIH

Disable &8 & &2, J|&2 ZE &3F g2 All ports setting=

&' 4-8 Port Management

5l RS HEo HFNZS 5

8 4-9= Apply all ports settings && 3stHES 20 SLICH

MNX CC
=2 o L

ol

otCHIt, Bdal A e
2| fIol, VIS II= HE

ot

iy

1L
o

Ct. Apply all ports settings 1tct0|
HEELICH

& SAZA ELICH



Apply all ports settings
/ serial { serial_config / ports / ,’ apply_all

Basic configuration

Port management

Apply all ports settinas
Apply all ports settings:

Automatic detection

Port title

Host mode configuration

freekVM configuration

Serial port parameters

Port logging

Authentication

User access control

Alert configuration

[ Save to flash ][ Save & apply ” Cancel ]

J&' 4-9 Apply all ports settings &%

4.5.3 Automatic detection

USLICH =22 JME HEE HIES=Z ZE BOIS1 25 MBS 3], freeKvM 2 Al2l
HE 3= #H3dg &= UsLICL
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Automatic detection

Basic configuration
Port management
Apply all ports settings
Automatic detection

Device detection method: &ctive v

Detect device via: [DiSﬁ‘v‘

Initial delay: (5 [ minutes
Recheck interval: every 1440 | minutes
Start time (hh:mm:ss): 121 00:00 [

Probe string: |##x0D [

Detected OS:

Use detected port title: Disable «

Use detected type of console server: Enable v_'
Use detected freekKvM: Enable v_‘

Use detected serial parameters: Enable «

!

Baudrate Data bit Parity bit Stop bit Probe string Wait time

9600 8 bits None 1 bit \x0D 30
All 8 bits None 1 bit 20
38400 7 bits None 1 bit \x0D 30
Automatic detection: Start Now

Port title

Host mode configuration
freeKVM configuration
Serial port parameters
Port logging
Authentication

User access control
Alert configuration

Copy port configuration

[ Savetoflash ]L Save & apply | [ Cancel |

J& 4-10 Automatic detectioin &%

ol

Automatic detectionOl Al 2238t TIi2t0IEH= CsSa Z25LICH

r

Device detection method
Detect device via

Initial delay

Recheck interval

Start time

Probe string

Use detected port title



Port naming rule
Use detected type of console server
Use detected freeKVM

Use detected serial parameters

Device detection method

Alelg ZEN AZ2= X2 2SHMAML S2E 01§ S

4
ibal

|

gty £ A& ELICH Host modedt Console server 2% Z

OtY [m{ol2t Off/Active/Passive SUHA S Jisotl DX $CH off2 s AFELICHL
gty off2 835 HPE = QSLILH Actives VTS I1DF AHME & X%

XA &2 H0IHE Ht2 245t0 EXIe E2E P& LICH Passives

2 tof &XIe 825 RELICH WetA, Passive= Port logging0l Enable2 &3

IO OF 2ot & X0l

N 22U HOIEMA EX2 2D SAE 0182 2cldl Ue LEHE =38 = ASLICHL

XM= Ivarlrun/OSPortxx MW SAE 02 /var/run/HostnamePortxx It 0f

2 Ivar/run/detectedPortxx HHL 0l JISELICH HIIAM, xx= ZEEHSE UEHLILH JI28e=z

=

J

Hel
Im
0y
[0 0
=2
rr

o

=2
=

nc

2
x

L2

02
Im oy Y

)
=
=

oS

—/

Hel

= J M
Bl
on

=

& Jt=otH & LICH fetc/active_detect = /etc/passive_detect scriptE H

[ 12 &=

M0

=
X 2 82 FIE22 2oUNH, ME222 10t ZE0 g2 320 g8 =82 Ald
SILICH Active2 #&E &S VTS 1Dt EXEEE 248 2UE Alert 230N £3& G2

EmailOlLt SNMP trapS 8 &8 LICH THAIS LHEE 4.5.11 Alert &&= & XGHAIJ| BEHELICH

Detect device via
Device detection method J} Active & 22 VTS Il = oY AlclE ZEN ZHIJF HEZH U

=
=X SRE DSR ASE FQI5t] THGIH ELICH =, DSR &1&JF ON 0] &= 22 £= ON

ol AR08 Automatic detection Ol AIZZIH ELICH defLt CISCO Catalist A{XI 2t 22 ¢
2 AXo AR DSR AISE AIE26HA €082 ZH|IJI 62 K22 DSR AISE 0|20l =

TTT =
2 S ELICH 0l 22 Detect device via &2 NONE 22 &&5tH Automatic detection
DSR &IS AEH2F &A280l AIZEZAH ELUC Lk 0l &S Automatic detection 2
Recheck interval Ol 2lof Z&E= =J|&Ql detection Bt0| AMEH AEXIF HHIE Aleld
LEQ HZGIHE XAS22 detection 0] AT X L&LICH (Detect device via &01 DSR &
HFO0l ZIH AZXIt FHIE Alelg ZEN HAZSHW DSR 4/EJ ON 0 &3 Automatic
detection 0| Xts22 AI&TH ELICH)

o o
(]

.

Initial delay

Device detection methodJ} Active &2 Passivell HS &2 JIs&LICH VIS DI &X A28
=&dte =J| XA Al2t2 &FELICL

Recheck interval

Device detection methodO| Active &2 Passivell HS &2 Jis&LICH VIS DI &X E82
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E=HMote FIIE EXELILL0Q B3R FINEOZ &Xl HME £=86tAl LSLICH

Start time

Device detection methodJ} Active &2 Passive?l 22 22 Jis§LICH VIS IIDF X 882E
=Mt AZE A2tS AHELICH Al2IS Q6K 2o S AlZ2ES A& Al2te2 SZEL
Ct.

Probe string

Automatic detection0| EnableZ &#&E JFLX00t 2= Jis&LICH &X E2E =&a5tJ| <

VTS IO ZXI0H BElHe 2d=S 438 LICH

Use detected port title

Hsez 8E X2 HBE 0| ZEQ XE EOlEz AME2E HXNE &FELICH Device
A

detection methodJl Active &2 Passive® &#& & H=202 && Jis§HLICH

Port naming rule

Use detected port titleOl Enable2 &&= ZAR02 e = JUSLIC As22 =& EX
°f EE IZE E0IEZ F4ote 2EHsS LU, $0Ss= &EXS 2ZMHM OIS0l
$HOSTNAMESOl= SAE 0/150] $#80l= ZE HSI S0IIM ZE EOIEZ2 F4otAH U
CH.

Use detected type of console server

Hsez =8& X2 AL Z typeofconsoleserver 882 HAE X A& LICH

Use detected freeKVM
AAsez =83 X 22 freeKVM2 & &HELICH

Use detected serial parameters
4.4 Port automatic detection configuration && AN st #EZ2 HIECZ As22 +&E &
22 X9 Al2lg ZE W2t0IHE &3 LICh

45.4 Port Title

MEX= 222 ZEN HAE X0 et 892 28e = JSLULCL Hollle EXe 7,
3 2il = fX F2 S0l X882 4 USLICH ZE EI0IE2 €3 ZZMAWM 28 2
OF OtLI2t Serial port H& % Port access menullAl ZEN CHSt 8922 % OIS ELICH AIS
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A HE ZLE BEOIES g8ots U X
E E0IEE #48E = UsLD. IS &

= ZTXoHAIDJ| HHELICH

8 4112 ZE B0l 28 s 20E

Moz HOot HXI0 et E2E 0180t &

st XHMISH LHE2 4.5.3 Automatic detection

LICt.

/ serial / serial_config / ports / ,’title

Basic configuration
Port management
Apply all ports settings
Automatic detection
Port title

Port title:

server name on port 1

Host mode configuration
freekKVM configuration
Serial port parameters
Port logging
Authentication

User access control

Alert configuration

[ Save to flash ][ Save & apply ][ Cancel ]

JE 4-11 ZE F0/1E &F

4.5.5 Host mode &3

VTSIl &= 2E+= Host modect2 = &HLILCH

Console server mode
Terminal server mode
Dial-in modem mode
Dial-in terminal sever mode
PPP mode

Console Server Mode

ChS 1 22 5JH9 Host modedt AFZ Jis

]
c
o

0l 2EUME, Telnet £= SSH Z2ct0IHES AHZBES HJIotl U= TCP AH A30|
AHELICE. Telnet/SSH Zc2t0IHEIL VTS g=50tH, VTS 112 AlelE ZE/EAA ZE|
HZE FHIS 22 EZEN 852 == UAsUb. FF ZE F=R0Ues 0 2= NFSLIC
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Aelg ZEDJ 2£ ZEEZE Sof #Hl0l HZots 8 &3 ZE= 3 ZE dF0AM NEE
A X

Terminal Server Mode

0l 2E0IM =, Terminal server option2 X0 et VTS 112 Al2lg ZEW HEBE EXI0AM
SAEZ Telnet £= SSHE 0|20t0! HA6HHLE VIS IS & T2 )88s ASGHH & LICH
ZENM= XJADX LSLICH

Dial-in Modem Mode

VTS ll= 2 &E ZBES ME0IH 22 (out-of-band) =X JIsS KAELICH Al2lE &

in Modem ModeZ &H&E Z2, VIS Il= Al2lg ZEDJt 2/&E 2N HAE AH22 2t=x0ot1,

A KNZRH &3 % HZ 2 JIUELUC HOlE oiEd0ld T )82 AIE5t0d 20
H=0otH VTS N0 852 21E6t| 218t 2101 3430l EAEUC 823 ZENM= X&EX

HsLICh

5]

0
I

Dial-in Terminal Server Mode

Dial-in Terminal Server Mode= HOIE AW ZE2 M3 H=E B ZEo =g 2EAL
MEXIb Alelg EZEE Dial-in Terminal Server ModeZ &&GHH, VTS ll= Alglg EZED;
&Y REN A= 2102 2F5t, Mg L HAS IIUEULCL A=)
HEelold =20HS ALESH VTS NIl &3t §£5t= <, VIS lle 0l &S 31&dt0 010
oL U= A SAEN Telnet E= SSHZEA TCP HAS S HELICL A ZENAN=
N2 E X ASLIC

@
=)
I

PPP Mode
PPP model| XIMIEH &2 3.11 PPP &&= ZX0GIAIDJ| HIELICH

-

O 412~ 08 4-162 28 Z=Y Hostmode &8 &HS 20 SLICH
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Host mode configuration

/ serial / serial_config / ports /|1 %/ hostmode

Basic configuration

Port management

Apply all ports settings
Automatic detection
Port title

Host mode configuration

Host mode: [Console server v
Type of console server: \Other vJ
Service processor: [N‘O‘FTE v

M 1 . Mhieahle Gl
Enable/Disable assigned IP address: Disahle v
Listening TCP port (1024-65535): |70m |

Ignore telnet negotiation at connection: Disahle « |

Inactivity timeout (1-3600 seconds, O for ’]00 ‘ second(s)
unlimited): —

Display port information: |Enable +|

Port escape sequence option: [Etrl v |

Port escape sequence: Ctrl- |z |

Port break sequence: I-—break ‘

Use comment:
Quick connect via: Webh applet

Web applet encoding: \English (latin1)  +|
Web applet size: Coliifns ian ’ Rows |24
freeKVM configuration

Serial port parameters
Port logging
Authentication

User access control
Alert configuration
Copy port configuration

| Savetoflash || Save &apply |[ Cancel |

& 4-12 Host mode &'& - Console server mode

Host mode configuration

Host mode: | Terminal server v}
Terminal server option: !Flemote connection v}
Destination IP address: i |
Destination port (0-65535): | |

Terminal type: Ilinux |

Protocol: Telnet «

Inactivity timeout (1-3600 seconds, 0 for |1UD | second(s)
unlimited):

7& 4-13 Host mode &'& - Terminal server mode
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Host mode configuration

Host mode: Dizl-in modem v
Modem init string: glels0=25d0
Enable/Disable dial-in modem callback: Disahle
Enable/Disable dial-in modem test: Disahle

& 4-14 Host mode &'& - Dial-in modem mode

Host mode configuration
Host mode: Dial-in terminal server + |
Terminal server option: ‘Remote connection I
Destination IP address: ; ‘

Destination port {(0-65535):

Terminal type: linux

Protocol: Telnet |

Inactivity timeout (1-3600 seconds, 0 for 100 second(s)
unlimited): o
Modem init string: 01e0s0=2&d0

_7Z&/ 4-15 Host mode &'& - Dial-in terminal server mode

Host mode configuration
Host mode: [=]=T=] 3

Modem init string: glels0=2&d0

&/ 4-16 Host mode &% — PPP mode

Console server mode &%

Console server 2=2| B2, ArEXt= G132 20! 01K

&
>
U
nx
04
2
1>

Type of console server
Service processor
Enable/Disable assigned IP
Assigned IP

Listening TCP port

Protocol

Ignore telnet negotiation at connection
Inactivity timeout

Display port information

Port escape sequence option
Port escape sequence

Port break sequence

Use comment

Quick connect via
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Client program path
Web applet encoding
Web applet size

Type of console server
ANelg ZEN H2D0 A= £ MBS B0l MS SAC console@! X| OtH XIS S E4ELICH

Service processor
AMelg ZEQ HZ2ZW Use 2= M Service processor SFE HEELICH Service
processor2| EF 0 et Service processor configuration €01 HEAI&EI 0, Ol Service processorE

Soff &3 AHE ZAl 1 Mg = AsLICH

Eanble/Disable assigned IP

Assigned IPE AMtEE X HEE Z&dot=0 MESLITH

Assigned IP

AMEIIE 2L A2 Al2lg ZE = JAF ZEN IP =AE 496t 32, 4838 ZEQ |IP
FAE SOl M2l ZE = 3F ZEN HE HEKg = USLICH AIEX= Telnet(23) £ =
SSH(22)2] HZ= TCP ZE HSII Uiz Telnet L= SSH Z2H0IHE ZZ 1S AIE0HH EZE

of &8 = ASLICHL
t

192.168.1.1012 &

o
;DO:‘_I_

00

, AEXE TS 201 ZE0 g2 = UsU

telnet 192.168.1.101
G P F=AE JIE2 IP A4 E=LX 2LO0H0F ELICH Y === 32, Aldl
2 L EQ I[P A= Disable &EfJF & LICH Port access menulil M2t &

= EO
| ®2e{™ Enable/Disable assigned IPE DisableZ GtHLt Assigned IPE 0.0.0.

fr o
62 10

[l

Listening TCP port
MEX= Alelg ZE L= A ZE F== floil VIS 112 IP =& % Listening TCP port
numberg 0|E& = g ZEQ2l TCP port
number & VTSII2 IP

VTS 112 IP =40t 192.168.1.100 0|1, oY &= Al2l€ ZES| TCP port numberJt 6001 ¢! &
?, ALEXE O30 201 oY Aldlg ZEN HZBE = USLICHL

telnet 192.168.1.100 6001

$0
44 o> R
C
[
>
010
>
rr
o
=3
- 2
7
n
I
e
Y
flo
40
o
%
0
>
o A
[

Protocol
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ProtocolZ Telnet, SSH £= Raw TCPS A& &{&LICI. AF2XIDI Telnet SC2I0|HE T2 S Al
Eols &2 Telnet2 AEHEHILICH AISXJF SSH 2SC20|HE T2 S AI26l=s 22 SSHE
P

SENELICH

Ignore telnet negotiation at connection
Protocol Ol Telnet 22 E&FEUS ES AIEXIH 0l SEZ Enable ot VTS Il 2] Telnet M
Hi= Client Jt Telnet negotiation EES 2 2HctE == oIE6tAH ELICHL

Inactivity timeout

Inactivity timeout LIt2I0IE H&CS SHE2 TCP HZ AEiE Closed £ &= Listen@& S Xlot=0l
USLICH XIHE Inactivity timeout 2t S0 VTS 112 Telnet/SSH Z22t0/HE ALOIOIA CIOIE
SA0I P= B2, JIEN AZE e o2 ZolA ELICh AR HBE Rz =
XotddeE &=, timeout Al2tS 022 S FELICH Inactivity timeoutOl Enable &EH0 U= &
&, VTS ll= “keep alive” T3 2 FII1H 2z MEGH0 Telnet/SSH 22t0IHE 2F VTS IIALO] 2
MHE XNEHOZ HALELICH Telnet/SSH 22t0IHEDJL M0l SEOHK 2SS AR, AMAE

Z MENJF A UJCHD 2t=5t, Inactivity &8 10 &2 80| J|E2 Telnet/SSH H& = &ZSLICH

Display port information
Display port information &&0| Enable &™ AIEXOF Al2lg ZEW HZA 210 =0
hostname, HEZEQ2 WS U title S M0l HAISH SLIC. S4&0| Disable ©H Al2l

HEEN HZAl Olddst 2SS0l ZAIZA 2sUCH

Port escape sequence option
=

Port escape sequenceE ALEE X G & O{™ control character € AEE X ZESt=01 A2
&HLICH

Port escape sequence

MEXIIL Al2lg ZE/AA LEQ HAAS =, Port escape sequenceES 2 EGtH Port escape
menudil 28 == USLICH Port escape menulil= 2 AIE X E 26t

of log buffer], [send message to port user], [close current connection to port], Port AFZEXE
?I8t [send break] 12|10 Port2t Monitor 23 sts 2% Jt& A& XtQl [disconnect a sniff
session] Ol S0l JUSLICH Alelg ZE/RA ZEW HZE JXIF I HES2 ot
i ==

HBCO YD 2RI ALEXIH Power HZ2dstS =

= [show last 100 lines

CtH, Port escape menulll= [power
device on], [power device off]| 2t [reboot device using power-switch]S2| &1 23 E 0=t
It LIC.

Port escape sequenceZ &&= ZAE ZEZ &0t ® Port escape sequenceE S8 6t

ALt port escape menulil Al Port escape sequenceE 2 otH & LICH
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Port break sequence
MEXE ZEN HZ = port break sequenceZ & E g2 LEHCEZM oY EZEZ break

2d = UsLIC

=
fol
U
ne

Use comment

Use commentE YesZ H&oIH ZE ASAI ZEZ HEg I =482 28g = JUAESE gL
Ct. & 0 82 ProtocolO| Telnet £= SSHY A<Dt MNZFLICH LHE =42 Alclg ZE
& HIOIXI2l Individual port connection = = Comments =0 ZAIELICL (AAE LHE2

4.7 Serial port 2= FLOINAIRL)

Quick connect via

Quick connect viaZ VTS Il &2 HZ HOIXIHM = & Cliente] &% Web applet, Local
client £= User defined2 &&&LICH. 0 &&& ProtocolO| Telnet &£
LICE Alelg ZE & HOIXUA AFSXADE ¢ 0t0|28 des 22, AAEXDE VIS I M3
ot= &Il java applet2 AtEct= dS Web applet2 HE&LICH S X MO HSot= Telnet
L= SSH 2cl0IE EZ2HE =22 P=ot=E E2 Local clientE & & &HLICH Windows &
AHHS 22 ProtocolOl Telnet2 i Local clientE &€

LICt Client T2 ) &49| 2IXIE X&GIH oY T2 s MG ot R0 = User defined

£ d=gLIth

= SSHE E=20e HEE

Client program path

==
=

02

[El
Hu
]
0
o
0
10
o
C
O

Quick connect viaJt user definedZ2 & & &2, &

Web applet encoding
Alclg ZEQ HAE XU MHZRH 22 HOIHE & MEX FHY
pS

=
T
of elRLote &AalsS £Fot=0 AFSELILH

%
U
Qj
~
i
o
Ol

b1 <l

Web applet size

Quick connect vialll M Web applet 2 &&ist B2 JTAS A& AIOIZE XEE = USLICH

Terminal server mode &3

Terminal server mode2| 32, AIEXte 3 22 LI20IHE £88 = USLICH

Terminal server option
Terminal server shell program path
Destination IP

Destination port
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Terminal Type
Protocol

Inactivity timeout

Terminal server option

Remote connection@& A& E ZEL, VIS 12 Al2lg ZEN HZE HXUHA Telnet , SSH &£
TCP Z2EZ22 0|80l ¥ SAEZ FELIC Destination IP , Destination portS2 225
AE B AEE ZZ&EZF, Inactivity timeouts S & & 0ol 0F & LICH Shell program2z2 & E &
L, VTSIIS Alelg ZEZ H=6tH VTSN A Terminal server shell program pathff && & &

ZzIg AMELC

rr

0

A

Terminal server shell program path
Terminal server optionO| Shell program22 &S& & Z=R0 Al2lg ZE= &

VTSIDF &g & 28 XU

I

Ol OIF0IXIH

Destination IP 2 Destination port
Terminal server option0| Remote connection@& & & E &Z <, Destination IP 2 Destination port
= VTS I} HZ& EXIJt 85010k otle fBXN SAEQ IP =24 %2 TCP port numberg 2|

OI&LICH

Terminal type

VTSIl Jt THE & X2 terminal & H2g I MEE terminal €42 XNEE I AFZELICH

Protocol
Protocol2 Telnet, SSH £ = Raw TCPJI € == USLICH AHE XDt Telnet £= SSH A0l &2
otel ot= &R, Telnet L= SSHE &EGH0F &LICH. Terminal server optionOl Remote

olet dstgE LI

d0

connection 2 &A= &

Inactivity timeout
Inactivity timeout Al2t SOt VTS 112t Telnet/SSH AH ALOIO GIOIEf 4101 2™, &M Telnet
L= SSH ME0l EZ2&H ELICH A2 dE2 RS2 RXctde 23S

L

o
fLICt. Terminal server option0| Remote connection22 &&E J 202 45 &LICH

ol

Dial-in modem mode &%

dial-in modem mode2| &2, AIEXt= S 22 LI20IHE €838 = USLICH
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Modem init string.

Enable/Disable dial-in modem callback

Dial-in modem callback phone number

Dial-in modem secondary callback phone number
Dial-in modem callback login

Allow dial-in modem callback number change
Enable/Disable dial-in modem test

Dial-in modem test phone number

Dial-in modem test interval

Modem init string

28 XJ3t AEEE AMelZ EZEN g2E AFE ZEES =Dlstot=0l AF=ZEUCH AHEXE
T)lst AEEE XNEoHA €2 3R, JI= = = =) 2™

J
g2 ‘q1e0s0=2&d0’SLICH. 2 =J| AEE

Enable/Disable dial-in modem callback
Dial-in modem callbackO| 43l A M3 &% AHZ0| &H VvT

S
in modem callback phone number0fl SAIE M3t HS 2 HAZBSIH S4&IELICH

L

Dial-in modem callback phone number

Dial-in modem callbackO| &4d3l=E A VTSI HZ2E MFHSE HAIELICH

Dial-in modem secondary callback phone number

Dial-in modem callback phone number 22| 20| AIMS HR0 VIS I} HZEE Bxol W3
1S E HAIELICE (Dial-in modem callback phone number £2] HZ2 60 =2+ (D€ otH & IH
st Z 2 Dial-in modem secondary callback phone number & HZ & Al &&LICL)
Dial-in modem callback login

13t &

Dial-in modem callbackO| &43lE Z<, Dial-in modem callback login0] &&8%™, &
A

HAZAl AIEX 1SS ot 915 H3Al callback U&E0| &eFLICH

Allow dial-in modem callback number change
Dial-in modem callbackO| &43t&E &2, Allow dial-in modem callback number change0| &&&™
M3t = HZAl Dial-in modem callback phone numberE B1Z& 201X 1 callback &2

Tl et LI Ct.

Enable/Disable dial-in modem test
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Dial-in modem test)t 243 &E AR, ZE0 H& s&ot=X FIH2z H2ELICH Dial-in

modem test)} 43T H Alert 88 SIHAAM 28 HAE ZUE OIHLOILE SNMP trapsS Sl
BrS 4 QT2 AAs £ QU €ELICH XAIE W2 4.5.12 Alert £FS = ZX0HAID| HEELICH

Dial-in modem test phone number

ZE0l B4 S&ot=X HHoH)| ol VISIDE 22 Mot sSE HAIELICH

Dial-in modem test interval

D20l Ea SHoteXE BEE FIIE ALHAZ XEHE LI

Dial-in terminal server mode &%

Dial-in terminal server mode 2| B2, AIEXe= U3 22 LA40IHE €83 = USLICH

Terminal server option: (Terminal server mode &&& & X
Destination IP: (Terminal server mode A& & ZHIL3IAAIR)

Destination TCP port: (Terminal server mode A& & & XoIMAIL)

N

Terminal type (Terminal server mode M&E &#X5
Protocol: (Terminal server mode &&= & IOHAAIL)
Inactivity timeout: (Terminal server mode & &2 & XGHAAIR)

Modem init string: (Dial-in modem mode &8 2 HISIAAIL)

PPP mode &3

PPPmode 2| 22, AEXs USW &2 I2H0IEHE €38 = USLICH

Modem init string: (Dial-in modem mode &l& S ZXZGIAAIR)

4.5.6 freeKVM configuration

Console Server 2E0IM freeKVM & &0| FIt&®, 848& KVvM 2ct
VTS 112] Alelg ZE/AA ZEN AZBE MHZ F=6HH MBiel st
st 4= QU off ELICLH Client program0| Web redirection@2 & & &
pathtil XI&E URLE HAZELIC

VTS 119 ZE0 HZE A MBIt G2 KVM Set0IHE Z2 Y

o
e
Im

| ZT27)
|[2E2t Ot

0l = Client program

=
S

ol
=

I> Mo

40 0%

o

2

v

J
=]

oy ﬂJlO

o

Xl

o
o

d% ALZ Xt
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J8 4-172 freeKVM £33 3tHE 20 SLILL

freaKVM configuration
/ serial / serial_config / ports / ,’ virtual_kvm

Basic configuration

Port management
Apply all ports settings
Automatic detection
Port title

Host mode configuration
freekWM configuration

No. Connection IP address Client Program Program path

Serial port parameters
Port logging
Authentication

User access control

Alert configuration

Save to flash ] [ Save & apply ] [ Cancel ]

J& 4-17 freeKVM & &

freeKVM &2 FIiotd® [Add] HES S=otd ELIOL Fotel 282 =
==t e freeKVvM2 ME UWES =&ots sH2Z OISEUL. 18
4-18= freeKVM AR £&F stHE 2WSLIC [Remove] HES 2ot 232 A HE = U

& LIC

= 232 BsSE

freeKVM HZ S floff 2 Rst Itet0leH= T3S &5LICh
freeKVM connection

Title

Automatic IP detection

IP address

Client program

Socket/Screen number for VNC connection

Client program path
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/ serial { seral_config / ports / ,’ virtual_kvm ,’

Basic configuration

Port management
Apply all ports settings
Automatic detection
Port title

Host mode configuration

freekVM configuration

freekKVM connection:
Automatic IP detection:
IP address:

Client Program:

User defined v
Client program path: | |

Serial port parameters
Port logging
Authentication

User access control

Alert configuration

[ Save to flash ][ Save & apply ” Cancel ]

& 4-18 freeKVM A& & &

free KVM connection
freeKVM & JIs2 AMSE HoXE EFHELILL
Title

freeKVM HAZ Al ZAIE title

Automatic IP detection

KVM Z2ci0I¢E T2 )0l HZE A2 IPE Alcl2 252 85610 AsS22 HMERN o

£E 4 3HELICH Host mode configuration2 Type of console serverJt MS SAC consoleZ &%
E 202 0l JIss MEsE = AUSLICH
IP address

KVM Z2ci0lHE Z2 80| HZ& M IPE 28 ELICH

2oy

Client program

Client program pathE & X&Eg = UETE ZSE SAU0/HE Z20d C|AEE MB&ELICH

Windows remote desktop standard connection, Windows remote desktop console connection, VNC,

Radmin, Xmanager, Web redirection S0lA SHEHSIH HY 2t0/HE ZZ)&H0| Client program

pathOff Xt S22 HAIELICH User definedE & EiGHH Client program pathE AMEXIF 88 2=
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off OF & LICH

Socket/Screen number for VNC connection

Client program0| VNCZ & &HEIAS AR VNC HZ = 28t Client program pathE & d&&
= UESE ELICL Screen S = TCP port HS 0 &5tH VYNC HZ S 2§ Client program
path)} Xtso2 &X™ELICH

Client program path
AMelgd ZEL FAZEN HEE HAHZ KVM AES HZ2e = s 220|9HE T2
& & LICt. Client program0l A Web redirectionS & 5tH KVMS

o

LICH $IP$= Z2U0IHE T2 )0l §5E MHS IP =AE

=
o
ol
o
C
2y
—
o
el
02
1]
40
39
i3

Allow everyone

Web Ul 2| Connection page € S0t KVM AlEES HZE = U= SC0|HE T2
N2 A= A= XSl Asts HMSHELICE 0l S&0| Enable 2 T U2H ZE AIZ
OIHE

JtEl A

02

o ux
)

Al
=

t

[El
Hu

I
=

o
02

Al
| A

A2H 0l &&0| Disable & TH JU2H User access list 0l =

2Oz A#AZS AN UL

21
ET
S

010

)

X

0]

o

[El

4.5.7 Serial port parameters / Remote port parameters

2 THIE VIS II2 Al2lg ZEQF HZoteid®, VIS IS Alelg ZE Iiet0IeE
2S5 ZE0 %A £FoH =010F SLICH
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Serial port parameters

/ serial / senal_config / ports /\ 1 »|/ parameter

Basic configuration

Port management

Apply all ports settings
Automatic detection
Port title

Host mode configuration
freeKVM configuration

Serial port paramsaters

UART type: RS232
Baudrate: @ﬁm
Data bit: | Bhits v
Parity bit: |None v |
Stop bit: \Tblt:v1
Flow control: \mj
DTR option:  High when open v
Flushing buffer on closing TCP connection: [ Disable w ‘
Port logaing
Authentication

User access control

Alert configuration

[ Savetoflash |[ Save &apply |[ Cancel |

72/ 4-19 Serial port parameters &%

Aelg SA0MN 228 Otet0le= 33 25U
Baudrate

Data bit

Stop bit

Parity bit

Flow control

DTR option

Enable/Disable delimiter (only for RawTCP protocol)
Delimiter (only for RawTCP protocol)
Delimiter option (only for RawTCP protocol)

Inter character time-out (only for RawTCP protocol)

Baudrate
VTS II0lAl XI®38t= baud rate= CHSF 2 5LICH
75, 150, 200, 300, 600, 1200, 1800, 2400, 4800, 9600, 19200, 38400, 57600, 115200 & 230400

& E0tAIS JI=gt2 96008 LICH.
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Data bit
Data bits= 7 bits2t 8bits SO0 Al StLIE 8IS &= USLICH & ZoHAIL JI23t2 8 bits2 L

Cth.

Stop bits

Stop bits= 1 bit?t 2 bits SO A HdEHE == JUSLILL S& EotAIS JI28t2 1bitdLICH

Parity bit

Parity= None, Even = Odd S0lA &8 == UASLILH S& E0HAIS J2&t2 NoneLILH.

Flow control
MO 2t2 None, LAZEIN(XON/XOFF) L=

USLICH BF EotAlel Jl=8t2 None LI

ol

FERAO(RTSICTS) S0HAM &g =

DTR option

AMelg ZEC| DTR &8 &2 Always HIGH, Always LOW L= High when open22 &&&
% UASLICE DTR S0l High when open2 2 E&E &R, TCP HZ0| OI20H& AEINM=
DTR Eo| &EiJt HighZ S XI&ELICt. Host modelt Dial-in modem mode &= Dial-in terminal

server modeZ &&E &#ASL, DTIR s& &#&0| NJEKXN 2SLICH

Enable/Disable delimiter

IZ2ES0| RawTCPQ!l Z2, A2l ZEZRH S0H2E= UOIHE ScoIHENAH 2Y W32
2 Uses ggs ZFELICL 0l 430l Enabledl USH A2l ZEWAM &2 OOIEHE
DelimiterJt Z2A& MOICH THA 22 Z2lot0 Sct0IHEN M SELICH Disable2 88 %™ Inter
character time-out Al2t S¢t Alcld ZEZRH HOIHI SUHA $A2H WA S SO00IHEZ

S ESSL .

Delimiter
Enable/Disable delimiterJl EnableZ &#& & A2, HOIHE 2cIdt=0 MESE 22X E XEE
LICH.

Delimiter option
Enable/Disable delimiterJt EnableZ2 &&= &%, 222 =2/= IH3!

S &g X FE 2 LIth

o
rz
o
w
=2
HI
o
Pa
I

Inter character time-out
Enable/Disable delimiterJt DisableZ & & &2, Al2lg ZEZRH &&= UOIHE =c2lot=
(@)

O AIZ2E= 2X2E Al2t2tAS SFELICH 0 A0l XILEES OI0IEJE F=0t2 SHLA @2
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f

85 S240I0EZ HOIEHE dSE UL

Flushing buffer on closing TCP connection
0l &4&0| Enable 2 &89
= Hl<{ HelAH &L

I

A HEEQ9 H2, Zc0IHES o6& 2
I2EES £80ol0F LIt

TCP HZ0| "& 080 & &S serial buffer 0 Y= data

i

2% ZH0 oz

Remote port parameters

/ serial / serial_config / ports / J rport_param

Basic configuration

Port management

Apply all ports settings

Port title

Host mode configuration

freekKVM configuration

Remote port parameters
Destingtion IP address:
Destination port (0-65535):
Protocol:
SMASH:
Allow unattended continuous connection:
Automatic login:
User name:
Password (new):
Password (confirm):
Reestablishment interval:
Use a customizable script:

Port logging

Authentication

User access control

Alert configuration

Power control configuration

|192.168.1.16 |
22 |
S5H v

Enable

Enakle

Enahble

L

|rDDt

|

|
5 |
Disahle

seconds

Save to flash ] [ Save & apply ] [ Cancel ]

_J&' 4-20 Remote port parameters &%

A ZEQAM ER8
Destination IP
Destination port
Protocol

OEM type

SMASH

oet0leE TS

2SIt
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Allow unattended continuous connection
Automatic login

User name

Password

Reestablishment interval

Use a customizable script

Destination IP

s 2 SAEC P FAE HF

on

FLICH.

Destination port

A SAEN HHot=0 AF2E TCP port numberE & & &LICH

Protocol

HAA SAEN H&ot=0 AEdsE Z2E22 d8ELICH Telnet, SSH, RawTCP, RMCP+(SOL)
E otLtel gt2 Jt& = USLICH RMCP+(SOL)0| &EHE ™ Destination IP2F Destination PortJt
Service processor configurationl Al Destination IP2t Destination Port2 At2& LIC}.(4.5.14 Service
processor configuration &2) 12|12, Serial Port Connection HO| X0l SOLS O|&dll IPMIE X

g = Ys &2 HZIIs8 001201 ZAIELICH

OEM type
Protocol0|l RMCP+(SOL)Z &EE &d=2 IPMIJt H&a%= A2 XEELICH Nonelt Intel IPMI
20BMC S0IM deiE 5 USLILCH

SMASH
Host mode configuration Ol Al Service processorE iLO L+ DRACS &E5IUS ¥R SMASHE

AME HRE XIFELICH

Allow unattended continuous connection

A EZEN EH6HN REot: BH SAERO HZE HSRAE X £E2 HFFULL
DisableZ2 &&E Z=R0= AIE2AIt A ZEZ JEE [ VIS Il 3 SAEZ HEES

AN =g LICH Enablez2 28 = B=20l=s VISlie &3 SAEZS AZE HE RAELICH

Automatic login
AZXIL Remote portdll &
et HE8E ZdgLIth 0

2= LI

2

£ [ Remote portdt A SAEQN XAS2Z login & 210[XI0H

|= Allow unattended continuous connection 0] &3 XNSC=Z
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User name
Allow unattended continuous connectionO| EnableZ2 &A&&E HL, VTS 1D} |23 SAEZ

HZS =Aot)| 2ol B 1 ALZ2ol= AFEX 0152 £€F LI

Password
Allow unattended continuous connectionO| EnableZ2 &A&&E HL, VTS 1D} |23 SAEZ

=
HAZES KRS <o B I AL2ct=s MEXS IHARAEESE EFELICL

Reestablishment interval
Allow unattended continuous connectionO| EnableZ2 &A&&E HL, VTS 1D} |23 SAEZ

HZ0l B[S I TOAl Botse 232 £ UL

Use a customizable script
Allow unattended continuous connection0| EnableZ2 &&& &2, Automatic login AIS2 2
ol5E8 8ol YHES SEFELULICL EnableZ2 &HGHH, A2 HEO0l Jtss perl

AISH5HO] CH &t &l HZELICH DisableZ S5t
[e]

ot ol Jetc/autologin.defE &HEXotH FHHIS ALSX

_,_
I

script(/etc/rportcon) &

[
N
[
x
0x

/etc/autologin/portxx 2| I} &

oIE= XMelgLltt
4.5.8 Port Logging

Console Server 2= 0l Al Port LoggingOl Enable &, VTS 12 Alelg ZE = A X

&%= OI0IEE U22l, ATA/IDE fixed disk card, USB BI22l, NFS M £ = Samba MHZ MZE
& 4 QUESLICE SAI0 SYSLOG MO MEE XIE XNEFE = JASLICH

LS, AF2XE port event handling €8 0M ZEZ S0 2= HAIXIS 3 JIFEE 6]
Email / SNMP trap S Sofl 2 2IX0H dEE = USLICL AAEX= 0 JIsS Sofl H23&E &
XNZ22H 2= HOIHE 2AIE &= USLICH XHAHE LHE2 M4&E 4.5.9 Port event handling &&

= HFXZoAAL.

AMelgd ZE = #F EZEQS Host modedt Console server modeZ2 &&= Z<20BH Port
Logging 210l RE&LICH Alelg EZEDJL Terminal server £= Dial-in modem modeZ2 && &
&% Port Logging JIs& AIEE = 8lsLULILH

Port Logging0ll CHEt £&& uwellleeE ChSd &L

Port logging
Logging direction
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Port log storage location

Port log to SYSLOG server
SYSLOG facility for port logging
Port log buffer size

Number of backup files

Port log file name option

Port log file name

Time stamp to port log

Show last 10 lines of alog upon connect

Strip the *M from SYSLOG
Character limit for SYSLOG
Automatic backup on mounting

Port log view

Port logging
Port logging: (Enable v |
Logging direction: ‘ Server output v
Port log storage location: NFS J‘
Port log to SYSLOG server: (Enable YJ
SYSLOG facility for port logging: {m
Port log buffer size: 50 KB
Number of backup files: [T \

Port logging filename option:

[Specify below ¥

Port logging filename (null as default file  [portidata 1
name[portXXdata]): S——— ‘
Time stamp to port log: Enable |
Show last 10 lines of a log upon connect: ’AEnable ;‘
Strip the ~M from SYSLOG: {Enable 'C]
Character limit for SYSLOG (80-4096): |256
L —ee—egy
Automatic backup on mounting: {Enable vJ

Port log view :

(Ciear] [(efesh ) [View]

& 421 Z£ 22/ £F

Port logging

Al Dl&gt2 Disable® LICH.

1A
ol

Port logging JlsS AISE
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Logging direction

MEXIL A2l ZEZ MEYol= WES JIS(User input), AlelE ZEZRHS HOIHE JIS
(Server output), 2t OIOIHE JISotEAN ZSFHAl FL4HE A

MESIA %2 24(Both without arrows)2l X
2 LICH.

28 24(Both with arrows)?l Xl

o
E ZIELIU. B =ot A2 JI=8t2 Server output

Port log storage location

ZE 27 HOoIEH= VTS 112l e Hl2el, ATA/IDE fixed disk card, USB 0I22], NFS AH £
Samba AHO0 MEE = JSLCH ZE 200 HLZelH HEE= B, VIS 11D HE T =
£ OolH= AMEUCLH Alelg ZE& 27 O0IHE 2&6teid, ME fIXIE ATA/IDE fixed
disk card, USB Oil22l, NFS AN £ = Samba M2 &H&EGIHLE SYSLOG server2 M&ES &A%
oiOF ELICH AtEXt= HE fIXI0 436t M&E HME 0lcl &FoHoF LIt M& AXIIt &
ot LN LUCH, AIZEX= HER/AXNE AdHE = O UL U222 0le MERIX
b NBEHAR2L AIZ2S Y ME EXIDt Access It EJtsotHE 22 A=s22 HZeld 23
It JISELICH oY ME EX= FIE2Z =QIT 0 CtAl Access JtsollKIH oY X0 2
0r THAL DI= ELICH ol H2e2lul JISE 2= SAMEX &sLICH

rr

Im

Port log to SYSLOG server
Ol LIet0lEDJt Enable2 8% H ZE 2] HOIH= ANEE ME X2 SAIH SYSLOG A H
e H&EE = ASLICH

SYSLOG facility for port logging

Port log to SYSLOG server0O| Enable2 Z<02t && JtsgLICH. 208 SYSLOG MO H&E
g M MEE facilityE XNEELICH ZE 2JF & H SYSLOG MHZ MEEHH SYSLOG-NG
SF0A SYSLOG-NG =& S0 6IIM X&Es faciityE Z&st 720 GtLt 014 ACO0F &
Ct. olgdst 70 et XIZE DestinationE LE =15 MESHH ELICH XHAE WS 8.3
SYSLOG-NG &&= & XotAIJ| HHELICH

Port log buffer size

Ol mtetOIE = loggingdl= ZE 27 OIOIHS =W AJIE HAESLICH Log HIOIHE MEGHI
flof WS HZ22E AMEots 3%, ZE BIHS &M 2Jl= 3200 KbytesS =1totXl &L0tOF &
LICt. =& &5t Al JI23t2 50Kbytes& LIC}.

£ OOIHE M&EStI| 2o ATA/IDE fixed disk cardLt USB HIZ22IE AtEdte 22
HIH 3Jl= t=2 S0l Ot EetELth

27 HOIHE MEGSHI| <o NFS AU L Samba AHE AtEdt= &<, ZI0H Port buffer size=
MBtel 2Z0 TGEAN M, AEX= NFS AlH{LI Samba ABIE HE =g

ANAZO HSE = AS= of0F SLICH

b

| CH

H

E

Gt0d Port logging
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Number of backup files
ZE 27 ME X0 22 0122 Port log file 0| 0101 &EXME &< £ M MK backup file

= UH=SNE 2EEULL

Port log filename option

Use port title2 Z&LH XLE EOIS0l ZE 27 It 022 AIE
o

=2 LICt. Specify below&
SZE ™ Portlogging filenamelll 2= & It 0|50l 21 Y 018

=
2 ArsELUth

Port log filename

Port logging filename option0| Specify below2 & & & ™ Port log filenamelil & It 018
Ol 21 ItY 01822 ArZ2ELIL. 21 ItY 0180 DN AKX LS FR0e= Il 88 gt

ol portXXdata ct= OIS0l AtE ELICH KIIA XX2 oilY Aldlg ZES HSE HAIELICH
LTEEZ NMEZAE O2H otldX ot ER0U=s MEEA0H ZEEZ ZCHE 2= Port
logging filename =

A2 AMERI HE =522 oif0F UL

Time stamp to port log
Ol LietbIe 20l 838%™ JIEEe=E ZE 1= HOLCH Time stampit Z& & A ELICH JI2
22 Disable &LIC}.

Show last 10 lines of alog upon connect
Ol Ht2tOIEJt Enablez &% H, MEXIF ZEZ HZE I 22 OtAY 1080l EAIELICH
J|2&t& Disable&LICt.

Strip the *M from SYSLOG

Port log to SYSLOG serverJt Enable2 &&% 1) 0| I2t0IE It Enable2 && T H, ZE 27
HIolE S0A SYSLOG MHUIA M= HAIEZ= 0x0D OIOIEHIH AHOIAZ MENH ZE 2
21 CIIOIE Ol oxoD GIOIEJF &t el X &2 A2 SYSLOG MO M ELICH

Character limit for SYSLOG
IE 27 HOIEeE SYSLOG MHO &MY & [ =0 EXINKE st==2 BEXNE 28 LI

Jl=edd2 256 ALICH

Port log to SYSLOG serverJt Enable2 #&&% 1) 0| Oi2t0IEH It Enable2 & & H, LE Z

I

Automatic backup on mounting
Port log storage locationO| CF card, USB 022, NFS A E£&= Samba MHZ EFE Z20

Br &g = UASLICH 0 &F0I EnableZl® Y ME Z2t01 CAl OI2EE 3% H&E 22
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o It 0ISS JMalN &2 0182 It <

o 20l ¥ MY AMAHES 0l8cts 3% A2 UWESR3A &3
Samba server £ &0l et CH a0t = OI2E
(Ctek Automatic backup on mounting £&0| Enable T/ U2 M T
ELICH 9y 1o A XE3g = A

" =
20l o E A2 AR BHAIDI HE

07
>
0x

AUASLICE oo

1= et= XA

°| Ji=== Number of backup files & ICH WERK3 st
PN

ol
AL0= CFcard LI USB o 22 M&

Port log view

Port log view 320l &M ZE 21Jt ZAIELICH [Clear] HEE2 &M 21E AMMELICH
[Refresh]) HEE2 ZOE CAl 24| <ol AFSELICH [View] HE2 21 E &olotn 20 E
Xelote HHE +=dot= View port log StHS MAELICH View port log0ll CHet XAl LHE2
28 4-40 View port logS & X£0HAID| HEHEFLICH

4.5.9 Port event handling &3

r

Port logging Ol Enable0] &M ZEZ =0 2= WHAIXNE ZAoHA 001 &8& IS ¢A
T Email £= SNMP trap = Soll 22l H0IAH MESHH & = USLICH Port event handling&
ZE 22 U0l & Adte JI/FEE XNFoH Y IS LAL

ot ELICH ReactionOfl CHet €82 2f JIRME €28 £HE £+ J2H Emaillt SNMP trapel &

| &06l= ReactionS =&

JIMEE SEot ZAotel=s JIKFEESE Y6t [Add] HHES =28 ELULICL O 4-222
HEZE QIHE sS4 - JI/FE S5 stH=S 2EUHSULL. JIFEE SS& 24U S5& A=Y o
BISE HEGI0 JIREE £Hole H2=: 0|8 = JIFEE £HELIC 08 4232 EE
OIMIE HEE - JI/RE £ S 2WsSUL
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Port event handling

/ serial { serial_config / ports / ,’ portevents

Basic configuration

Port management

Apply all ports settings

Automatic detection

Port title

Host mode configuration

freekKVM configuration

Serial port parameters

Port logging

Port event handling
Monitoring interval (5-3600 seconds): |5 |second(s)

Keywords Configuration

No. Keyword Reaction
Mothing

New |SearchThisWord Add

Authentication

User access control

Alert configuration

[ Save to flash ][ Save & apply ” Cancel ]

8 4-22 ZE O/HE HES - JF/FE &=

Port event handlingS #I8" met0lH 2 JIRE € Htet0leH= G313 25U

Monitoring interval

Keyword

Case sensitive

Email notification

Title of email

Recipient’s email address
SNMP trap notification

Title of SNMP trap

Use global SNMP configuration

First/Second SNMP trap receiver settings
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Keywords Configuration - 1

/ serial { serial_config / ports / ,’ portevents / keywords ,’

Basic configuration

Port management
Apply all ports settings
Automatic detection
Port title

Host mode configuration
freekVM configuration
Serial port parameters
Port logging

Port event handling

Keywords Configuration
Keyword:

Case sensitive:
Email notification:

Title of email:

SNMP trap notification:
Title of SNMP trap:

Trap receiver settings

No. IP address

Monitoring interval (5-3600 seconds):

Recipient's email address:

Use global SNMP configuration:

| second(s)

|SearchThi5WDrd |

Enahle

Enahle

Enahle s

Disable

Community

Security-

Version
level

1 0000

||pub|ic

| — - A

2 |00.0.0

||pub|ic

| — — vl

Authentication
User access control

Alert configuration

[ Save to flash ][

Save & apply

| [ Cancel |

J& 4-23 ZE /4 E

Monitoring interval

Port logging0l & &% 1) Port event handling0| && %™

otAl ELICL Ol 4, Monitoring interval

A3t ReactionsS
==
—

MY ZEZLFEH KeywordE ZAHAM &
0l et HIHEE O A= Port logOil A

KeywordE &= J1Jt Z2& ELICH 0 &t &l €3 oi=E #tE Al2t0l KeywordE S =
USLE AIAE 2|AAS B0l MESHH ZI2% &M AIAES 4501 MGtELIOH DHEZ A8
SHa JEs g = S dFol= 240l JtE EsLICh

Keyword

OIHEES 2N AlZ keyword E S FSLICH Keyword && 0= &7 HE&(Regular Expression)2
ME0| JtsELICH. #7F =8 (Regular Expression)tl Ot ArMISH AIE2 Ot 22 Regular

Expression Off CH&t

IS &2

2D 28

==
=2= él

ke
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www.regular-expressions.info/tutorial.html

Case sensitive
Ol Ltet0IE Dt DisableZ2 & &™ Keyword Z2AtE M CHAZXE 2 EoHK ESLICH

Email notification &€&

o

Email notifications 2=&iaol] Xt A2 Email notificationS EnableZ ot =&KX =429 HY

o M== £d&Lth

SNMP trap notification &3&
SNMP trap notification0| Enable@! &<, 3 SNMP trap0| &3 & P2 dEELICH

SNMP trap €30l 228t 2t &322 (st €282 3.2SNMP £F= T UG AIL.

0
In
N
g
y
i
]

Use global SNMP configuration
Ol ItctOIE Dt Enablez2 &Y, HERID €& &5 = SNMP E£F0A ZAIE ESE =410

HFH0I EEY =4D|2 AHEELILCL

I =} Port event handling &30l FItEH, VTS ll= 0] IR EIF LMet=X ZAIELICH I

COF YMGtD AEXDE B0 M2 GHME WX Al2lg ZE 32 HOIXIS ZE EOIE

=0l Z10 0t0I201 EAIELICH Alelg ZE HZHOIXIL Al2lY ZE HZE F ZE 0[AAH0Z

H=0M B2 SHE MY = LICt. 08 4-242 ZE ELOIE0| server name on portl@! 1
==t

E0l 210 0t0I201 HEAlE &8s 2 SLUICHL

=l

H

Serial port connection

[ serial f serial_connect
Peer : | #ll pEErS % | port title :

Port access menu connection

Port access menu connection

Individual port connection

Status Port# Title # of User Comments
' 1  server name on port 1 o] < Mot used =
2  PortTitle £2 0 < Mot used =

& 4-24 F I 0}0/|ZB= HE5 A2/ ZE HZ HOIA
4.5.10 Authentication &3

Ol Z(Authentication)2 2EIEOZ AlZX 018 & HIY BHSE

£ = =,
Aldot= WEYLICH VTS = Alelg ZE0 E56t=s AIZAE
o

Local, RADIUS, TACACS+, Kerberos £ LDAP 2} &

97


http://www.regular-expressions.info/tutorial.html

eI5= None 22 &ZFoIH, eI WA 0| MSXIH ZEN E=5€ == UM, LocalZ2 £FE
R, VTS ll= AFEXE 2Sot)| foH VTSI Xtale| ALZ2A S £ AFE & LILC Custom PAM S
2 HEIGHH Linux-PAM (Pluggable Authentication Modules for Linux)S XI2g = & USLICL
0 29 dE=E

, 22 2SS AHE 0|80t dRZAM, VTS lle 2% 23 AU (0. RADIUS,
Kerberos, TACACS+ ¥ LDAP AlH) Ol AL &S QEE ALLICH O 4
NBHE AIE2E el MEX 015 ZZMAZE JHEHoz BHsLICL

252 9% o=

1) AHEX} IDQ} HILHSZ
ZE 10 ALK 229l

4) ZE 10 ALEX
HMA HE

5) ZE 10 HZE FX|oll ALSXt HAMA

18 4-25 2|7 AHl0 S&t AEAN 9F HE

MEX= et 01E HHES IO M8 =~ JASLICH 0 2R0l=, dS2 L=z VTSIt
Ol=S AToCHDE AlIHst HR, & Bl 8oz oIS A& LICH & =0, RADIUS 2=
2 Local 11 Z&eE £ USUILCH AF=2XHJE RADIUS server - Local 915 g8 HdEisi= &

0

2, VTS ll= RADIUSE
VTSIl RIS AIEXR S5
RADIUS down - Local @!

= = RADIUS AH{0il 9152 235t1, RADIUS A
HOl C2dds 02 VSIS Aol AFBR 222

Sl ¢SS AIE=gLICH

9.
Custom PAMEZ Linux-PAME X/ &L/ O/ AIESIH P /ets/pam.d/custom IS &
& OtE LI CH.
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CtS

RADIUS server

RADIUS server - Local
Local - RADIUS server
RADIUS down - Local
TACACSH+ server
TACACSH+ server - Local
Local - TACACS+ server
TACACS+ down - Local
LDAP server

LDAP server - Local
Local - LDAP server
LDAP down - Local
Kerberos server
Kerberos server - Local
Local - Kerberos server
Custom PAM
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VTSI Series
Management TECHNOLOGIES
|| User - root || Authentication
[ serial / serial_config / ports ,-f [ auth

Network
Serial |?ort - Basic configuration

Configuration

Connection Port management
Clustering Apply all ports settings

Automatic detection
Port title

Power controller

Peripherals
Host mode configuration
System status & log E
freeKVM configuration
System administration
Serial port parameters

System statistics TETE TEE T

Port event handling
Activate Locator LED

Apply Changes

Authentication

. ; Authentication method:

Login as a different user |Lclcal v|
Logout User access control Mone

Reboot Alert configuration EADILIS server

Power control configuration

Service processor configuration

Save to flash ] [ Save & apply ] [ Cance

Copyright € 1398-2007 Senz Technalagies. All

-

RADIUS server - Local
Local - RaDIUS server
RADIUS down - Local
TACACS+ server
TACACS+ server - Local
Local - TACACE+ server
TACACS+ down - Local
LOAP server

LDAP server - Local
Local - LDAP server
LDAP down - Local
Kerberos server
Kerberos server - Local
Local - Kerberos server
Custorn PAbd

18 4-26 Alc/& EEO gt

2t OIS AHE 2R

RADIUS server

NMNX™
=2 o

otetbleH= O3S
First/Second authentication server
First/Second accounting server
Shared secret
Timeout
Retries
TACAS+ server
First/Second authentication server
First/Second accounting server
Shared secret
Authrization service
LDAP server
First/Second authentication server
LDAP search base
Domain name for active directory
Kerberos server

First/Second authentication server
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Realm for first/second kerberos server
8 4-272 RADIUS ME — localdll CHSt 915 A& SHZ2 20 SLICH

Authentication
/ serial / sernal_config / ports / ,’ auth

Basic configuration

Port management
Apply all ports settings
Automatic detection
Port title

Host mode configuration
freekVM configuration
Serial port parameters
Port logging

Port event handling

Authentication

Authentication method: |F|.t‘-‘-.DILIS server - Local v|

First authentication server:

First accounting server:

Second authentication server: | |
Second accounting server: | |

Shared secret: | |

Timeout (0-200 seconds): |1D | second(s)

Retries (1-50 times): |3 |time(s)

User access control
Alert configuration
Power control configuration

Service processor configuration

[ Save to flash ][ Save & apply ][ Cancel ]

J& 4-27 RADIUS A/H# - locald [H&t o5 & &
4.5.11 User access control &%

VTS Il A2l ZE/RZF LES| HZ Al 23S, Port escape menu &0A2 O MeiAsr &£
= I ZES Ol S Hoctel=s AAEXS ZZ2AetS Z£FE LI Multiple session & 0fl

A
M= Multiple sessions HEJH 28 ANCIXNE LS LILH

ALt siEct=0l AFZSELU0. ZEJF Iy AESe OtxR30 HAZ X

A

st2 AIEEI X £LSLUCH Log §2AEE2 18 4-29 0l EAIE A0 22 Port escape menu &f

o

=
portlog € == U= H=2 “show alog buffer” M= &2 2As2 2EHELICEH &, “show a
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log buffer” Bil&== portlog 7t enable &I UAS B0 LIEFLLICH Break 82382 FAl 1O
g 4-29 0l EAIE 24 20| Port escape menu &2 “send break” Hi=0 &2 #&E2 ZHE
LICH. Ol HIE Soto MEX= Y Alelg ZEN break dSE B¢ = USLICH OFXIC

2 Override &2 #&2 g Al

= c
Power controller 2 2& ZEN ™

0

-

T US B0 HE AFEXOF VTS 1l 2 power daemon
0l Power controller € access ot U= AEHE override dt0d Power controller 2 2& ZE

A& access & = U= S22 Z2HELICH

<<Everyone>>2| 2 AEI2 User access controltil A JHEXC = HAIE= MEXE
AEXel 82 HSHE2 HAIELICH <<Everyone>>°| HIZ2ASHL 2 J

User access control 2&2| AIEX 2IAE = HHA 2IAEN EE=2 S=ol0F ELICH

baal
il
ry
3]
o
1o
i
0
2
x
>

i)
b
rir
=
N
baul
|J
]
|0
Hu
[

CIAl H2IoiE2™H L EE access ot= ALS

2 4= UASLICH Port/ Monitor 8238t 2

H2ASHeE D& AP X LICEH

Port 2RSS JI& AHEX D82 EZEW HZSHH &J1/AD] JIs2 O 0128 = USLICh
J S0+ D& LICE Port / Monitor 8238 @52

J
O AFE X 801 Z= $1J1/A0] JDls&e Otllict ZE0

=
Power, Log, Break &2#ct2 Port escape menu 42

EX HHW e ¥2sets Z2HeU
Ct. Override &2 #&t2 Power controller J} H&Z & U= S48 R0 E2HE=2 Z2HEL

Ct

AZXE Authentication &0l W2t VTS Lt 21E MBS o152 HAMOF ol 28 220112
User access control & &0l et H&Es 23S0l 20D 0 Al2lE ZEN HZEO| D
X

Ct. Authentication £ &0l 28t XHAISH LHEE 4.5.10 Authentication &&S & Xo6tAIDJ| HHELICH.

User access control
823 & geil= Port, Monitor, Power, Log, Break, Override 2| 04 &It JUSLICH Port &2
HEE Ol MEcz ZEN AZE £ JU=sX 6HRE QAIELICE Monitor H2#EE Sniff
session@ =2 ZEW Z2E £ A=A HRE LIEILLICH. Power, Log, Break &Z2#stE Port
escape menu &0IA 228 M@ 2H

g2g, 200 2t HE, Break &S 2@ HIES F
= A
- T

o
= U=XE EAISLICE Override 82 ASHE2 Power controller JF A2 & U=
Pl
=

<<Everyone>>°| &HIZZAs&2
<<Everyone>>°| ¥IZ2&stu C}

SSoior gLt &2 E2dets = MEXNSS otLtel BAMA 2lAEZ 8BS0 BAA 2



EQl HIHEE YAISIH SEE =% USLICH HAA 2IAEN KAHIS WES2 9.2 Y442 2/
AESE FEXBHAIDI BHELICE.
22X EF ZEZQ 22 MEtstn A2 ASXIF JUCHH, 22l Xh= <<Everyone>>2| &2
#otE MIAst dEHz SSot Hetotele AFEXS E2ASE2 MIAGHA LS AE=Z AIEXNE
sSotH UG, 22101 &3 AIESX2HHIAICH A2l ZE=Z2 HIZZ2 odl&Eotd sttH
<<Everyone>>2| HZZAsI=S X 3ACHK %S &EHz &0, SEAESXL HE=2AstE2 MIAst &
iz AL EXE Ss=otH &LIC

User access control

User or Access list : Rocess bipe ; Action
Port Monitor Power Log Break Override

<<Everyones> O O O

userMonitorAccess O | O

0D 0 0D O O

userPortAccess O O O

userPowerAdmin O

grMonitorAccess O O O

o .

{ | o O O

[--—-- Select an access list ----- >/ 0 0 O

Move to Access lists to edit access list.

Suppress connection announcements :f'EnabIe ",

Enable/Disable multiple session : \ Enable ,Zj

Enable/Disable sniff user menu : | Enahle 7v

Session display mode : LSierygr P,HtPUt v

Display data direction arrows : \Dlsable v‘

J& 4-28 A2/ HEEO et ML Hof &
Supress connection announcements
Ofci W 201 EZE HZAl LELU=E I HAIXRIE UEILA 2&S ot 0 s483
Enable & &&atH&ELICH
Entering server port, ..... type CTRL-z for port menu.
>> 'nobody' initiated a new r/w session

Multiple session
Multiple sessionS Soll (i Ho A= XOF otLES A2l ZE/RE ZEN 858 = UASLICHL
Port f£= Monitor 82 ASS JI& AI2X= U2 AMEXIF 0/0] ZEWH &0 UGz
Aelg ZE/RAA ZEN HE2g == UsLIL sA0H 8= = U= Multiple session user2
M= 1602 SHEEH U2 £t AIABIS elAAN 2o MetE = USLICH
AMEX2] Multiple session2 2/ & 35tA ™M Enable/Disable multiple modeE Enable2 & &3l Ot

& LICt. Session display mode= User input, Server output 2t
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input 252 &AFE ZS, Multiple session AEX=
HAIRIEtES 2&Eg = USLICH Server output 2E2 & E =20
0 2

HEZ2HO HAIXZS 2FE = JASULIL. Both2EZ2 Z28= &

Display data direction arrowse= LIJtd S0 Jt= GIO0IEHS HES HAlole SAHEE HOIEHS
X I8 E &FELICL Enable/Disable sniff user menu = Multiple session AFEX+J}

St
=
HEN HEols B2 FIOHHQ A& w2 EAl RS 2L

JIZE0 Ol0I AFZROF ZEN AZEN US [, Multiple session AtEXIH TS0l HZ5t= 22,
8 4-292F 22 3HHO0| LIEILIA ELICEH Enable/Disable sniff user menu Jt Enable &3
S Jqe™H 29021 =0l sniff user menu Jt EAIZI0 Ol T Port escape sequenceE 2 5HH
Port escape menuJdt LtEFELICH Port / Monitor E2#&2 25 210 U= MEX= Port /
Monitor &2 & Jt& gt AEXEL =2 dstE 2RotAH T, [disconnect a sniff

OlZotod &M Session AFZXE &

-

e

1=

i
10l

A
[= 2

[uing

2
$0
rr
o
i
e

st ERotl

o

session] 0%
ASLILH.

£ Sofl ot MEXUA HAXNE ML =&
RUSLICH [show last 100 lines of log buffer]E &850 2 1E &01& =& UL, [clos
connection to port]E Soff Mo HAS E2 =& JUSLICH ZE O|HE s
IKASI LMSH HImMl FE2IF EAIZ D [clear alert] H=E &Aoot 22E HME =

USLICH

MEXtE [send messages to port user]

@D
(@]
c
=
-
@D
>
—

Welcome to VTSII-3200 Console Server (Sena VTSII)
PORT - server name on port 1

VTSII-3200 Login : admin
VTSII-3200 Password : ***x*%*

Enable/Disable sniff user menu Jt Enable &0 U= Z2< O30 ZE sniff user menu Jt
HZAIELICEH Ol a (“Connect to Port read/write”) = b (“Connect to Port read only”) HIwE
HEIGHH SiY ZE0 &%01 JFsELICH ¢ (“Do not connect, drop this connection request”) 0l=S
SE St HAZO| ZH X0 d (“Look at port log file”) IS &8 StH port log It EAIEIHA

==

a. Connect to Port read/write
b. Connect to Port read only
c. Do not connect, drop this connection request
d. Look at port log file
>> a
Entering server port, ..... type "z for port menu.

>> 'root' initiated a new r/w session
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ZE ¥£= [CHAl port escape sequenceE
JF
21

e o215 2!
SILICH OlMf 2 Olss M2 UHeH 2001 sHYHE0l 8FE Z2010F TAISH LUICH

Port menu:

<<<< Alert detected ! >>>>

b send break

1 show a log buffer

d disconnect a sniff session

a send message to port user

u show users

r reboot device using power-switch
p/- power device off

X close current connection to port

78& 4-29 Sniff user 9/E H O/ S5

port escape menu A0 A AFE XL | (“Look at port log file”) &S HEGHH T H SMMX HEE
e ZE9| log 7t HAIELICH Ol ZE log € HEAlIot= StHE linux 2| shell utility = otLHQ!

less command € XI23t2Z 0|E 020t Y ZE log H0HA HME SH0IHAU SF =HA
£ ZMole S92 Jls=S 0I8E = USLICL less command Ol CHEH XHAISH AFEFE Linux &2
man page £ 0|25t & = AUSLIC

4.5.12 Alert &3

Host modeJt Console server mode?! Z<2, ZE

Ol OoIdE= o0 HE &0 WMt Ol

SF0l T2t SNMP trap=S 2l Kol Al AL EHLIC

Automatic detection&&0lM Device detection methodJt ActiveZ &H&E A &AF 0 Oet
}

VTS IO =2 248 X 25 0IHZ0ILE SNMP trapS 8&& &+ USLICHL

m
o
|J
e
=)
[
H
Im
e
¥
=)
[
Im
N
ng
0=
1]
=]

Host mode #&0lAl Service processorlt IPMIZ &%) Service processor configuration Ol
X E Sensor FE2JF LMSIH HAFHA ek OIHLOILE SNMP traps 8&& &= USLICH

o =
A LEQ HR0l= EE Z 0211t Service processor Alert2 X & & LI Ch.

Alert &0 e €& IictOiH= Gsd £sLILh
Email alert for port login

Email alert for device connection

Email alert for active detection

Email alert for service processor

Title of email
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Recipient’s email address

Port login trap

Device connection trap

Active detection trap

Service processor trap

Use global SNMP configuration

Trap receiver settings

Alert configuration
[ serial / serial_config / ports ,‘f alert

Basic configuration
Port management
Apply all ports settings
Automatic detection
Port title

Host mode configuration
freekKVM configuration
Serial port parameters
Port logging

Port event handling
Authentication

User access control
Alert configuration

Email alert configuration

Email alert for service processor: Disahle

Email alert for port login:
Email alert for device connection:
Email alert for active detection:

SMNMP trap configuration

Port login trap: Disable
Device connection trap: Disable
Active detection trap: Disable
Service processor trap: Disable

Use global SNMP configuration: Disable

Trap receiver settings

MNo. IP address Community User ;E-ez%:ritv— Version
10000 || public | —
2 0000 || public =

Power control configuration

Service processor configuration

Save to flash ] [ Save & apply ] [ Cancel ]

_7&/ 4-30 Console server mode &/ Alert &%

1
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Email alert for port login
AMEXDL Al2lg ZE = JF ZEZ 27

&3 gLICHL

£

e
i
rr

S0t & M oltlegs 858X W2

i

Email alert for device connection
Alelg ZEJI g HAZEHL HZ0] 22 M olHgLE2 dSEX HEE ZHELIC

Email alert for active detection

Automatic detection &2 &0 A Device detection methodJt Activez2 &3

=4 FANFLE otz & X HRE & LI

o L= =

]
0
0
M
S
12
10
]

Email alert for service processor

Host mode &&0IA Service processordt IPMIZ &3&E 1) Service processor configuration Ol
SZE Sensor ZEJF LMY [ OlIZES MSEX HREE ZFELICL

Title of email

H&EE= olflge M=ss &8ELICh

Recipient’s email address

H&EE=E olflgds 2= =48 d3 LI

Port login trap
AMZEXDL Al2lg ZE = A ZEZ 2270 £= 202 & [ SNMP trap2 ZMAIZ X
G FLICY.

ISPS
=2 o

s

i
o

-

Device connection trap
Alclg ZEJL Eblg HZE AL HZ0| 22 [ SNMPtrap2 ZMAIZA HEE &F&LICHL

Active detection trap
Automatic detection Z & 0lA Device detection methodJl Active2 &E&E AL, FIIHOZ

=4 EXNEZ20 28 SNMP traps ZHAIZ X R E £ LICHL

Service processor trap
Host mode &&O0IA Service processordt IPMIZ &AL Service processor configurationd

HXE Sensor FEJF LAE [ SNMPtrap2 ZMAIZX HEE HHELICH

Use global SNMP configuration
Ol ItetOlEeJt EnableZ2 £&&H, HWERAD €& &2 = SNMP £&0A FAl

fn
Im
¢
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20l EE =82 AMEELICH

Trap receiver settings

SNMP trap €30l 228t 2t &S0l (et €282 3.2SNMP £&F= F U AIL.

Host modeJ} Dial-in modem modeO| ] Dial-in modem testJ} & & LA S AL, Dial-in modem test0i|
CHst OIHEDL S8t [, Ol HIOIME= Ol Z2E AFW Wt olleE2 M55, SNMP
L

MOl E= SNMP trap £ &0l [}2} SNMP trapS 22l X0l il Mgt

Alert configuration
/ serial { serial_config / ports / ,’ alert

Basic configuration
Port management
Apply all ports settings
Port title
Host mode configuration
Serial port parameters
Alert configuration

Email alert configuration

Email alert for dial-in modem test:

Title of email: | |

Recipient's email address: | |

SHNMP trap configuration
Dial-in modem test trap: Disakle s

Use global SNMP configuration: Disakble

Trap receiver settings
Security-

MNo. IP address Community User level Version

1 [|00.00 || public | — vl

2 |nooo || public |- vl v
Save to flash ] [ Save & apply ] [ Cancel ]

72/ 4-31 Dial-in modem mode &/ Alert &%

Alert &&0 st £& IOet0lEH= G383 £5LICH
Email alert for dial-in modem test

Title of email

Recipient’s email address

Dial-in modem test trap

Use global SNMP configuration

Trap receiver settings
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Email alert for dial-in modem test

Dial-in modem test0l CHSt O|HIEDI YME [ O|HLYLSES AESER HEE A& &HLICH

Dial-in modem test trap
Dial-in modem test0il CHet OIBIED}L 2aigr [ SNMPtrapsS ZMAIZX HEE &8 &LICH

4.5.13 Power control &3

W AESHIF VTS 110l H2E0 JATUE, Al2lE ZEIF 1 9 AES2 o= ot=slol o
Z2H0 A=XNE UL 0l €282 0lEot Alelg ZEN H2Z= FX2 dEs 22U

Cth.

/ serial / senal_config / ports f / power
Basic configuration
Port management
Apply all ports settings
Automatic detection
Port title
Host mode configuration
freekVM configuration
Serial port parameters
Port logging
Port event handling
Authentication
User access control
Alert configuration

Power control configuration

Port# Manufacturer Title Outlet Action
Mo power controller outlet found...
<«<Everyone>> Power access |BE|S"tECh on Part 16 |« | 1 V| [ Add

Service processor configuration

& 4-32 Power control &Z&

4.5.14 Service processor configuration

Host mode & & 0l Al Host modeJt Console server modeZ & & &l 11 Service processort IPMI, iLO
= DRAC 22 &HFLH, 223 SAEE IPMI, iLO, DRAC SE Soll 2Al HMOstdl <ol

Z st Oie2t0IeHE &&88LIC O™ 4-33= Service processor configuration 3tHE2 20 SLICH

Service processor configuration®il CHet & & Tiet0IEH= CE3 &SLICH
Destination IP

Destination port
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User name
Password

Sensor alert configuration

Service processor configuration

/ serial / serial_config / ports / ‘;,I ™~/ ipmi

Basic configuration

Port management

Apply all ports settings

Automatic detection

Port title

Host mode configuration

freeKVM configuration

Serial port parameters

Port logging

Port event handling

Authentication

User access control

Alert configuration

Service processor configuration
Destination IP address: : ‘

Destination port (0-65535): 0 1
Protocol: Telnet « |

User name: ' i ‘

Password (new):

Password (confirm):

Copy port configuration

[ Savetoflash |[ Save&apply |[ Cancel |

_JZ&/ 4-33 Service processor configuration

Destination IP

A MHE 2ZAl / N Gt= BMC(Baseboard Management Controller)2 IP =48 & & & LILC

Service processordt IPMIO|LD, &2 IXEQ°l Remote port parameters &&0|A Protocol2

RMCP+(SOL)Z &Eist B Remote port paramtersOi A & &8t Destination IPJt HAIE D 2|
2

HE DtetOlE It &0 HEE &~ sLICh

Destination port

A MHE ZAl /| HOdtE BMC(Baseboard Management Controller)2] TCP port 1SS
S ™ ELICE Service processorJt IPMIOIL, &Z& XZESl Remote port parameters & X 0AM
Protocol2 RMCP+(SOL)Z HAE&ist ZHS Remote port paramterstiAl & &S Destination portJt
HAED ¢ &2 Mt0IEHIF D0 B3 = ASLILCHL
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Protocol
Service processor type 0l DRAC & &2 Y service processor 0l A& Al AI&E3dt= protocol 2

Telnet L= SSH & =26t £&aHH SLUICH

User name

AA MHE 2ZAl / MOdt= BMC(Baseboard Management Controller)2 &%6t=0 228
MEX 0SS L=HELICH

User password

A MHE 2ZAl / MOdt= BMC(Baseboard Management Controller)2 &&%o6t=0 Z 8

AMEXL IHARKAES A SLIC.

Sensor alert configuration
Service processordt IPMI & & 22 N2 Z2E LMAZ Sensorl =2 OIHLO0ILE
SNMP trap 22 dE2 &R HZEggLIL. ZE2E ZMAIZ Sensorg SSotHetE M2
25 E YMAIIIHAH Alert EHU A Email alert for service processor Lt Service processor trap=
EnableZ2 & &0k & LICH

4.5.15 Copy port configuration

Sl ZES 4 UE EZEN sSAotD A& &S Copy port configuration 2 0| E&LICtH
Copy port configuration OlA= Ct2

Update port title

Update assigned IP address

Update listening port

Update port log file name

Update port title

Sl ZEES HFES UE EEN SAME M Y ZEQ port title &&= 20| update X
OHEE Z& &LICh 0l H=J Enable 2 Z&%™ & EZEQ| port title 2 ‘Port Title #9” 2t
20| AEZES HSI} Fel D12 port title 2 HZ0| ELICH 0 H=Jt Disable 2 &8 &|™
o

EE 23 SAAl et ZEQ| porttitle 2 HotXl &) &M 80l =XJt SLICH

H
ol

Update assigned IP address
Sl ZECS LFs UE ZEN SAME M 4 ZES Assigned IP address &&= 20|
update X H2E Z& &LICH. 0 B=J Enable 2 &HFZ™H & EE2 Assigned IP

address 882 &M EZEZ2| Assigned IP address &80 ZEWHS X0 222 30l HAHAA
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-

HA0l EUC Ol B=J} Disable & &#&EHH ZE &F

address €& 2 Botkl &0 &M g0l |XIIJt ELICH

SAAl A ZEQ| Assigned IP

Update listening port

Sl ZES Hd4F= UE EEN SAME M Y ZEQ port title &&= 20| update X
O E Z3d &LICH 0l 813D} Enable 2 HFTH & EZEQ port title 2 ‘Port Title #9” 2
20| HAEZES HSIt Z&E I port title 2 HZF0| ELICH 0l ¥4I Disable & A& &|H

IZE 3 SAMA & ZEQ porttitle 2 HOHAI &30 & 201 SXIJF ELICH

Update port log file name

S LEQ HdFEZS UE ZEN SAME M & ZEQ Port log file name &8 & 20| update
gl HRE Z2& LT 0] eIt Enable 2 £& %™ & EZE2| Port log file name 232
‘port9data” 2t 20| CHAXLES WSII Z&EE J|2 Port log file name 22 HA0| &ELICH Ol
=D} Disable 2 A& TH ZE A& SAA & ZE2| Port log file name 2 BIGHAl &1

M g0l = XIJt ELICH

Uncheck all HES

Qﬂ
rr
H
Im
10
x
il
(=}
o
f
0
2
0
(@]

o

<

[=2
i
o
Hr
v
>
o
=

Copy port configuration

Update port title: {ET??'B;{

Update assigned IP address: |Enable |

Update listening port: “'E[ﬁﬁ[?&?

Update port log file name: [Enable +|

Copy to : ——

[ Checkall | [ Uncheckall |

[JPort Title 22 [JPort Title 23 [JPort Title 24 [JPort Title 5
[JPort Title 26 [JPort Title 27 [JPort Title 8 [JPort Title 29

[JPort Title 210
[JPort Title 14
[JPort Title 18
[JPort Title 22
[JPort Title 26
[JPort Title 30
[JPort Title =34
[JPort Title 38
[JPort Title £42
[JPort Title 46

Copy port configuration:

[JPort Title 11
[JPort Title £15
[JPort Title £19
[JPort Title £23
[JPort Title 227
[JPort Title 31
[JPort Title £35
[JPort Title £39
[JPort Title 43
[JPort Title =47

_J&' 4-34 Copy port configuration
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[JPort Title 212
[JPort Title £16
[JPort Title £20
[JPort Title =24
[JPort Title 28
[JPort Title £32
[JPort Title £36
[JPort Title 240
[JPort Title 44
[JPort Title 48

[JPort Title £13
[JPort Title 17
[JPort Title £21
[JPort Title £25
[JPort Title 29
[JPort Title £33
[JPort Title £37
[JPort Title 41
[JPort Title £45
[Jtest rport



4.6 All P

2= Mg

configuration AHEH

HFCA U

All port
1.

® N e oA w N

10.
11.
12.

ort &4

U5t &&= E<, 0l JIsS OolEdtA ELICH All port
0N &E&8 22 JHE IZEQ Apply all port setting =4&0| Disable2
2

A 2 2= AMelg ZE0 HEELICH

configuration Ht2t0lEH= OteHel AE2=2 LH N & = AUASLICH

Port management

Automatic detection

Port title

Host mode configuration

freeKVM configuration: Only valid and visible if host mode set to Console Server Mode.
Serial port parameters: Invalid for remote port

Port logging: Only valid and visible if host mode set to Console Server Mode.

Port event handling: Only available if the host is set to Console Server Mode and Port
logging is enabled.

Authentication

User access control: Only available if the host is set to Console Server Mode.

Alert configuration: Only available if the host is set to Console Server Mode.

Service processor configuration: Only available if the host is set to Console Server Mode

and Service processor is IPMI or iLO.
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Port management

/ serial / serial_config / ports /| Al »|/ port_mamt

Apply all ports in a group: Al ports
Basic configuration

Port management

Enable/Disable this port: Erable
Group: MOME ~
Automatic detection
Port title

Host mode configuration
freekVM configuration
Serial port parameters
Port logging
Authentication

User access control

Alert configuration

Save to flash ] [ Save & apply ] [ Cancel ]

& 435 2= ZE £F

Apply all ports in a group

e IS0 oiEote ZESHA 282 HEELICHL

Enable/disable this port
Ol Itet0IBH=E ZES JIs MEWRE ZFELILCL

Port title
=FS) f, 2 Aelg ZE = A3 ZEN e ZE E0IE=2
2 gtoz HAH™ELICH OE S0, LE EIOIE0| “my server’2 A8 L &=
d2, ZLE #19 ZE EIOIE2 "my serverl’2 &L ZE #2°] LE EIOIEE “my server2”
= 2 =

2 AAs22 EFELICHL |23 ZE #12 “my server33”(Alcl + 1 Ol= VTS Il 32002
A

e
H
Im

Host mode configuration
Host modeJt Consol server modeZ2 Z& L= Z<2, oI8& 2f Al gF IPp =4 USH
22 daez sz gggLth

(IP address assigned + serial port number - 1) for serial port and

(IP address assigned + remote port number — 1 + serial port count) for remote port

HE =0, gg& IP =4I 22 ZE £F0A 192.168.1.12 e 3%, ZE 19 IP
FA= 192.168.1.101 &I EE 29 IP 4= 192.168.1.201 &LICH VTSI32002 HL, A
EE19 IP =2A& 192.168.1.330] & LICE 0l2 R ALSHAH, Listening TCP port number= L&t
ChsSe $FACZE £FELIML
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(listening TCP port number + serial port number - 1) for serial port and

(listening TCP port number + remote port number — 1 + serial port count) for remote port
Host modeJt Terminal server 252 &&= ER, 2 Al2l€d EEQ| Destination IP A&

T AT

0T
2z
10

Console server o 2R &2 2 S ELIC 2L, Destination TCP port number=
=

ol
=

serial port number2t &2 810| f

192.168.1.1:80012 &HE¥ &= &=
192.168.1.1:80010t &IH ZE 29
= LIC

on

°

Ct. OIE =0, Destination IP =2 2 TCP port numberJ}

Hel

E 19 Destination IP =A% TCP port number=

Destination IP =22 TCP port number= 192.168.1.2:8001J}

freeKVM configuration, Serial port parameters, Port logging, Port event handling,

Authentication, User access control, Alert configuration, Service processor configuration

40

2 metolgel &<, Al Port 280N £8E g2 2= AldlE ZE = &4 ZENA

ol
=

FH & & & LICH CHet, Serial port parameters 882 0= &4

[

Hel

Eol &= DIXIX &

o> o

(_| ol

4.7 Serial port HZ&

VTS 112 & &3& CIHHOIA=E ASXNZ oto2 AFSX KHelel Telnet £= SSH 22012 E
Z20d8s AMEoHN ®H1E Al ZEOM &g = UEE ot= & I8t Serial port

=2

[ez]
= -/ =
connection J|SE HM3&LICH. AMEXIF = 0w BHUA Al2lg ZE HZ U= &=(Serial
2

port > Connection)2 &d&dl= 2, O 4-3610 &2 3HO0| LIEFELICH

Ol HIOIXIMIME port access menu, Al2lg ZE, A EZE Z2H4AHZ =408 X ¥
2HAEHE Peer-to-peerl| CHE Peer X2 AIE
NS &LCh.

HAlGHOF &

= & AH £ ZX)0AM XNE 8 HOIX0 HAT=
Aelg ZE £ =

= O X232 Us0A 8 HIoIXIN HEAloty, CHE
HOIXZ &H 015 = UAESFE = o0l [---Movtto -] 2IAE &HHAS MSELICH

=]
Status Z 0= dA0l HM UHL & AHE & = 2= ZEFS L= Port event handling
HEUA s KA YAZN LIt LAE JA=R0 oY 001201 EAIELICH oA 2t&
otol22 2=otH Serial port power control HIOIXIZ HAZ SN Al2l

LICt. ZE OIHE 28 HZ 00I2= 2= 6tH View port log HIOIXJF E A g #og

AL

_I_ =

Port # ZEEES 3&0olH ZEE BS =AZE FEEZ = USLILL HSllse LLS=2=2
deotd st & O 2=otH UWEXA=22 FEELILL [ Movt to -] SIAE HAN= 0ISE



HOIXIS A B LECS ZE HSIt & HAELICH 8 ZE= &M Aldg ZE =20 2
20l HAIZD, SHAHE =diolE X9 ZFR0=s ZE Bs 20 =dolE X HSIt
=SLICH 2HAHE Peer-to-peerl| Peer X2 2L Peer Xl HSIt HAIE D, Peer EXIC
SAHY SdolE EXY ZE2 Peer Xl WS U300 SAHAAHZE =d0IE EX B3It

HAIE U

Title ZEZ = 2SclolE ZE EOIE =AZ EEELIL M3lils LEXN=22 FEotd 8 O
o) =

VTSI Series

Management TECHNOLOGIES

o]

/ serial / serial_connect

Network peer : Al peers v port title : | | [Search )

Serial port
Configuration Port access menu connection
SRR Port access menu connection
Clustering Individual port connection
Power controller Status  Portz  Title # of User Comments
Peripherals ] 1 server name on port 1 < Not used >
2 PortTitle #2 < Not used >
Syst tatus & | .
ystem status & log 3 PortTitle #3 < Notused >
System administration 4 Port Title £4 < Not used =
S 5 PortTitle £5 < Not used >
Systi tatisti
ystem statistics 6 PortTitle #5 < Not used >
7 PortTitle #7 < Notused >
Activate Locator LED 8 Port T!tle #8 < Not used =
Apply Ch 9 Port Title #9 < Not used >
Apply Lhanges 10 Port Title #10 < Not used >
Login as a different user 11 Port Title #11 < Notused >
Logout 12 PortTitle #12 < Not used =
Reboot 13 Port Title £13 < Not used >

14 Port Title #£14
15 Port Title #£15
16 Bavytech on Port 16
17 Port Title £17
18 Port Title #18
19 Port Title #£19
20 PortTitle £20
30 Port Title £30
31 PortTitle #31
32 PortTitle £32
33 DellDRAC S
34 HPILO

< Not used >
< Notused >
< Power controller =
< Not used >
< Not used >
< Notused >
< Not used =
< Not used >
< Not used >
< Notused >
< Not used =
< Not used >

0000000000000 00DO000D000D0O0

Copyright £ 1398-2007 Sena Technologies. Al rights ressrved,

& 4-36 Alc/g& ZE FZ B0/

AZXHE HMolotels ZES EEBISLE EIOIES 2E0l =& Jtsd AYPSS clAEg =
USLICH HHEIAENAM Hote HHS H86IH LEE MOE = ASUCL I8 4-37= ZE
ISl EtOISES 2ot LEY HYelAEE EBOUHSLUO. EZEQ XHUAEIL HAIE
AE0A EE BISLE EIOISS S=otE HYlAEIL AHEULCH 0 HE0AM OE ZE
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Serial port connection

[ serial { senal_connect
Peer : | Al peers « Porttitle:| | [ Search |

Port access menu connection

Port access menu connection
Individual port connection
Status  Portx  Title # of User Comments
& 1 server name on port 1 1 root < Mot used =
@ Power Control
= Serial Terminal Connection
B freekViM
B View Port Log
W Clear Port Log Alert
+* IPMI GUI Access
& Port User Management
Q 2 PortTite #2 0 < Not used =

J& 4-371 & Z2Z/AE

cIAEN U= HOE 222 Serial Terminal
Connection 0Ol0|22 2&soz2ZMN ZEN g 4= USLICH AISXIF oig ZEQ Hold

ool22 2gotd HOIE olZ2d0ld & ZO0l LIEtLE AFSXHUIA Alelg ZE E=0l st

& o5 HES ZZ&EZ(/ Telnet £= SSHE && L0/ U2 FR0E Z249E HOE
HNE2H0/4 e ZF= 4.55 Host mode FF WA J/=& LI 20/ Quick connect via H/~+2/
&gt et Sefd Lo

Java Telnet Applet2 ZE W &6 8 HIAE J|8Ho] AIZX AEHHOIAE HBELICH Java
Telnet Applet2 Telnet £= SSH HZ 02 E292| Host modeJt Raw TCP & 2&=
HdE8E 2= 22 S0l ZEN 85 o SlsUC dZg TEE 2&5tH, Java Telnet Applet
0| LHEFUA D2, AAEXte 1 ZE0 0610 ol 28 X AFEXHID € HIY BS
geotcts RFS Lol EUL. 2SS 22 R, AAZXs 8 Alelg ZE, 83 XE L
SdAHY =408 EX/EHAHE Peer EXI2 ZEN HH5E 5= USLILCH Java Telnet Applet
ol EIOIE Hi= Telnet &

= b &
SHSUCL & OteHel BHES2 Local echo ON/OFF, ¢1Z, &5 £= 20132 8g 2 JIsS

Paa
10
ol
2
Hl

I'Zﬂl
10
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AYA Telnet Applet rosoft Internet Explorer

Telnet [ 1 : server name on port 1 ]

Trying 192.168.19.1 7001

- name on port |

in > admin

for port menu.

Is _ Local echo | Connect | Disconnect SendBreak

78/ 4-38 JTA Telnet &L
(3 AEE

SSH[ 1: server name on port 1]

s

=)
==

S5H Authorization required
User name admin
Password e

78 4-39JTASSH &2
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VTS 11Dt SSH H&E 12 X2E X 0HR= AFACE Tzl SSH V1 &§=0lM 8&3&LICHL
(9.7 Security Profile &ZX). Java Telnet Applet2 O0|&35t0{ SSHZ HZE I AIE&&l= SSH
HE2 & MH &&2 Web applet option &=S0A S&ELICH (3.8 & AH &F &X).

&1 SSH ZJ J/£ EFE AEAE Java Telnet Applet 0/ SSH ZJf 7/ 9122 HZotA &I/
20/ Java Telnet AppletZ 0/&otH &= &of ZEO =g + LSL/ICL

ANelgd ZE/RAA ZES MEA MO CHE &

24
SEHE HAIStE Power Control Ot0OIZ2E ZS&6tH, AIZEX= Al2lg =X

&2 X O (Serial port power control)ot= HOIXIZ OlSE 2= JULD 11 HOIKOWA ZEN HZEE
Ao MEAS 22l = JUASLUCH VTS N0 =otel o9l HE

>
Hu
lo
e

M
N

Ed &el(Power controller management) HIO
MRAHESHU HZEHN JAD MAHESHZ 2N JA2H

Management OtOI20| HAIE =0l 0l Ot0I2= 2=otH, W 2ES 22l HOIXIZ 0/S56tH

ote HEEHE MOUE = USLILL XNAMS WEES 634 I3 ZHEEZ X &2/ - A2/
TE o/ZS FAGHAD| BHELICH

ZEON o2& ABIE KVvM ¢222 X6t freekvM #ZF0l T Y= EZEQ FR
cIAEN freeKVM HZ OtOIZ201 HAIZLICH AFZ XL freeKVM &2 010|122 Z&o6tH
KVM ZSciolgE Z2 s A6t AMBHE MO 2clg = UsUD. =S==2 freeKVMOI

B0 UA2H =2 freekVM EF S0AM SctOIHEIL X&dots KVM Zct0IHE
Tl

ZIZ2)HEE dE8E = UEE KVM clAEIN HAIZD 0 SHOMAM SEisH KVM Z2t0IHE
T2#S LIt

View Port Log Ot0|2E «&EiotH & 4 LIEFELICE [Clear]
HEZ Zclotd &M 212 AME = USLICH [Refresh) HES 2ot za&l 208
HAIE = A1, [Close] HES 226t View port log stHS &2 £ UASLICH. U0 Port
event handling &8 0A S=8t IIKEI AL ACHOl Z10JF HAIZIL2 [Clear alert]
HE0l ZAIELICH Ol HES S&otH 2E2E oM = US

HE|AEN U=s Clear Port Log Alert Ol0I2% 21U IIKEI &€H3E M HEAlZ=d, Ol

orol2= 228 oMol o AtESELILCH

A
o
o
my
o
<
D
=
he]
Q
g
«Q
ton
2
(=]
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View port log - 1 : server name on port 1

Port log : W Alert  Click [Clear alert] button to clear alertion
SearchThisword

Clear ] [Flefresh ][ Close ] [ Clear alert ]

&/ 4-40 View port log

Host mode & &0l Al Service processor2l ZF 0l et IPMI GUI Access, iLO GUI Access, DRAC
GUI Access 2| OIOI 201 HEAIELICH

Service processors IPMIZ &S A< IPMI GUI Access O0I201 ZAIELICH O] ot0l22
S&otH IPMIE Sol 33 SAEES

2ZHAl 1 HIOlote RCIHHIOIAZ HAZELICH 08 4412
IPMI GUI Access A SANN Rotle HES HEHSIH MHEFE

=l
SR8z A SAES A/ HMHE = JASLICH

IPMI [server name on port 1] on port 1

f serial f serial_connect / \d
Control
Chassis Power is off

& 4-41 IPMI GUI Access

2 ZEO AN Host mode & &0 A Service processorE IPMIZ & &6t Remote port parameters
A 0A Protocol2 RMCP+(SOL)Z &&i5tH, IPMI GUI Access 3tHO0| [Connect to system]

301
£ [De-activate SOL on another session] HEO0| LIEtELICH. O 4-422 O|EH &&E

£ om
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MEHOIA 22 ZEQ| IPMI GUI Access 3t 2 HEAIEHLICEH [Connect to system] HES 226X
A HZENAM XNFE A SAEQ BMCZ AHZSIH SOLE Sofl AHE A SAE 2Al /
MO & 4 USLICL [De-activate SOL on another session] HES Z2=otH &M EH5EHH U=
SOL &S 20 MZ2 SOL ¢H&ZZ2 JIsot=S &LICH 0l 22 Serial port &2 HIOIX2 &
LE HAAEN LiEtLtE Serial Terminal Connection Ot0|22 Z2&i6l0d SOL HZE AZE
=T UAsLICh

IPMI [Port Title #33] on port 33

Jserial f serial_connect f | hone j

Control

Chassis Power is off
Connect to system
De-activate SOL on another session

JE& 4-42 &Z HZE9 IPMI GUI Access

Service processorE iLOZ A&EIMUS Z2 iLO GUI Access 0t0|201 HEAIELICH O otol28
/ Moot &eHHIOIAZ HAZELICH

==olH ILOE Sofl @3 S AEE 2l

34 HPILO 0 < Mot used =

= Serial Terminal Connection
& View Port Log

+* iLO GUI Access

+ SMASH GUI Access

7&' 4-43iLO GUI Access

iLO GUI Access 3tHZ System summary, Control, Access settings, IP settings, System Health
information, SNMP, iLO event log S22 Z?&Z 0 AUASLICEH System summary B0 A= BIOS
information, System information, Processor information, Memory devices2 HE2E X AIELICH
Control EliA=E &3 SAEN EX0HHLE, DIKFE HEE & = USLICH Access settings
0l M= SSH, Telnet, Web, Terminal, Virtual media S2 LEE X &St HLI Access Jis (IR E
d8g = UASLICH IP settings B2 SiM= 2 SAEQ IP addressE HEE == USLICH
System health information 0lA= &2 SAEQ| Fan, Temperature, VRM, Power supply S2
H2E == USLICL SNMP HOUlA= iLO2l SNMPO st 882E &&& £ USLICH iLO

Eventlog &S Sl iLO2 eventlogE =2 == USLICHL

121



iLO [HP iLO] on port 34

/ serial { seral_connect / ilo

System Summary

BIOS Information W03 08/08/2006

System Information ProLiant ML310 G4
Processor Information 2400 MHz; 64-bit extensions
Memory Device DIMM 01; 1024 MB; 667 MHz

Refresh

Control

Connect Connect to iLO Console

Restart Restart system

Shutdown Shutdown system

Access settings

IP settings

System Health information
SNMP

iLO Event log

J& 4-44 22 HZE9 jLO GUI Access

Service processorS DRACSZ 4dAIMES &HSP DRAC GUI Access Ot0IZ0l HEAIELICH 0l
A ==

OL0I22 2= 6t DRACSE Soll & S 2Al / M0iols &QHMHOIAZ HBELICH

o

33 Dell DRAC 5 0 < Not used =
"= Serial Terminal Connection
& View Port Log
+" DRAC GUI Access
+* SMASH GUI Access

&' 4-45 DRAC GUI Access

DRAC GUI Access 3tHEZ System summary, Control, Access settings, IP settings, System Health
information, SNMP, iLO event log S22 T?&& 0 USLICH System summary 0l M= System
Model, System BIOS Version, BMC Firmware Version, Service TAG, Host name, OS names &
2 E HAIELICE Control EHME &2 SAEN EH5HAHU, TIRE HEE & = USLICL
Access settings Ei0lM= SSH, Telnet, Web, Console S2 ZEE XI&oIHLE Access Jf

=
o
AEQl IP addressE HEE

HEE d&8< = USLILH IP settings B2 Soid= &4

k=3
USLICH. DRAC Event log B8 =0l DRACZ2| eventlogE = = USLICH
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A

_{

2 o

DRAC [Dell DRAC 5] on port 33

/ serial { seral_connect / drac

System Summary

System Model

System BIOS Version
BMC Firmware Version
Service Tag

Host Name

05 Name

Caontrol

Access settings
IP settings
DRAC Event Log

PowerEdge 2900
1.1.0

1.14

HMS10C1
poweredge

Connect to DRAC Console

Start system

njo 02

&

& 4-46 & HZES DRAC GUI Access

SHLICH. rof

o > e
02
ol
H

o

e
I
30
0
Q

A

S ZAIUO e H

P =
HPotD) HEE property==

123

S

EH
(AL}

E=2 =42l st
—= ="

= W& JtSotCHHE Propertyll

e}

51

0

a2 OCIE®TAR

OtEol Set HES

USLICEH. SMASH GUI Access StHUA = Sl Targettl CH
o=zM B2l TargetOl

oft &
HAl
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SMASH [HP iLO] on port 34

/ serial / serial_connect / smash

Connect to SMASH-CLP Console

Current Default Target Path : / system1
[Star‘t] [Stup ] [ Feset ]

Targets Properties
firmware Name Value
bootconfigl name ProLiant ML310 G4
logl number ==not present<<
ledl enabledstate enabled
oemhp_vspl oemhp_powerreg auto
cpul processor_number =1
memory 1l pstate_number =2
memory2
memory3
memoryd
slotl
slot2
slot3
slotd
fani
fanz
sensorl
sensor2
sensor3
sensord
powersupplyl
powersupply2

72 4-47 &2 HZES SMASH GUI Access

&t A2lg dZ HolXMe 8N ZEQ Iz AZN e F2E ZASUC. X
MERS =@ =), ZE AMEX OIOICI(User &=) ¥ EZE AZXI &8t F4(Comments
si2)2 ZEYW2 HAISLIC

Z HOoIXN EAE= 0ol A& AMSX 2
E =og =& U, AIZBAE HAZEE ZHZE = =& USLICH oY Alelg =
[# of User] == 2oL ZYEIAEN U= Port User Management 0t0|22 2&iotH &

4-48 2701 el Alelg ZE ASX elAE 3H3H0| LIE YU
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4 Serial port users logged on list - Microsoft ... E||E|fg|

Serial port users logged on list - 1 : server name on

port 1
O Terminal User ID
ttyco* admin
[ Kill I\J [ Reload ] [ Close

& 4-48 £J0 F9! 4|2/ HE AEI 2/LE

Ol st AMEX clAE SUAM 22 ESZotdd= AIZAUSS M3As = [Kill] HES +2H
o AEXNSS 22 THE SSE = USLICH

VTS ll= & QIHBIOIAN ZICIGHA &1 HE Alelg X
Aelgd ZEN E2ot= & HOIXNE MIBELICH dEAURMA =20 G 20l &

Aelg ZEN &HE HZots JTA S

http://<IP>/connect.asp?p=<port number>

C—
o N —

2F! ol0lHE 3 Xt BREYUSLICH. title>

OIIM <IP>= VTS 112 IP =4 £= S0 082 20I&LUICH <port number>= Al2lg ZE
S, <port title>2 Al2lZ EZEQ| 0|SLLICIH AEX= <port number>2] ZLE HSE I8l LE
o

¥
o
4
0t

USLICEH <port number>= CHS2l

[R{peer number}][S{slave unit number}] [P]port number
Oy 1. AMl2Ig ZE #1:1 or P1
2. 2ciAHE =dI0IE EX #1292 AlelZ ZE #2:s1p2
3. 2 AHE Peer-to-peer Xl #2 AlclE EZE #3:R2P3
4. 22{AEY Peerto-peer X #2° SYUAHY 2012 HX #32 A2l ZE #4

R2S3P4

ol
rr

8 4-492 18 4-502 <port number>2t <port title>S AIESHN HE A2l ZEZ HZ

125



HE 20SLICHL

User =2 & 2!
ZE &= £d0/18 &X2 AMelg ZEN A2 4+ USLICH

<user>:p=<port number>
o=
o N —
<user>:t=<port title>

cC
a-

rr

<user>:<tcp port number>

20| 2=Hol0 ASXeE SSH &3 Al2lg &S Sot¢ Alclg ZE, &4

OJIM <port number>= ZE P15, <port title>2 ZE2| 0|SLLICH AHEXE <port number>2)

IE PSS I8 ZEZ = ZE 0|50| <port title>1t LXots ZEZ AZE =+

2F

Port number2 Alelg ZEN HE AZW A2 <port number>%t 22 42 HSLICL

USLICH

<tcp port

number>= ZEQ| TCP EZE HSLICL TCP ZE B3I} <tcp port number>2l A2l ZEZ

JAVA Telnet Applet - Microsoft Internet Explorer

DE BEE 2900 SHEIA EXHD ZIUH)
24000 [ https//192. 168,19, 1 /connect, asp7p=1 v s

~
Telnet [ 1: server name on port 1 ]

Trying 192.168.19.1 7001

Yel ]
PORT -

Entering Lo type Tz for port mend.

Disconnect | SendBreak

Is | _Local echo | Connect

.{[ HEES! de,mud.jta, &pplet started B SIS

& 4-49 Port number £ A/2/& ZEQ XHE HZ
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; JAVA Telnet Applet - Microsoft Internet Explorer

DHEEY MEE) 221 BAHFEINA) EI EEEH)
A=D1 | @) http:,//192, 168,19, 1 /connect, asp M=server

-
Telnet [ 1 : server name on port 1 ]
Trying 192.168.19.1 7001

“z for port menu.

_ Local echo |

Connect

&] IHZ3! de,mud,jta, Applet started

Disconnect | SendBreak

& 2IED

& 4-50 Porttitle £ A/2/& ZEW JNE HZ

[root@loclahost ~] ssh root:p=1@192.168.19.1
root:p=10@192.168.19.1’s password:

Entering server port,

~z for port menu.

[root@loclahost ~] ssh root:”p=17@192.168.19.1
root:p=10@192.168.19.1’s password:

Entering server port,

[root@loclahost ~]

~z for port menu.

ssh

‘root:p=1@192.168.19.1"
root:p=10@192.168.19.1’s password:

Entering server port,

~z for port menu.

18 4-511t [root@loclahost ~] ssh ‘root:t=server name on port 1@192.168.19.1’
root:t=server name on port 10@192.168.19.1’'s password:

Entering server port,

[root@loclahost ~]

~z for port menu.

ssh root:”t=server name on port 17@192.168.19.1
root:t=server name on port 10@192.168.19.1's password:
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el

"
[>

|
m o
B
[6)]
N

Ol A <port number>1t <porttitle>S O0|E0t0 SSH &2 Al2I€

Hl
]
ik
nio
om
Jell
2

0l & LI Ct. [root@loclahost ~] ssh root:7001@192.168.19.1

8 4-532 cI=2A0A <tcp port number>E 0lE0t0 SSH & Alcld 2&= Sot0l ZE0
o= lYLICH O 454 2 & 4-55 = slave unit 2 <port number> £ 0/&3dt0{ SSH &
2 Aelg 2852

Sot0 EE0 HZot= MlLICH

J& 4-51 SSH &= A/2/

e

Z£2 S5 ZE &Z - port number

& 4-52 SSH &Z AlZ/

e
iy

=

&g 55 HE

128



18 4-53SSH & A/c/g Z£= S5 ZE SZ - tep port number

J& 454 SSH & & A/2/& Z££ S35 ZE HZ - port number of slave unit (Master-Slave)

—J& 4-55SSH &Z A/lc/g Z

=
=

£ &5t ZE 2Z - port number of slave unit (Peer to Peer)

129



5: Clustering & &

51

VTS ll= Clustering JISS AHZ0IH otLt2l VTS I1E Sofl, ThE O VTS IS Aleld ZES
T 8s5g = USLUICE VTS 112 Clustering 23 0= Clustering Master/Slave & 1t Clustering
Peer-to-peer 20| USLICH

Clustering Master/Slave At&Xt= otLt2l OtAE VTS I1E Soil =IO 1,632I00tK12 Alelg ZE
(=(48 A/2/& HEE + 48 &Z FE) * 16 Jf9 =d/0/8 &X + OFLE FX/° 48 Al2/g HE
OtAE &X/S 48 &F HE)

g &85
=di0IE EXIQ Aleld ZEZ HZ6H)|

+

=58 = USLICL

|5 VTS lli= NAT(Network Address Translation)Oll 7

St BtHES AIESELICH 2HE DJ|Btel 2 IP forwarding 242 AFESH0, VIS Il @2 &0/
d2 YEHES M3ELUCH 2, AFEXDE S sZ2 dtYote IP

forwarding #22 =522 HAFSIUH, VIS lle U2 HOIE MBHEZ L8 228 4= YA &

LICH

‘10

~

OFAE VTS 112) TCP port2 &&= OOIEH= =08 vIs 1el (IP =4: TCP ZE)0 8EE
LICH ekA, AF2XOF OFAE VTS IO IP forwarding 7 &0 &6 =%, OtAE VIS IE S
off Zell0lE VTS IS0 &8 £ U ELICH 24012 VTS lltle FItEe 480 22
SLICH

H

ol

AEXIL OFAEH VTS I1E ZR0t0 =cl0lE VTS 112 AlelE ZE0 5= AMTstChl 42}
SAICHL OS2 8 AMER2 S2 3 YL

- AL ZFEHQ IP =2:192.168.0.100

- OrAEH VTSIHE IP =4:192.168.0.2

- =dioIE VTS IS IP =4:192.168.0.3.

- OrAEH VTS Y TCP ZE 72012 =dI0I12 VTS IS Alelg ZE 1 (TCP ZE, 7001)E
fIlof =2 KN&ELIC

8 512 0|48t &4 3t VTSI Clustering J1s0ll CHst &5 HES 20 SLICH
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NAT:IP forwarding

From: 192.168.0.100:34567 From: 192.168.0.2:45678
To: 192.168.0.2:7201 To: 192.168.0.3:7001

User |—1> 2:Master |—1> 1:Slave
192.168.0.100 <2—| 192.168.0.2 <2—| 192.168.0.3

From: 192.168.0.2:7201 From: 192.168.0.3:7001
To: 192.168.0.100:34567 To: 192.168.0.2:45678

NAT:IP forwarding

_7&/ 5-1 Clustering Master / Slave && /5

i

SZ0A, OtAE VTS IIE Solf =cll0l2 VTS 10l Hd6te S8k

pu

B
N
I
e
o
et

8 5-2&=
LHEHRLICY

\g} / Users’access over the VTS

— Master VTS: 211.112.67.34 (public IP)

— Master serial ports: 211.112.67.34: 7001~7032
— Slave 1 serial ports: 211.112.67.34: 7201~7232
— Slave 1 serial ports: 211.112.67.34: 7301~7332

Remote User PC

Master

Master’s TCP port forwarding:
7201 ~ 7232, 7301 ~ 7332 192.168.1.101

(211.112.67.34)

Clustering configuration
Master’s TCP port 7201~7232

p—

Slave 1's TCP port 7001~7032

Network

Master’s TCP port 7301~7332

—

Slave 2's TCP port 7001~7032

TCP ports
7001~7032

TCP ports
7001~7032

Slave 1 Slave 2
192.168.1.102 192.168.1.103

_J&' 5-2 Clustering Master / Slave &/4/

Clustering Master / Slave= OtAH ZAXE SoHA £dI0I1E X0 &

4l

j }
[a—

o

= UASLILCE. Clustering
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Peer-to-peer= Clusteringli2l - PeerE

Clusterng LH2| 8t Peer= IP forwarding

o

-

[—

&0l M Clustering Master / Slave 2 4!2]

Sofl  AtE Xt 2 ACke =HOIA

Clustering Peer-to-peer LIS 2 & Peers0l

XN Sk
HLo =2

Jl 20, Clustering Master / SlaveOll Al OFAE &XI2 UWE

£ &201 U&= A= =el Clustering

CIE PeerE Soll EHAHEWE 2 Peer&2 &0 I}

PeerJt Clustering Master / Slave2| OtAH EXIctH, AIEAE=E2 1

A
e

Peer?l =dI0OIE &EXIQ ZENZ 2
fole OE Peers =di0l2 Xz HE

L CHE Peerdt Xt&l2l =d0IE2 X0

o

sF A
g8 =& U

njo

S LICH

(]
-

Clustering Peer-to-peerfil = Z2& Peer=0|
OotoiLt EEl& M O gtSS Xt

22U clJl <

2t
BA

2= O

s ¢ &t

192

Slave 1

192.168.1.201 Peer 2

192.168.1.102

L

gEAl

CIOIHE =

o™ Clustering Master / Slavedl 2t= ZEX H

-
[

J

$0

P A

)
H oy
J

[wl
i
%

HA

o

12
I
12 njo
1]
ol
]
rn
U
@D
@
uin
ujo

==
mo 4>
30
s
-
a

>
Pall
e e
[l
O
>

=)
>
Iy
|T
04
>

&
o

>

24
=2

e
H

ol
Ct. Clustering Peer-to-peer2
L2t

XN sk
Ho =

m
Q
]

a

Peer-to-peer0fl A St Peer?|

ro

Peer2l EZEZ0OH 0
=dlole Aol
, CtE Peer®i Al HIOIHE

Z OOl LICH Ol

=
=

A_sUt OE P

=2 dix
= g

m ooy Y

i
=
=

an
=
=

EN=]

o

A
~% A7,

@)
c
%]
—
@
=
>
(@]

oF
=

~

2 IP forwarding tableS | =0
ICt. % Peer2 &&0|

BAalE HE2E X

O T

Peer= 0|
o SLICH

H

Peer 1
.168.1.101

i

Slave 3
Peer 3 192.168.1.203

192.168.1.103

—

Slave 2
192.168.1.202

Peer 4
192.168.1.104

Slave 4
192.168.1.204

TCP ports

Peer 1: 7001~7032

Peer 2: 7001~7032, 7201~7216, 7301~7316
Slave 1: 7001~7016
Slave 2: 7001~7016

Peer 3: 7001~7032, 7201~7216, 7301~7316
Slave 3: 7001~7016
Slave 4: 7001~7016

Peer 4: 7001~7032

TCP ports forwarding (2 Peerlil 8 &
Peer 1: 15002~15033
Peer 2: 15036~15067
Slave 1: 15070~15085
Slave 2: 15088~15103
Peer 3: 15106~15137
Slave 3: 15140~15155
Slave 4: 15158~15173
Peer 4: 15176~15207

_7&/ 5-3 Clustering Peer-to-peer &&'2/ 2/
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5.2 Clustering Master / Slave &3

st LE H32 0tAH EXOA 5t ELICH Authentication mode= A& XIIF OtAH EXIE
Soll £diolE Xl ZEZ AZE [f O2l 1O EEQ| Authentication modelt LocalZ2 & &g
o AS W, MEX 1ES OtAH EXIWAM X =dolE EX0NM £XE Z2FELICH Update
master on changes= =dI01E X2 &0 HELH H22 22 4018 EXo HE Atg
2 0tAE X9 Zd0I1E F20 U3 HAg X 6IRE &FELICL VTS 12 Clustering mode
Jb Master2 &3 %A Authentication mode2 Update master on changes &=2 HI243 &
LICt.

AZ XL 8 VTS I1E DtAEZ ZEF6H)| &dts &2, Clustering &3 SHHUA Z&6H0F St=0,

XE OAHZ &H&6tH OtAH &80 288 £&& 30l UHEELICH 8 5-4= Clustering

Master / Slave &8 3HZE 20 ELICH. AFE XDt Clustering modeE 0tAHZ &H&otD) HEGHH,

8 552 22 0tAH &EXE 98 Clustering Master / Slave &8 312 0| ZEAIELICE. Clustering

modeJl Slave &< Clustering master unit filtering2 &0l Masterdt 2 = Ues SR IP
)

adressE &&8& & USLICH

|
VTSI Series

Management TECHNOLOGIES

|| User : root || Clustering configuration

/ cluster / cluster_config

Network
Serial port Clustering mode configuration
Clustering Clustering mode : Slave «

Configuration - : Authentication mode : Local |«

Peer to peer configuration Update master on changes @ Mo s
Power controller

. [ Save to flash ] [ Save & apply ] [ Cancel ]
Peripherals
System status & log Clustering master unit filtering
System administration MNo. P address/mask Status Action
System statistics No filter found...Any unit can be a master unit.
New | [ Add ] [ Update

Activate Locator LED
Apply Changes

Login as a different user
Logout

Reboot

Copyright © 1598-2007 Sena Technologies. Al rights reserved,

_7&/ 5-4 Clustering Master / Slave &'&
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Clustering configuration

f cluster f cluster_config

Clustering mode configuration

Clustering mode : Master «

Authentication mode :

J,

Update master on changes :

[ Save to flash %[ Save & apply ] [ Cancel ]

Clustering information
Unit 1D Slave unit address Mo, of port Unit ID Slave unit address Mo, of port
L

sdole EXIE =
Slave Unit & & 3™
Enable2 &&i5tH
SfHOZ HiELICH

Clustering configuration - Unit 1

J cluster / cluster_config / unit_info /|1 =

Basic configuration

Enahle/Disable this unit ; Disahle «
Disable
[ Savetoflash H Save & apply ” Cancel j=erarum

72/ 5-6 Clustering Master / Slave &'& — Slave Unit &&
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Clustering configuration - Unit 1

{ cluster / cluster_config / unit_info /|1 =
Basic configuration Advanced >

EnahlefDisable this unit : v

Slave unit address | ] | [ Auto Configure

Slave authentication mode @ Local -

[ Save to flash ][ Save & apply ] [ Cancel ]

_J&' 5-7 Clustering Master / Slave &% — Enable #7& % Slave Unit &%

Xe &8 F45tI| fIoi IP forwarding HIO|
N=

o
| RESIH £

Clustering configuration - Unit 1

/ cluster { cluster_config / unit_infa /|1 =

Basic configuration << Basic

Enable/Tisable this unit : Enable «

Slave unit address : | | [ Auto Corfigure |
Slave authentication mode : Local -

Connect to slave unit to change configuration @ Please, Do [Auto Configure] after changing
Enahble Source port Destination port Protocol

1 B J v

Port access menu configuration

Enahle Source port Destination port Protocol

o] R =]

Individual port configuration

Port Enable . . Source  Destination
# = Title at master unit part port Protocol
= | || | | =l
2 O | | | | | =l
= O | || | | =l
= || | | | | =]

Base title : | | BEEN

Base source port | | [ Set |

Base destination port | | [ Set ]

[ Save to flash ] [ Save & apply ] [ Cancel ]

_7&' 5-8 Clustering Master / Slave &% - =4/0/2 &%/ |P forwarding &/0/Z
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ZdlolE #XI IP forwarding HIOIS3H0l= Port access menu, &2 EHHOIAE 28 AIMHIA
ZE 2 Alelg ZE/AA ZEN &=06t)| /8 IP forwarding EHIOIZ0! M S=ELICH. Source port
= 0tAH &EXIQ TCP LE H S 0|, Destination Port= Source port2 & &&= GOIEHI A2
=diolE EXIe TCP ZE HSYLIH =322 =d0IE EXo FEE &3 Z2 Port
access menu%t BAHIA ZE= HdFE = ASLIG

IP forwarding HIOIZ2E Us22 HFotH d0I1E X2 IP =4 £= ZHQ 0152 L&
CtS [Auto Configure] HES Z22/&LICL OtAH EXls 24018 #X2 XE HEBE U522
Importot ) D0l CHEF OtAEHS AA ZE HEE U522 HFELULIC 08 59= s &4FO0|
A3s M OAIXIE UEHLHD 08 5-10= s €3 dd = ZUE E0sUL. s €8 =
ZHMAIN ATHS A2, 2F HAIXIDF LIEFELUICH JHE LBt 5= 2SS 1P =4 2
C= UEHD 2H(W. HEKR £30l &2 Z)LICL O 5112 s £F0 &4WésS 3

f UEtU= BAIXIE 20 SLICH

OlAHE=E &diolE &X2 4382 s 8322 I 23 1 XU A Console server 252
HHE ZEQ IsS2Z FHOM dlgdsl= 82 E Import ot H &ELICH AIZ2X= Base title2 &3
o0l =dI0I1E #XIS ZE EOIES L2802 HFE & USLICH otLiSl Base port HISE
SX5t0 0l etA Source port B1s &= Destination port s E &&86IEE NEE =& U
SLICH & 2IHHOIAE &d0IE AXE H&dte & AHHOAZ HAL= IS MI3ELICH
Connect to slave unit to change configuration £&2| Protocol2 HA&&22 M, sd01E &EX

$90 0
ol
=
Q

E &Z%cote & QAUHHOAZ AZEY [ AIESY ZZ2EES dHE =

£/ 17. Source port &= [OIAEH ZT HES J/& &Y SEHTE I Z0L0F &LICK

EE£5= &2 Clustering J/50/ /28 &EHIF ELICL

Microsoft Internet Explorer

_7&/ 5-9 Clustering Master / Slave && - It& && &F HAIA
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Clustering configuration - Unit 1

J cluster / cluster_config f unit_info /|1 =

Basic configuration << Basic

Enahble/Disable this unit : Ernahle «

Slave unit address |192.158.19.2 | [ Auto Configure RJ
Mo, of port

Slave authentication maode ; [Local  ~]

Update master on changes No -

Connect to slave unit to change configuration © Please, Do [Auto Configure] after changing
Enahle Source port Destination port Frotocol

Fort access menu configuration

Enable Source port Destination port Frotocol

[Forer =]

Individual port configuration

Fort Enahle ) . Source  Destination
# = Title at master unit part port Protocal
1 Slave Unit #1 L [ram | ] =l
2 Slave Unit #2 | ez || | ] =l
3 Slave Unit #3 L (7w | ] =l
4 Slave Unit #4 L (72 | ] =l
13 Slave Unit #13 | 7213 | | | ] =l
14 Slave Unit #14 | 7z || | ] =l
15 Slave Unit #15 | 7215 | | | ] =l
16 Slave Unit #16 | 728 | | | ] =l

Base title : | | [ Set ]

Base source port ; | | [ Set ]

Base destination port | |

[ Savetoflash ][ Save &apply | [ Cancel |

72/ 5-10 Clustering Master / Slave && - /& && =

Microsoft Internet Explorer

_7&/ 5-11 Clustering Master / Slave && - /& && 2F UIAIX

s 88 ZZ2AAIN 4368 =d0IE EXI2 ZE FE2IF Heohd £Z3 U= 2elsty
Q. 08 s £d0l8 EXI0l st Clustering &8 2 22510 2ol [Save & apply] HES
glold 882 M&EGtD HESIA AL, 18 5-12= Clustering 882 M&otD HEs ZUE

O SLICH
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Clustering configuration - Unit 1

J cluster / cluster_config / unit_info /|1 =

Basic configuration << Basic

Enable/Disable this unit IW'

Slave unit address : (192.168.19.2 | [ Auto Corfigure |

Mo, of port :

Slave authentication mode : |Local = [ Set Authentication |

Update master on changes : [Mo | [ Set Update Master ]

Connect to slave unit to change configuration @ Please, Do [Auto Configure] after chanaging
Enable Source port Destination port Protocol

HTTF - [Connect to slave unit]

Fort access menu configuration

Enable Source port Destination port Protocol

e =

Individual port configuration

Port Enable ) ) Source  Destination
# 0 Title at master unit port nort Protocal
1 |Slave Unit #1 | [rem | | ] =l
z |Slave Unit #2 | [7z02 | | | =l
3 |Slave Unit #3 | [7ema || | ] =l
4 |Slave Unit #4 | |74 || | =l
13 Slave Unit #13 | 7213 | | | ] =l
14 Slave Unit #14 | 7z || | ] =l
15 Slave Unit #15 | 7215 | | | ] =l
16 Slave Unit #16 | 728 | | | ] =l

Base title : | | [ Set ]

Base source port ; | | [ Set ]

Base destination port | |

[ Save to flash ] [ Save & apply L\\\J [ Cancel ]

—J&' 5-12 Clustering Master / Slave && - {f& &'& Save & apply &

Slave authentication modeE & €iol1) [Set Authentication] HES SIS 22 M, MEXt=s &

dlolE2 &XIQ clustering authentication modeE 21 &g == RUSLICH Update master on changes

£ 85t [Set Update Master] HES 2ot =402 X2 Update master on changes
£ HHE 4+ AUASLICE [Connect to slave unit] 2le @35 2&6tH A= 408 &X2
A2 HEE £ s dolE X9 & CHHIOAZ 01SE 4 USLICLH =dolE &XIQ
Hd8g2 HHS = AIEX= [Auto Configure] HES 26l &dI0IB &XQ HIEE &2
OtAE XIS Clustering & &0l BHHoliOF &LICH 1eiLt, Update master on changesJt YesZ
HEEN A2 =dl0IE EX2 £¥S HAGHD HESHH OtAH EXO ANA=s22 BEELICH
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5.3 Clustering Peer-to-peer &3

2l Ol HIOlA2| Clustering > Peer to peer configuration2 HiwE d&otH 18 5-13% 22

Peer to peer mode configuration 3t 0| LIEFELICE.

|
VTS II Series SENA

Management TECHNOLOGIES

|| User : root || Peer to peer mode configuration

f cluster f duster_pZp_config

Network
Serial port Peer to peer mode configuration
Clustering Peer to peer mode : IW‘

Configuration Peer to peer authentication method :

Peer to peer configuration
Peer to peer password (new) @ | |

Power controller

. Peer to peer password (confirm) :
Peripherals P P ( ) | |

System status & log Save to flash ] [ Save & apply ] [ Cancel ]
System administration Peer to peer infarmation

System statistics

Start device locating
Apply Changes

Login as a different user
Logout

Reboot

Copyright © 1998-2006 Sena Technologies, All rights reserved.

|
_7&' 5-13 Clustering Peer topeer mode configuration @£ 0/&

Peer to peer mode Wi2t0|E= Ol &XIJt Peer to peer modeE AIEE X (RS ZHELILCL

Peer to peer modeJt EnableZ MEE HR S UCOIESS 88 &= USLICH Peer to peer

authentication method= CI2 PeerOlAl Ol & XIS AuthenticationO| LocalZ2 & & XHZ HA

tedD & [, OCIM 2152 & 2QXRE ZEHELICL LocalZ2 £3& J=<0= 0 EXI9 22
BXE WELLL Peer2 E3E d=20= TS PeerfilAd 213 EXE WWEAH =ELUICH Peer

to peer password= Z2E PeersS0| & AE& IS fol IOIHE =1 &2 [

2O Peer2M2l XtAO0| A=K HEE EHHGH=0O AFEELICH HARKIEDL CHE Peerdt Peer &

=

25 QESILE BAIGtA D otH SHAHY Y Peers2 01 HYS RAIZLILCH

[o]]]

e
0l

Peer to peer information @3 MEGIH & 5-1410t 22 Clustering peer to peer information
30l LIEFELICEH
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Peer to peer information

Fcluster [ cluster_pZ2p_config

Peer to peer mode configuration

Peer to peer information

Peer to peer status : Mot joined
scion
P Authen. Weh rt Port =l .

eer I uthen eb po ort access Source port a\.re Action
no. method Protocol Source Protocol Source Linit

Mo peer found....

Ihvite peers

_7&/ 5-14 Clustering peer to peer information

Peer to peer status= Clustering peer to peerl M &EHE HEAIELICH EAl JtS& &tz O
=1 ZSLUICH

- Not ready : Peer to peer modeJt Enable®| Xl L UL HEE X L2 AEH
- Not joined : Ot& JoindtXl 4= AFEH

- Joining : Joing Al&ot= AMEY

- Joined : Join 0| 2= & &N

- Changing peers:  Peerto peer J1SLH2 PeerS2l HEE A4lot) A= AH

- Withdrawing : Peerto peer J1&2 EE&I0t && =0l AN

- Withdrawn : Peerto peer 152 E &t &HEH

AZXH= [Refresh] HES 2200 & M = ASLICH FItote

rr

OIKIE =&l HE2=2 HAlE
Peer to peer S0 =8t Peer2 =AE 0t [Join] HES Z226tH Peertopeer J1E0 &
e = UASLICE Ol [ Peer2 =40 LS E Peer2 Peer to peer modeJdt Enable2 & & T X

AUANL HE2L X L2 AEHO0IHLE, Peer to peer 1E2 Peers it MARASI LXIGHK £
Peer2 ZIIE == QUSLICH LHS F=AE IIE Peerdt Peer to peer &0 &EIHE EHl= @O
ULt OtE Peer to peer 1SS0 &IIoHAl %2& AEHH ZIIotei= Peer2t &H M

peer OS2 S 4HELICH. O 5-15= CI2 Peertopeer 1E2 2 Joindtel= 3HHLICH

/ cluster / cduster_p2p_config

Peer to peer mode configuration

Peer to peer information

Peer to peer status : Mot joined
Action 192.168.19.1|

FPeer P Authen, Weh port Port access Source port Sla\_re Action
no. method Protocol Source Protocol Source Linit

Mo peer found....

Ihvite peers

/& 5-15 Clustering Peer-to-peer - Join
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g 5-16= Join &2 ¥ Joi

i

notd & Peer2l Peer to peer information 3t&H I L|Ch.

Peer to peer information

Fcluster f cluster_pZp_config

Peer to peer mode configuration

Peer to peer information

Peer to peer status @

soined
Action [ Withdraw | [ Updats |
P Authen. Weh port Port = .

zer - uthen eh po ort access Source port a\.re Action
o, method  Protocol Source Protocol Source Linit

1 192.168.19.1 Local HTTRS
2 192.168.19.3 Local HTTRS

15000 Telnet 15001 15002 ~ 15020 1

13039 Telnet 15040 15041 ~ 15056

- This
Invite peers
/&' 5-16 Clustering Peer-to-peer — Join &£ & o5
18 5-172 Join &9 Peerl SHHLICE
Peer to peer information
Fcluster f cluster_pZp_config
Peer to peer mode configuration
Peer to peer information
Feer to peer status : loined
Actian Withdraw | [ Update ™
P Authen. Weh rt Port = .
eer - uthen eb po ort access Source port a\lre Action
no, method  Protocol Source Protocol Source Linit
1 192.162.19.1 Local HTTPS 15000 Telnet 15001 15002 ~ 15020 1 This
2 102,168,193 Local HTTPS 15039 Telnet 15040 15041 ~ 15056 -
Invite peers

_7&/ 5-17 Clustering Peer-to-peer — Join &£ £ Join 4/ peerS 3}5

Peer to peer IS0l &8 Peers2 2I|AEN= Peer HS, Peer =4, Peer to peer authentica-
tion method, & QIE{HOIA HE 2

2l3, Portaccessmenu 22 &3, ACIZEZER R|ALZLEQ

o & CIEHHIOIA IS S0t olE Peer
oY Peerel &&= BEE = UsLIL
=

Source Port 82 & Slave EXl =50l EAIEL

g CIEHHOoIAZ 0lS6HH

(_\

[e]

X . Port access menu 2 3JE
=225t oY Peer2 Portaccess menuZ &8

JoinO| Peertopeer S0 0ot s =H0IctH, TIE

peer JE22 EHOoIEE RQEGt= +=H0| Invite2 LICt. Peer
peers 5 HEE T HHE REEY Peers2 =

SAEEE 0| SAEDl &8 Peerto

to peer information 3tHUH M Invite

A2 QB 5 [Invite] HES 22 8LIC
InviteS OI2504 8 0l FIH 1002 SAENMH Join2 QLEE 4 U202 AFRAH= Peer to
peer 152 &) PAE & USLCH 12 5182 [I2 SAEES |nitedts 3212 20IELICH
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Peer to peer information

Fcluster f cluster_pZp_config

Peer to peer mode configuration

Peer to peer information

Feer to peer status : loined

Action Withdraw | [ Update |
Feer P Authen, Web port Port access Source port Sla\.re Action
no. methiod  Protocol Source Protocol Source Uit

1 192,168.19.1 Local  HTTPS 15000 Telnet 15001 15002 ~ 15020 1 This
2 102.162.19.3 Local HTTPS 15029 Telnet 15040 15041 ~ 15056 —
3 [192.168.19.4 |

4 | |

5 | |

6 | |

7| '
8 | | 3
9 | |

10 | |

11 | |

12 | |

_7&/ 5-18 Clustering Peer-to-peer — Invite
8 5-192 Invite &2 = 3tHE 20 SLICH

Peer to peer information

Jcluster [ cluster_pZp_config

Peer to peer mode configuration

Peer to peer information

Feer to peer status : loined
Action Withdraw ] [ Update "
Peer Authen, wWeb port Port access Slave .
1P P Source part ) Actian
no. method Protocol Source Protocol Source Unit
1 192.168.19.1 Local HTTPS 15000 Telnet 15001 15002 ~ 15020 1 This

2 102.168.19.3 Local HTTPS 15030 Telnet 15040 15041 ~ 15056 —
T 102.168.19.4 Local HTTPS 15057 Telnet 15052 15053 ~ 15074 —

Invite peers

_7&/ 5-19 Clustering Peer-to-peer — Invite &£ =
Peer to peer S0l &IISt Peerdt 1&2 Z2EISHHAME [withdraw] HEZ 2=5tH ELICH

[Remove] HE2 Peer 2ZIAENM PeergE HHGHI| fci AHEELICH [Update] HES 2&I6tH

Peer cI|AEZS| Peers SUA SEOI SAE Peers2 EE2E REFOIH AASLILH
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5.4 Clustering

o

S2E M2l ZE/RA ILE| Clustering Master / Slave2l Slave &XI2 XE, Clustering Peer-to-
peertil Al Peer2l L E= Serial port HZH 0| X0l EAIZLICH

Serial port connection - Page 1 --- Move to --- v

J serial f senal_connect
Peer : | &Il peers v Porttitle:| |[ Search |

Port access menu connection

Port access menu connection

Individual port connection

Status Port# Title # of User Comments
’ ] 1 server name on port 1 0] < Mot used =
2 PortTitle #2 0 < Mot used =
3  PortTitle #3 0 < Mot used =
4 Port Title £4 0 < Mot used =
L 1 1 Slavelnt =1 Jnit 1 -Fort 1 Source Port : 7201 ]
1 2 Slave Unit #2 Unit 1 - Port 2 Source Port : 7202
1 3 Slave Unit #3 Unit 1 - Port 3 Source Port : 7203
1 4 Slave Unit #4 Unit 1 - Port 4 Source Port : 7204
2 13 2ndPeer #13 Peer 2 - Master - Port 13 Source Port : 15054
[ 2 14 2ndPeer #14 Peer 2 - Master - Port 14 Source Port : 15055 |

&' 5-20 Serial port &7 Z 7/ 0/ A/ — Clustering Master / Slave 2/ Clustering Peer —to-peer

LICH 8 5-200lA = B AFHE 2

H
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ﬂ
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Im
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m
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=
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2
@D
[EEY
s
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ﬂ
10

Ch. (Oll: Peer 21 & X2 DIAE X2 148 ZE).

[ 11 5 Slave Unit #5 Peer 1-Unit1-Port5  Source Port : 15027 |

P2t 22 Al ZE BsE UE Peerl =di0IE EXI2 ZEYS HAIELUICH (U: Peer 1

Serial port HZHOIXIE S8 SHAHE EZEQ &, & 2HHOIAE S&t S2HAHE EZEQ
NE A, SSH 22 Al2ld 222 S8t 2HAHY ZEQ HAESE 4.7 Serial port 922 &
AotAID] BH&LICH Port access menuzZ Soll Clustering0] &8 & &XZ E2ot=s YUEHS2 4.25

=

Clustering A/2/ port access menuE & &olAlJ| BHEHLICH.
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5.5 Clustering push configuration

Clustering push configuration 2 Clustering master Jt Clustering slave 0l &&2 push & =
A= JIsLYLICH Peer to Peer clustering 2| 0= peer 2+2 &3 push Jb J Ct. Ol
Jls2 OodtHe VTS 1 unit & SHHEN ZFM #Helstl o228 == UASLICH it
SOt E MO LME > JODZ HE VTSI unit 0l &S push dt= 22

detection & &2l ADR(Automatic Device recognition) & & 1t User & &0tE push & = USLICH

Clustering push configuration 2 C2 SIS F0H=2 *&&Z 0 USLICL

ts&u

Port automatic

Push server filtering configuration

Push configuration

5.5.1 Push server filtering configuration

Push configuration

/ cluster / cluster_push_config

Push server filtering configuration

No. IP address/mask Status Action
No filters found

New [ Add | [ Update |

‘Select master unit IP address + |

Select PTP unit IP address +| Add all

| Savetoflash | Save &apply || Cancel |

Push configuration

_7&/ 5-21 Push server filtering configuration

Push server filtering configuration Hs0lAME oHE unit 0l €™ (ADR ¥ User &&)2 push &
= Push Server € HEHE == USLICH Push Server It 88 &H HFE Push Server
FOl oS unit Off &S push & £ QUSLICE iUt Push Server It 8& G UK L™
2 Clustering 240 Z8 T Us unit & = unit OILF SHE unit Ol &S push & %=
LIC}.

oS unit 2 clustering mode Jt slave 2 & & U2 CHE master VTS 1l unit 0 2| aH

50 M 2 4
e o

[m]

3

[

clustering 2 &9 HF0| T Us ZER Push server filtering configuration 0= &
5-22 1t 20| master unit & IP F=AE 200 0 E2E 0/235t0 Y master unit S Push
Server £ 2tEoH && & = JSLICH (AHL SHEY unit 2 clustering mode Jt master 2
AFH0| T U2 master unit 2| IP F=4A= Push server filtering configuration 00l
HAEX &Z&LICH)

st S unit O peer to peer clustering 0l join &I U294 peer list E Push server filtering

configuration Ol HOIXINA =QI5tD O|== Push Server & &3& &+ USLILCH
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Push configuration

/ cluster / cluster_push_config

Push server filtering configuration

No. IP address/mask Status Action
No filters found
New i J [ Add | [ Update |
‘ Select master unit IP address
‘Select master unit IP address |

[ Save to flash ][ Save & apply ][ Cancel ]

Push configuration

_J&/ 5-22 Push server filtering configuration with IP address of master unit

A

Cluster 2Z Q9| 229| ynit 2 IP =4 L= A Es 2D JAs H20=
20| IP =4 % netmask £ 0|26t =42 Push Server £ SHHEHN &3 =

Push configuration

/ cluster / cluster_push_config

Push server filtering configuration

No. IP address/mask Status Action
1 (1 192.168.1.20 \ valid
New |192.168.19.0/255.255.255.0 | [ Add | [ Update |

|

} Select master unit IP address v

| Select PTP unitIP address v | Add all

[ Savetoflash | Save &apply || Cancel |

Push configuration

_7&/ 5-23 Push server filtering configuration with setting IP address manually

5.5.2 Push configuration

S (ADR % User &3&)2 push = Push configuration Hl=5 Sot0f &8 & % USLICH &2
Clustering slave unit OlLt peer to peer clustering 2| peer O/0{& Push server filtering
configuration Ol Al Push Server J} master == peer 8 E&olD USK LOT OF 524 9
#2 H ounit 3t 20| Y unit 2 A5t 882 push & = A ELICH Push Server 2 &3
S0l UAHUL L= Push Server 80| g2 Z20= I8 524 2 #1 ¥ unit I 201 &2
push & = U= unit 22 HE0| IJIsSELICL Push 285 &8 = push CHE unit S
HEHGHY) push HHES click ot MEE unit 0l ADR(Automatic Device recognition) &% L=
G

User &380| push & push 8 unit It S8t 883 2 ELUICHL
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Push configuration

/ cluster / cluster_push_config

Push server filtering configuration
Push configuration
Configuration selection:
Select all
ADR configuration

User administration

Status : Ready

O No. IP address Remark Status Action
< Clustering
1 192.168.1.20 s Ready
e Clustering
2 192.168.7.30 s Unknown

_7&' 5-24 Push configuration
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6: Power Controller

6.1

SENA PM Al2l%X, Baytech RPC Al2lZ, Servertech Al2lx 22 II¥ HEZEHE VTS 0
oot &FotD MOE 2= USLICE AFEXIE VTS 0 Y HEEZ24E FItotl VTS lIQ
ANelg ZEN ¢Ze EXE I HEESHQ ot 210 o = ItY HESEH & (power
controller configuration) 32H0ILI Alelg XZE AAEOl power control configuration 3% 0l A
dHs8 238 4= USLICH AMelg ZE 0o st power control configuration0Off CHst XbAlSt
LHE2 4.5.13 Power control && 22 EFISIMAIL. AIEXe=E WY AEE] 22l (power
controller management) 3t&H0IL} Al2l€ X E HZ(connection) SIHOZLE 20| Jisst
serial port power control StHOAM 2t AlclE ZEN HZE power E HAHE = USLILCH

VTS 119 It ZHEESH JIs2 SE2 ASXIE VIS Il Alelg ZEN HAZE EX9 M
2elE ZO0IotAH dt= A LLICH A =

ZEE22 HdEE ZANE =& U

pi-d

getd LIt

N = 9 HESEH= O
- SENAPM Al2IE
- Baytech RPC Al2l=

- Servertech Al2| =

DIO
0
c
o

Servertech ¥ ZHAEEZHE VTSI 2 Al2lg ZEN HZSIH Al2ol= B Servertech IR
HEZEHO SCP BEE AN 843 AFHOE otLE VTSI firmware v1.3.0 8= VTSI Jt
012 X=so2 &85 AMAHASLICL Servertech IIY HEEHE C2IRE I 2EEHZ VTSI 0O

Z otk 3R0ls sCP ZEE &d3 A2 ExIt 8lsUh

e

6.2 ZHEE &3

MNEXe IIY HAESHE VTS N0l I/ HAGHD, IR HES 2 o2 £, 0180 JE
Jlsg2 &3Fotl orRses & EXU VIS I Aclg ZEW HZEE MHzZ HZELICL
AMEX= E£8 Alelgd EZE &EXF2 power control configuration SIHNAE We HESHS
Ol=2SlES VTSI Al2lg ZEQ HBLRUL=E €88 = USLICHL
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6.2.1 power controller It / MA

0l 8t A Power controller > Configuration 0l=&= =
controller configuration)3t20| HEAIELICH (08 6-1 IR AEEZH &F ZFX). Add power

controller 2=20A It® AESHI SN Us ZEQ} MY AESS HMIAE H8otl

o
rx
U
Qﬂ
mw re
E_I
40
N
o
X
bl
£5)
(@)
=
@

SENA PM2| B0l g8AHAE RS2 E=(The number of cascade units)E H&s £ [Add

E= 2=otg I HESHI FIHELL. FIHELZ The nu

_|

controller] H

HAMeE =Otg I 2ESc22 outlet =5 AENIE HE FAE =&

0 3
i}
-
)
)
L
c
(7]

checking interval OiM= FIOIE2=Z Y LY HEEHY MHE BIAE A2 g =
USLICH 0 2t ZASHH VTS I Ot A= 9 AESe2 H4HE EAHGHH D22 8 I
HEES2 AHE HEOHH &€ = U= BH U A2 gtz AFoHA =% vTIs I o &
SEOl e SHE &+ ASsLLH 2 W9 HEE2H2 Status checking interval 2 Set default
power status checking interval OlA SHHBI0 232 & =& USLICH

It HESIt FIOEE M9 HES |H &F 80l ZAEHD MEX=sE HIIM FIHE
It AESee H2E 4838 = USLICH

At 220 A= [Remove] HES 2E5t0 It HESHE HAHE

2 Xl= Power controllers
'%L

IC.

|
VTS 1I'Series SEN A

Management TECHNOLOGIES

|| User - root || Power controller configuration

/ power / power_config

Network
X Add power controller
Serial port S—
: : 2 |
Clustering o - |
Manufacturer : SENAPM  »
Power controller St
Configuration The number of cascaded units : 17:1
Power group The number of outlets : g
Management Status checking interval (seconds): |5

Peripherals Add controller

System status & log
R x Set Default Power Status Checking Interval
System administration

s Set default power status checking
System statistics interval (seconds) : 15

- Applies to all controller types

Activate Locator LED [ Save to flash ][ Save & apply ][ Cancel ]
Apply Changes
Login as a different user

Power controllers

Logout Port# Manufacturer Title Outlets Action
Reboot 1 SENA PM SENA PM on Port 1 8

Copyright © 1558-2010 Sena Technologies. All rights reserved.

-_—""——"""""" ">
J&8 6-1 }# ZES &8

VTS Il= SNMPE XI256t= Power controllerS XIRSHLICH AI2XsE JIE9 /22 LEE 0|0l
HU M2 22 ZEE MAHGI0 Power controllerS &F& £ USLICHE Ol AI2Xs OE

6-210t 20l Power controller®il &=35tJ| f18 &2 (Power controller? IP address, SNMP ZE,
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GET/SET Community, SNMP H&)E ZFEILICH. M2 223 ZEE MMHols 32, 22 ZEQ
TCP portE 2|0IG6t= Listening TCP port & &G0 0F &LICH Web protocol 2 2IZ2E I HE
E22 Web Ul & &g [ AtEE protocol & & &G0 Web source port = VTSIl OIA 22
E ItY AEEZ22 Web Ul port 2 port forwarding Al2! TCP port HSE &H&5H Web port =
cI2E WY HEZ22 Web Ul &% TCPport & &&EHLICH
/ power / power_config
Add power controller
Port : {New ;W
Manufacturer : LServerTech v‘
The number of cascaded units : l_l;vj
The number of outlets : |8 '\
Status checking interval (seconds) : ‘ \
Listening TCP port (1024-65535) : | 7050 |
Destination IP address : 1192.188.4.44 \
Protocol : [SNMP v
Destination port (0-65535) : \.1 62 ‘
Community (GET) : ‘Eulﬂgz J
Community (SET) : }
Remote version :
Web protocol : d
Web source port : ESUUSU ]
Web port : 1443 ]
[ Add controller |
Set Default Power Status Checking Interval
Set default power status checking 5 i
interval (seconds) : L J
- Applies to all controller types
| Savetoflash | Save &apply |[ Cancel |
Power controllers
Port= Manufacturer Title Qutlets Action
1 SENA PM SENA PM on Port 1 8
J& 6-2Remote I} ZEE=ZZ &&
LS VIS Il iME 3M4A2A  (Open source) ZZHMEQl &iLI2I  Powerman IH3| Xl
(http://code.google.com/p/powerman/) € X306t AMENI AAZ HLE IR HESEH HEX A
I E It(script file)2 VTS Il Ol upload 8 = 0IE 0I25t0 E=2=2 XJADX %= UE B

0
Y
Im
fu
o
ru|m
o
9
0
T

Fo It HEEHE ME & = U= LICH Oolgst Custom I
E=2

Me Alelg ZEN d2H=s W Eci2 Z20= Ot =2 €30 20,

Port, Manufacturer(=>Custom), Outlet count, Checking interval, Script path, Device type
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rr
rr

CI2E ZEN AZE

10

e AEESH d=0l= Ot Ha=2 430| 2 RELICH
Port, Manufacturer(=>Csutom), Outlet count, Checking interval, Listening port, Destination

IP, Destination port, Script path, Device type

JIM Script path 0l= Powerman IHI|XIHA ER2Z ot= script file 2 |IXIE X&EHOF ot 2
Device type 2 scriptfile 0l E2& MY AEZ2

0
J8 6-3 til= 2I2E ZEN HZE= Custom 1M 2

Power controller configuration

/ power / power_config

Add power controller

Port : i"New v |

Manufacturer : [ sttom v

The number of cascaded units :

The number of outlets : |8

Listening TCP port {(1024-65535) :

Status checking interval (seconds) : 5 ‘
]
\

[

Destination IP address : [
Destination port (0-65535) : \ ]

l

Script path :

Device type :

[ Add controller ]

Set Default Power Status Checking Interval

Set default power status checking 5
interval (seconds) : “
- Applies to all controller types

[ Savetoflash || Save &apply || Cancel |

Power controllers

Port= Manufacturer Title Qutlets Action
No power controller added...

J& 6-3Custom I}g ZE=Z &F

8 6-4 VIS PM 2 <& script file 2 Ol LIEF LHASLICH HEY B0 ZEASE vispm Ol
Device type Of &&&I{0F & ItH HESH2 0ISLICt Script file 2 &0 28 2C XAl
LHE = Powerman IH3|Xl(http://code.google.com/p/powerman/) LHOl E&E 0= (man page)
&1 GtAIDJI HEELICH

o

i

specification "vtspm" {
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http://code.google.com/p/powerman/

_J& 6-4VTS PM & powerman script file

6.22 1Y HEEH |FX &3 - Power controller &

I HESHI FOotdHU o9 HESH £F H(AE 6-1 It HESH £3 FX)0A
Power controllers 22| It? AEEd 2AEN U= It AESHI dSEH, IR AESH
& X2 Power controller (18 6-5 Il¥ HEE2 RK &F - power controller & &xX) gtH0|
HAIELICH
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Power controller configuration - SENA PM on Port 48

/ power / power_config

Power controller

Manufacturer : :"SENA'PM 7\4

Outlets : Bv\

Title : |SENA PM on Port 48

Status checking interval (seconds) : k5 1
[ Savetoflash |[ Save &apply |[ Cancel |

Alarms & thresholds
Outlets

J& 65 If8 ZEEH R% &ZE - power controller &

SUCH S8 Olafe I AESHI F
o It HEEHE FEE = W H, Ite AESSE oL 22 M A Jdt=s It
? HESH0 E2g = QA LIt

I HEEH &3 JH(OE 61 IR HEEH &8 X)W AM Power controllers 222 It
HEEY CIAENAM LY HEZSHE Hest Iel 2EEY |Y 43 stHUlAM Alarms &
thresholds 2 HE5IH OIE HESHS s €8 3H (O 66 WY HEEH w#Y
&% - alarms & thresholds & & =x)0| HA J 9] AEE2{9

SJ0 et €t = USsUICH

x
nx
0
_O'ﬂ
rr
oo
I
un
rno
=l

o AESe ZE Jls €8S <8 Lietllt=s s &8sl

o

Alarm threshold
Temperature threshold
Send email alert
Send SNMP trap

Alarm threshold

Ol mtet0lE el g2 =utote MFJIF WY HESHUHA 2XNE M Z22E LMSLICH 0 22
Ol SEotH =™ Send email alert2t Send SNMP trap 220 & HZ0 et ol JELE
SNMP E&0| dZ&ELICH

Temperature threshold
Ity HESH WRS 250t 0 I20IHS ¢S =g [ 220 LMELICH 0 ZE



S YotH ©H Send email alert?t Send SNMP trap 220 &8 & 20 Ot oY 2L

SNMP E&0| dZELICH

Power controller configuration - Baytech on Port 16

fpower f power_config f power_controller
Power controller
Alarms & thresholds

Alarm threshold |SD.D |amp5 {raximurn value)
Temperature threshold : |32.D | ® °F O °C
[ send email alert { on alarm threshold On temperature threshold 1

To: | |

[] Send SHMP trap ( On alarm threshald On temperature threshold )

Use global SMMP configuration

Trap receiver settings @

Trap receiver Primary Secondary
IP address : | || |

User name : | || |

Security level .

[NaAuth/NoPriv 7]
Authentication protocol @

[DES =]

[« =]

Authentication password |
(new) .

Authentication password |
(confirm)

Privacy protocal

Frivacy password (new) . |

Privacy password (confirm) |

Engine ID : |

Wersion :

Save to flash ][ Save & apply ][ Cancel ]

Outlets

78 6-6 I}9 ZFEZZF F& &F - alarms & thresholds &

Send email alert

Send email alert: 25 ZMAl OIS ELX RS &FELICL

On alarm threshold : II® ZHEZ2{2 &FIt alarm threshold (0l TE&HS M olKIZS
dE5g X HRE £FgUt

On temperature threshold : Ii® ZHEEd] WS 2%t temperature threshold g0l SERS
I olflgs 88 XN RS S&FELIC

To: OIS &= FASE £FEULCL

Send SNMP trap
Send SNMP trap : 22 24 Al SNMP EEES ZMAZX HREE Z&FELICL

=2o-g

On alarm threshold : TII2 HEE2{2 M FII alarm threshold 2t0l T3S [ SNMP EE#S

=
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LUAZE X HRE £F UL
On temperature threshold : II¢ ZHE
I SNMP Egis YaAIZ X ¢ s
Use global SNMP configuration : HIE® 3 Z&&2] SNMP E&0A FAIE ESHFAIE AIE
g Xl 6RE £F&LIth
Trap receiver settings : SNMP E& A& Z st 2t S50 st 84S 3.2SNMP &&=

UM AIL.

I

e HEEZ &3 H(OY 6-1 W HEZ &8 FZIX)WA Power controllers £22| It
HEEX ClAENAN IR HESHE MBS = WY HEEH R 3 FHUA Outlets 2
A

SEIGHHE IR AESEH2 oz £3 stE (A8 6-7 9 HES SR &ZEF - outlets &

Power controller configuration - Baytech on Port 16

fpower f power_config f power_controller
Power controller
Alarms & thresholds
Outlets
Outlet Port Title

1 None Mone
2 Mone MNone
3 None Mone
4 MNone MNone
5 Mone MHone
[a] MNone MNone
7 MNone None
g None Mone

< =29 : & S
280l Otz 28 F2= UAl 82 =& ASUILL & el d& Otz 0= =0 48 JH2
Alelg ZEE AP YW IS Alclg XZE BHSE click ot I3 6-9 It 20 2
Aelg ZEQ Mzt 243 3tH0| EAIEUC

Orzclol &3& Alclg ZE M2 4F 130l £33 98 IetlleHe s Z&LCh
Serial port

Outlet title

User access control
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Power controller configuration - SENA PM on Port 48

/ power / power_config
Power controller
Alarms & thresholds
Outlets
Qutlet Port Title Unit= OQutlet=
All
1 2,3 Port Title =2
Linked port: #2 =3
Serial port : [4 v Add
2 None None
3 None None
4 None None
5 None None
6 None None
7 None  None
8 None None

18 6-8 I}7 ZEZZ RY £F - oIz £F

Power controller configuration - SENA PM on Port 48

/ power / power_config / power_controller
Power controller
Alarms & thresholds
Outlets

Qutlet Port Title Unit= Qutlet=
All
1 2,3,4,5... PortTitle £2

Serial port : #18

Move to serial port configuration to change [title] or [power access]

Outlet title : [Port Title #2 [
User access control :

User or Access list Power access Action
z<Everyonezz J

| . |

Move to Access lists to edit access fist.

[ Save to flash ][ Save & apply ][ Cancel ]

None None
None None
None None
None None
None None
None None
None None

W~ U W

78 69 I}7 ZEEZ RY £F - O/ £F - §TE Alc/g FE &Y

Serial port

VTS 112] Alel€g ZEN HZE U0 d3S MNSote It HEEH2 OtxS HEAELULH
None2 0| Ot=E!0l VTS Il AlelZ ZEN AZ= ZHIDt Ot GHE FBlo HZHACsE HE



OIO0ILICH VTS IS Alelg ZE BSIt 8&FEAJLH, Outlet title2 Al2IE ZE £&9 ZE tf
0l gteg &8& 1], Power AFEX E2A8H(User access control)2 A2l ZE &2 AIE
It H2AHE 88 (User access control &8)22 Xl H1 0 E8=2 HEE £ QA &ELICL

(2F! X A=E 2 = &L Fx)

Outlet title

Ol ItetOlH Ot23E T Atct= OISLLICH AEXOF of23ES HFotAL 2elg o, O
=22 AZXANS0l O E A2 = UESE UL Serial port &S0 A2IE ZE BsS2
SFLE 0 =22 HE Sotsotil D, AMlelg ZES| E0IEZ £8T-10 Al2lg ZE 439

Port title E&&stHOZ 0|SE £ JUs HZ0 HZ2ELICH 2 JHe Alelg ZEDF 6HLES
o2 HS I &2 Aleld ZEQ Port title 2 HE outlet 2

ol E
Title 2 HAIGHH UL (F! X =28 s = UsLDL FX)

User access control

ALEROF O] b0l E2280l A=K HRE LI AIS XL Power E228tS JHAIH
AMEI= Al2lg ZE HZE 31H(6.34 If7 ZEED RS

Zel - Alclg EZE g2 FX)0A
1(6.3.3 I}7 ZIEZZ R

I
Outlets B &ZX) L= Al2lg EE oA 3lHO HH2|AECSl Power Control 0HOI20A
/

(NN
Im
i
_D‘.I_
10
>
B
o
ton
|’C]

MR MEHE ZAE = UD

10
N
FL

HZ &= serial port power control 3t™(6.3.5 I}# ZHEEC 2/ — Serial port power control
HEX)UA IR HEEH Ot2YS MUHE = USLICH
<<Everyone>> &2 A0l XMIAZH, User access control £22| AMEX 2IAELL Access listOll

Mgt 2= AEX= Power H2AEES A DD, EBHHE AR0=

Serial port &=30] Al2lg XZE BISZ LM 0 &=22 HEO0| SItsotAl &1, Al
A MOl User access control &&2| Power 22 &tel Aoz WAHELICH A2l
User access control 8822 0|sg = U= &d3It HSELULC (2LF! &#X A2 IS

lsuUth &xX)

ZE

6.25 A2l ZE HHO| power control &3 EHZ

Power control configuration 3tH & serial port &&2 SHLILICH O HEE20t VTS 0
FOEI®, 2 ZEQ Al2lgd ZE AT 0= Power control configuration €01 FJt& LICH (4.5.13

Power control && &X).

Ol atH2 VTS 112 Alelg EEN 2= HHIE M AES 2 ot HZ2E = UES
CotsLICH Bt Otz 2F o2 W HEESH OtxEsES EHY HZ2E = UXESF

HHELICL (6.24 II8 HEEZ R4 &F —Outlets B &X).
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6.3 HEESH &2l

9 AEZ2 OIS TR HEZS 22| 3™, Serial port H2Z g H Serial port
t power control StHMNMN ZAl / 22| LICH I Ot=2g 22

H BEHO0I A= OIRASE SAM HOE = A= 2elsHE MBSLICH
6.3.1It% HEE &Ac| - Y HEEY c|AE

0l 8t0l A Power controller > Management Hiw&=S2 A€
6-10 Ii® HEE2 22 - e HEEL] 2lAE FEX)

Ol
Jb ZAIELICH I AESHIE HZE VTS 112 Alelg 2=
E

St 22 It9 HEE S FEJt LEtLL, ¥ HESd2 St HZAIELICH I3 AEEH
O AEHDJt Connected 01, It HESH2 Al ZE HSLE 0182 HEGIH 9 AESEH

VTS II Series

Management TECHNOLOGIES
|| User : root || Power controller management
/ power / power_manage
Network
. Power controller
Serial port .
o Web Portz Manufacturer Title Outlets  Status
Clustering 48 SENA PM SENA PM on Port 48 8  Connected
Power controller https 50 ServerTech ServerTech on Port 50 8 Connected
Configuration Power outlet management
Power group
Management

Peripherals

System status & log
System administration

System statistics

Activate Locator LED
Apply Changes

Login as a different user
Logout

Reboot

Copyright © 1958-2010 Sena Technologiss. All rights reserved.

& 6-10 It# ZIEEZ &2 - ¥ ZESEZ 2/AE

6.3.2 1% HEEZEH B &2l —Power controller &

o HEEH 22l stH(AE 6-10 ItH HESEH 2el - IR HESEH clAE EFX) Iy A
AE0AM It HESHE ME6HH I 2ESH 2cle It9 AES 8atdE (O
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| — power controller & &X)2 E = U

2 =
port HZ FHO HALAEWN U=z Power Controller Management Ol0|2& 226t &2 =

kel
>
mn
-
[e)
)
]
rm
o
i
Ju
el
n
<
)
<
(@]
<
o
=1
o
o}
®
Q
®
o

Power controller management - Baytech on Port 16

S power f power_manage [/ power_controller
Powier controller
Model : RPC14
alarm threshald 20.0 amps
Temperature : 7R OF(31.0°C)
Circuit breaker Good
Average power 0 watts
Apparent pawer ; 0 watts
EMS voltage : 236.7 volts
EMS current 0.2 amps
Max current detected : 0.2 amps
Qutlets

& 6-11 It§ ZEZZ 5 22/ — power controller &

6.3.3 1% HESH 7R &2l —Outlets 8

o AEEH 22l (d8 6-10 It HESH 22 - II9 AHE
HEEH cClAENM oY AEEHE ¢}
Outlets &S Mot MY HESH X 222 Outlets & 32O 6-12 It ZHESEH KX

22| - outlets & HX)H H2& %= USLICH

Power controller management - SENA PM on Port 48

/ power / power_manage / power_controller
Power controller
Outlets
Qutlet Port  Title Unit= Qutlet=
OFF 1 2,3,... PortTitle 2 0 1
OFF 3 None None 0 3
ON 4 None None 0 4
ON 5 None None 0 5
ON 6 None None 0 6
ON 7 None None 0 7
OFF 8 None None 0 8
& 6-12 I} ZEEZH &% 22/ - outlets &
0] 3tH0l= 0230l HZBEHN Us Al EZE HE, 0t 0|SS 22 I HEEH
Or2s! HE22 022l AEIIF EAELICH 3tH FH= 2 0tRE0] A% RYE HES2 1O



Power controller management - SENA PM on Port 48

/ power / power_manage / power_controller
Power controller
Outlets
Qutlet Port  Title Unit= Outlet=
OFF 1 2,3,... PortTitle =2 0 1
OFF 3 2 Port Title =2 0 3
[[] Control power for all outlets named Port Title #2

ON 4 None None 0 4
ON 5 None None 0 o)
ON 6 None None 0 6
ON 5 None None 0 7
OFF 8 None None 0 8

18 6-13 Itg ZEZZ R #co - OI=23 2o/

Al ZE FHHI0 SIH 0l&2el Ot2e0| HZE &S, [Control power on all outlets named ...]
MARAE Mot [Power on] HES S=06HE 0FxR0l HZE AlclE ZEQ| MU0 HAS
=20t 2E 02U S SHEU & £+ JUASLICH &£, 0l2dst 22, MAS NHIL MREE &=
DE Or&e A0l HXAL MELELICH (O 8 JHel ot oded JHel Al2IEEZEDL
A T A= Z=R20= 0l otz otz 2el 2=20lA [Control power on all outlets
named ...] MIALAE MIAE = ASLICL)

6.34 17 HESH RH &l - ANdlg ZE o2

0l =8t A Serial port - Connection il =SS HdEGHA U= Al2lg ZE HZ 3tH (OE
4-36 Al2Ig ZE HA MHOIXQ O 4-37 ZE HYLAE EFR)UHAE WY HEZ2{9 &N
e =

dEHE oY = UASLICH IIY HEESES |RX 2l 2tH0| Otz 2B0A It AEEH2

AEE HABOH, Alel2 ZE & StHUAM= VIS Il Alelg2 ZE HH|o &3 AEHE
HAISLIC.

It HESHO AEHE HEAIZ 28 otLiel, AFSXIS0l Alelg ZEQ MAS ZAIStD MOUE
= QU= Serial port power control StHCZ 0lse = Y= AT HNSELICHL ZE HHL/AES
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Power Control 0tOI20] H&E (=4 0i0I&) L= HE(EM 0t01F) &AHY F208H Power
Control Ot0|22 2% 6t0! A& Xt= Serial port power controlatH 22 0|S& £ USLICH (A
6-15 It HEEH |% &2l - Serial port power control & ). Power Control 0t0|20] &0l

S
(24 01012) &g B0l ¢2ZE = sLIth

]

cl stEe

]

ol

o

tol

I HEE2 It AZE Aelg ZEE= HHZAEN WY HEEZ 84
= QU= Power Controller Management OO0l 20| HEAIELICEH

Serial port connection

[ serial / senal_connect
Peer : | Al peers v | port title - |Elaytech on Port 16 | [ Search ]

Port access menu connection

Port access menu connection
Individual port connection
Status  Port# Title # of User Comments
16 Baytech on Port 16 0 < Power controller =
2 View Port Log

# Power Controller Management

& 6-14 A/2/& 9Z o8 - I ESE I G9ZE XES FHGo/AE

6.3.5 1% HEEH "R &l - Serial port power control

Serial port HZ 3t HYIAENM HE / HE AEl HEAS Power Control Ot0|22
22/5t™H Serial port power control 3t (08 6-15 IIY AEE 2% 22l - Serial port power
control EX)2=2 OISELICH IIY ZHEEZ ot 22| stHO| IIY HEEH9 o=

HOoiots BtEH, Ol a2 Al2lg ZEN HZE T2l ¥ S Molot=0l AHSELICH

Serial port power control - 1 : server name on port 1

Power controllers
All outiets controlled by this port will be managed.

Port# Manufacturer Title Qutlet Status
16 Baytech Baytech on Port 16 1 OFF
2 OFF
Power on I Paweraff ' Helant I

J& 6-15 1}5 ZEEZEZ FX 22/ - Serial port power control

Ol 2tEHOIAM Alclg EE HH|Jt 2= 0txelel S22 M e 83 dHE =g +

ASUICH O 2HHUA ZHl2 d3 HLD HALE HEEE = USLICH Alelg ZE |0l 0

160



6.3.6 It¥ O3 el

In
o
z

u
]
Q'E
e

0l 8t0l A Power controller > Management 0% & =
O Orel Ob2e! &2l 330l EAIELICH (O 6-10 IR HESH 22l - Iifl AEEY 2AE
H2X) GIIM OIS or3 22| g MeistH 08 6-16 U 22 Il o3 2el s3H0| L
Eb ELICH O 3tH2 &A I Ot 2el 220 o9 108 2l 228 SN2 UANHM U
SLICH

Power outlet management

/ power / power_manage / power_outlet

Power outlet management
Status Port Qutlet  Port Title ?seelggn ds)
ON 48 1 23.. PortTitle 2 {E—
ON 48 3 2 Port Title =2 0 ]
ON a8 4 None  None B
ON 48 5 None  None Bl
OoN 48 6 None  None [5 "
ON 48 7 None  None o ]
OFF 48 8 None  None o]
ON 50 1 None  None o
ON 50 2 None  None o
ON 50 3 None  None [0 ]
ON 50 4 None  None "0 :
ON 50 5 None  None 5 |
ON 50 6 None  None o ]
ON 50 7 None  None [E '
ON 50 8 None None ‘ﬁ 7‘
[ Poweron |[ Poweroff |[ Reboot |

Powergroup management
Hééfbowergroup v\ [ Power on ][ Power off ][ Reboot ]
Order  Port Outlet Port Title Wait time
1 48 3 2 Port Title =2 5
2 48 2 4,8 Port Title =4 5
3 48 4 None None 10
4 48 1 235 Port Title =2 15

& 6-16 Itg Ot=23 Z2c/

S oA Orxel 22l FENNME MSXUA 82 Aet0l =0& vTsH 0 HE&E 2= I
(ez]

oL/

A
access control 2= & X0tAIJ| HELICL) At Xte &EtHE Mot LA ot= Ot=
BtAE 0|20t0 M8 Z0| [Power on] [Power off] [Reboot] HES otLIE 226t
Ol2ES &3 AHE SHAHHUH HMHE = JASLICH Ol MIZA

I\ = =1
AlleE Y Or2EE AEH MAHA E2d A2t NdtES NE & 5= USLICH 0] Delay gte
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MOl HEOl =d&l =2H 212t Ot20l H=E X2 A0l XY == oie &0l &2 & X
£ X &aot=0l OIS ELICH Delay 80l -1 2 XNI&HH o OtR2 &Ef MO S0l HEEAX
220 Delay gt01 0 22 XN&EZHY ofld Otxzel2 MO ZBE0l A AAEH FLICH £8F At
EXt= [Refresh] HES 0IE6t0 2t 0

o I8 22 RElNs 2lAESHASE 0

) =
o8 MAOSL0l ZASLCH (OS2 ArESt 82 HE 882 642 A&
2l - S

SHAID| BEEFLICEH)

AZAE TH S0 st o0 Ad 2tel, I 80 58 otz S2 MBAE MH =AM

#3 2 9 O82 AEX HEsS ZFEUb. Od8 6-17 s A8 €3 =J|sHsS
HAIELICH OIIM MEXNsE HEAH MH =A £33 /g I9 182 It &M €=
As LI

VTS II Series

Management TECHNOLOGIES

II User : root |

/ power / power_group

Network

Serial port Power control sequence group configuration

Clustering No. Group name

Power controller 1 [testpowergroup ]
Configuration : T
Power group New | |
Management

Peripherals [ Savetoflash ][ Save &apply ][ Cancel |

System status & log
System administration

System statistics

Activate Locator LED
Apply Changes

Login as a different user
Logout

Reboot

Copyright @ 1558-2010 Sena Technolegizss. All rights reserved,

&8 6-17 && I8 £F
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6.41 d3(LtY) 15 &l - Jd3AYH HMAH =H €3

o 18 €8 =JIs8H0lA Ite 082 =otet = ofg e 182 $HsE d86tE I8
6-18 1t &= MBAME MO =N €& H2Z OlsELIL

HELE MO =AM 28 UM AEXE oS I S0 E8E = Iie 2ES22 0t
SISS d8ot =Jtotl) 222 OtxzE=S MOE I 382 Ul Alts €838 = USLIG
HIIAM THOI AlZ2t2 2F OFelol CHEF MO EEES ALOISl THOl Al2t= 2I0IotH oiE e 18
of o= Ot=sl=S0l et MOol=AO0l [et &9 OF=siol CHet Mo EE0l & == Z0te
oI AIZ2EO1 AlZt= CHS OFEl0l Oiet Mol 8= 2daXE €86t &Lt 0 38 &0l
M Ot =ALE A2l ZEBS L= EE EOISS Hd96tH oiE Otxels BHEE = U=

Ol== OlsatH ELICH

Power control sequence group configuration - 1

/ power / power_group / powerseqgarp / ‘ YJ

Power group configuration

Power control sequence configuration

No. Unit Outlet Wait time Port Port title
1 [SENAPMonPortd8 v|[3+| [5

|2 Port Title #2 Remove

2 [SENAPMonPortds |[2v] 5 |48 PortTitle 24 [ Remove
3 |ServerTech on Port 50 v-j{} 1 v ‘10

None None Remove

New | SEN& PM on Port 48 v‘ Piﬁ;-‘ \ None None Add

User access control

[ Save to flash ][ Save & apply ][ Cancel ]

& 6-18 HELEH MOl =4 &F

6.4.2 MA(IY) 18 22l - I2AS &

[wiid (=)
08 6189 I KO =N 18 &F SBM AST AE g2 Meisy 12 619 I 22
908 B2 s 8F SHB0l LEFHLUCH OJIA ®2 A&l SFE ALl 6.3.6 I Of
I B2l SYE T9 08 ol $2o 2AE HANM HEY IHY

a

=

<

Ho
S

5= &g = AsLItHL
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User access control

/ power / power_group / powerseq / 1 v / user_access

Powergroup configuration
Power control sequence configuration

User access control

Access type

User or Access list Action
Power

<<Everyones > O

testpowergroupuser
| |
| — Select an access list ----- v/

Move to Access lists to edit access list.

[ Savetoflash |[ Save &apply |[ Cancel |

8 619 I8 &2 At &
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7. =8 X €3

7.1PC 3t &3

VTS Il Jls2 Rg4d % &&HdsS ol PC It =X= M
289 PC =Dt XIZELICH

- LAN JI&

-  S& LAN JtE

28 It

Bl

- ATA/IDE fixed disk card

ANEX = LAN L= 248 LAN IIE
2 QUSOM, ATA/IDE fixed disk card
(]|

Ol2cotH £ CHE UWIERZT HZS Sol VTS 10l

(L
(=

0K

%

>

|> H

PC card configuration

f peripheral f poccard

[ Currently configured PC card ]

Card type: Empty
[ Detected PC card 1
Card type: Metwork Card
Model: MNETGEAR FA411 Fast Ethernet
[ Configure the detected card ]

New PC card is detected.

[ Save to flash ][ Save & apply ][ Cancel ]

& 7-1 £J/ PC FtE && U~ a8

PC JtE = t

CHH 1.PC 2IEE PC JtE X0 & LIt
2
3

S 2. PC IIE &3F 0l=2l [Configure the detected card] HES & & & LICH.

SHAH 3. VTS = IIEE AMot)| 2ol Z221 9 Z30l(plug & play) Jls2 A&
A% 0w sH0l UEE JYLICh AI2Xes 8 HEE SZHAIIIDI
mtet0IeHE 838 = /UsLICH

CtH 4.[Saveto flash] HHES HEiolH &&= HEELICH

Al 5. OI=2l [Apply changes]E 86t MZ22 &&= HZAIZLICH
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VTS IIJt X6t PC 2t S5 2dY% £F B: VIS /&6l PC FIE RS FLotY
A2,

PC JIEE AXl E= M6 /o AMsSXte sl 22 SAHE =>ai0F LI
S 1. [Stop Card service] & S & LIC.
St 2. [Saveto flash]2 &&46t0{ H
A 3. B2 [Apply changes]E & &
CHH 4.PC 2IE sR22RH PC JtE

LAN JIESE PC 2tE =X0 &XIotH VTS ll= 3M2 IP =425 BRotA LG O, IP
c

PC card configuration

J peripheral § pocard

[ Currently configured PC card ]

Card type: Metwork Card
Model: METGEAR FA411 Fast Ethernet
IFv4 configuration

IP mode: Static w

IP address:

Subnet mask:
Default gateway:

IPvE configuration
IP mode: Dizahle

W
Primary DMS: 168.126.63.1
Secondary DMS: 168.126.63.2
Reuse old IP at bootup time on DHCP Disahl
failure: 1=able

[ Stop card service

Card service is successfully configured. Save the PC card service configurations.

Save to flash ][ Save & apply ” Cancel ]

_J& 7-2 PCLAN 7/£ &%

JtEOF eI E =, AASAS UWERT 30 A FotHel UERA LietlleiE= &£ 8060 0F
SHtEH S&6H UG UERZ Wetllee €82 3.1 IP £&0 TtAlsl €0 ASULICH
VTS IOt XI&0ts PC JtE S5 28 £F B: VIS IIJf l/&6f= PC JFI= E FXotHA2.



7.1.2 248 LAN JtE &3

28 LAN JtEE PC ItE =20 &XIotH VTS ll= 342 IP =45 2R5tH & LICH OlM, IP
TAE BEA 258 HS XNFo0F &L
{ peripheral § pocard
[ Currently configured PC card ]
Card type: Wireless Network Card
Model: MELCO WLI-PCM-L11 Version 01.01
[ Detected PC card ]
Card type: Wireless Metwark Card
Model: MELCO WLI-PCM-L11 Version 01.01
IPv4 configuration
IP mode: Static
IP address:
Subnet mask:
Default gateway:
IPvE configuration
IP mode: &uto configuration s
Secondary IP address:
Gtod tunneling Enable,/Disakble; Disable
Primary DMS; 168.126.63.1
Secondary DNS: 168.126.63.2
Reuse old IP at bootup time on DHCRP Dicahl
failure: 1sahle
Wireless network card configuration
S5ID:
Use Wep key: Ernahble
Wep mode; Encrypt «
Wep key length: 40 hits |«
Wep key string:
[ Stop card senice ]
Card service is successfully configured, Save the PC card service configurations.
[ Save to flash ][ Save & apply ][ Cancel ]
J& 7-3PC £& LAN Jt&= &%
JHEDF QlAlE =0 AZXS WERKZ &30 A =IO1Ee UWERZA WetllHES £ F 00t
SHIEA s&6HAH ELIT. WES Oiet0leHe 4382 3.11P £&0 XtAlcl 4Z & ASLICH
VTS ll=e 2& LAN &8 2 <®Ioll SSID(Service Set Identifier)2t WEP(Wired Equivalent Privacy) 2|
Jls2 XIJELICH AtZ2X= AP (Access Point)E XI&GH)| fIof SSIDE &&g %= U220 L8,
encypted £ = shared2 WEP S2EE &g £ USLICH WEP 3| 20l BtEA 40 £= 128
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bit 040F & LICH. 40-bit WEP 31018, MEXt= =22lA S2E()0l 8l= 52 168+~ DE NEE
g=oH0oF SfUICE 128-bit WEP 2JI10I8H, =2l =E()01 = 13J4H2 168+ DE KNEE
geEotes Ut

OE =01, 128-bit WEP J| S&= AIEZolJl ?loi AlEA= CS1 20| 1342 168+ ZE
NEE BIZAl =0l 0oF LIt

000F25E4C2000F25E4C2000F24
VTS IDF Xdot= PC ItE =S58 2 F=| B VISIIJf /&0l PC FIEE HL0HE A 2.

7.1.3 Serial modem 2t &3

ZE JIEE AMESSECEZMN AZFE ZEU HZot= Al2lg ZE 101 MEXIH 220l &2
JtseLIC 222 56 Kbps &3k 2 & Ot 28 JtE0t X ELICH VTS 11Dt NI 6tk=
PC JlE S5 2dH B: VIS IIJ} /& ol= PC FIEE EXGHAAL.

PC card configuration

/ peripheral / pccard

[ Currently configured PC card ]
Card type: Serial Modem Card
Model: 3Com Megahertz 3CXM756/3CCM756
Serial Modem Card configuration
[] Enable PPP connection on the Modem
Init string: [g1e0s0=2&d0 ‘
Enable/Disable callback: ﬁﬁﬁm
Callback phone number: ‘ ‘

Dial-in modem callback login: ﬁﬁ{ﬁle ;\
Allow dial-in modem callback number Enia'ﬁiei;‘
change: ——
Enable/Disable modem test: i Enable v\

Test phone number: ‘ ‘

Test interval: every ‘24—\ hour(s)

Email alert configuration

Email alert for modem test: Enahle v‘

Title of email: ‘ ‘

Recipient's email address: [ \

SNMP trap configuration

Modem test trap: Enable v‘

Use global SNMP configuration: IW

Trap receiver settings
No. IP address Community User lse":',(:irity_ Version
1 [0.0.00 | [public | v v
2 (o000 | [public |- vl v

[ Stop card service ]

Card service is successfully configured. Save the PC card service configuration.

[ Save to flash ][ Save & apply ][ Cancel ]

J&8 7-4PC A/2/& Z& JI= &&
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g 2E xJ|g AEY S “g1e0s0=2&d0"A LICH. Ol= REO0l RS 2ZZS(quiet mode)(‘ql),
=2 2Z ZES(echo off mode)('e0’), Atz SE Z2& =ZA 2(Auto Answer mode equaling
two)(“s0=2") el DTR line fAl(&d0)2 HE= 20I&LICH oY HE NEOW e KtAlst
d8= 2F Hrgs FXotAAIL.

Callback &<, Modem test & =1 Alert &8 2 4.5.5 Host mode &£& 1 4.5.12 Alert £&°| Dial-

=2 o —i

==E=)

in modem mode &2 XA AIL.

7.1.4 ATA/IDE fixed disk 9t & &

MNEXtE AMAE L Aleld ZE 2105 MEGH)| 2o PC ATA/IDE fixed disk cardE AtE5t=0
ZQRst MAl doleH 2718 BtEAl E&oi0F LICL VTSIIE &AM M&E 301 L CIAIWAM AFE
tsst ClA3 32t Is2=2 4F3eLt

AMNEXt= Delete HES =2 9152 RE WYS AME = USLICH

AMEX= Format HES = JIEE ZUY = JSLICL VTS Il OA3T tEQ EXT2 ¥
VFAT It AIABS XIRELICH

-

e VTS N2l AlIAE HdFZ2 export & import E22M, VIS II 88 m2Es H& =

PC card configuration

J peripheral § pocard

[ Currently configured PC card ]

Card type: ATASIDE Fixed Disk Card
Model: SanDisk SDP 52 0.6
Size: 245
File system: vfat
ATASIDE Fized Disk Card configuration
Total available data size to be used: 245 MB
Total data size to be used: 245 MB
Delete all files in ATA/IDE Fixed Disk Card:
Format ATASIDE Fiked Disk Card: EXTZ

[ Stop card service

Card service is successfully configured. Save the PC card service configurations.

Save to flash ][ Save & apply ” Cancel ]

&/ 7-5 PC ATA/IDE fixed disk card &&
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7.2 Modem &3

Enable PPP connection on the Modem 2 28 =
‘q1e0s0=2&d0’ 2 L| C}.

s 88 2&

e 2e x)|5 AEY e
=z 2=
two)(“s0=2") 12l

2E(echo off mode)(‘e0’),

DTR line 2Al(&d0)2l £€&E= 201 LICH

LHE ZES ASE2=2M AEE 2E0 HZot= Alelgd ZE S0l AL 2220 &2
tsS & LI

PPP modeZ AMEEY &2l 2/0I&LIC
20l 8 ZES(quiet mode)(‘ql’),

g8tAl 2(Auto Answer mode equaling

Callback &<, Modem test & =21 Alert &8 2 4.5.5 Host mode &£& 1 4.5.12 Alert £&°| Dial-
in modem mode &2 HE XA AIL.

Modem configuration

/ peripheral /f modem

change:
Enable/Disable modem test:

Test phone number:

Test interval:

Email alert configuration
Email alert for modem test:
Title of email:
Recipient's email address:
SNMP trap configuration
Modem test trap:
Use global SNMP configuration:

Trap receiver settings

[] Enable PPP connection on the Modem

Init string: |q1e0s0=2&d0
Enable/Disable callback: \ E'hia‘ﬁieijl

Callback phone number: ’ [
Dial-in modem callback login: ‘*E'hiaﬁiei vj

Allow dial-in modem callback number ‘ Enable v\

Enable v}

—

every i24

] hour(s)

}' Enable v |

‘{Enable ﬂ
|Disable v |

Security-

No. IP address Community User Version

level

1 (0000 M 9

2 (0.0.0.0

' [public

|[public - T E

[ Savetoflash || Save &apply |[ Cancel |

78 76 28 &3
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7.3USB &%

VTS ll= JIs2 Ay 2 #¥ds Fol UsB === Mot UsLICHL S USB NE
X0t XNEELO ASXesE USB ME EXIE 0lEdf AIAE E Alele2 ZE 27 HO0IHE

USB configuration

J peripheral f ush

Currently configured USE devices

Mo, USB type Model
Mothing

Currently detected USE devices
Mo,  USB type Model

1 USE Storage Device SanDisk Corporation Cruzer Mini

New devices are detected.

[ Save to flash ][ Save & apply ” Cancel ]

Jg 7-71 =7/ USB && U= 2t&

USB EHIE AtEdH)| Aol MEX= TS SHE =&ollOF & LICH
EAH 1.USB EHIE USB =

SH 2. USB && OI%2 Currently detected USB devices S0l M [Configure] HE

— =

S ESHLICY.

[=)

S 3. VTS ll= Z2M&E ZH|IE Currently configured USB devices S0 €2 210/0, 0l
SEUAM Y HHIE HdEotH, &3 UHs sHOI UEY ALICH AIEXese X
ZHIE SHAIDID| {6t TIet0IHE 8838 &= ASLT

EtH 4. [Saveto flash] HES HE8IGIH 8= MEELICL
S 5. BI=2 [Apply changes]E &EiGIH MZ22 &&= M ZAIZLICL

USB configuration

J peripheral f ush

Currently configured USE devices
Mo, USPE type Model

1 USE Storage Device SanDisk Corporation Cruzer Mini

Currently detected USE devices
Mo, USB type Model

1 LSE Storage Device SanDisk Corpaoration Cruzer Mini -—
USPE devices are successfully configured. Save the USE configurations.

[ Save to flash ][ Save & apply ” Cancel ]

18 7-8 £&& USB &b/ ot
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PC JIEE AXl E= M6 fIch AMsEXte sl 22 SHAHE +=>ai0F LI
St 1. [Stop service]S & & EHLICTH
A 2.[Saveto flash]2 HE6t0 HE AIES
A 3. B2 [Apply changes]|E SEiGt0] HE AMEES HEELICL
CtH 4.USB X2 Z2E USB HHIE HY

—_
1
C
o

1]

7 8 NEW HEX &0 =sXE2ERE USB FHIE MHote FR AILE JF9

ool € +& gL/}

%

ANETHE AAE Y Al2lg ZE 211E MEoH)| ol USB M&E AXE AMEotsd Zst
A CIolE AJIE BtE Al SFoH0oF &LICL VvISHE MM M& 301 & CAINHA AHE Jtsst
a3 B2s sz d3eLt

AMEXt= Delete HES =i ItEQ 2= MYS AME = JUSLICH

AMEX= Format HES =d JIEE ZUE = USLICH VTS ll= CA3 JHESl FAT It
ANAES XIJASLCH

MEXH= VTS 2] AIAE HHZ2 export & import E&22M, VIS II 88 mes H& =

=2
[==}
=7g = UsUIth

Currently configured USE devices - 1

/ peripheral / usb / cur_config #| 1+
USE type: USE Storage Device
Maodel: SanDisk Carporation Cruzer Mini
Size: 244
File system: vfat
LUSE storage configuration
Total available data size to be used: 243 MB
Total data size to be used: 243 MB
Delete all files in USE storage device:
Format USE storage dewvice: FAT
Save to flash ” Save & apply ” Cancel ]

18 7-9USB W& &I &£& o1&
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7.3.2USB & LAN &3

f& LAN EXIE USB X0l £XIctH VTS ll= PC LAN JtEQ &
226tH €LICh USB 24 LAN &3 stHe I8 7-100 25U
o
T

=
& LAN JIE €3S ZLoHYAIL.

0
Cth.

Currently configured USB devices - 1

[ peripheral / usb / cur_config ,'|jjv_|

USBE type: Wireless Network Device
Model: ZyDAS USB2.0 WLAN

IPvd4 configuration

IP mode: | Static |« |
1P address:

|
Subnet mask: | |
Default gateway: |

IPvE configuration

1P mode: tManual configuration vi

|
L

IP address: | |
|

Secondary IP address: |

Default gateway:

6to4 tunneling Enable/Disable: Disahle v|
Primary DNS: 0.0.0.0
Secondary DNS: 0.0.0.0
Reuse old IP at bootup time on DHCP :
failure: Disable
Wireless network card configuration
S5ID:
Use Wep key: Ernahle
Wep mode: Encrypt +|
Wep key length: K__v_i

Wep key string: | :

Save to flash ][ Save & apply ][ Cancel ]

& 7-10 USB F&7 LAN &%

VTS 11Dt XI&56t= USB 2& LAN ==

XY AIL.

nio
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&l
=]

Al

Q
o

8: AlA Bl ¥

VTS ll= &Hf CAZdI0l 3™ (Status Display Screen)E2 &
AE OOIHE 24 018, Al2
S0l AsLI

soff XNEE =FHIUAH Email2 22 HOIHE As22 &

200 222 flol AFEEUICH AIAE
HOIA HE & VTS 112 WERT £33

8.1 A|AES &EH

System status

f system [ sysstatus
System information

Model Mo,

Serial Mo, :

Fiw Rew, .

Bios wer,

MAC addrass (ethd) ;
MaC address (ethl)
Uptime ;

Current time
System logging ¢

PC card type:
PC card model :
Power status @

IP information

=1

Send system log by email

12 o

. LSt

Cl
=

o

A
= T

Sena_WTsII
WTSII3200-2006050001
v1.0.1rcl

v1.0.0
00-01-95-A4-BB-FF
a0-01-925-A8-BC-00

5 min

09/17,/2006 23:231:29
Enable

Disable

MOME

MHOME

Single power

82 AAER 2] £F

VTS Il= System logging 713t AIAE 27 AMEN
NG & 3O0lA System logging AIE2Al Zs HE2ZM AIAYE 202 XN

= USLICH

EH S}
/=

27 8 JJE A

System log storage location

AMAE 2= VTSI WS OI2el, PC 3t

usB N& ZX,

c

IP mode : STATIC

IF expiration : Ao

IP address : 192,158.19.1

Subnetmask 255.255.0.0

Gateway . 192.168.1.1

Receive/Transmit errars WY

Primary DNS : 168.126.63.1

Secondary DMS . 168.126.63.2
J& 8-1 A/AE AH OJAZ5/0/

HAl JlsE NS
S M&o

==
=X

[ o
= g—r,
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27 HOIHE

VTS ll= System logging 152
USLILCH.

LICH AtEXE SYSLOG-

t= <Xl

Ol &=l ATA/IDE fixed disk card, USB
NFS AHHel &X XI&¥ L= Samaba AHS &X X MHEE

AMAE 27 HOIHE MES=0 WS HX2elE AtEot Z7 HoldE vTs 119t HE [



AHELICH AlIA® 27 CIOoIEHE 2 H&E ?IXIE ATA/IDE fixed disk card, USB 0l 22,
NFS A £= Samba MtH=2 & &ESHHLE System log to SYSLOG serverE EnableZ2 & & ol Ot
LICt. OIE «&3dtJ| <ol AtEXt= HAH 222 HXE AFE5t)| {18t TtetoleEgs S3aor &
LICE OHAMIDF HE5| X %42 2, MEX=E Y= MHHME H&E 42 SHE 4+ o
LICH 22 0129 MELXIN NECUACL AFE2E 1S ME X It

2 32 Asez 220 232+ JIE

Access JtsSoiXIH oY RAXI0 Z2IF CHAI JISELICH Ol HZ2ld JISE 2= SAMEX
2 SLICH

|
F}H
ol

System log to SYSLOG server
AMAE 27 HOleHeE NEE HE X sSAI0H SYSLOG MHAME HEE = ASLICH

System log buffer size

Ol Iet0lEHe 2HE = U= AIAE 27 OIO0IEHS =S ZASLICH HOoIHE MY

ol LR HIZElE AM85t=s 32, AlIAE 21 M 2D|l= 300 KbytesE Z=0te = ASLICH
27 HIoOIHE M&®dHI| <ol A =

H 3AJl= EX2 S0l Mt LIt

27 OIOIHE M&ESHI| ®lol NFS MB{, Samba AHHE AtEdl= &2, 2l HIH 2D|l= 2
2LICH AtEXt= NFS MH, Samba AHE &HFGIH AlAE 21 IS0l 8E5 s = U

= ofOF & LIC

System log filename

Ol metllee LoggingEIE ool 0|82 FELICHL OEZE &322 messagesLICH MEH
A8 U2 otk ot 30l HEEAN 52 Z2HE =1 System log filename & 2
Cl OISS Z&otd 3L o, MEEAN E5 S0HE 2E=E A2 MEXNI HE =32
& OofOF & LICH

Automatic backup on mounting

O

r

Ol
g &= USLICH 0l £F0l EnableTl® e ME 32101 CAl DI2EE 39 N&E 32

S MM 22 0182 IO Ys B WY [US HSU
O

System log storage location0| CF card, USB, NFS server, Samba server= &&& & FAEE

B 4o

l
o

| o
Ct. NFS Lt Samba 2t 20|
22 NFS server LI Samba
, AOI2EE =g = UAsUICL oo et

grs0ol XA EL
(0]

0>l U

= o
m
>
QD
O
)
0
=)
$0
|0

C e
JE
Q
E
o
o
=

Automatic backup on mounting &&
Ch. AIAE 270 A e mHo)

& CFcard L} USB 2 &2 N& &4E AtE otAlJ| BEELICH
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Send system log by Email
VTS lle 2&& X 22 22 UAIXRI Ji=Jt Olel XN&yst =X0 012X 2271 HOoIHE Us2=2
Aa6H0

BUHES Z3g &= USLICH MEX= Emals d

= Ol 2
SLC 0 DRtOIE NS Emalg ®&oH=0 228 21 H4

O3 82= A3 & AlAE 27 B)| gHE B0 SLUCh

tol

System logging

Jfaystemn J systemlog

System log storage location: bemaory “

SY5LOG facility for system logging: Locald

System log buffer max size: 300

System log buffer size: 1on KB
System log filename: messagaes

Automatic backup on mounting: Enable

Send system log by Email: Enahble

Murmber of log messages to send a mail

{1-100)

System log recipient's mail address:

System log view ;

Mar 26 04:20:30 Sena VT3l sysact: WT311-4800: System Ready. ~

Mar 26 04:23:57 Sena VTSI pam_local _auth: authentication failure; uid=0 euid=0
tty=console ruser= rhost= user=root

Mar 26 04:24:00 Sena_¥TS11 login: FAILED LOGIN 1 FROM {null) FOR root, Authentication
failure

Mar 26 04:24:06 Sena NT31| pam_local_auth: authentication failure; uid=0 euid=0
tty=console ruser= rhost= user=root

Mar 26 04:24:09 Sena_¥T311 login: FAILED LOGIN 2 FROM {null) FOR root, Authentication
failure

Mar 26 04:24:12 Sena Y1511 pam_local_auth: session opened for user root by LOGIN(oid=0) ¥
[Cmar][ Refresh ][Wew]

[ Save to flash ][ Save & apply ][ Cancel ]

Jg 82 A28 £ &F 2 27/

8.3 SYSLOG-NG &3&F

VTS lle AMAE0A Zdots 25 218 JISE = Y= Y8 S HMSELICH SYSLOG-NGE Y|
Z29| syslogdel &= E2et T2 )H2=Z Lot €8 =+ U0, ote iz £&do =2
g2 =+ UAsUbh oid 20 tHet RFZHY F23E FIHLH, 211 ZHELZ &Hote =2
8 &otg == UsLICH
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SYSLOG-MG Configuration

faystem f syslogng
Ma. Filter Destination Location {File/IP address)
1 F-Locald systemlog w fvarflogfmessages
Mew | Facility (auth) w File w &dd
Save to flash ] [ Save & apply ] [ Cancel ]

& 8-3SYSLOG-NG =J/ && 357

Filter, Destination1

>

| Location2 ©/2{5tD [Add] HHES 22!5t M22 SYSLOG-NG A0l =
JIEILICH ARSI S SYSLOG-NG HEOl U= [Remove]l2 ZUHO2M AIREX s

s

SYSLOG-NG #&E AHME == USLICH SYSLOG-NG &2 Filter &=2S & &85t2H SYSLOG-
NG 7S BHIY == USLICH (JE 8-4SYSLOG-NG AIF && 35tH X

fuoe

~

SYSLOG-MG Configuration - 1

/ system / syslogng /|1 %
Filter :
[ Check all ] [ Uncheck all ]
[ Facility {auth) [ Facility {auth-privy [ Facility {cran) [ Facility {(daeman)
[ Facility (kern} [ Facility {lpr) [ Facility {mail) [ Facility {news)
[ Facility {syslog) [ Facility {user! [ Facility (uucp) Facility {Locald)
] Facility (Lacall) ] Facility (Localz) ] Facility (Lacal3) ] Facility (Local4)
] Facility (Lacals) ] Facility (Localg) ] Facility (Lacal?) ] Priority (debug)
] Priority (infa) ] Priority (notice) ] Priority (warning) ] Priority {(err)
] Priority {crit) ] Pricrity {alert) ] Priority (emerg)
Destination: systemlog
File: frarflogfmessages
Save to flash ] [ Save & apply ] [ Cancel ]

& 8-4SYSLOG-NG A& && 357

FilterOid= 21 JIES£ ZHZE6HH ELICH MAE Filters8 220t JISELICH Port Logging
Ol M Port log to SYSLOG serverE Enable2 & &35t SYSLOG facility for port logging0| &4
StEILICH HEE facilityS ZE26l= SYSLOG-NG == 0| =Holl0F Port Logging &&0A 2%

Stl2 Port LoggingOl SYSLOG server2 J|Z&LICH Destination2 File, UDP, TCP, systemlogS
=22 JIEUCLCH FileS AIZ20tE oY MYsS M4dol 215 JIS6tAH ELICH UDP Lt TCPE

10

SEIGHA &I &8st IP A2 Y 2OE EUAH ELICH systemloge 8.2 A/AE &7 &AF0
oo H&s sl et 218 JISotAH ELICH
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8.4 Users logged on list

Users logged on list

Feystem f userloggedonlist

Username Terminal Login Date and Time From

root console Mar 26 03:24

admin pt=f0 Mar 28 00: 22 192,168,121
adrmin ptsf1 Mar 28 0022 192.168.12.1

18 85 ABA 212 ==

I8t AEXE Rl U2 2

Users logged on list= AIAEI0 2021 &t S SLICL

i

User name(At& Xt 0 )

Terminal type for the session (MI& 0l CHet EHOIEY =&)

Time connected (& & AlZt)

My
Mo
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AEE = UAsUICH
- 0l 082 MEX=E VTSI €3 = £= CL 0 52 = ASLICHL
& 17
AlCIg ZEN SZE ZH/9 NIE AMENESE IEFLF 2c/g + 2 otJ] Fof [User
access control] J/&50/ HE& LI}
® Port admin: Serial port #c|Xt OF
- Portadmin &2 User 820 =2 ASE Jt&LICH
- Port admin &2 & 2HHOIA £= AIAY 22 52 Soll VIS I €3 =M &
%8 £ UASBLICH 0l JJES Serial Port, Clustering & It HEZEH Oty 2 E
A% Hiel0lEotsS #HEE 4= ASLICH 1 209 VTS Il AlIAES 85 Hi2i0lesEs ¢
Zot= detE 0l 82 MEXSUHA MBEX LSLTH (0. WESZA £F, PC 3tE
2 AIAE 22)).
- 0l OS50 Z&E ArZXt= CLl ol 858 &= sUt
® System admin: AIAE 22| O
- System admin JJ&2 Portadmin J&20 =2 &&S JtELICH
- System admin JJ&2 & CIHHOIA = AIAHE Z&E2 Sol &8 0=l 5560 Al
AHI0 BE I2H0IEHSSE +8E = AsULT
- Systemadmin &2 CLI 0ff 858 & U2M, CLI A H3&H= 23S shell programsS
£ +¥g £+ AJASLICL 0l OE2 CLI E Soll VIS II| &8 & port access menu Ol &
=g = UASLICH

® root: A|AE &IH 22Xt
- root = Al2lg ZEN HFE AAE 224 OSEH =2 d
- root = Linux CLI Ol Ot% A& 10l £ = USLICH CL
22 &AM, =8 4 shellprogram =8 S 2E J|s2 Mt 80
- root = & B HOIH, AIEX 0182 HEE = ASLICH
& EotAle JlE AMEX 018 ¥ HIZ Bis= UsSh &sLIt
ANAE 5IH 22Xt
Login: root Password: root
AAE 2te| Xt
Login: admin Password: admin
H 9-10i VTS UM 2t2l&El=e At 8 € digdie Al 82 &
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ZQINEN 18 & A&

& root System admin Port admin User
JI2 ALZX+ 0I8 Root admin - -
&3 J|= HHolA CLI BIAE O - -
CLI CLI
SlEMOlA Z2am | A4S WE BAE % HAE Bk
= - = port access port access port access port access
menu menu menu menu
SSH SJi Il g=2E @) @] X X
CLI &% O O X X
VTSIl £3
SAE Uis B © © o X
Pl
port accesi menu & o o o o
2l GUI 8= (@) (@] A Kk A Fkk
AAE Tet0Ie B3 @) ) VN X
AFE X OHel0Ie HA @) ) X X
ALEX BE /AR 0 O X X
&1
1) *%

Port admin 7=Z= Serial port / Clustering £ If& Z/EZZ O/ J/&5d 28 FF0H +&
g+ YAzl O 29 £82 X = Aeet AsLICH

2) *kk

User &2 & && o/80/4 2% Serial port | Clustering &2 £ I} ZEZEZ 22/ 880/

et &g + AsL/CH

8 9-12 User 182 2telot)| f1st & QIHmIoIA2] oY LICH

User administration

Jadmin f user_admin
User name : |User User group : | User | [ Locked

Current local users

C# User name User group Shell

1 userl ser Port access menu
Oz userz User Port access menu
= userd Lzer Port access menu

[ Add ][ Remave ][ Unlock ]

& 9-1. A& &2/

-

Qw4

=
>

OIS, MSX 08 F= & B8 2FES UGN XAS BIEcE ASINIS AME

ICh AF2XH 0150 YHEX §oB RE ASKHES HABUC. ASX 0180/ s

UOT AIFGHE AFEXIDN ZAMSLUCL AEX D80l Meiget O OS50 8 ASK
[e]

S0, [All group] & 22 Z2E D82 AEXIF HAMELICH. £ LockedE HEictD 244
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FI otd™, [Add] HHES 226t AEX =IOt 3tHE A =, AZX
HY $HSE 92is (S [Add] HHES MELICh O2 9-2= AMEX It
2 MEX HE S M4ot)| /il OGS metllHES

AMEX 0lF (User Name)

AEX+ 18 (User Group): User, Port admin, System admin & &tLt

ANEX HIY HS (User Password)

shell ZZ )& (Shell program): CLI, Configuration menu, Port access menu & otLt
SSH 3 3| 21E(SSH public key authentication): Enabled £& Disabled & &Lt
SSH W& (SSH version): vl £= v2 & otLt

SSH 3JH J| T (SSH public key file)

II2RCZ=, SSHE Soll VIS II122H 2SS 2= WM, ALZ2X 018 % HIZ BSE 0|88
oIEg &= 240l JI20lL, AFSXH0l 2 SSH S0 IIE VIS 0l 22 E06tH, SSH 220/ E
T3 9 3 I ILS MEESEM, HS2Z VISIZRH 252 22 = USLICH
&7

AMEI} FIF L= BIA AIEL 0/F 2 password= £/ 435+ 3AF 0/410/0/0F &LICL 33X} & A
Y2 FIRWE FEI 2451 ELIC

# admin f user_admin / add
Jser name @
Select group User v

Password :

Confirm password ¢

Shell program : Port access menu
SSH public key authentication Disakle

Select S5H Yersion

S5H public key file:

18 9-2. AtEA =517/

AMEIE HMAGHAE USS s&OIYAIL.
o AEX 22l SHHUM AIZEXSE MIAELICH
e [Remove] HES ZE & LILCH
MEX HES Hiet0IHE B84
&

X 2elstHUM AFZX 0152 HE6tH AEX BHE
= 8 =, ASX IOt SHE2Z AIE

b AHIES Ttet0IeHE HEELICH
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9.2 MANA 2AE

_I.

Y ZEQ| User access contorl &&= S0IctH ot flol HAHA elAE JIs2 AJELICH
HHIA ZIAEE D= | AFEXIE F=Jiotd g ZE AHXHO User access
Ct

HAA 2IAEN
o oY WAHA CIAEN EEE Z2E AMSIY H2A

control @& WM HAHA 2IAEE =Itot

S gzxoz NHE & USLICH

o

J admin / access_list

Access lists configuration

No. Access list name

1 |ng0nitDr.ﬁccess | Femave
2 |ng'Dr‘t.-5.ccess | Remove

| )

Synchronization configuration

[ Save to flash ][ Save & apply ” Cancel ]

& 9-3. fA B/|AE - A B/AE 2O/

8 9-32 MAHIA 2IAEE 22ldte stHE E0SLICH SS& HAA 2AESO LHEELICH
HHMA CIAE SES ot U382 EXE HEHAL.

1. HAHA 2IAE HSE [New]Z2 &EH

2. YNIA 2IAE 08 2

3. [Add] HHES 22

AGHH MZ2 HAA CIAES B+t JASLICH SA et A

0101 SE& HAA CIAEE =
AEQ AMEXN HEEL SAELULO HAA 2IAE

HIA 2 =

1. MHA RIAE HEZ ZA (N MHA RAE BIE2 M
([Add] HE0| [Copy] HHESZ HIZ )

2. M2 DISHE MAA ZAE 0|2 U

3. [Copy] H

_|ﬂ'

[Remove] HES 226l YAHA 2IAEE NMAHE == AL, BHA 2ZIAEQ 0IEE 2E £
T QUSLUICH HAHA BIAEEZE HHGHHLE 0I1ES HIROE JHE EZEEQ| User
access controlOll A AIZE BAHA SIAEE I=22 HAHGHALE 012 B2 £I1 20 JH

SEEJ EMoHX e HAMA SAES XY = UL Z FOIGHAID| HHELICH

=
=
Holol BPE =

WAIA CIAE OISS HETIH BAA CIAE AZL 2El3HSZ 0lsg = JUSLICHL

183



Access lists configuration - 2
J/ admin / access_list / access_list /| £ ¥

Access lists configuration
Access list name:

grPorté4ccess
User list
No.  User name
1 admin
2 root

New Add

Synchronization configuration

[ Save to flash ][ Save & apply ][ Cancel ]

JEg 9-4. dfL 2IAE - AIEX 22/

8 942 HANA 2IAES AMEXE 22lote 3HH

= S B0SLICH HAA 2lAEN SEE A
ZE ULELILL MEX 0122 2ol [Add] HES 2256l AIEXE SEE £+ UL,
[Remove] HES 226t AIZEXUE HAA SIAENM AHE =& JUSLICH
[Access list name] eIAE BPAUM [ Access lists -] &S HEIGIH WAL 2IAE 22[otHS
2 0ISE £ UL, U2 HHA 2CHIAEE HEGI0 HHMA SIAE AIEX 22ldHO=Z 0|SE
=5 UAsLICH
&7

Access list name & web_admin 2/ web_padmin £ remote authentication A/ local 0/ A/tEAF 0/F0/

Q= FR MENE Dets FO0/oHI Aol AAELE IF&L/C web_admind] Z&55 0 AE A

E7F remote authenticationE Sof &<%of= &2 System admin Z3'S, web_padmindf Z &%/

0/ UE AEIE Portadmin Z &= 2 ELICH
Synchronization configuration

VTS ll= clustering 2 peer to peerg ORI 2 220t &

G A access list€ 252z 22
2= AE2 =J|3 HEE MZ2ELICH ta vTS Il ZHIEES =J130t JisotE2 12 952 1
=2

g 9-61 20 &8 gLIC

=

R

24 Access listE 2t AHHIES & 9-59 20| Slavez & & & LILCH.

184



Synchronization configuration

/ admin / access_list / sync_config

Access lists configuration

Synchronization configuration

Enable/Disable synchronization: Ernable
Synchronization mode: Slave |«

Save to flash ][ Save & apply ][ Cancel ]

_7&' 9-5 access list synchronization - slave

52 2A2E VTSI EXE H€8otd O 9-61F 20| Synchronization modeE master2 &3
otnl, & HHIE2 2lAEE ?HF Synchronize HES 29 Master &H|2| access list &

S22 &Y B30l LIt

Synchronization configuration

J admin / access_list / sync_config

Access lists configuration

Synchronization configuration

Enable/Disable synchronization:
Synchronization mode:
Status of synchronization: Ready
Address of synchronized host

MNo.  Address of synchronized host Status

1 [192.168.12.48 | Added

| Added #dd

New |

Save to flash ][ Save & apply ][ Cancel ]

_7&' 9-6 access list synchronization - master

9.3 HARE I

8 972 HARAE BHE sHE 20HsLICH S ASXHS WAAZE HFotH, S A
AEE YEHotd, M MARE=E g5t = M WARZ=E =06t 2ol et O M IHAAES
g=olfOF LIt
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Change password
Fadmin § change_pwd
Current username admin

Enter current password
Enter new passward :

Confirm new password :

[ Submit | [ Cancel |

Jg 9-7. A3 HF

Port access menu0ll2t & 28 %= U= A2 XT Port access menu StH0A MMAKJEE HAE
o

K%
M
ol

2= UASLICE Port access menu0f
O

2Ee = M WARKEE Y=ot =0olot)| 2ol 88 O YHotE ARSI BHELICH

[Sena VTSII]
Port# Port Title Mode Port# Port Title Mode
1 Port Title #1 CS 2 Port Title #2 CS
3 Port Title #3 CS 4 Port Title #4 (oF]
5 Port Title #5 CSs 6 Port Title #6 CSs
7 Port Title #7 CS 8 Port Title #8 CS
9 Port Title #9 CS 10 Port Title #10 CS
11 Port Title #11 CS 12 Port Title #12 CS
13 Port Title #13 CS 14 Port Title #14 CS
15 Port Title #15 CS 16 Port Title #16 CS
17 Port Title #17 CS 18 Port Title #18 CS
19 Port Title #19 Cs 20 Port Title #20 CsS
21 Port Title #21 CS 22 Port Title #22 CS
23 Port Title #23 Cs 24 Port Title #24 Cs
25 Port Title #25 CS 26 Port Title #26 CS
27 Port Title #27 CS 28 Port Title #28 CS
29 Port Title #29 CS 30 Port Title #30 CS
31 Port Title #31 CS 32 Port Title #32 CS

Enter command (1-48 serial port, P passwd, Q exit )

Enter new password : ****x*
Retype new password : ****x%

Save Done.
Password was changed.

9.4 #X| O|&(Device name) &3

VTS 112 22|

flol AMHL=Z Bl 01§ €88 + AsUU. 18 9-8= &Al 01§ &4

SIHILICH AFZXIDJF Device namesS BAGHH ©I®H VTS 12 HostnameOl B1ZELICH

[wild
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Device name

fadmin f device_name

Device name: |Sena_VTSII

Save to flash ] [ Save & apply ] [ Cancel ]

8 9-8. &x 018 &&

I=
Oy
I
Im
A
ro

Device name B1&5IH CLI &2 Otei 2t 20| Y S = Hosthamelz HZAHO &

LICH
[root@Sena VTSII ~]#

VTS 112 Device name £&&0| ¥ ZX= &0 X 220 AFZE XD Device name 2 Bl 2
X2 XESHH ™ VTS 112 Hostname 2 VTS 119 IP A2 ANS22 X&HO0| ELULICH L&t
A &l A

Device name2 VTS Il Manager?t 22 2tel ZTZ2 &0 | MNHE 2o ArE&=LICH

VTS ll= 82 €M 2 A2t E2E IOt JAsLICH VTS 118 AlAH & €58 432 UR
BHElcl &0 2ol HFELICH Ar=2Xs 08 9-90 UEH Biet 201 S SR 2 AlZS

Date and time

[ admin / date_time

Use DHCP option for NTP servers:

NTP server: ||:Ioc:k.isc.org poul.ntp.0|

NTP option: Periodically

NTP update interval: |5 | hour(s)

[ Select [Standard time] and [Daylight saving time] from list ]

Standard time
Timezone: |KST |

Time offset from UTC (UTC + [x.x]hours): |g |

Daylight saving time

Enable/Disable daylight saving time:

[ Save to flash ” Save & apply ][ Cancel ]

18 9-9. & & A2 £F
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S 2 OAIZE AEES ZFo| fIst YEe 2JiX0F JASULCH HEW LY, NTP AMHE
S0l 4 AEJF EH, NTP option0fl 2t 80| HgZ
1ot WEEE MOICH E2 FIE2Z NTP MHZRH W 2 AL HEE 92
NTP AB{Jt 0.0.00 22 A& IH, VTS Il= Jl2 NTP NHE AISELICH 2
OIS HZE AN O0F &LICH Use DHCP option for NTP servers & &&6tH & X DHCP
NHOA 22 NTP server EE2E 20tM AMEELICH AtEXt= £ &M AXO Oetd 83

HAH HEEFANUTC)ZRH <IA A2t ZFO0F &LICH &=29 3=, s3dn 22 +9
ANtz 238l =AHO0F &LICH
SHM ZEE, NTPE AI20HA 210 =522 EM L AZS £Fot= ALCHL 0 3=, S

u]

AR 3= WS BHE 2 SZ 0l 2ol = AIELICH

hl

ANAE S AlIS ol 3ot ALZEX2 /X0 [HE timezoneldt UTCZFH2
QIEAl g2 HFoHOF SLICH AFZEXDE daylight saving time2 O0lEZ8tCHH, daylight saving
timezone, UTCERHS QIAl AZAAl, ZE2LAl S 22 4= HSFH0F &LICH VTS =
Olgd WetOIEE 01 8ot Zatst AIAE e AlZtS H&HEHLICH Select [Standard time] and

[== =1
ES 28 0| 848

&£
U

[Daylight saving time] from list
UEE To== tH0I EAIELICH

|IAENA HdEotH &l €88 =

9.6 €8 &l

MEX= 82l Z&&Z CF card, NFS server, user space L= local machineS1 22 M&
X & 2 Ag

2

1

et = AL, NEE 28 MEsS 0IEdHA 8l 2842 =
0 L

ICt. 8 BAMH CIEALE SSH 2ISAME Upload & =+ USLICH O 9102 &8 &

o

O SLICH
VTS IIE & =0t 4o 4& &dHz T=2lJl fIoid= Configuration import 82| Location
It2t0lEel € Factory default2 &8I0 882 4 2HLE VTS ISl &H I{E 2| Reset Button 2
29 gLt

VTS 1Dt sz &#F2 NESt= JlsS XJELICH Automatic backup configuration2
o

&6t HEotH VISl XNEE AlZto N&EE 2P 488 Ns22 MEELILL

CLI € 0I23t0 AIEXIL oz MEst 43 It2= Custom configuration management
H=E Sot SRotHL AHE = ASLICH

23 M&EoHI, €8 =) & s 48 HES UdHE2Z =86t Flodides O3S Oietold
=2 XNZ&o|l &EFoloior &LICE Configuration import €0ilA Configuration selection O0l%w&

Configuration, Webserver certificate, CA certificate 2| &== JI&ELILH 8= =242 fldid=
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Configuration2 AtE3dt1), Webserver certificateE M E6t0] BAME USANE HZEE =
Ct. CAcertificateE S EGIH SSH HXHAQ CISME S2E & 5= JUSUICH

Configuration management

J admin / conf_manage
Configuration export

Location : CF Card USB storage Primary NFS server Samba server

) User space(fusr2) & Local machine

Encrypt :

File name : | |.5yscm|

Configuration import

Location : CF Card IUSB storage Primary NFS server Samba server
) User space(f/usr2) () Local machine () Factory default
Configuration selection : |Canigurati0n V|
[ select all

[] Metwork configuration ( Including IP configuration )
[] serial port configuration

[ Clustering configuration

[] System user configuration

[ power controller configuration

[] PC card configuration

[] UsB configuration

[] System configuration

Perl configuration

Encrypt

File selection : Local : |

Automatic backup configuration

Automatic backup option : |Disab|e "

Location : CF Card USB storage Primary NFS server Samba server
User space(/usr2) Send via email

Encrypt :

File name : | |.tar.gz |

Backup interval (hour, 1 - 720) : I:I

Recipient's email address : | |

[ Save to flash ][ Save & apply ][ Cancel ]

Custom configuration management

Save custom configuration as : tar.gz ‘ [Save ]

Restore custom configuration from : |-—--- Select file ----- v} Restore
Remove custom configuration save : | —==—= Select file ----- v/ Remove

& 9-10. && &2/
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23 N&EGHI|
Location: &% OIS M&e
Encrypt: &% IlY 253}

=

File name: && IO}

d3 S 20|
Location: &8 IS EH=
Configuration selection : 222 482 &
Encrypt: S22 &% 9 233 HF
File selection : LocationO| CF card, NFS server L= User space ° &< g <IXI0
ZM3t= Encrypt &S 2HEot= OO0l EA
Local : LocationOl Local machine2d Z< Local machinelll M&EE A& It
Al

I

ujo
A
rr
ol
2

s 438 HE
Automatic backup option: XIS &8 N& S K&
Disable — Xts & M& GtXl %2
Periodically - =J|&822 A& X&. Backupinterval 838 Z 2.
10 minutes after last change — & & H&A = 102 JdUAl 843 NE.
Location: && I

2 NEE fX
Encrypt: &3 It 2453 HF
Filename: &3 It 0|S. &4 It 0IS0= US

o Z2 HAHE MEE = USLICH

® 3$HOSTNAMES: VTSIl & SAE {2 =Dt &LICH

® S$TIME$<time format>$ : VTSIl 2 S Al2tS =IF &LICH WE =0 config-
$TIME$%m%d%y$.tar.gz cle MY 0152 &3

l
0
ol

™ config-052509.tar.gz ct=
Bacup U+20| &= LICtH

Backup interval : Automatic backup optionO| Periodically & 32 Xs &8 M& FI|
AL
T

=
Recipient’s email address : Location0| Send viaemail2d Z2<2 0l

AEX &8 2e|

Save custom configuration as: ML £3= HEE ItE 018 NE

s= XNE
g 0lS2 XNI&dtD [Save] HEZ Y29 Jusr2/custom ClEEZl 20 U= OHY
S0l NEE 01822 2= HEELC.

Restore custom conflguranonfrom S MEA 28 s A
e HEi5tL] [Restore] HEEZ w29 oY WMAZRH AIEX 43 IS0
fusr2/custom Cl&Ee2| 20 =7 LICH JIES mEse 2F &M Lt

Remove custom configuration saved : & KIS AMEX &8 OIS A
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9.7 Security Profile
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ol
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H
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LICH

LICt.
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1. System security

oll

=0t

Al HZ2IEl

2. Password security

9.7.1 System security

ol

i0J
gl

B

VTS Il MEIA, WIESRKZ, H

|.o| pas]
=2 =

Z20

AAE AlFElE

o
[—

9-11

2|
=

SLICH

b &

S

tetOle=

HF JtsEt

O IIAM

Level of security
SNMP (get/set)
SNMP v1/iv2c

Discovery(MANAGER)

Telnet
SSH
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SSH V1

HTTP

HTTPS

Secure Protocol

All ports

Set all ports to

Stealth mode

Enforce password complexity

Use user’s IP filtering rules

System security

/ admin / security_prof / sys_security

System security

Level of security : O Custom tandard (O Secure

SNMP (get/set) :
SNMP v1/v2c:
Discovery (MANAGER) :
Telnet :
SSH :
SSH V1 :
HTTP :
HTTPS :
Secure Protocol : SSLv2 SSLv3 TLSv1
All ports :
Set all ports to :
Stealth mode :
Enforce password complexity :

Use user's IP filtering rules :

[ Savetoflash ][ Save & apply ][ Cancel ]

Password security

Key management

7&/ 9-11. Security profile — System security

Level of security

Hot 22 HFHELICH CustomlZ &FT =1
Standard £= SecureZ2 Z& M oY 2ot ==0 oHYote 22 A= &4F ELIC Factory
default2 MAEHDIH 2ot =F2 Standard2 A& ELICH 2 =FE 2ot &322 gt U2

2 &LICH

2
=
5
1o
H
re

ol
Jin
o
>
00
>
N
>

M
It
1
$0
>
c
[

-

Security Item Custom Standard Secure
SNMP (get/set) Configurable Enable Enable
SNMP v1/iv2c Configurable Disable Disable
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(n/?,igsﬁz\géé) Configurable Enable Disable
Telnet Configurable Disable Disable
SSH Configurable Enable Enable
SSH V1 Configurable Disable Disable
HTTP Configurable Redirect to HTTPS Disable
HTTPS Configurable Enable Enable
Secure Protocol Any SSLv3/TLSv1 SSLv3/TLSv1
All ports Configurable Any Any
Set all ports to Configurable Any SSH
Stealth mode Configurable Disable Enable
Enforce pas_sword Configurable Disable Enable
complexity
Ipﬁlf:ri‘ﬂlze;:les Configurable Disable Disable
SNMP (get/set)
SNMP T2 E22 Sl VTS 112 AEHE HESIHUL Z3lotl= MHIAE M3E Xl HRE &

LICH

SNMP v1/iv2c
SNMP Z2&EE=ES

=2 2¥BUL.

0l £&0| Disable |0

ol

SNMPv3 2 & =08t X|&otH ELICH

Discovery(MANAGER)
VTS Il ManagerOil A Ul

FE 3L

Telnet

Telnet console2 Sdll VTS 10l &2d6l= A2

EAIN HAZ2H0 U= VISIHE Il /g 2720 ol SEE

U

Qu

=
=}

ol

Xl

e

A2B

210!

ulid

N

VTSIl =

]

Sofl VTSIIS &EHE #HAGHHL £3lg [ SNMPviv2e Z2&EZ2° XI&E O
SNMP(get/set) Ol Enable & O

o4

U39 1P EHE

"EES FIGHHL HAGHH XIJAELICH
&FEH Interface Option IP address/Mask Protocol Port Chain rule
Disable all Normal anywhere Telnet 23 DROP
Enable all Normal anywhere Telnet 23 ACCEPT

IP Z2HE 70 et THtAE EE 35I1P ZEHES FX6tAIJ| BHELICH

SSH

SSH consoleS Soll VTS IOl E2ots 2= olEE Xl GRS 2L U352 IP 2HE

193
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2 FIotu BHd6t K& LI

&L EH Interface Option IP address/Mask Protocol Port Chain rule
Disable all Normal anywhere SSH 22 DROP
Enable all Normal anywhere SSH 22 ACCEPT

IP 2HE A0 et THtAE WE2 3.5I1P ZE&= & X6HAIJ| BHELIC

SSH V1
SSH HA1 Z2E2= X2 XN HRE Z4&E&LICt Disable2 48 H SSH HH&E28H X|&
= LICH.
HTTP
HTTP Z2EZSES S 8 MHIAZE HEE X RS 48U U382 1P 2HE #E2 Ft
StoILE HAGHH XI& &Ll
AFEH Interface | Option IP address/Mask Protocol Port Chain rule
Disable All Normal anywhere HTTP HP-I;I;F DROP
Enable or HTTP
Redirect to HTTPS All Normal anywhere HTTP Port ACCEPT

IP ZEHE A0 et XM WEE2 351P ZHEZE &
Ol

2F Y HTTPE S8 & Qe H

HTTPS
HTTPS Z2&EZ2= S8 & MHIAE M3E X HFE £FUC. OS2 IP EHE A2S =

Jtot HLE H1Eot0 XI& & LICH

AHEH Interface Option IP address/Mask Protocol Port Chain rule
Disable all Normal anywhere HTTPS H'PI'ZZS DROP
Enable all Normal anywhere HTTPS Hgﬁs ACCEPT

IP Z2HE 720 et TtAE WE2 35I1P ZEHES & X6HAIJ| BhE LI

Secure Protocol
HTTPS ZZ2E=S0M X332 &N Z2E=22 &FSLICH SSLv2, SSLv3, TLSvl & &dEIE ZI2
E20t X3 otAH & LICh

K

All ports
2= Aelg ZE & A LES HES MBE AN HEE £FELILL

=ItotoiLt HEoH X3 L.

[wl
alo
10
%
2]
o
o
1)
J
o
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&L EH Interface Option IP address/Mask Protocol Port Chain rule

Disable all Normal anywhere PORT All ports DROP

Enable all Normal anywhere PORT All ports ACCEPT
IP ZHY 7AW CHet XtAlst LHE2 35IP ZEHE=S & XIctAID| dHeLIC

Set all ports to
Port access menu® Al2lY TE L 223 TEZ HAS £ Q= TR2ESE HAELICt Telnet
P

L= SSHz H8EH TE MAhNA Bis 232 Port access menu protocol IHOHOIEI 2L Al2l

el
m
e
0

2 IZZEQ9| Host mode && = Protocol LI2I0IEHE Telnet &L= SSHZ HAEHLICH.
RawTCPZ & &HE®M Port access menu= HZGHA 20 Aldlg ZEQ F HZES AHDH
RawTCPZ HAELICI XHAIE LIS 4.2 Port access menu &&1 4.5.5 Host mode &&2 &
ZGHAID| BHELICE

Stealth mode
Stealth modeJt Enablez Z&&™, Z2I0IHED} X JoHK = ZEZ HZ2 AMEE B2 VTS

IO 2 HRoHK €10 SES otk E&sLIth

Enforce password complexity

9.7.2 Password Security 0l &2 & password complexity £ enable &XIE & &&LIC

Use user’s IP filtering rules

Ol £&0| Enable & VTSIl = AlAE HFH0| HAZOE vTSI 0l &&& IP filtering rule S
ANAEN HEZOHA ZSLICH AlEXt= 0l &2 Enable 6t CLI OA AISXH AAZ9 P
o A8 & = ABLICL 0l &FO0| Disable &I VTSI
dHE IP filtering rule € CtAl BE & LICL (VTS I OIA IP

=2
filteringrule €82 35IP ZE& S & XG6HAID| BHELICH

[=)

filtering rule 2 iptable Y& 2 0|25t
A

rr

ANAE 2&F0l ¢33 & [ Otch

9.7.2 Password Security

>_

0
:tr::I
[>
Jo
In
]
(]
i
oM
o
I
e
0
J2
o
W
0
o
C
)

.8 9-122 MARE AlFCIE 23 3t
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/ admin / security_prof / pwd_security

System security

Password security

Minimum password length (3-255): 3 |
Maximum password age (0 for disable): [] }
Enforce password complexity: Disable |

Enforce password history: Disable |

Enforce max password attempts:

[[]System admin [CJPort admin

[Jusers

Account lock up time (minutes, 0 for 0

unlimited): '

Key management

_J&' 9-12. Security profile — Password security

&% Jtsg mtet0led= o3 25U 0
Minimum password length

Maximum password age

Enforce password complexity

Enforce password history

Enforce max password attempts

Account lock up time

Minimum password length

HARE HBA HARKAES 2012 zAgts dEELICH
Maximum password age
HARE w&J12t2 HdF3ELICH 0 &J12t01 AUH IHAKE HBE WIX VTS 1l 010

HIgtE LICh.

Enforce password complexity

o
H
o

IHARIE AMES HNetot=0l AFZELICH Enable2 &&&EH IHAREE G352 £24s8 &
efLICY.

21010t =l A 8A+ 01&f0I0{0F &LICH

Jn
ob
2

1.

2. HOIE 8 X Olao| HRX, ARX, £X, S+2XE Tk LI
3. 6% 0l4o 2XHE 28 014 AFSEX 20H0F BLICH
4. HEE XL £XHE AHSEIX 20H0F BHLICH

5

AEX 0ISE E&

HA= et ELICH

ol

196



Enforce password history

HARAE HBAl O& 1002 HARAE TS0 A= WA= 2Xote WARAE AES Het
LI

Enforce max password attempts
MEX JEE2 HARE 23 Al 2

HASES =R Yot HY

MgterLith &8 AIEX 182 AFS X 38014
el Aot &8 2XIE FotIl &K VTS 1l 01Z0|

=
0t
=

MIgtE LIC.

Account lock up time
Enforce max password attempts 2SO0l 2ol AFZXtSl 0I=20] Het ZYS & 0l HEtol HE

ANZ2tE 2F gLICh 0 S Y=ot Al Metol fHetez =0 2t sa8 £XE

=

FotIdl MK HE AFE X2l VTS Il 01801 MStELICH © lock up Ol AIKEE AI2I2 €&2 A
X %2222 lock up O SHAIDOE EIX 22 AEHUA VTSI JF MAIE SICHH lock up A& Al
22 CHAl count T ELIC

9.8 Firmware Upgrade

Firmware= AlAE ZZ£, Telnet 2 L= & QHHOIAE Sdll 0SS &= JUSLICH MILE
2 AMOIEQ Ch22Z H Ol XI(http://www.sena.com/korean/support/downloads)0l Al &4 Z &lQ|
firmwareE Y 1Y 0IEE & £ JUSLICL VTSI 2EA S22 Firmware & 882 Us22
Y 0lEdt= Jls2 HSELICH automatic firmware and configuration 222 &8
e M Firmware2t &0 MZ22 HEQIX &0Qlst = HRoIH MZ2 HAE 2
&LICH 08 9-130 firmware upgrade & COIE{HOlA 3tHS LIEHHASLICEH

Firmware upgrade

§ admin / fw_upgrade

ﬂllﬂJ

pa

.

Select the new firmware binary file
This will take 15 minutes maxirunm

Location : Local machine

Local machine :
[ Upgrade ] [ Feseat ]

Automatic firmware and configuration upgrade at boot Dizakle

time :

Protocol :

UUse DHCP option for remote server and hash file
IP address of remote server :

Hash file name :

[ Save to flash ” Save & apply ][ Cancel ]

/& 9-13. Firmware upgrade
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http://www.sena.com/korean/support/downloads

s Sofl firmwareE & 0IEGIHT USS sGIYAIR
1. Firmware £ AMILI TI2ZE MOIEWA 22010 A
2. “Location”E “Local machine”’2@2 & &igrL|Ct
3. “HOIEII” HES 2ot U2 Firmware IS HEELICH
4. “Upgrade” HES &Gt S 0IE&LIC.
5 dI0IED 22X AIAR0l HREED HA A0l HEELICH

VTS 12| CFcardE OlEZdil €1el0l=s6t
1. “Location’S “CFcard’® &E&{gLIC
2. “----- Select File ----- “elAE SANM FirmwareE
3. “Upgrade” HES M85t 0= &LICH
4. S0IED 22 EH AlA

-

8Ol MREE S HE AtE0l M&ELIC.
VTS II2] USB storageE O|Edoll € cll0ISotd™H OS2 =oAL

1. “Location”S “USB storage’® I &{&FL|L}.

2. “---Select File -----“ 2|AE AWM FirmwareE SE&LICH
“Upgrade” HHEZ &SI 20| =& LICH
4. ZO0IED 22 EH AAEOl MEEED HA A0l RgELUH
AP Xt firmwareE & 0el0lE oD <o &2 = Al 2E2 ME56HH Y Telnet/SSH =
EHOlE o208 Z=080| Bt=Al Zmodem && Z=&E22 XI&A0H0F &LICEH Firmware
upgradedt TiHetE AMEX2 dEE U2 |SAELLCHL
ZE2 Soll FirmwareE 2 H01E6tHE S22 = &#GIAYAIL.
1. Firmware € ML} Ct22E& MOIENAM U222 E0H0H AFZ X2 PCOHl N & &HLIC
2. HOIE olgdiold T2 022 AI20l0d, Telnet/SSH = Al2lgd 25 ZEW &
SILICH (AMl2lg 25 ZES 0I2g IR 4Y0l 2 Zel22, Telnet £= SSHE
ArZ3otIIE AFZELICH)
8 9-141F 20| Firmware upgrade 0l=E SE4&HLICH
4, 8 9-151 20l XI&O0 et Zmodem Z=EZ22 AE5t0 firmware IS S
gLICt. CF card 2 USB storageE Sof 21d0/E dted®™ “Location”S “CF
Card’L} “USB storage”2 &85t mLHS LstH ELICH
5 0e0IEd 2= EH, AIAES MPEGSHH HE AIZ2S HEELIG

Sena VTSII login: admin

Password:

Welcome to VTSII-4800 configuration page
Current time : 09/06/2006 03:31:05 Serial No.

: v1.0.0
: 192.168.21.48

F/W Rev. : v1.0.1lrcl Bios Ver.
MAC addr. (eth0): 00-AA-95-AA-AA-AA IP addr. (eth0)
1. Network

2. Serial port
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Preparing for firmware upgrade. Wait a moment...

Now starting firmware upgrade...

Please log out and Do NOT access system.
Transfer firmware by zmodem using your terminal application.
** BO££000005b157

& 9-14. FZ/A/2/1g Z£Z 0/ firmware upgrade

=2 5 DB &

>

1. Local machine
2. CF Card
3. USB storage

SELECT= 1

! 22U

Firmware upgrade EM: C:#Documents and Settings®tleminttthdy

" It 0IE(F:
/admin/fw_upgrade/f [CiDocuments and Setingstleminthy Docom | f

ZZESE:
[Zmodem(IHA =7 745) ~

1. Location
2. Upgrade

[ 2hore | 2200 [ 3=

[hlelp, [slave, [alppT
COMMAND (Display HELP :
Do vou want to upgrade
Preparing for firmware
Mow starting firmware
Please log out and Do

s BLATTT,
helpl> 2
firmware? (v, n) @ v

upgrade. Wait a moment. ..

upgrade. ..

NOT access system.

[T Teboot

Transfer firmware by zmodem using vour terminal application.
*xBOf 00000050157

<

HE 0038 THE M

TCRAP MUK

& 9-15. Zmodem £ 0/&3&t firmware [}/& & Z (Hyper Terminal)

ISP S =
= =

M Firmware &

= [=]
dots Jlss MSEU

i

02
oy om
vo — mor

12

G dI0I=ctHLE AHEXDE Jote MIEE =2
Ct. Ol JIsS AtSotel®E AEXE US2

]
-
a

Automatic firmware and configuration upgrade at boot time

As He0le Jiss MEE X HRE 2 ELILH

Protocol

SBY0IES I FESAESR S4loh)] ol VISIDOE HE Z2E2S AMEE NE ZHELICHL

Use DHCP option for remote server and hash file

s 9OY0IEE I RREHE A SAES |IP =A% o4 TIIY 0|28 = YHE HAE
LICH. Yes2 &E&&H VTS 1I2] DHCP AN OISt DHCP SEUA 2 JASAE IP A2
o+ I 0|S= 0l206l], No2 3L S [P address of remote server2 Hash file name2l &
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2 0185t A= gdlole

U
1
0
oo
-
o

IP address of remote server
VTS 11JF a4 IHY, Firmware OI0IXl It & A& M= S| ol

ol IP F=AE ZFEULLL

&0l 0F of

Hash file name

AOHOIEE Firmware OI0IK DL &A 0O}

o
02
o
rr
%
i

e

SRS A me olss
VTS llE o+ M0 JIS= 22018, HES & vTs 112 220|8, Firmware d
O Zcl0lE0t 28X OtHXIE ZZ UL ofi¢l MY A2 s &sU

<TYPE>, <NAME>, <MODEL>, <VERSION>

C—
—

rr
o

[

<TYPE>,<NAME>, <Options for file uploading>,<Path to upload>

C—
—

<TYPE><COMMAND>

0JIM  <TYPE> - 1L:Firmware O|0|Xl 2:£& (1 byte)

<NAME> - Firmware O|0IXl Il = &A 029 0|8

<MODEL> - VTSII800, VTSII1600, VTSII3200, VTSII48005 2| VTSIl 22 0

<VERSION> - Firmware £= & 029 HA

Firmware O|0|lXI2 22 Firmware O|0IXl ISl &1t

HAloHOF othd, &HAHS ZS Firmware HAEDL S|A
AETL e HES | &LICF
<TYPE>-3:AMEX IIY H2E
<NAME>- 22C & T0IE
<Options to file uploading> - [F][X][X]U

te
@

IR
fr

T

: forced copy(remove if there is same file already)
X : uncompress the file to the specified location
Z : unzip the file to the specified location
U : default option for file uploading
<Path toupload>- CH& L0l E2E EHOHOF & ClE&Ee =2
<TYPE>-4: A EY Al
<COMMAND> - &laigt ¥

IR
ir

o

OS2 ol e HE 2HsLICH
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1,vtsII32.img,VTSII3200,v1.5.0
2,vtsII32.syscm,VTSII3200,v1.0.0
3,test_hash.tar, FXU, /mnt/flash
3,active detect.tar.gz,FXzU, /mnt/flash
4,mkdir /tmp/test

99CLI &F
Alelg Z&, Telnet/SSH &2 Z£S2 CLIO 221 I AtEX 215 HES AESLIT SN

VTS ll= Local, RADIUS server, RADIUS server — Local, Local - RADIUS server, RADIUS down —
Local, TACACS+ server, TACACS+ server — Local, Local - TACACS+ server, TACACS+ down — Local,

LDAP server, LDAP server — Local, Local - LDAP server, LDAP down — Local, Kerberos server,

=0
= —

Kerberos server — Local, Local - Kerberos server

for Linux)2 0|28t Ch KA LICH

Linux-PAM (Pluggable Authentication Modules

5t ol= gty =2

ol YOl Uit KHAISH HEE 4.5.10 Authentication &&= & XolAlDJ| Br&LICH

RADIUS, TACACS+ LDAP server, Kerberos S2| &2 215 MHPS 0|88 CLI 915 &-o &
R0l= A oS HAHO 2Joh ISE MR 22 AMAEXNN S5 T UK %S 20 HY
AEZXIF CLI B2A1 AIZ2E Shell Z208S €52 XA & £ USLICH

8 9-16= & QIHHIOIAE S8 CLlI &8 3Hg B0 SLIC

CLI configuration menuE 2& Al2t0] ZAE S AIZoHA HeH ZZNHE SIOEH
Timeout for CLI configuration menuE &3 % USLICH 022 HFEHH T30 SZ A
2 SLICH

ESt VTS Il 9 AlelZ 24 S8t CLI 22AI0E local 215 RS AIZ6IDX ols ER
0= Use CLI authentication method for serial console access &2 No 2 &% 5t &LICH

CLI configuration

/ admin / cli_conf
Authentication method: [RADIUS server v
First authentication server: r o
Second authentication server:
Shared secret:
Timeout (0-300 seconds): 110 1 second(s)
Retries (1-50 times): 5] time(s)
Shell program: fﬁisorrt access menu v |
Timeout for CLI configuration menu (0- o =] minutes
1440 minutes, 0 for unlimited): : : =
Use CLI authentication method for serial  [No
console access: = =

[ Savetoflash | Save &apply |[ Cancel |

J& 9-16.CLI &£&
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10: AIAEN S

VTS 119 & CQIHHOIAE AIAE SH EHS HMISEEULL ASXes AlA"E SH StES
ZHAGH VTS I o220 &S SAH C0olE USLICH UWERZ HHIOIA &
AMelg ZE SH&= link layer, lo, eth 2 Al2lg i 2 SHE LEHELICH IP, ICMP,
TCP % UDP SJMl= TCP/IP Z2&EZ22] 449 J|I2 4 RAS0H et A8 SHE LEFHLICH

iy
fo
o
gl_l
1

e

10.1 HIE® 3 2IHHIOIA (Network interfaces) S Al

UESRZR 2HHOIA EH= VTS 112 local loop back interface 21 lo & VTS 112 J|2 UWESRKA
OIE{HIOI A Q! eth0 TS D2 UWESRKZ CIHHOIA AFEE UEELIC

Network interfaces statistics

§ stats f network_interfaces
Interface o ethD ethil
Feceive Bytes ] 713912 ]
Packets 0 10647 0
Errors u] a u]
Crop ] ] ]
FIFO u] u] u]
Frame a u] a
Compressed 0 ] ]
Multicast 0 0 0
Transmit Bytes ] 155192 ]
Packets 0 303 0
Errors a u] a
Crop u] u] u]
FIFC ] ] ]
Frame ] ] ]
Compressed 0 ] u]
Multicast 0 0 0
& 10-1. LIEQ T CIHHEHOIA &H
10.2 Al2ld ZE SH
S, Baud rate &8 2 2 ELEQ| E AEE LIEILL

ANelg ZE SH= Aelg ZEQ AME

Ch.(Z :On @ : Off)
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Serial ports statistics

[ stats / serial_ports
Port Baud Rate Tx Rx RTS CTS DTR DSR cD
1 9600 0 0 2 o o o o
2 9600 0 0 o] o] O O o]
3 9600 0 0 & Q o) o o]
4 9600 0 0 Q Q Q@ Q Q
5 9600 1] 1] o o o o o
5] 9600 0 0 {6 ] Q (8] o Q
7 9600 1] 1] 9 o &) [&] o
8 9600 0 0 s Q (8] o Q
9 9600 0 0 o Q Q Qo Q
10 9600 1] 1] [ ] o &) [&] o
11 9600 0 0 s ] Q (8] o Q
12 9600 4] 4] o Q Q Q Q
37 9600 0 0 o] o] o o] o
38 9600 0 o 5] o = o o
39 9600 0 0 o] o o] o o]
40 9600 0 0 Q Q Q Q i+
41 Q600 0 0] - Q Q Q (8]
42 Q600 1] 0 (i o (8] o s
43 Q600 0 0] - Q Q Q Q
44 Q600 1] 0 (i o (8] o s
45 Q600 0 0] - Q Q Q Q
45 Q600 0 0] - Q Q Q (8]
a7 Q600 0 0] - Q Q Q Q
48 Q600 0 0] - Q Q Q (8]

& 10-2. A/2/g ZE

0
K

10.31P S

IP S StH2 IP Z2EZS AISotH M2/AZ0 et o8 S2E MSELIC

A& = 202t metoleol et E2 & £d82 sy €sUbt
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IP statistics

fstats fip

Forwarding
DefaultTTL
InReceives
InHdrErrars
InaddrErrors
ForwDatagrams
InUnknownProtos
InDiscard
InDelivers
OutRequests
OutDiscards
OutMoRoutes
ReasmTimeout
ReasmReqds
ReasmOks
ReasmFails
FragOks
FragFails
FragCreates

O

oOoOoooooO

Forwarding:

IP forwardingOl Enable &= Disable &Ei2IX| (&

DefaultTTL :
JI& TTL(Time To Live)
InReceives :

=AE oI =

InHdrErrors :

oltd @FJF JACHD ==&l OloIHI&2

InAddrErrors :

T4 QFIF JACHD =4 HOIHOES

ForwDatagrams :
Forwarding & GIOIE &S| =
InUnknownProtos :
QINGIX &1 L= XNJEX L2
Ol el ==
InDiscard :
T2EES &9 8 2Mes 2H5X
S IP HOolIeHH3e =
InDelivers :
dEgE =4 dolgHOde =

OutRequests :

HEGHES QBE £5 HO0IEHIAZE == Forwarding & CI0OIEI 82 == X<

OutDiscards :
SAE =3 Holg e =

OutNoRoutes :

A

.

A

.
TZ2ES0|7]
HpAXCH 2
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. Olgd Hiole e

oF

2 ol

destination IP =20 M&6H0| g 2201 ALK &
HOI M=&LICH
ReasmTimeout :
OO0 LRI &8 =, LIXl OOIH2#=0l S&olotcteE dd& Al 82IF oY
[2H0l =&otX @2 E<, UoeHd8=2 HIl M=228
ReasmReqds :
M40 228 OIOIHOES] =

ReasmOKs :
HA2XMOZ M= OO &

ReasmFails :
M= £~ Qe OOolEe 2

FragOKs :
H43H 22 fragmentation & OOl Q&2

FragFails :
fragmentation & I§St GI0IE &2
FragCreates :
MHE fragment =
10.4 ICMP &
ICMP S StH2 ICMP ZZ2EZ2 AHE SH E2E MIgLICH 2 mtetolgel Ee 2 &9
2 su 25Ut

InMsgs, OutMsgs :
248 L= MsE HAIX &

InErrors, OutErrors :

InDestUnreachs, OutDestUnreachs :
= L= MEE SHXON ZE6tA =8 HAIXIS %=

HIAIXIS) ==

InTimeExcds, OutTimeExcds
time-to-live(TTL)E Z=1ot= 4 = d&E
InParmProbs, OutParmProbs
=6 = dEE HAIX S O20IEl 2LFIF ZAS HIAIXS =
InSrcQuenchs, OutSrcQuenchs :
=4l = 8EE AA Quench HIAIXIS ==
InRedirects, OutRedirects
£ &= M&&Z= Redirection HIAIXIS =
206
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InEchos, OutEchos :

NEchoReps, OutEchoReps :

Sl L= 4E echo SE2

echo @& 9

InTimestamps, OutTimestamps :

=48 = MEE time-stamp & 2

InTimestampReps, OutTimestampReps :

cC

A
_I_/I\_l_l_

rr

N =&

o T

InAddrMasks, OutAddrMasks :

cC

A
_I_/I\_l_l_

rr

=

time-stamp S& 2l

HEE =4 OtA3S =
InAddrMaskReps, OutAddrMaskReps :

=8 £ dEE =4 0tA3 S =

ICMP statistics

§ stats { icmp

InMs=gs

InErrars
InDestUnreachs
InTimeExrcds
InParmProbs
InsrcQuenchs
InRedirects
InEchos
InEchoReps
InTimestamps
InTimestampReps
InaddrMasks
InaddrMaskReps
COutMsgs
OutErrors
CutDestUnreachs
OutTimeExcds
OutParmProbs
QutSreQuenchs
CutRedirects
OutEchos
OutEchoReps
QwtTimestamps
OutTimestampReps
outaddriMasks
outaddraskReps

o w1 O S o e e Y -

10.5 TCP

SA

& 10-4. ICMP &ttf
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RtoAlgorithm :

ME =92l retransmission time-out (RTO) 2 12I&. MA
JHE.
0 : CONSTANT - Constant Time-out
1: RSRE - MIL-STD-1778 Appendix B
2: VANJ - Van Jacobson's Algorithm
3: OTHER - Other
RtoMin :
Z 4 RTO gt (ms).
RtoMax :

ZI RTO gt (ms)
MaxConn :

Z0 22 NE =
ActiveOpens :

== X0
o

O T

24
=2

e

10
4
or
O
Jd
e
e
Uy
ro
w

PassiveOpens :
=SHOl HZFO = =ZHQl HE2 AHS H=2.
AttemptFails :
AlTHS A& AW st =
EstabResets :
MeEe=z Hde& HZo =+
CurrEstab :

N Aels

SAEE HE =
InSegs :
=4I E segment ==
OutSegs :
HMEE segment &=, MESE segment= Z&T X A3,
RetransSegs :
MESE MIHE =
RetransSegs :
MEESE MOBE = 2F2 i+
OutRsts :

Reset Sci1Jt &850 dE5=E MIAHES =+

208

ScH0IHES FL.

Ok
ne

kJ

Ol
ro

0l0

10

3
OfH

ol

U



TCP statistics

/ stats ftop
Rtoalgorithm )
RtalMin 2o
RtaMax 00
MaxConn 429409672935
Activedpens :
Passivelpens ca
AttemptFails :
EstabResets o
CurrEstab -
InSegs S
OutSeqgs ool
Retrans5egs i
InErrs ;
OutRsts :

78/ 10-5. TCP &'

10.6 UDP S}

letOlElS] Mo w soie

C
@)
o
0z
o
tol
=
o
C
W)
o
I5]
Hu
HM
K
10
>
0t
Om
=
0%
HI
i
é
0
o
C
Q
N
=l

InDatagrams :
=4E Oolgage =+
NoPorts :
NEE ZEJ RS6HA &0 HII M2 =& OO =
InErrors :
=HE 2F HOoIHO#Y =
OutDatagrams :
HMEE OOoIHO"gY =

UDP statistics

/ stats f udp

InDatagrams
MoPorts
InErrors
OutDatagrams

o I T

7&/ 10-6. UDP &£/
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11: CLI QU A

11.1 A&

root £= System admin 2 AIA® 25
ZZE HWEeel QIHHOIACL)N E% &
YPZS SO0 VTS II AHE 2 Alotl, &%
scriptE€ A dolH ¥ SAEZRH WS
VTS lle LS ZHAl HZ2lA HD/E = JUESE /usr2

Ch. AbEXH S2H0IA, AL A= XH&I0I MIZEH shell scriptE e = UM, Hdst T2NHE

.

PN
root AlEXt= AlAE 2L £ = Telnet/SSH ScCt0IHEE AIESIN CLI O 858 & UASLICH
System admin2 CLI0 HM&teE #etsS JtNLD 858 = UASLICHL
root AFEX2| Telnet EA/AICIE £ HZS HMetotel® /etc/pam.d/login IO U= OF
H ES FIICHAAIRL.
auth requisite pam securetty.so

root AFEX2| SSH E2Z/Al2lg 25 HE S MEotHAH /etc/ssh/sshd _config It
Ot &S B oY AIL.

#PermitRootLogin yes => PermitRootLogin no.

?12l 282 SSH tl=0l HEol)| ?loh ThS2 BES HAoIYAL.

o
==
$0
rr

[root@loclahost ~] killall -HUP sshd

AAE 2EN CHOILo REE2 HZGI 28 HE£2 Soll CLIN &858 =5 JASLICHE 0] JIs
2 0|26, 11.8 ZEE 0/85/0f Al2/g ZZ0f FZ5/7/2 20| rc.user U2 £8E =
ANAES THEE ol HAE es BtHalior st

11.2 EdAl 24

VTS Il W8 ZcHAl= OteHe EQF 20| RAELICH AFE2X= Mtdblock50 XNKREHN B8 £
A=, Ol /usr20l OI2EZN USLICH MEX= /ete, /var ¥ /temp WEN E2E =
USLICH MHEEs = 0lad W0 S=5] 8206t A2 VISIIN &= =X LSLICH defLt
org Ol 822 ol saveconf Y2 AMSICIH, &8 OIS HE e

sH
of HEZH LI [MetM, &
N

=
12 4 UBLICL Ho F2, VTS 1D =S

o on N
24 A 2
5
=

[E
oy
ij
e
<
_|
wm
N
1)
(=
In
ol
Jz
g'j
pl
5

el
ujo



4>
i
o

AUSLICH

=5 =8 OI2E XN3& 3J|(KB)

MtdblockO Bootloader none 384

Mtdblock1 Kernel none 2048
Mtdblock?2 g ClA3 0l0/1XI(7.5MB) letc, /home, /tmp, /var 256

Mtdblock3 CRAMFS (317 &2 / 30080
Mtdblock4 CRAMFS (317 &2 lopt 16384
Mtdblock5 JFFS2 (R/W) lusr2 16384
= 65536

Note : CLIOIAl mount &= dd Y | mtdblockOl &E2GHX OF& Al

2.VTS I #S6HA @2 =5 UsLICHL

o
=)
o M
>
0l
ol
2
N
N
|0

11.3 XI& &= Linux SE¢CIE|

11.3.1 Shell ¥ Shell K€ 2lEl:

sh, ash, bash, echo, env, false, grep, more, sed, which, pwd

11.32 0t & ClAa3 RElE:
ls, cp, mv, rm, mkdir, rmdir, 1n, mknod, chmod, touch, sync,
gunzip, gzip, zcat, tar, dd, df, du, find, cat, vi, tail,

mkdosfs, mke2fs, e2fsck, fsck, mount, umount, scp

11.3.3 AIAE SECCIE:

date, free, hostname, sleep, stty, uname, reset,

insmod, rmmod, lsmod, modprobe,

kill, killall, ps, halt, shutdown, poweroff, reboot, telinit, init,

useradd, userdel, usermod, whoami, who, passwd, id, su

11.34 U ER3 RECCIEl:
ifconfig, iptables, route, telnet, ftp, ssh, ping

11.4 CLI &E=51D|

11.4.1root &2 CLI &8&31D|
ANAE B
1) PCQO Al2l¥ ZEQ VTSI
2) PCE HOlZ 0
3) PCOl Al2lg =

rH
72
Hl
Im
i
L%

M
ol
c
aQ



4) <enter>E S=SLICtH

5) VTSIlroot HES=2 2 0QI8LICH.
Telnet/SSH 2=

1)

2)

telnet VTSII ip address or

ssh root@VTSII ip address

11.4.2 System admin 22 CLI E%06H)|

System admin & &

1) &= & System administration > Users administration

2) [Add user] £ = [Edit user]

3) & E = System admin

4) shell Z2 )8 =CLI

5) [Add] £ = [Submit]

6) System admin 22 ZTQI5IH, Alelg 2% L= SSH/Telnet 201 EX&LICH

11.5CLIg VTSIl &3 B&o|

=
1) VTISll= 28 Al, /home/config/cnf.tar.gz WS /tmp/cnf/ Ol S EH HE
&tLICH.
2) MEXIF EES BEOY, /tmp/cenf/ Ol Jys MES2 WES BHZotH LT
3) AEX0F &AM [Save to flash], == CLI W2 saveconf HHS 0/E0lH, 8482 X
dote 2, VIS lle HAE M2YE=Z2 /home/config/cnf.tar.gz & CHAl =&
Ct.
1152 CLIOIN && BHE &Y
CLIOIM VTS 112 8&EE HEoHAY, 8AE J|Bto] Bl 4% |RECIEIQ configmenu & A
StHLE G 201 =322 SFELICH
1) vi ZHS A2ol e 48 mMEsS HEELICH
(B3 It 2 Metoleol et XAs 822 25 D: VTSI &F 12 EA5HMR)
2) saveconf RECIEIE MEd £F LS Scisl HIZelol HEELICH
3) applyconf RECIEIE AEo 2 HE MES ANAEHW HEELICH
[root@Sena VTSTI ~]# configmenu

or

[root@Sena VTSII
[root@Sena VTSII
[root@Sena VTSII
[root@Sena VTSII

~]# cd /tmp/cnf
cnfl# vi ports/portl/portinfo.cnf
cnfl# saveconf
cnfl# applyconf
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11.6 AtZ Xt Script Aol

Shell script /usr2/rc.userz& VTS IIJt REEIH U522 SEL

=
W
iz
‘:

ICt. AFZ2 X = AHE

A 8O script £= &8 T2 )8s M6t A rc.user WESE =3 &= USLICL

11.7 File 8&

AZXe IE dE5S ol ftp Zc0I¢E Z2"8s AE2g = UD Z2H

mlo
[w
Mo
n<
=]

HA
o

FAFEXE scp 2Cl0IHE ZZ2 )= 01260 Encrypt & &HZE IIEES SAE = US

Ct. AbEXH2l PC OlA VTS 11(192.168.0.120)0l = S& WL S SAtotd o= FR0
2 8= MEX PCOUIA &8 Al =% ELICHL

my
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o
=
00
ol
L=
=

11.8 28

t. /usr2/rc.user

g
I =0t ELICH

echo 9600 > /var/run/mgetty.console

041 Al 96002 A2l EEQF DEIO| baudrate & LILCH

US Robotics 2&s1t 201 €2 2HUAsE G52 AJEEE FItoi O

echo “9600 &F&B1”> /var/run/mgetty.console
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S5 A H

2
=

A.1 Ethernet Pin out

VTS Il= AT&T 258 AAS =6t HUYEQ E= Ethernet HYEE AIZELICH E A-12
e 9 AM MAE B SLICL
1 &
& A-1RJ45 FHEE/S E HYX/
Z A-1Ethernet& RJ45 FHE LS & g5
&l a9 P,
1 T+ M) Bl
2 Tx- B
3 Rx+ =AM B
4 NC = M
5 NC T
6 Rx- = AH
7 NC 2 AL S| AH
8 NC ZH A
A232% Y Al2lg ZE Pinout
VTS lle & 2 Aldlg ZE & RJ45 HYHE AMZEELUC Al2lg ZES RJI45 HUYES H
NE2 HE A20 QLT JASLICH 2 TZdle Al2g S8 430 2 JIs0l UASLICH
Z A-2 A2/ HZEEZ RJIAS F/EE E &
o e
1 CTS
2 DSR
3 RxD
4 GND
5 DCD
6 TxD
7 DTR
8 RTS
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A3 70l CiOI01 O™

X Alglg ZE ¥ =E
Cisco &H| 2 Z/Ethernet H 0|2
RJ45
Nortel & H| DB9 male¥ 2 Z/Ethernet H 0|12

JIEt DB9 DTE ZEXI

+ RJ45-DB9F cross-over (i 2 E

Sun Sparc AfH

JIEt DB25 DTE EX

DB25 female&

2 Z£/Ethernet 30| S

+ RJ45-DB25M cross-over O & £

Al2lg Zelg DB25 male& 2Z£/Ethernet H 0| S
DB25 DTE & X| + RJ45-DB25F cross-over 01 &4 H
24 DB25 male¥ 2 Z/Ethernet H 0|2

ISDN EI0IE O &H

+ RJ45-DB25M straight O & &
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RJ45-DB9 female adapter

Using RJ45 to DB9(Female) Cross-over Cable

Description (RJ45) | Internal Cable Color RJ45 Pin No. DB9 Pin No. Description (DB9)
CTS Blue 1 > 7 RTS
DSR Orange —> 2 > 4 DTR
RXD Black 3 i 3 TXD
GND Red 4 > 5 GND
DCD Green - 5 1 < DCD
TXD Yellow 6 > 2 RXD
DTR Brown 7 Al 6 <= DSR
RTS White 8 1> 8 CTS

RJ45-DB25 female adapter

Z= H0l2 +RJ45-DBI9F (1 H

Using RJ45 to DB25(Female) Cross-over Cable

Description (RJ45) | Internal Cable Color RJ45 Pin No. DB25 Pin No. Description (DB25)
CTS Blue 1 > 4 RTS
DSR Orange —> 2 > 20 DTR
RXD Black 3 A 2 TXD
GND Red 4 Al 7 GND
DCD Green - 5 8 < DCD
TXD Yellow 6 > 3 RXD
DTR Brown 7 A e o 6 < DSR
RTS White 8 o 5 CTS
RJ45-DB25 male adapter
Using RJ45 to DB25(Male) Cross-over Cable
Description (RJ45) | Internal Cable Color RJ45 Pin No. DB25 Pin No. Description (DB25)
CTS Blue 1 > 4 RTS
DSR Orange —> 2 > 20 DTR
RXD Black 3 A 2 TXD
GND Red 4 Al 7 GND
DCD Green - 5 8 < DCD
TXD Yellow 6 > 3 RXD
DTR Brown 7 A e o 6 < DSR
RTS White 8 o 5 CTS
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RJ45-DB25 male adapter

Using RJ45 to DB25(Male) Straight Cable

Description (RJ45) | Internal Cable Color RJ45 Pin No. DB25 Pin No. Description (DB25)
CTS Blue 1 > 5 CTS
DSR Orange 2 > 6 DSR
RXD Black 3 i 3 RXD
GND Red 4 > 7 GND
DCD Green 5 > 8 DCD
TXD Yellow 6 > 2 TXD
DTR Brown 7 Al 20 DTR
RTS White 8 > 4 RTS

D Z = H0lE + RJ45-DB25F/IM O{E8H
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£E B: VIS IIJt XI&dt= PC 3=

VTSIl AlelE2= 082 PC tEE X & U

# B-1 L/IEFF FIE

Mz S 24 0|8 VTS Il Probe 22 0|8 3
3COM 3CXES89ET-AP 3Com Megahertz 589E 10 Mbps LAN JtE
TP/BNC LAN PC Card
Linksys Linksys EtherFast 10/100 Linksys EtherFast 10/100 10/100 Mbps LAN Jt&
Integrated PC Card Integrated PC Card
(PCM100) (PCM100) Ver 1.0
Netgear 16bit PCMCIA Notebook Adapter NETGEAR FA411 Fast 10/100 Mbps LAN card
FA411 Ethernet
H# B2 24 HEFT
= A 24 0|8 VTS Il Probe 22! 0|5 3
# B-3 ATA/IDE Fixed Disk Card
= A 24 0|8 VTS Il Probe 22! 0|5 3
Advantech CompactFlash CF 48M 48 MB N& 2t=
SanDisk SDP series SunDisk SDP 5/3 0.6 64 MB HZ JtE
SanDisk SDP series SanDisk SDP 5/3 0.6 256 MB Storage card
Kingston CompactFlash Storage Card TOSHIBA THNCF064MAA 64 MB MZ& ItE
Viking CompactFlash TOSHIBA THNCF064MBA 64 MB MZ ItE
# B-4HDD Ft&
MZE S 29 0|8 VTS Il Probe 2 0|& 3
Toshiba MK5002MPL Type Il PC card 5GB HDD
# B-5 A/lc/lg 28 FI=
MZE S 29 0|8 VTS Il Probe 2 0|& 3
S}f’s'l'e'?:;(’lﬂc FMS56C series 56KFaZI\CA'c\>AdCzSeI§lEI\A/|§gc-NFS F:Qﬂg”ég&t?c\@fg
Viking PC Card Modem 56K Viking V.90 K56flex 021 A MODEM PC Jt&
KINGMAX KIT PCMCIA 56K s6K ﬁéRDRE2@§Sﬁ'§56XX V.90 FAXIMODEN PC 31
U.S. Robotics USRO0756-XJ/USR0756-CB 56K Fax/Modem 2t&
3COM 3CXM576/3CCM576 56K Fax/Modem 2t&
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£5 C: VTS IIJt XI&8t= USB EX

VTSIl Al2l2E= OS2 usB &XIE XI& LIt

HC1 24 HWEFF JFIE
MNZE A 24 08 VTS Il Probe 22 0I5 73
Linksys WUSBF54G ZyDAS USB2.0 WLAN 802.11b/g USB2.0
TRENDNET TEW429UB ZyDAS USB2.0 WLAN 802.11b/g USB2.0
AIRLINK AWLL3026 ZyDAS USB2.0 WLAN 802.11b/g USB2.0
IOGEAR GWU523 ZyDAS USB2.0 WLAN 802.11b/g USB2.0
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S=Dp: VTSI 43 Iy

4N

Web Ul £= Z& Ul € Sot0d &= VTS 119 ZFgts2 VTS 112 /tmp/cnf CIZEC 0
gAl SR&-= AN MESt2 flash OIZ22/40 MEELLCL Ul &0lA

22 AMAIIIAHUL CLI HOA saveconf HHEZS AHMAIIIHEYH /tmp/cnf CIHEL]
at

/tmp/cnf CAELNE USY €2 o9l CHESIS0l EMotH

=

.Ss bin cluster etc ports power sys

2 A& MEEEsE €882 WE2 H D-11 &sLICh

HZD-1VTsll &% fge 74

430y
Cla&Ee] &9
otel Cla&Eel
.ssh AMEXES| ssh publickey M& Cl&EE2]
bin active_detect Active automatic detection Ol AtE &= script I
passive_detect Passive automatic detection 0l At& &l= script It
rportcon Remote Port connection 0l AtZ &Zl= script T+
cluster cluster.cnf master cluster unit 2| && It
unitxx.cnf slave cluser unit xx 2| && U+
etc client.pem Client 21Z& It
interfaces HERZa &3 ItY
passwd Password It
snmpd.conf SNMP & & Tt
dhcpcd.opt DHCP =& &3 It
ip6tables.save ppp | IPv6 T3 ZH &3 Tt
sshd_config PPP z2tad &&F (ClH&EC
group SSH U= &€& W
iptables.save Group It
resolv.conf IPv4 THZ! EH &3 It
syslog-ng.conf Name server & & I+
hostname Syslog-ng MHIA &8 W
nsswitch.conf Hostname & & It
server.pem Name Service Switch & & I}
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timezone Client 213 It
hosts AMAE Timezone &% I+
pam.d SAE Name &% It
shadow PAM 28 &3 (lH&e
xinetd.d Shadow password I}
Extendted internet service daemon &% (| &Ee|
ports allports Aelg ZE B8 €3 Ca&Ee
master.cnf OlAH ZE &3 1t
portxx AMelg ZE xx 88 CE&El]
rport.default SIREXZE D2 4% I
power power.cnf I =% £38 mte
sys autobk.cnf s 48 My 45 Mt
cliauth.cnf CLl oI5 &3 It
modem.cnf & 28 43 ot
pccard.cnf PCCARD && It
syslog-ng.cnf Syslog-ng MBIA &8 OH

autofwup.cnf

datetime.cnf
network

security.cnf

system.cnf

XS Firmware Upgrade & & IHed
dR/AIZE &F T

HERE £3 2& CHEe

N
Iz
0
E_I
0

Security 2

}\IﬁE-II t:ﬂ_J'k_ SIS H}OI

(=]
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= . =

SEE X AN LE BS
LE Ho= S 22 3JHA 82 & 2H& X E(Well Known Port), SE I E(registered
port), =& (Dynamic) L£= AtE ELE(private port)! LiE =% USLICH & LA LEE=
0~1023B1tXl OI0, 0101 SSEE ZE= 10242H 491510HK12 ZELILL S8 L AlS
EZE = 491522 F 655357HK12] LEQLICH

& 2HE EEEZ= IANAJL KIEE 222 M, HRE2 AMAHUAE AIAE ZZHAL SE3
SIOIEl APESXDF AEst T2 20 QoA A EE &= USLICH E E-12 & 2HA ZE HS
Fo 225 BHELILL XAS LHE2 IANA ZIAIOIEE YE0HAID| HH&LICH

http://www.iana.org/assignments/port-numbers

H E-1 & &2/~ port number

Port number Protocol TCP/UDP
21 FTP (File Transfer Protocol) TCP
22 SSH (Secure SHell) TCP
23 Telnet TCP
25 SMTP (Simple Mail Transfer Protocol) TCP
37 Time TCP, UDP
39 RLP (Resource Location Protocol) UDP
49 TACACS, TACACS+ UDP
53 DNS UDP
67 BOOTP server UDP
68 BOOTP client UDP
69 TFTP UDP
70 Gopher TCP
79 Finger TCP
80 HTTP TCP
110 POP3 TCP
119 NNTP (Network News Transfer Protocol) TCP

161/162 SNMP UDP
443 HTTPS TCP
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SZ2F: Bios Ol Z2313 o

=

Bios b= HI& Al, S+ SE2Z VTS IIE =+c6tl AAE GtEANE dHols &
MSZ&LICH VTS II ZXI0l 830l S=2& = 3x% OlUHU AFZXIt <ESC> JI1E +2H, bios
Z2ds gdEg = JASLULL 0 His ZE20H822H, MEXeE st AIAE Hteto|
23g = YL, o=/ AL HAE & Firmware Zd01EE =g = UAsSLICH

u
o

Bios Ol ZZ2 80 S0tHE, AlEXte 18 F-10 €2 HOoXKE = = U

m
20
g

& F-1Bios /o ZZ &S o M & OIX
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F3RTC €& N

RTC €& HIwE AIS

=

& F-2Bios /= ZZ£J& LS9 RTC &&

F.4 olESI0 EHIAE O

F4.1HAE &3

A E
Q
=pL

Ct

N
ot

2RI HIAE OIS AFSoHH

=
= O
oro
=ET

One time

SOZM, AEX= VTSIS AAE AZS 2

ot=qIo +4
2 3JtA2 of=R0 HAE 2201 JASLICH

Looping(without External test in Auto test)

Looping(with External test in Auto test)
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>_

tEXJF One time £= Looping(with External test in Auto test) 25EE MHE85t=s 32, 3
A

SAEMH IP =A)29 Ping HAES UART HAE(E ZHZw% HAE U Q8 3
2ou HAE) DE HASEWUE AT HAE 2 2 MAI)E Zatsts A HAED
ST,

One time &S = Looping(with External test in Auto test) 2% HAEE £85I A=
Ol EEO0 LAN OIS, Alelg ZEN ==X J0l2, 2EEEN Mt etelol 2=

1A E0f UOIOF BELICH
TE O SUE WESD A0 MM IP 2 HFG0 U IP 9 22 FAE JINE SAED
ETSI010F BLICL O MH IPS JI2HO=2 1921680128 2 &ET0 UM, Firmware

Upgrade OI=0AM BHEE &= USLICH
Qe HAEE ER RN M3 ZIIE AMESH0 1 S22 MG R0 BFEAl EF3
[mm)}

4 [==}
2o gl 2850 JAO00oF LT BN 28l S = Hardware test Bll=2l ot Ol 7=
2

AMEZXIE Looping(with External test in Auto test)2E5E& &E4
CHOHAM G HIAEES +&otIl 20 VTSI KIS AHoI=S HZ S0I&

|
x
ul
Qﬂ
rr
oY
10
>
n
Lo
i
10
yal
pal
2

F42 HAE 2E 2 U= 2AE

Ot=RI0 HAE HmlMeE 2 74 XS0 e HAES =88 = UASLICH

Select menu

0. Test Mode - One time
1. Auto test

2. DRAM test

3. FLASH test

4. EEPROM test

5. UART test

6. USB test

7. Ethernet test

8. LED test

9. PC card test

10. Power test

11. Modem test

12. Summary for result
<ESC> Back, <ENTER> Refresh

JE& F-3 3/=5/0/ HAE 0+~(Dual Power / Modem)

Select menu
0. Test Mode - One time
1. Auto test
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JE F-4 6l=5/0/ HAE [~Dual Power)

& F-5 /=580 HAE O#(Single Power)

JE& F-6 6/=F/0/ HAE [~(Single Power / Modem)

AEXIE One time HAE REE HE6HH, 2F SIS0 1 XS0 Uotod & stEo

HAERH =&ELICE 0 REUANE AR SAE FHIZS ping HAE 2 2% UART

o

AE



28 HAEES Zgst 2= HAED =dFLICH

<ctrl+ce> I|E

Im
Ho
In
I
x
e
ol
_FE

MEXEIF Looping(without External test in Auto test) HIA
SEWIMX 2 Sl=H X st HAEI FIO|Mez Bt ASELICH. D2l 0l
LElME AR SAEKMB IP F=A)E2 Ping HAE, 212 UART HIAE, target 220 St

W3 @& HASE SR FBUL

un

AMEZXIE Looping(without External test in Auto test) HHAE ZEE HEIGHH <ctrl+c> I

FERIO X0 et HAED FIHez gt Mgl

FEMWMNA 2t 5

0 LENN=E AR SAE ZUIZQ ping HHAE L 22 UART HIAE, 28 HAEES ZEst
2= HAEE #="gLIth

2212 HIAE ZE== Hardware Test Ul=0ilA 0BIE HEIEZM AIEE =+ USLICH
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JE F-7 HAE 22 HF

F.4.3 Xt& EHIAE(Auto test)

Hareware Test HlI=0A 1HS AHEs5IH ZE SIS A EX0 st HAEI HsSEHOR

w=HE U Ch.
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JZ& F-8 olEFI0 & HIA E(Auto test) Z ZH(One time)

2t X0l CHotxd AFEXt= <ESC> J|E AMEGSHH HIAEESE 214 &2 = UsUICH




J& F-9 olERI0/ AtE H/ A E(Auto test) (Skipped)

looping 2E0IA Auto testE #&dt= S0l SI=EA0 XA Fail0l Za5tH, AHS0IE H
AEDJF ZXNELILCH £ otERAN HAEN 01401 USS Led=I] ?AGtH FINDME LEDIF &S
ELICH AFZ X0 Bl HIOIXIZ S0tedl) 8O <ctrl+c>IIE = 0FEH SLICH

0l =0l Hardware TestH Ol XI0{lAl Summery for Test resultE SME3I0] O|&0 U= EXE

&= ASLICH

|‘0II

I
©

o
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& F-10 /A E Z 4 = 2(looping test mode)

F.443lE901 EXE2 BHAE

Hardware Test Bl =0kl HIAEESE &ots X0 e HSE HEHotH 2t ZX0 et SEHel

HIAEDL s=>E LT
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J& F-11UART HAE




Select menu

1. Phone number to dial [213]
2. Start modem test

<ESC> Back, <ENTER> Refresh

J& F-12 ZE&(Modem) H/AE
F.5 Firmware upgrade 0%

MEXI= Firmware upgrade H=0A 2 VIS II U Y 0IEE +=#E £ USLICH B

O Zc0lEE ot &0, AAESXts B Ol HOIXKIOA S HEGHA S BANH HES

Select menu

. RTC configuration [ Feb 09 2006 - 15:31:09 ]
Hardware test

Firmware upgrade [S/W Version : v1.0.0]
Exit and boot from flash

Exit and boot from flash in emergency mode

. Exit and reboot

<ESC> Back, <ENTER> Refresh

J& F-13 870/ ZI40/= Hl7 &5

VTS lIE B0 ZOH01EE RA6t0 2K Z2E2S XA ESLICH

Z)| HdF¥E DZ=EZS2 DHCP #&ES <8 BOOTP YLICL. AFEX= 01 20 Firmwave
upgrade OI=0IA 18IS HEIGIH Z2ESS HEE = UASLUILCH 0 H=HMAM TFTPE &&ist
CtH, AF2Xt= Firmwave upgrade Hl=0lA 2HES 860 BIE Al VIS I R0 s IPE &
SoioF &fLICH =D IP HEdlA= 192.168.161.52 & & &

AMNEX= Firmware upgrade HI50HA 78HE H8I6IH, EHANH SIHOIEE SAl =8 = U
SLICH B EH0IEE SHEN =83dt)| foiAd= Server’s IP addresst A E&&8E IPE
JIXl= MBI Firmware File NameOlA &

ot04OF &LICH

0
m
=
ne
L=
o
o
AS]
Pa
rr
i
0
=)
=]
e
o
o
|
=
Iy
=

grof 28BSl olds! CQIEHOIAE OlZ8ot0d BRAOK Yd0=E =g B, Firmware
upgrade HI=0lA 481 HEGHH OIGY CIEHHOIAE HEH
(ETHERNET1 -> ETHERNET2 2 £1&)
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Select menu

1. Protocol [BOOTP]

2. IP address assigned to Ethernet interface [192.168.161.5]
3. Server's IP address [192.168.0.128]

4. Default Ethernet interface [ETHERNET1]

5. Firmware File Name [pp.bin]

6. Auto firmware Upgrade on next boot [OFF]

7. Start firmware upgrade

<ESC> Back, <ENTER> Refresh

————— > 1

Select protocol ( 1 = BOOTP, 2 = TFTP) 2

Select menu

Protocol [TFTP]

IP address assigned to Ethernet interface [192.168.161.5]
Server's IP address [192.168.0.128]

Default Ethernet interface [ETHERNETI1]

Firmware File Name [pp.bin]

Auto firmware Upgrade on next boot [OFF]

Start firmware upgrade

<ESC> Back, <ENTER> Refresh

\10\0’1»&0\)[\)!—‘

T F-14 EF0/ ZT30IE Ny (ESEZ HE)

Select menu

Protocol [BOOTP]

IP address assigned to Ethernet interface [192.168.161.5]
Server's IP address [192.168.0.128]

Default Ethernet interface [ETHERNETI1]

Firmware File Name [pp.bin]

Auto firmware Upgrade on next boot [OFF]

Start firmware upgrade

<ESC> Back, <ENTER> Refresh

\10‘\LJ'I>J>LA)M|—'

Select default Ethernet interface(l = Ethernetl, 2 = Ethernet2) : 2

& F-15 Z7/0/ &I40/= O (0% CIE B0/ &5

MEXE Firmware upgrade UlI=0M 681 &E6Id Auto firmware Upgrade on next bootE
&3 g £ USLICH Auto firmware Upgrade on next boot HI=0lA 1HE HE5I0 ON2Z &
ZetChH, BRI SOdI0IEE SAl 3SR £, O3 SEA =E ALLICH Btk AAZ XL

Auto firmware upgrade on next boot &2 ON2Z AFIIU2LE, RFEHAl A4S BN L4l
0IEE £8GtXl LIIE JsHCHH VTS 112 ®& 0| 217} (cold booting,warm booting)El £ 3% 20|
<ESC> € =20 ELUICH ded® vIS e E0dIOIEE ="otA 210 Mo Hs2 SHILAH &
LICk.

i

=X

ol

Ol M Auto firmware upgrade on next boot2] &2 ON AHEH D e, o ol 28
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AN s SH01EE 26K 2=C0H Auto firmware upgrade on next bootl A 2HE & &
H¥E OFFZ2 &XFot00F &LIC
oo

tOd

o]

E|
S

ok Auto firmware upgrade on next bootO| &8 I UCHH, BN LH0E2 &5 02
et= €5 = Auto firmware upgrade on next boot &&82 OFF2 HIAELICH M O2 2
SHEe dAXFQ 28 WdES 850 LI

= YdI0IED Aot E ER, VTISlie Ead8eg REHEX
= MK Z20ds X AIZLUCL 0 M VTSIE AFZ Xt
= 2

1]
0
Q
Q
|J
&
9
N
i
1
OolI
ol
rr
m mn

20 AEXDIE e 31 g
g0l AHE eXE = UL

Of e B0 Sc0l=2 I 2els o228t =, UAl BANWHE AM=otHOF &LICH

T
pd
S
z
m
|
m
o
i
03
)
[
fu

Select menu

Protocol [BOOTP]

IP address assigned to Ethernet interface [192.168.161.5]
Server's IP address [192.168.0.128]

Default Ethernet interface [ETHERNET2]

Firmware File Name [pp.bin]

Auto firmware Upgrade on next boot [OFF]

Start firmware upgrade

<ESC> Back, <ENTER> Refresh

\IO\U'T»b(AJND—‘

Select menu

Protocol [BOOTP]

IP address assigned to Ethernet interface [192.168.161.5]
Server's IP address [192.168.0.128]

Default Ethernet interface [ETHERNET2]

Firmware File Name [pp.bin]

Auto firmware Upgrade on next boot [ON]

Start firmware upgrade

<ESC> Back, <ENTER> Refresh

\10‘\LJ'I>J>LA)M|—'

_7&' F-16 Auto firmware upgrade on next boot

Select menu

1. Protocol [BOOTP]

2. IP address assigned to Ethernet interface [192.168.161.5]
3. Server's IP address [192.168.0.128]

4, Default Ethernet interface [ETHERNETI1]

5. Firmware File Name [pp.bin]

6. Auto firmware Upgrade on next boot [OFF]

7. Start firmware upgrade

Firmware upgrade cannot be stopped until finished.

And all configuration parameters are restored to default values.
Do you really want to start firmware upgrade (y/n)?

BOOTP broadcast 1

DHCP client bound to address 192.168.220.7

TFTP from server 192.168.161.13; our IP address is 192.168.220.7
Filename 'pp.bin'.
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Load address: 0x100000

Loading:

done

FHE AR A A A A A
G o o o o o o
FHE R A A A A A
G o o o o o
5
G o o o o o o
G o o o o o o o
5
G o o o o
5
G o o o o o o
5
G o o o o o
FHE RS A A R S S
G o o o o o o o o
5
G o o o o o
FHEFH A

Bytes transferred = 5838194 (591572 hex)

Erase Flash Sectors 9-20 in Bank # 1

BLOCK 1

: Copy to Flash... done

Erase Flash Sectors 21-115 in Bank # 1

BLOCK 2

: Copy to Flash... done

Erase Flash Sectors 116-116 in Bank # 1

BLOCK 3
BLOCK 4
Firmware

: Copy to Flash... done
: Erase Flash Sectors 117-117 in Bank # 1

upgrade is finished successfully.

Select menu

1. Protocol [BOOTP]
. IP address assigned to Ethernet interface [192.168.161.5]
. Server's IP address [192.168.0.128]

. Firmware File Name [pp.bin]
. Auto firmware Upgrade on next boot [OFF]

2
3
4. Default Ethernet interface [ETHERNET1]
5
6
7

. Start firmware upgrade

YN YOYO0IEI d2mOZ &
(Firmware upgrade is finished successfully)
Q@A O|0IKIE

J& F-17 =& &0 &5/0/=

&l

[l

02

o, T2

0
HO

E25 5 KO MRS A% AIJLCH 8

HLEe Ao 2Od0IEHH, VIS e AsHe2 HEE SLICH

F.6 Emergency 2&

VTS It E4&H

o
SANZL US

= %

O] (o] 3

o

/| A
— =

orr ﬂJIO

Ja

el

0

O o

810l AccessJ)t Jts&LICH ©, 0 &2 VIS Il 2 UERZA Jlss =
S AME2 2Jls ol HEZ2 VIS IS 252 ol 0|4 A&ES 23AI3

o

(|

239

ro
e
T

BAO d0lE &30 et BIAIX
ok Htol

ol 280| o¢tE= S AME A= bios UH=4&0 A emergency 252 VTSI E 2

LICt. emergency 2=2 VTSIl & 28 A2|H 8 F-18 It 20| AIEXt= VTS|
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JlEXol HH d(factory reset ) 0120l= CtE &0l EJts &LICH

4

/]

& F-18 emergency Z& £&
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Gl

NFS= UER/IDE Sote Ltes
o

Zosiell Yol AREHE Z2E20/0H DU YeEoR
NFS= UDP ZTZ&EZ2Z2 AtE06t =

o 22 2o 2HES JtN L2 USLICH

-

- NFS server 2 client AIO|2| datas= &S 3t &
- NFSserverffl 8%dld= AIE X2 IDOI GE ©f

- NFSserver 2 client AFOI2] EI31H0| U= HR NFS JIs2 AIS

OII
<
o
)
Iy
0

0l &2 BotMo ZHES Eatat)| 26t 2S3E NFS (Encrypted NFS L= Secure NFS)
cte JIsg 0128 = USLICH VTS UM £53HE NFS JIs2 SSH B Y2 (SSH tunneling)
Jls2 01805t REEUSLICE 0l BlMde LS3HE NFS JIsS 0I86tJ1 fI8 NFS server
of X ¥ AF0l CHotH HHES StUASLICH

G.2 NFS server9 &X|

|:|O

st=El NFS JIsE AEot)l 2ot AMEX=E TCP Z2&EZ2 X2ot= NFS serverE

FO40F ELICH. OHOIZZAZEAS Windows HIZ OSHAM =Z&oteE HE=2 NFS server

TCP E2EZE A& L. 6IIdAd= Xlink Technology A2l Omni—-NFS server v4.2E

AMEsH 220 ol Yot = StASLICH. Omni—NFS server 2 EIHEH2 Xlink Technology
Web d

A2l Web Site 0l Downloa

=1
=
=)

(@]

[o]]]

rr

gts & ASLICH (http://www.xlink.com/eval.htm)

Omni-NFS server € &Xl olJ| RIchA= U8 UESS +=otEE Sl AIL.

Step 1. Omni—-NFS server v4.2E Download 2t=LICH.

Step 2. "nfserver.exe" T2 182 AMAII| LD Ol LIEILI= XA HELUIC.

Step 3. Omni-NFS server EXIE 228 =0, TZ38 -> Omni-NFS Server
V4." Ol NFS serverE «I&{grLICtH

Step 4. XLink NFS Server &0l A, Action Ul &2 New Entry & &EigLIC

Step 5. NFS Server Export &2/ Browse HEZ &EGI NFSZ mount 2 20
SERSHLICY.

£Ol 1 1. AMENE export E =EL1S "Exported Alias" £ /%6t L 0/0F &L/
0122 VIS Il OIA NFS server &'S/ mounting path< AtE & L/LCH.

2. 2E8 2z LinuxeE NTFS T2 A|AE = 2/4/6FA] &L/}

=

I
[

v

i
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VTS Il &£t NTFS it& AIAEE O/4I6/A ZotE2E mount € =ZHE FAT
L= FAT32 OIE AIAE &0 A= ZEHE XIS oFAIT] HFELICH
Step 6. NFS Server Export 22| Directory Access Rights & & &ol=s 220 M "Read/Write"

E check oI=S GIAAI2.

G.3 OpenSSH I{3|X1& &XI

VTS 149 2&535E NFS JIs2 SSH tunneling Jls2 O0IE&LICH 102122 NFS server J}
X SAEN SSH daemonOl A D U0 dS3HE NFS JIs2 018 & = JUSLICHL
0l BOlAM= OpenSSH for Windows v3.6.1 IiJIXIE 0|88t HE &S oA SLICH
OpenSSH for Windows = 22 AZEYAHZEM Ct2 URL,0IAM download &t = %

[u]

http://lexa.mckenna.edu/sshwindows/download/releases/

OpenSSH for WindowsE &£XI6tJ| floiA Os EXtSS Met =AID| Bt
Step 1. OpenSSH for Windows package £ download 2&LUICH
Step 2. "setupssh361-20030512.exe" £ &8 AlZLILCH
Step 3. command prompt(Dos &) &8 AIH L) OpenSSH Jt &AXl&E CleEelE 0|S&ELICH
ol 8Lt

(Program Files\OpenSSHJ
Step4.bin ClE&EeC|Z Ol=&LICH
Step 5. mkgroup Z2 1S 0| &3S0 group permissions It S 2HSLICH

C:\Program Files\OpenSSH\bin> mkgroup -1 >> ..\etc\group
Step 6. mkpasswd ZZ 1S 0|00 passwd T CISE AIZXE FIIELICH 0l 22

Windows &2 2E AIBXE FIb GtHAH '-u username' SEE ALESHAI ZOt

OF ELICH

U

C:\Program Files\OpenSSH\bin> mkpasswd -1 >> ..\etc\passwd
Step 7. OpenSSH server £ &A@ &FL|C}.
C:\Program Files\OpenSSH\bin> net start opensshd
Step 8. “pause.exe” L2 1 E "Program Files\OpenSSH\bin" directory O =A+&LICtH
F£9 : 1. ‘pause.exe” ZZJEE MHLIHI=ZEX A EHE VTSI E EEZZT&/2/L/

Ct.
2. 0/ ZZJ& = server % client 2/9/ Encrypted TCP 9Z =2 2A/ot= 92
2L/l

3. 0 2782 VTS | Hl&4 &0/ AFEZE CD ROM et +=5/0/ =LK
ore 0 Z2380/ 82 FR0E AL Jl= JIELZE 29 otAI7] bIELILE
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G.4VTS Il HIA Encrypted NFS J|s2 &%

NFS server 2 OpenSSH 2 &XIE &ZolH AMEX= VIS 112 &3 U= &0lA Encrypted

NFS Jiss £38< = UsLIth 28 EXes s €U

Step 1. VTS 112l Web Ul 0if 22¢! &LICH

Step 2. NFS server configuration H 0| XI2 0l=g&LICt.

Step 3. 2t HS2 USH &0 £EELILL
NFS service : Enabled
Primary NFS server IP address : Encrypted NFS server </ IP address & & &L/CH
Mounting path on primary NFS server : "Exported Alias" & =L/L}.
Primary NFS timeout (sec, 5-3600) : &&f= &9/9 &= FZL/LF (5sec I J/2&)
Enable/Disable encrypted primary NFS server : Enabled

= o oA

Encrypted primary NFS server user : Encrypted NFS serverS/ AtEXH 0/ JSL/ICK
Encrypted primary NFS server password : /5 AFEA,S passwordE & ZL/LF
Confirm primary NFS server password : o/& AtEALS password E LfA JFSLICK
Step 4. Save & applyE & E48tLICH.
Step 5. System log Lt Portlog 2| Location2 NFS serverg & & & LILH.

Step 6. HIAE&LICH

™, AF2Xt= LanExplorerLt EtherRealdt 22 OIEHY! W3 H =
SLICH LBHAEQOI NFSQ Z=R0ls, He=st SHAE FE e HI0IE0ID]
20 VTS 12k NFS AtH2te] 2= && OI0IHE ZBHE = USLICL
o ZR0=, MMEX= CMIt NFS AMH2te] 2 &S HIOIHE ZME = UKL, L2S3E
= =

2= &85 OOlE

U

i
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2= H: SNMPE 0I5t VTSIl &2

H1R

22l e NMS(UERA 22l AIAH) £= SNMP EctRME AFEdl= SN
VTS IIE 2telg == USLICH VTS IIJF NMS £= SNMP EctR Mot ALl
=2 olEotdA® NMS £ = SNMP Bt ME AtEotI| HOll, HAA M
oiOF &fLICH 8 H-1 2 VTS Il SNMP 0l0I8E2l MIB-Il OIDE Ect23d
SNMP Ectf XN atH AES B SLICHL

& MG-SOFT MIB Browser Professional Edition

MP I2EZES S
D Us BAEY H
432 TG 23
5t s Ul

7F|Ie Edlt
? 9{ l*) ﬂ .

‘Quety [MIB | Ping |

Vlew SNMP Actlon Tools Wlndow Help

Remate SNMP agent
192.168.7.10

MIB tree

Split

v | [ vertical

= ] MIB Tree
=[] iso
=[] org
=-(C] dod
=[] internet
(C mamt
(] private
=[] enterprises
=[] sena
=-((] senaProducts
(L] senaUPSLink
=[] sena¥T$s
=23 general
& generalModel
& generalFimwareVersion
& generalBootcodeVersion

o=

1> 4

Query results

Welcome to MG-SOFT MIB Browser Professional Edition

Remote address: 192.168.7.10 port: 161 transport; IP/UDP
Local address: 192.168.7.1 port: 1233 transport: IP/UDP
Protocol version: SNMPv1

2P (=

[ £

OID 1,3.6.1,4,1,12236,1,2,20,18

@& SHMPy

200 &

& H-1. SNMP
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H2 38 X3

22| Xt= SNMP T2 E 22| Get/ Get-NextE AIE0t0 VIS IS B2 E X3 = AUASLIC
Query results >
wes GNMP QUERY STARTED o -~

1: generalModel.0 [octet sting) ¥T5-3200 [56.54.53.20.33.32.30.30 (hex]]

2: generalFirmwareVersion.0 (octet string] v1.6.1rc1 [76.31.2E.36.2E.31.72.63.31 [hex]]

3: generalBootcodeVersion.0 [octet string) 1.1.3 [31.2E.31.2E.33 (hex]]

4: generalHWRevision.0 [octet string) v1.x [76.31.2E.78 (hex)]

5: generalFlashSize.0 [integer] 8388608

6: generalEtherdddress. 0 [octet string) 00:01:95:05:22: 3¢

7. generallPAddress.0 (ipaddress) 192.168.7.10

8: generalDevicename.0 [octet striing) VTS3200_Device [56.54.53.33.32.30.30.5F . 44.65.76.69.63.65 [hex]]
9: generalS avedpplyConfig.0 (integer) ready(0)

wxex GNMP QUERY FINISHED ***

||

J& H-2SNMPE 0/&3t J&Z X3/

H3ZE #3&

2elXtE SNMP Z2&E 22| SetS AFE0I0 VTSI EE2E BHEEY == UsLICH

Set - generalDevicename. D

Remote SNMP agent
192.168.7.10 v| (A

0ID to Set
1.361.41.122361.2.20.18.0 v

Value to Set
i VTS3200 Device v
Syntax

) Integer32 O Timeticks (O Counterb4
O Ulnteger32 O IPaddess (O Opague
() Counter32 O oD () Nsapaddr
() Gauge32 (®) Octets ) Bits

@& @ & SNMPyl  Current value retrieved succ

& H-3SNMP & 0/&3t ZZ 5ZF
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H.4 =2l Atgt

£

4=

[

save =2 saveApplyE HZal0F &LICt

- ZEW M82Z I/FEE FIHE W= default-keyworddl Al addRowdt ) portindexS
25t A= ELICH

d2= A2 NE ot =0 E22 2&ES ol generalSaveApplyConfigE

- JIRED e EEN UE IIAEE FHE e e ZE2 IIAZ=0A addRowdtH

Fotgud

- Ct2 portBl A addRowst =0l portindexE HZEoIH 22 ZE(Y 22 QUAE 2

KAEI 200 I W20 FotE X Z&SLICH

- portsResetFactoryDefault2t 20| excute ot= EEE MIB-BrowserflAl AE Gt AR0=
SHA O SHLEA GHOF & LICH.

HH 192.168.7.10:portsTable

r... portstllowedBas..  portsdllowedM... portsResetToFactoryDefault  portsResetProc.. &

w |

0.000 0.0.0.0 execute(2) ready(1) E|

0.0.0.0 0.0.0.0 ready(1) ready(1)

0.0.00 0.0.00 ready(1) ready(1)

0.0.00 0000 ready(1) ready(1)

nnnn nnnn a1l caschi1) i
< >

@@ Edit 33 & SNMPvl  Ready,

7& H-4 excute &&
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S 2 |: freeKVM Tool

L1IHR

VTS Il X2l freeKVM &2 JI5E 0185101 AHE 22l I Al8dts S8X0l 2elE X
Sl= RERIEl Z2OAYLICH AW HZE s ZES 27 HA JIs, Aelg ZE E=
A LERO o Jls, OHE KVM S2H0I9E Z2#O 29| 0I5 JISS0l UsLIC

.2 Xl

AR ALZ XA PCOl Z2 8= &XIotl) VTS I X2 E&elE H 0l A0 A
O] Z28s g = JAEE ANAE AN SSoioF Ut 22082 MU Jis X

L
(email: support@sena.com, & ALOIE http://www.sena.com)tl RESIH P& &= UASLICH

Oll

freeKVM ToolS At

Windows& freeKVM Tool2| &X| &Xt= Gt Z&LUICH
Stepl. T2 )& ASHIIYAS At
Step2. T2 )2 ASMIIA0l A

LinuxZ freeKVM Tool2l & X EXt= Cs 25LICH
[e]

Stepl. &X 2

Step2. It 2HEES OIS 2SLICH
connect.xpm (#2Z BE OI0IXIN)
log.xpm (23 HE OI0IX)
exit.xpm (EE HE OI0IX)
RDCTool.config (&& mg)
RDCTool (groldel mg)

Step 3. /usr/local/bin0l HtOILC IS SAELICH
Step 4. /usr/local/etc/0l RDCTool LIS &ECIE BHSLICH

Step 5. /usr/local/etc/RDCTool/0l HIOILCI WS AMels 2= WES SAFELULCH

1.3 &

0

KVMZ2 X33l AU HZE ZEY freeKVM 2&F S 6l12, Serial Port Connection SFH 0 Al a6l
& LEQ HALIAEN U= freeKVM HZ 0OI0I2=2 2 otH freeKVM Tool ZZ 0| AT

BN 28 KVM 2cH0I2E Z2 )8 AAU5tH ABHZ KVM MES HZ LI
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2H
=

Al
=

CIS2 WindowsHl A freeKVM Tool 227

=2
=

02
i

ot= GILICH

Step 1. Port #10i Windows 20030| &XI& 0 212 Remote desktop HZ0| &FENH U= A
HE &6, Host mode configuration StHMA CtSut 201 & & &LICH
Host mode configuration
Hiost mode: Console server w
Type of console server: b5 5S40 console s
Service processar: NOME
EnablefDisable assigned IP address: Disahle
Listening TCP port (1024-65535); 2001
Protocol: Telnet
Inactivity timeout (1-3600 seconds, 0 for  [1gg second(s)
Lnlimited):
Display port information: Disahle
Enable/Disable port escape sequence:; Enakle
Port escape sequence: ctrl- |z
Port break sequence: ~hreak
Use comment: Mo
Quick connect via: Weh applet
web applet encoding: Unicode (UTFB)  »
Web applet size: Columns |B0 Rows (24
—7&/ 1-1 Host mode configuration of Windows2003 Remote desktop connection
Step 2. Port #12| freeKVM configuration 3tH0HA CtSt 20| 8 & &LICH.
freelkM configuration
freekWM connection: Enable
Automatic IP detection: Enable s
Client Program: YWindows RDP standard connection
Client program path: SRDCHSIPS
_7&/ 1-2 freeKVM configuration of Windows2003 Remote desktop connection
Step 3. Port #201l Linux2t & XIS }LD X window serverdt AN Ues MHE HZ 6D,
freeKVM configuration StH0IAM CtS3t 201 & &LIC
freekWM configuration
freekWM connection: Enahle
IP address: 192.168.161.1
Client Program: shanager »

Client pragram path: wmanager —query $IP§

&' 1-3 freeKVM configuration of Linux X window server

Step 4. &% 0l HiOl A= Serial port > Connection 2 &3 A Seial port connection 3t
o0 =8t £ Port#1S SHEELICH
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Step 5. Serial port connection StZH0IAM Port #12| & AH2/AEN U=z freekKVM HZ 01012

Serial port connection

{ serial f serial_connect
Peer: | &l peers v | port title : | [ Search

Port access menu connection

Port access menu connection

Individual port connection
Status  Port#  Title # of User

1 Windows2003 0

Comments

< Mot used =
= Serial Terminal Connection

B freekiM
B2 Ulﬁ Part Log

2 RedHatLinuz 0 < Mot used =
3 PortTitle #3 0 < Mot used =
4 PortTiHe #4 u]

< Mot used =

_7&/ |-4 Serial port connection & &

o

225t0 freeKVM ToolS A& EFL|CH.

% 192.168.150.1 - A2 HA3E

/ 7 Windows Server2003
¥ Standard Edition

Copyright © 1985-2003 Microsoft Corporation

ABAHOIEW):  [Administrator
2EE: I

A2 | 280> |

&/ 1-5 freeKVM Tool — Remote desktop connection
freeKVM Tool2 & & & Remote desktop connection 22t0/HE = 2 1) 2 (mstsc.exe)S
AlSHGId M Z Remote desktop HZS &LICH freeKVM Tool2 Port listdl ZE E}HO|
£ Windows20030| FJt&LILCh.

Step 6. Serial port connection StZHO0IA Port #22] & HZIAEN Us freeKvM HZ 010122

225t freeKVM Tool0l Xmanager&Sadli X window server2 KVM HZ & LICt freeKVM

—
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Tool2 Port listll ZZE ELOI= RedHatLinuxJt =Jt& LICH

> Senatest:177 - Xmanager 2.0 (87:1) [:0.0]

FedHatLinux -

&' 1-6 freeKVM Tool — X window server

freeKVM Tool2l =2 Jls2 US 25LUICH
1. Al2|Y ZE &= 2IfE ZEQ9 | AU RO oA

2. Alelg ZE & E ZEQ 21 HA

3. VTS 12| Serial port connection 3tHUHA HAZE KVM SC0IHE ZEZ2QHCZ 0l

[El

[

& /82 Windows £ freeKVM Tool WA/S) && £ J/5E&/L/CF Linux & freeKVM Tool 0/ A &=

AEotA && & J/50] AsLICL TAMet LWEE AL Jl= A& 0] £5/0FA17] BFELICH

Iy

8 1-72 freeKVM ToolO] 43 SRS Ml A ALIC

View logs <—|

g { '\ ‘ x — Close

[Windows2003 > ||—> Port list

&/ |-7 freeKVM Tool Activated

Connectto <—
serial / remote port

8 1-82 freeKVM ToolO| HI2& 3t SIS e SHHLICH
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A

|

|Windows2003

|

&' 1-8 freeKVM Tool Deactivated

Serial port connection StHUA HAZE KVM Z2210|HE T2 30| ZHAE 2 &H

ToolO| E43tELICH freeKVM Tool0l 43 Z/US M Al2IE ZE K= 2IRE ZEZ A

D, EZE 20& HAStE JIsES M8E = JUSLICH KVM 2e0IHE T2 012

T280l EHAS 2H TIH freeKVM Tool2 HIEAMS &1, Al2lg ZE [ 2IRE

20 XE 28 HAIGlE Jls2 AEE = o LIt

freeKVM Tool E43tEAS [ Connect HES 2E6tH olY Alclg ZE E= 2EE

HAZELICE 08 1-9= Connect HES 225t Port#10l HZ}S 2 SHHLLIC

=101

DEE BEIE 2N SARNE EXD EZS2H > |
Q5= - x| @ | Pza Jesrm @ - F L)@ B

j—’ﬁi(g)rl‘gg hitps://192.168,19, 1/connect.asp?p=1

Trying 192.168.19.1 7001 ...

Login : root

Ekdk

word :

r port, ..... type "z for port menu.

m

oY 0¥
» 3 H
m

a N

Connect

Is _ Local echo |

Disconnect

Telnet [ 1 : Windows2003 ]

SendBreak

Close

|&] IHZ2! de.mud.jta, Applet started

<

[ [ [ JE

AN
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Serial port connection StHUA HY ZEQ XHUL|AEN U= freeKVM HZ

_7&' 1-9 Connect to serial port

freeKVM Tool E43IEAZS M View logs HES 22/56tH olle Al

[— -

o

EE ZAELICH 08 1-102 Viewlogs HEZS 2&6t0 Port #12

-

&
2

7 Port log viewer — Microsoft Internet Explorer N

TE = CBE ZEQ

JE HAE stEY

=10/ x|
oEE BHEE 22N SAHAFINE =D E3EH) ! v
Qiz-O- KA Pueawm e 5 .98

Za(D) ]@ https://192,168,19,1/viewlogs, asp?part=1

B EEEE S

View port log - 1 : Windows2003

-

Portlog :
SACaid =
ZEH 0I12: MLizoozMH
ZEE GUID: 00000000-0000-0000-0000-000000000000
Z2MHAM OBPIEA: x86
HE BZ: 5.2
Y HF: 3790
HZE: windows Server 2003
HEE MHIA : 21T
20 CtAl 228 = M2 21:49:53
SAC>
=
Clear Refresh | Close | :‘
o
HEE T T T [5evE /

&' 1-10 View port logs

KVM Z20I0iE Z2gs o

E

o
o

EIOISS HE6HH oie ZES KVM 20/ E T2 8oz 0lsE
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