Versatile Console Management Server

VTS series

User Guide

Version 1.8.0

2005-11-08



User Guide for the VTS Series
Version 1.8.0
Firmware version 1.8.0

Printed in Korea

Copyright Information
Copyright 2005, Sena Technologies, Inc. All rights reserved.
Sena Technologies reserves the right to make any changes and improvements to its product without

providing prior notice.

Trademark Information
HelloDevice™ is a trademark of Sena Technologies, Inc.

Windows® is a registered trademark of Microsoft Corporation.

Ethernet® is a registered trademark of XEROX Corporation.

Notice to Users
Proper back-up systems and necessary safety devices should be utilized to protect against injury,
death or property damage due to system failure. Such protection is the responsibility of the user.

This device is not approved for use as a life-support or medical system.

Any changes or modifications made to this device without the explicit approval or consent of Sena
Technologies will void Sena Technologies of any liability or responsibility of injury or loss caused by

any malfunction.

Technical Support

Sena Technologies, Inc.

210 Yangjae-dong, Seocho-gu
Seoul 137-130, Korea

Tel: (+82-2) 573-5422

Fax: (+82-2) 573-7710

E-Mail: support@sena.com

Website: http://www.sena.com




Revision history

Revision Date Name Description
V1.1.0 2003-06-11 J.W. Woo Firmware v1.1.0 update reflected
V1.2.0 2003-08-28 0.J. Jung Firmware v1.2.0 update reflected
V1.3.2 2003-10-07 H.R. Joe Firmware v1.3.2 update reflected
V14.1 2003-12-16 H.R. Joe Firmware v1.4.1 update reflected
V15.1 2004-06-03 H.R. Joe Firmware v1.5.1 update reflected
V1.5.3 2004-07-15 H.R. Joe Firmware v1.5.3 update reflected
V1.6.0 2004-10-01 H.R. Joe Firmware v1.6.0 update reflected
V1.6.1 2004-12-01 Kumar Updates in the package checklist in this manual
V1.6.5 2005-02-24 K.T.Lee Firmware v1.6.5 update reflected
V1.7.0 2005-05-25 H.R. Joe Firmware v1.7.0 update reflected
V1.8.0 2005-11-08 H.R. Joe Firmware v1.8.0 update reflected.

Hunn Lee Temperature and Humidity update




Contents

1: Introduction 9
L1 OVEIVIEW ..ttt ettt ettt ettt e ekttt e e okt ekttt e e+ sh ke et e e eh ket e e e eh b et e e e ae e e e anb bt e e e aabbeeeeanbbeeeesnbe een 9
1.2 PACKAGE CNECK LISt .....ieiiiiiiiiiie ittt ettt sttt e et sb e e s e e e 10
1.3 ProduCt SPECITICALION. ......uiii ittt et et e e e e e 11
1.4 Terminologies and ACIONYIMIS ......cciiuiiiiiitiiee ettt e et e e st e e st e e e e st e e e sbbeeeesabbeeeesnbbeeeeanbnee e 12

2: Getting Started 14
2.1 PANEI LAYOUL ...ttt ettt bttt e e sttt e e s bbbt e s e ab e e s et e e e e b et e e e bt e e e nnne e s 14

2.1.1 VTS3200 PANEI LAYOUL ....couvviieeiiiiee ettt ettt ettt e s e e e 14
2.1.2 VTS1600 PANEI LAYOUL ....couvviieeiiiiee ettt et nibe e e 15
2.1.3 VTSB00 PANEI LAYOUL ......veeeeiiiiiieiiieie ettt bttt e st e e ee e neee s 15
2. 1.4 VTSA00 PANEI LAYOUL ......veeieiiiiiie ittt bttt et e e sebn e e nnee s 15
2.1.5VTS4800 PANEI LAYOUL ....cuvviieiiiiiee ettt ettt et e s e e e 15
2.2 ConNECtiNg the HAMAWAIE ..........ooiiiiiiiiiiie e et seb e e eraeee e 16
2.2.1 CONNECHING thE POWET ...ttt bttt e e sbb e e e e e s raee s 16
2.2.2 ConNecting t0 the NEIWOIK .......ccoiuiiiiiiiiiie it e 17
2.2.3 CoNNECiNG 10 the AEVICE ....coiiiiiiie it e e 17
2.3 Accessing the SYStEM CONSOIE ........uiiiiiiiiie et bt e e e b e e e sbaeeens 18
2.3.1 UsiNg the SYSIEM CONSOIE ......cooiiiiiiiiiiiiee it ettt 18
2.3.2 USINg REMOLE CONSOIE ...t et eenes 20
2.4 Accessing the Web Browser Management INterface ..o 21

3: Network Configuration 24

K | = @o ] oo U =i o o B SO OUPR PP 24
3.1.2 USING @ SEALIC IP AQUIESS ....eieiiiiiee ettt et e e e 25
L2 USING DHECP ..t ettt ettt e e st e e ee e e e nnbe e e e e areas 26
LB USING PPPOE ..ottt ettt e et e e s bbb e e s sabae e e 27

3.2 SNIMP CONFIGUIALION ......ttiiie ittt ettt e st e e st et e e sbe e e s e nbe e e e enees 28
3.2.1 MIB-Il System objects CONfIGQUIALION ...........eiiiiiiiiieii e 29
3.2.2 ACCESS CONIOI SELLNGS ..eeiiiutiiiee ittt ettt e e e sba e e e s sabeeeees 29
3.2.3 Trap RECEIVET SEHINGS ..o iuteiieiiiiiie ettt e et e e s eenes 30
3.2.4 Management USING SNMP .......ooo i et 30

3.3 Dynamic DNS CONFIQUIALION ......cciiiiiiiiiiiiiie ettt et e st e e nbb e e e snbae e 31

3.4 SMTP CONFIGUIALION ...ttt ettt st e st bt e e e s ba e e sbee e e e nbeee e enees 32

SN | ol 1 =T 1 o PP TUPRRPRPIN 33

3.6 SYSLOG Server CONfIQUIALION ........ceiiiuriieiiiiiie ettt sttt sebee e s s e e e snebee e b 36

3.7 NFS Server CONfIQUIALION .........cooiiiiiieiiiieee it ettt et et ssee e e 36

3.8 Webh Server CONFIQUIALION .........oiiiiiii et e et 39



3.9 Ethernet ConfIQUIAtion ..........c.eeiiiiiiiiiiiii e

3.10 TCP service CONfIQUIAtION .........ceeeiiiiiiiiiiiiiee e

4: Serial Port Configuration

.1 OVEIVIEW L.eiiiitiiee ettt ettt ettt e e sttt e e st e e s ab bt e e s sttt e e s nb b e e e s anbaesnbee e e entee
4.2 Port Access Menu Configuration ...........c.eeeeiiiiioiiiiiiice e
.21 OVEIVIBW ...ttt ettt ekttt e s eib et e et e e s bttt e e s bt e e e e s abe e e e seee s
4.2.2 Authentication for the port aCCESS MENU........cuevviiiiiiiiiiiiiien e
4.2.3 Protocol of the port aCCESS MENU ......ccuuiiiiiiiiiiiiiiee e
4.2.4 POrt aCCESS MENU OPLIONS .....uuiiiiiiiiie ittt ettt
4.2.5 Port access menu in CIUSLEING ......ooeiiiieiiiiiiee e
4.3 Individual Port ConfigUIration ............ccueeiiiiiiiiiiiin et e
4.3.1 Port ENable/Disable ...t
A.3.2 POI T et ettt et e e st e e s b e
4.3.3 APPIY All POIt SELHINGS ..eeiiiiiiie it e
4.3.4 Host Mode ConfigUration ............c.eeeeiiuiire i e
4.3.5 Virtual KVM configuration ............cccccoiiiiiieiiiiiiieee et
4.3.6 Serial port parameters / Remote port parameters .........cccovcveeeriiiieeeeiieennns
4.3.7 POI LOGGING -.tttteiitiieeiiiiiee ettt ettt e s anbne e e e nares
4.3.8 Port event handling ........cooouueiiiiiiii e s
4.3.9 Port IP filtering configuration ...........cccooueeiiiiiii i
4.3.10 Authentication CoONfIQUIALION ...........eeiiiiiiiiiiiiee e
4.3.11 User access control configuration .............cocouveeeiiiees ceveeenniiee e
4.3.12 Alert CONfIQUIALION .......cooiiiiiiiiiiiee et e
4.3.13 Power control CONfiQUIatioN ............cooiiuieiiiiiiiees et
4.4 All POrt CoNfIQUIALIONS ......eeiiiiiiiie ittt e e e

4.5 Serial POrt CONNECHION ......eviiiiiiiiiiiitie et

5: Clustering Configuration

LT @ 1YY V7T Y TR

5.2 Clustering CoONfIgUIAtIoN ...........ocuiiiiiiiiie ettt

6: Power Controller

8.1 OVEIVIEW .ottt ettt ettt ekttt e e bbbttt e e st e et e e sabb e e e e sabb et enbn e e e s nnneeeas
6.2 Power controller CONfIQUIAtioN ...........oouuiiiiiiiiie e s
6.2.1 Add / remove power CONLIONIET ........ccuveiiiiiiiii e
6.2.2 Edit power controller — Power controller tab ...
6.2.3 Edit power controller — Alarms & thresholds tab .........cccccccoev v,
6.2.4 Edit power controller — Outlets tab ...

6.2.5 Edit power control configuration of the serial port configuration

6.3 Power controller Management ...........ooiuuiieiiiiieit e



6.3.1 Power controller management — Power controller list ............cccooiiiiiiiieni e 109

6.3.2 Power controller unit management — Power controller tab ..........cccccoo oo cviiieennn, 110

6.3.3 Power controller unit management — Outlets tab...........cccccoviieiiiiies i 110

6.3.4 Power controller unit management - Serial port CONNECLIoN..........cceeevviieeeiiiiiieeiiieeens 111

6.3.5 Power controller unit management — Serial port power control..........cccocvveeinieeennenn. 112

7: PC Card Configuration 113
7.1 LAN Card CONfIQUIALION ......eiiiiiiiiie ittt et st s st e e e beeeeeneee 114

7.2 Wireless LAN Card Configuration ..............eeoiiiieoiiiiis sttt 115

7.3 Serial Modem Card CONfIQUIALION ..........cuuiiiiiiiiie e e 116

7.4 ATA/IDE Fixed Disk Card ConfigUration .............cooiiueieeiiiiieiiie et et 117

8: System Status and Log 119
8.1 SYSTEIM SEALUS ...eeeiiiiiiiiiiiiieieie et ettt e e e e e e e e e et et e e et e e e e e eeeeas s e s s s s s e s s s s e s s s s e e s s s e aa s s aseseeesesnsnsnnnnnsnnnnes 119

8.2 System LOg CONFIQUIALION ......iuveiiiiiiiiie ettt bbb e e bbb enneeeas 119

8.3 USEr 10U ON IST... .t et st e e s e e e e e e 121

9: System Administration 122
9.1 USEr AAMINISIFALION ......vviieiiiiiee ettt ettt st e e st e e s sabb e e s re e e e e bbeeeeeneee 122

9.2 ACCESS LISES...teiieiiiiie ettt ettt ettt et e e e bt e e e b b e e e b bt e e et e ab bt e e anb e e e e e nareeeeae 126

9.3 Change PASSWOIT ........coiiiiiiiiiiiiie ettt bt e st e e sttt e e s ettt e e s ree e s e nbe e e e e nnbeas 127

9.4 Device Name COonfigUIALIoN ...........eeiiiiiiiiiiiiiees ettt e e e b e e e saeee e 128

9.5 Date and TIME SEHINGS .....veiieiiiiiee ittt et e s bbb e e s bt e e e sbbe e e e sbe e e snnneeas 128

9.6 Configuration MANAGEMENT ........c.uiiii ittt et et ab e e e anbee s seeee 129

9.7 SECUILY POl .. ettt e et e e nanneee s 131
9.7.1 SYSEEIM SECUILY ...vveeeeiittiee ettt ettt sttt e sttt e e st bt e e s sabb e e e s snbb e e e s snbeessabeeeeans 132

9.7.2 PASSWOIT SECUNLY ...eeiiiuviiiiiiittiee sttt e ettt sttt e e sttt e e sbb e e e snbb e e e e snbbeennnaeees 135

9.8 FIrMWArE UPGIATE.......ceiiiiiiiiiiieiie ettt ettt sttt bt e e s st e sttt e e s ettt e e s aee e e e sbe e e e e nbeas 136

LS o1l @] o1 7o U] =1 1T ] o HP PP PP OUU PR 141

10: System Statistics 142
10.1 Network INterfaces SALISTICS .......eiiiuuiiiiiiiiie et e e e 142
10.2 Serial POIMS SEALISTICS ...eeiiiuvtiieiiiiiee ettt e e s e e e s e b e et e e e eneee 142
O | oS = 11 1] ol RO PPPPPPTPPP 143
10.4 ICMP SEALISTICS ..veeeiuvtreeeitieite ittt et ettt sb bt e sttt e e s et e e s abb e e e s nbbe s sabbeeesanbbeeeeanreas 145
105 TCOP SEALISHCS ..cuteeee ettt ettt ettt bttt e e st bt e e e sabe e e e e sabb e e e e seeeesabbeeeesabbeeeeane 147
10.6 UDP SEALISTICS ..eutveeee ittt e ittiee e st sttt e e ettt e ettt e e sttt e sbee e e e aabb e e e e sabe e e e s sabbeeeeseeeesabbeeeesabbeeeeanes 149

11: CLI guide 150
0 I 1 o o (U T i o T o PSPPSRI 150
11.2. FIASH PAITIHION ..eiiiiiiiieiiiiie et bttt e e sttt e e s bt e e ettt e e e aabb e e e s snnreee s 150
11.3. Supported LinUX ULIILIES ........eeiiiiiiee it et e e s e e ree e 151
11.3.1 Shell & Shell ULITIES:.....ccoiiiie e 151



11.3.3 SYSEM ULIILIES: ...eeeieeiieiie ettt et e e sbb e e ae e seaeeas 151

11.3.4 NEtWOTK ULIITIES: oottt e e e e e aneee 151

114, ACCESSING CLI .ttt bttt ettt e e s bbbt e e s bbbt e ettt e e e snbb e e e s annaeee s 151
11.4.1 ACCESSING CLI @S TOOL ...uvviieiiiiiie ettt ettt ettt e e e e e ane s 151

11.4.2 Accessing CLI as a system adminiStrator ............cooivveiiriiiiiens e 152

11.5. Editing VTS configuration iN CLI .......coouiiiiiiiiiieiiieeie e e 152
11.5.1 Configuration file save/load MechaniSM: ..........ccoiiiieiiiiiiei e 152

11.5.2 To change configuration iN CLE: ........oouuiiiiiiiiie e 152

11.6. RUNNING USEr defiN@d SCIPLS .. .vuiiiiiiiiie ittt sttt st e et e et e e e staeeeeas 153
11.7. File traNSMISSION .....eiiiiiiiiee ittt ettt e bttt e e e e st b et e e sbb et e e sabb e e e e snbae s nbb e e e s nneeee s 153
11.8. Serial console acCess USING MOUEIM .......uuiiiiiiiiieiiiiee ettt ettt ee e sbaeeeeanes 154
e T =T 001 o = OO PPPTTPRP 154
11.9.1 Disabling the Telnet Port of the UNit ..o 154

11.9.2 Enabling the RADIUS Authentication for the CLI 10g-in.........ccoccveiiiiieiniie e 155

11.9.3 Enabling the TACACS+ Authentication for the CLI 10g-iN .......cccccoiiiiiiiiiiiiiiiie, 160
Appendix A: Connections 164
AL EhErNEt PiN OULS ..oooiiiiiie e ettt st sba e e e e snbe e e e nneas 164

A.2 Console and Serial POrt PIN-OULS ........oooiiiiiiiiiiie et et 164

F NI 0= o] (=0 [ F=To | =10 DO O PRSP TPRPOP 165
Appendix B: PC card supported by VTS 168
Appendix C: VTS Configuration files 170
L SYSEEIMLCNT et e bt e e e et saabe e e e e aabe e e e s aabe e e e ennes 170

O3 o= To 1 (=Tt o o SRR PTPPRPTPPP 173
Appendix D: Well-known port numbers 177
Appendix E: Guide to the Bootloader menu program 178
ELL OVEIVIEW .ttt ettt ettt e e 4kttt e 4Rt bt e e ettt e e sbe e e e en bt e e e e eanb e e e e ennbeeeeane s 178

B2 IMAIHN MU L.ttt ettt e ettt e e e b bt e e e s abe e sabbe e e e ebbe e e e anbeeeeenres 178

E.3 RTC CONfIQUIALION MENU ...ttt ettt st et enb e e s eeeeeneee 179

E.4 HardwWare tESE MENU ....oc.uiiiiiiiiie ettt ettt e et sbbe e e e s abbe e e e s sbbe e e e abbeeeesreeessabaeeeeas 179

E.5 Firmware UPGrade MENU .......ccooiuuiiiiiiiiieiiiiiritiee sttt ettt e s sib e sabe e e s aabbe e e sanbbe e e s anbbeeesan eeeeanene 184
Appendix F: Guide to use Encrypted NFS feature 186
[ O AT 1= PR 186

F.2 INStalliNg the NFS SEIVET .....eeiiiiiiiii ettt ettt et n e e e e eneee 186

F.3 Installing the OPeNSSH PACKAGE ........uueiiiiiiiiiiiiiiie e e 187

F.4 Configuring Encrypted NFS feature iN VTS ...t 188
APPENDIX G: VTS management using SNMP 189
LI O T Y 1= O SRR RP PP 189



G.2 Query a device for INfOrMEatION. ........cooiiiiiiiii e e 190

G.3 Changes to iNfOMMEALION ........coiiuiiiii e ettt e e as 190
L N (T A [o] o [ PP P SRR OTPPR 191
APPENDIX H: Virtual KVM Tool 192
H.L OVEIVIBW ...ttt ettt ekttt o4kttt e 4Rttt e e et bt e e eb et e e ea b e e e et e e e e ennbeeeeene s 192
H.2 INSTAIALION ...ttt e et he e e e e et e e e s bbb e e e s nnneeas 192
[ RGN U] o111 T PR 192
H.4 Operations and FUNCLIONS .........oiiiiiiiiiiiiie ettt e st e e s sabee e e s snbbee e aeeas 195



1: Introduction

1.1 Overview

The VTS is an embedded Linux-based console management server. It gives the user increased
flexibility by supporting simultaneous and multi-system configurations through the use of advanced

protocols and a single-slot PC card interface.

The VTS allows IT (Information Technology) professionals, network administrators and utility
managers to remotely manage IT/Telco equipment, such as servers, routers, switches and other rack

systems that have a serial console port via the network.

The VTS3200 and VTS1600 have 32 and 16 serial ports respectively for console port access. The
VTS supports RS232 on each serial port allowing virtually any asynchronous serial device to be

accessed over a network.

As for the network connectivity, the VTS supports open network protocols such as TCP/IP, UDP
and PPPoE (PPP-over-Ethernet), allowing simultaneous equipment management over either a DSL-

based broadband Internet connection, or a conventional LAN (Local Area Network) environment.

In-Band management is provided using a 10/100 Base-TX Ethernet network, whereas the Out-
of-Band management is done through either dial-in or broadband access. A separate protocol is
provided for floating IP environments (Broadband or Dynamic DNS) to allow access to the VTS via a

domain name.

The VTS provides the following management functions:
e Status monitoring
e Remote reset
e Error log monitor
e Firmware upgrades accessible over the Web, Telnet or a system console port with
password protection support.
e User-level management functions for port access
e |P address filtering function for transmission protection from unintentional data streams

e SSH (Secure Shell) to assure secure data communication.

Please note that this manual assumes user knowledge of Internetworking protocols and

serial communications.



1.2 Package Check List

- VTS external box

- Power cable

- 19 in. rack mounting kit

- Console/Ethernet cable (RJ45-RJ45 Straight, 2m) 1 set

- Cable kit

Includes

Serial RJ45 loop-back connector 1 set
RJ45-DB9 female adapter (Cross-Over) 1 set
RJ45-DB25 female adapter (Cross-Over) 1 set
RJ45-DB25 male adapter (Cross-Over) 1 set
RJ45-DB25 male adapter (Straight) 1 set

- A hardcopy of the Quick Start Guide

- CD-ROM, including the HelloDevice-IDE, HelloDevice Manager and manuals

10



1.3 Product Specification

\VVTS400 VTS800 VTS1600 VTS3200 \VTS4800
Serial Interface 4-port 8-port 16-port 32-port 48-port
RS232 with RJ45 connector
Serial speeds 1200bps to 230Kbps
Flow Control:
None, Hardware RTS/CTS, Software Xon/Xoff
Signals:

RS232 Rx, Tx, RTS, CTS, DTR, DSR, DCD, GND

Modem controls: DTR/DSR and RTS/CTS

Network Interface

10/100 Base Ethernet with RJ45 Ethernet connector

Supports static and dynamic IP address

Protocols

ARP, IP/ICMP, TCP, Telnet, SSH v1 & v2,

DNS, Dynamic DNS, HTTP, HTTPS,

SMTP, SMTP with Authentication, pop-before SMTP,
DHCP client, NTP, PPPoOE,

SNMP v1 & v2 (MIB 11), RIP, Static routing

PC card interface

Supports one of the following PC cards:
ATA/IDE fixed disk card
LAN card
802.11b Wireless LAN card
PSTN/CDMA Modem card

Port function

Host mode
Console server, Terminal server, Dialin modem, Dial4n Terminal server

Port buffering and logging
To RAM disk or ATA memory card or NES server or syslog server

Email notification according to the equipment alarm messages

Security

User ID & Password

Secure terminal interface: SSH with public key

User-level management & user-access management for ports

RADIUS, TACACS+, LDAP authentication

IP address filtering

Clustering

Supports NAT-based efficient and secure clustering

Access up to 16 slave units

Management

Serial console port, Telnet, Web, HelloDevice Manager

System logging
Automatic email delivery of system log
To RAM disk or ATA memory card or NES server or syslog server

System statistics
Full-featured system status display

Firmware
Downloadable via Telnet, serial console or Web interface

Environmental

Operating temperature: 0 ~ 50 °C
Storage temperature: -20 ~ 66 °C
Humidity: 90% Non-condensing

Power 5vVDC 110 ~ 240VAC 110 ~ 240VAC
Dual Power
(option)
Dimension 245 x 153 x 30 432 x 193 x 44.5 443 x 253 x 44
L x W x H (mm) 19 in. rack mountable
Weight (kg) 15 2.8 3.0(Single Power)

3.1(Dual Power)
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Certification FCC, CE, MIC

Warranty 5-year limited warranty

1.4 Terminologies and acronyms

This section will define commonly used terms in this manual. These terms are related to

Internetworking, and defined in regards to their use with VTS.

MAC address

On a local area network or other network, the MAC (Media Access Control) address is the computer's
unigue hardware number. (On an Ethernet LAN, it is the same as the Ethernet address.)

It is a unique 12-digit hardware number, which is composed of 6-digit OUI (Organization Unique
Identifier) number and 6-digit hardware identifier number. The VTS has the following MAC address

template: 00-01-95-xx-xx-xx. The MAC address can be found on the bottom of the original package.

Host

A user’s computer connected to the network

Internet protocol specifications define "host" as any computer that has full two-way access to other
computers on the Internet. A host will have a specific "local” or “host number" that, together with the

network number, forms its unique IP address.

Session

A series of interactions between two communication end points that occur during the span of a single
connection

Typically, one end point requests a connection with another specified end point. If that end point
replies, agreeing to the connection, the end points take turns exchanging commands and data ("talking
to each other"). The session begins when the connection is established at both ends and terminates

when the connection is ended.

Client/Server

Client/server describes the relationship between two computer programs in which one program, the
client, makes a service request from another program, the server, which fulfills the request.

A server is a computer program that provides services to other computer programs on one or many
computers. The client is the requesting program or user in a client/server relationship. For example,
the user of a Web browser is effectively making client requests for pages from servers all over the
Web. The browser itself is a client in its relationship with the computer that is getting and returning the

requested HTML file. The computer handling the request and sending back the HTML file is a server.

12



Table 1-1 Acronym Table

ISP Internet Service Provider

PC Personal Computer

NIC Network Interface Card

MAC Media Access Control

LAN Local Area Network

UTpP Unshielded Twisted Pair

ADSL Asymmetric Digital Subscriber Line
ARP Address Resolution Protocol

IP Internet Protocol

ICMP Internet Control Message Protocol
UDP User Datagram Protocol

TCP Transmission Control Protocol
DHCP Dynamic Host Configuration Protocol

SMTP Simple Mail Transfer Protocol

FTP File Transfer Protocol

PPP Point-To-Point Protocol

PPPoOE Point-To-Point Protocol over Ethernet

HTTP HyperText Transfer Protocol

DNS Domain Name Service

DDNS Dynamic Domain Name Service
SNMP Simple Network Management Protocol

RADIUS Remote Access for Dial-In User Service

SSH Secure Shell

NTP Network Time Protocol

UART Universal Asynchronous Receiver/Transmitter
Bps Bits per second (baud rate)

DCE Data Communications Equipment

DTE Data Terminal Equipment

CTS Clear to Send

DSR Data Set Ready

DTR Data Terminal Ready

RTS Request To Send

DCD Data Carrier Detect
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2. Getting Started

This chapter describes how to set up and configure the VTS.
- 2.1 Panel Layout explains the layout of the panel and LED indicators.
- 2.2 Connecting the Hardware describes how to connect the power, the network, and the
equipment to the VTS.
- 2.3 Accessing System Console describes how to access the console port using a serial console

or a Telnet or Web menu from remote location.

The following items are required to get started.
- One power cable (included in the package)
- One console/Ethernet cables (included in the package)
- Cable kit (included in the package)
- One PC with Network Interface Card (hereafter, NIC) and/or one RS232 serial port.

2.1 Panel Layout
2.1.1 VTS3200 Panel Layout

The VTS3200 has three groups of LED indicator lamps to display the status, as shown in Figure
2-1 (i.e. System, Ethernet and Serial ports). The first three lamps on the left side indicate Power,
Ready and PCMCIA interface. The next three lamps are for Ethernet 100Mbps, Link and Act. Next
lamps indicate InUse, Receive and Transmit of the serial ports. Table 2-1 describes the function of
each LED indicator lamp. The rear panel shows the serial ports with RJ45 connector, Ethernet port,

the VTS3200 console port and the power socket.

VTS3200 Seitecsina sorer SENA

Figure 2-1. The panel layout of the VTS3200
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Table 2-1. LED indicator lamps of the VTS3200

Lamps Function
System Power Turned on if power is supplied
Ready Turned on if system is ready to run
PCMCIA Turned on if a PCMCIA device is running
Ethernet 100Mbps Turned on if 100Base-TX connection is detected
LINK Turned on if connected to Ethernet network
Act Blink whenever there is any activities such as incoming or outgoing packets
through the VTS Ethernet port
Serial port InUse Turned on if the serial port is in use
(Port buffering enabled or port access in use)
Rx/Tx Blink whenever there is any incoming or outgoing data stream through the
serial port of the VTS

2.1.2 VTS1600 Panel Layout

The front panel of the VTS1600 is nearly identical to the VTS3200. The VTS1600 has 16 serial
port indicators, while the VTS3200 has 32. For further information, refer to the chapter, 2.1.1.
VTS3200 Panel Layout.

2.1.3 VTS800 Panel Layout

The front panel of the VTS800 is nearly identical to the VTS3200. The VTS800 has 8 serial port
indicators, while the VTS3200 has 32. For further information, refer to the chapter, 2.1.1. VTS3200

Panel Layout.

2.1.4 VTS400 Panel Layout

The front panel of the VTS400 is nearly identical to the VTS3200. The VTS800 has 4 serial port
indicators, while the VTS3200 has 32. For further information, refer to the chapter, 2.1.1. VTS3200

Panel Layout.

2.1.5VTS4800 Panel Layout

The VTS4800 has two groups of LED indicator lamps to display the status, as shown in Figure 2-
2 (i.e. System and Ethernet). The first four(five) lamps on the left side indicate Power 1(/2), Ready,
PCMCIA interface and Find-Me Function. The next three lamps are for Ethernet 100Mbps, Link and
Act. There is no lamp for serial ports in VTS4800 model. Table 2-2 describes the function of each LED
indicator lamp. The rear panel shows the serial ports with RJ45 connector, Ethernet port, the VTS4800

console port and the power socket.
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Figure 2-2. The panel layout of the VTS4800

Table 2-2. LED indicator lamps of the VTS4800

Lamps Function
System Power 1/2 Turned on if power is supplied
Ready Turned on if system is ready to run
PCMCIA Turned on if a PCMCIA device is running
Find Me Blinking if user select probing function through HD manager
Ethernet 100Mbps Turned on if 100Base-TX connection is detected
LINK Turned on if connected to Ethernet network
Act Blink whenever there is any activities such as incoming or outgoing packets
through the VTS Ethernet port

2.2 Connecting the Hardware

This section describes how to connect the VTS to the equipment for initial testing.
- Connect a power source to the VTS
- Connect the VTS to an Ethernet hub or switch

- Connect the device

2.2.1 Connecting the power

Connect the power cable to the VTS. If the power is properly supplied, the [Power] lamp will light

up green.

16



Figure 2-3. Connecting the power to the VTS

2.2.2 Connecting to the network

Plug one end of the Ethernet cable to the VTS Ethernet port. The other end of the Ethernet
cable should be connected to a network port. If the cable is properly connected, the VTS will have a
valid connection to the Ethernet network. This will be indicated by:

The [Link] lamp will light up green.

The [Act] lamp will blink to indicate incoming/outgoing Ethernet packets

The [100Mbps] lamp will light up green if the VTS is connected to 100Base-TX network

The [100Mbps] lamp will not turn on if the current network connection is 10Base-T.

Figure 2-4. Connecting a network cable to the VTS

2.2.3 Connecting to the device

Connect the console cable to the VTS serial port. To connect to the console port of the device,
the user needs to consider the type of console port provided by the device itself. In the VTS cable kit
package, plug-in adapters are provided for the easier connectivity to the user’s devices. Please refer

to the Appendix, A.3 Cabling diagram for details.
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Equipment

Figure 2-5. Connecting a equipment to the VTS

2.3 Accessing the System Console

There are several ways to access the VTS. These methods are dependent on whether the user is
located at a local site or a remote site, or whether s/he requires a menu-driven interface, graphic menu

system or CLI (Command Line Interface).

- System console:

Local users can connect directly to the system console port of the VTS using the console/Ethernet
cable with the corresponding adapter.

- Remote console:

Remote users who require a menu-driven interface can utilize Telnet (port 23) or SSH (port 22)
connectionsto the VTS using terminal emulator.

- Web:

Remote users who want to use a web browser to configure the VTS can connect to the VTS using

conventional web browsers, such as Internet Explorer or Netscape Navigator.
The above methods require the user authentication by the VTS system.

2.3.1 Using the System console

1) Connect one end of the console/Ethernet cable to the console port on the VTS.

Figure 2-6. Connecting a system console cable to the VTS
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2) Connect to the user’'s computer with the RJ45-DB9 female adapter.

3) Connect the other end of the cable to the serial port of the user's computer.

4) Run a terminal emulator program (i.e. HyperTerminal). Set up the serial configuration
parameters of the terminal emulation program as follows:

9600 Baud rate

Data bits 8

Parity None

Stop bits 1

No flow control

5) Press the [ENTER] key.

6) Enter your user name and password to log into the VTS. The factory default user settings
are as follows.
Login: root Password: root

Login: admin Password: admin

192. 168. 161.5 | ogi n: root
Passwor d: ****
root @92. 168. 161.5: ~#

192.168. 161.5 | ogin: adm n
Passwor d:

Wl come to VTS- 3200 Configuration
Press Enter

7) Upon authentication, the corresponding user interface is displayed. Either the text-menu
driven interface or the CLI are initially provided for configuration. Please refer to the chapter
9.1. User Administration for details on the default user interfaces available for each user

role. For details on the CLI, refer to the chapter 11. CLI guide.

If the default interface is set up as text menu, the menu screen in Figure 2-7 is displayed.

192.168.161.5 | ogin: adm n
Passwor d:

Wel cone to VTS 1600 configurati on page

Current tinme : 02/25/2003 16: 46: 34 F/ W REV. : v1.0.0
Seri al No. : vt s32000302- 00001 MAC Address : 00-01-95-al-89-b7
| P node . Static IP | P Addr ess : 192.168.161.5

Sel ect menu

Net wor k Confi guration
Serial Port Configuration
Clustering Configuration
Power Control | er

PC Card Configuration

B > [ (=
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System Status & Log
System Admi ni stration
Save Changes

Exit w thout Saving
Exit and Apply Changes
. Exit and Reboot
<ENTER> Refresh

oo 00N

Figure 2-7. The main menu screen (VTS 3200)

From the main menu screen, the user may select the menu item for the configuration of the VTS
parameters by typing the menu number and pressing the [ENTER] key. In the submenu screen, users
can configure the required parameters guided by online comments. All the parameters are stored into
the non-volatile memory space of the VTS, and it will not be stored until users select menu 8.Save
Changes. All the configuration change will be effective after selecting the menu a. Exit and Apply

Changes or b. Exit and Reboot.

2.3.2 Using Remote console

The IP address of the VTS must be known before users can access the VTS using the Remote
console (see chapter 3. Network Configuration for details). The default VTS IP address is
192.168.161.5.

The Remote console access function can be disabled in the remote host access option (See IP
filtering in section 3.5 for details). The VTS supports both Telnet and SSH protocol for remote

consoles.
The following instructions will assist in setting up the Remote Console functionality:
1) Run either a Telnet (or SSH) program or a program that supports Telnet (or SSH) functions
(i.e. TeraTerm-Pro or HyperTerminal). The target IP address and the port number must
match the VTS. If required, specify the port number as 23 (or 22). Type the following

command in the command line interface of user’s computer.

tel net 192.168.161.5 (or ssh admi n@92.168.161.5 )

Or run a Telnet program with the following parameters:
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File Edit Setup Control Window  Help

Tera Term: MNew connection

« TCP/IP AT 192.168.161.5 j

M Telnet TCP port#: |23

" Serial Port: ICOM1 vI
(1] 4 I Can-::ell Help |

Figure 2-8. Telnet program set up example (TeraTerm Pro)

2) The user must log into the VTS. Type the user name and password. A factory default setting
of the user name and password are both root for the system root and admin for the system
administrator (See the section, 9.1. User Administration).

3) Upon authentication by the VTS, one of the CLI prompts or text menu screens are shown to
the user according to the default shell configuration of the user’s account. (Refer to Chapter
11. CLI guide for details if the user is logged into the CLI prompt.) The menu-driven
interface allows the user to select a menu item by typing the menu number and then pressing

[ENTER]. The corresponding screen allows user configuration of the required parameters.

2.4 Accessing the Web Browser Management Interface

The VTS supports both HTTP and HTTPS (HTTP over SSL) protocols. The VTS also provides
has its own Web management pages. To access the VTS Web management page, enter the VTS's IP
address or resolvable hostname into the web browser’s URL/Location field. This will direct the user to
the VTS login screen. The user must authenticate themselves by logging into they system with a
correct user name and password. The factory default settings are:

Login: root Password: root

Login: admin Password: admin

Note: Before accessing the VTS Web management page, the user must check the VTS’s IP address

(or resolvable Hostname) and Subnet mask settings.
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VTS Series = :
Mariascircrit -

User authentication required. Login please.

User 1D : I

Password : |
BEERVER
Copyright (€ 1598-2005 Sena Technologies, Inc. All rights reserved TECHWOLOGIES

Figure 2-9. Login screen of the VTS Web Management

Figure 2-10 shows the user homepage of the VTS Web management interface. A menu bar is
provided on the left side of the screen. The menu bar includes the uppermost configuration menu
groups. Selecting an item on the menu bar opens a tree view of all the submenus available under
each grouping. Selecting a submenu item will allow the user to modify parameter settings for that
item. Every page will allow the user to [Save to flash], [Save & apply] or [Cancel] their actions. After
changing the configuration parameter values, the users must select [Save to flash] to save the
changed parameter values to the non-volatile memory. To apply all changes made, the user must
select [Apply Changes]. This option is available on the bottom of the menu bar. Only when the user
selects [Apply changes] will the new parameter values be applied to the VTS configuration. The user
also can select [Save & apply] to save parameters and apply changes in one step.

If the user does not want to save the new parameter values, the user must opt to [Cancel]. All

changes made will be lost and the previous values restored.
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Reboot
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3: Network Configuration

3.1 IP Configuration

The VTS requires a valid IP address to operate within the user’s network environment. If the IP
address is not readily available, contact the system administrator to obtain a valid IP address for the

VTS. Please note that the VTS requires a unique IP address to connect to the user’s network.

The users may choose one of three Internet protocols in setting up the VTS IP address: i.e.,
e Static IP
e DHCP (Dynamic Host Configuration Protocol)
e PPPOE (Point-to-Point Protocol over Ethernet)

The VTS is initially defaulted to Static IP mode, with a static IP address of 192.168.161.5. Table
3-1 shows the configuration parameters for all three IP configurations. Figure 3-1 shows the actual

web-based GUI to change the user’s IP configuration.

Table 3-1. IP Configuration Parameters

IP_address

Subnet mask

Static IP Default gateway

Use manual DNS(Enable only) / Primary DNS / Secondary DNS(Optional)
Enable/Disable secondary IP /Secondary IP address /Secondary subnet mask
Use manual DNS / Primary DNS / Secondary DNS (Optional)

DHCP Reuse old IP at bootup time on DHCP failure

Enable/Disable secondary IP /Secondary IP address /Secondary subnet mask
PPPoE Username

PPPoE Password

Use manual DNS / Primary DNS / Secondary DNS (Optional)

Enable/Disable secondary IP /Secondary IP address /Secondary subnet mask

PPPOE

The users can make the VTS not connected to the network by setting IP mode as Disable.

Users can also access to the VTS through the secondary IP address as long as Enable/Disable
secondary IP address is enabled and secondary IP address and subnet mask is set available in static
IP protocol. Refer to 3.1.1 Using a Static IP Address to enable and configure the secondary IP

address.
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IP configuration

IP mode : Static |«
IP address : [152.168.15.1
Subnet mask : [255.255.0.0
Default gateway : |192.IEB.1.I
Use manual DMS @ Im
Primary DMS : [1EB.126.63.1
Secondary DMS (optional) : |1EE|.125.53.2
RFeuse old IP at bootup time on DHCP failure Im
PPPOE user name | [whoever
FPPPCE password I--------
Confirm PPPoE passwaord @ I------.-
Enable/Disable secondary 1P Enahble =

Secondary IP address

i

Secondary subnet mask

Save to flash Save & apply I Cancel |

Figure 3-1. IP Configuration

3.1.1 Using a Static IP Address

When using a Static IP address, the user must manually specify all the configuration parameters
associated with the VTS’s IP address. These include the IP address, the network subnet mask, the
gateway computer and the domain name server computers. This section will look at each of these in
more detail.

Note: The VTS will attempt to locate all this information every time it is turned on. .

IP address

A Static IP address acts as a “static” or permanent identification number. This number is
assigned to a computer to act as its location address on the network. Computers use these IP
addresses to identify and talk to each other on a network. Therefore, it is imperative that the selected
IP address be both unique and valid in a network environment.
Note: 192.168.1.x will never be assigned by and ISP (Internet Service Provider). |IP addresses using
this form are considered private. Actual application of the VTS Series may require access to public
network, such as the Internet. If so, a valid public IP address must be assigned to the user’s computer.

A public IP address is usually purchased or leased from a local ISP.

Subnet mask
A subnet represents all the network hosts in one geographic location, such as a building or local
area network (LAN). The VTS will use the subnet mask setting to verify the origin of all packets. If the

desired TCP/IP host specified in the packet is in the same geographic location (on the local network
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segment) as defined by the subnet mask, the VTS will establish a direct connection. If the desired
TCP/IP host specified in the packet is not identified as belonging on the local network segment, a

connection is established through the given default gateway.

Default gateway

A gateway is a network point that acts as a portal to another network. This point is usually the
computer or computers that control traffic within a network or a local ISP (Internet service provider).
The VTS uses the IP address of the default gateway computer to communicate with hosts outside the

local network environment. Refer to the network administrator for a valid gateway IP address.

Primary and Secondary DNS

The DNS (Domain Name System) server is used to locate and translate the correct IP address for
a requested web site address. A domain name is the web address (i.e. www.yahoo.com) and is
usually easier to remember. The DNS server is the host that can translate such text-based domain
names into the numeric IP addresses for a TCP/IP connection.

The IP address of the DNS server must be able to access the host site with the provided domain
name. The VTS provides the ability to configure the required IP addresses of both the Primary and
Secondary DNS servers addresses. (The secondary DNS server is specified for use when the

primary DNS server is unavailable.)

3.1.2 Using DHCP

Dynamic Host Configuration Protocol (DHCP) is a communications protocol that lets network
administrators manage and automate the assignment of IP addresses centrally in an organization's
network. DHCP allows the network administrator the ability to supervise and distribute IP addresses
from a central point and automatically send a new IP address when a computer is plugged into a
different network location.

When in static IP mode, the IP address must be entered manually at each computer. If a
computer is moved to another network location, a new IP address must be assigned. DHCP allows all
the parameters, including the IP address, subnet mask, gateway and DNS servers to be automatically
configured when the IP address is assigned. DHCP uses a “lease” concept in assigning IP
addresses to a computer. It limits the amount of time a given IP address will be valid for a computer.
All the parameters required to assign an IP address are automatically configured on the DHCP server
side, and each DHCP client computer receives this information when the IP address is provided at its
boot-up.

Each time a VTS is reset, the VTS broadcasts a DHCP request over the network. The reply
generated by the DHCP server contains the IP address, as well as the subnet mask, gateway address,
DNS servers and the “lease” time. The VTS immediately places this information in its memory. Once

the “lease” expires, the VTS will request a renewal of the “lease” time from the DHCP server. If the
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DHCP server approves the request for renewal, the VTS can continue to work with the current IP
address. If the DHCP server denies the request for renewal, the VTS will start the procedure to
request a new IP address from the DHCP server.

Note: While in DHCP mode, all network-related parameters for the VTS are to be configured
automatically, including the DNS servers. If the DNS server is not automatically configured, the user
may manually configure the settings by entering the primary and secondary DNS IP addresses. To
force an automatic configuration of the DNS address, set the primary and secondary DNS IP

addresses to 0.0.0.0 (recommended).

A DHCP sever assigns IP addresses dynamically from an IP address pool, which is managed by
the network administrator. This means that the DHCP client, i.e. the VTS, receives a different IP
address each time it boots up. The IP address should be reserved on the DHCP server side to assure
that the user always knows the newly assigned VTS address. In order to reserve the IP address in
the DHCP network, the administrator needs the MAC address of the VTS found on the label sticker at
the bottom of the VTS.

Setting Reuse old IP at bootup time on DHCP failure as Enable, if the VTS fails to receive an
IP address from the DHCP server on booting up, the users can set the IP configurations of the VTS
with the previous IP configurations and connect it to the network. When the “lease” expires, the VTS

requests a renewal.

3.1.3 Using PPPoE

PPPOE (Point-to-Point Protocol over Ethernet) is a specification for connecting multiple computer
users on an Ethernet LAN (local area network) to a remote site through a modem or similar device.
PPPoE can be used to multiple users the ability to share ADSL, cable modem, or wireless connection
to the Internet.

To use the VTS in PPPoE mode, users require a PPPoE account and the necessary equipment
for PPPOE access (i.e. an ADSL modem). Since the VTS provides a PPPoE protocaol, it can access
the remote host on the Internet over an ADSL connection. The user will have to set up the user name
and password of the PPPoE account for the VTS.

The VTS negotiates the PPPoE connection with the PPPoE server whenever it boots up. During
the negotiation, the VTS receives the information required for an Internet connection, such as the IP
address, gateway, subnet mask and DNS servers. If the connection is established, the VTS will
maintain the connection for as long as possible. If the connection is terminated, the VTS will attempt to
make a new PPPOE connection by requesting a new connection.

Note: While in PPPoE mode, all network-related parameters for the VTS are to be configured
automatically, including the DNS servers. If the DNS server is not automatically configured, the user

may manually configure the settings by entering the primary and secondary DNS IP addresses. To
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force an automatic configuration of the DNS address, set the primary and secondary DNS IP

addresses to 0.0.0.0 (recommended).

3.2 SNMP Configuration

The VTS has the SNMP (Simple Network Management Protocol) agent supporting SNMP v1 and
v2 protocols. Network managers like NMS or SNMP Browser can exchange information with VTS, as
well as access required functionality.

SNMP protocols include GET, SET, GET-Next, and TRAPs. With these functions, a manager can
be notified of significant events (TRAPS), query a device for more information (GET), and make
changes to the device state (SET). SNMPv2 adds a GET-Bulk function for retrieving tables of
information and security functions.

With the SNMP configuration panel, the user can configure MIB-Il System objects, access control
settings and TRAP receiver settings. The manager configured in this menu can perform both
information exchange and action control. Figure 3-2 shows a SNMP configuration screen via a web

interface.

SMNMP configuration

MIB-II system objects

sysContact |administrator
syshame ! [¥T53200
sysLocation : |rng| location
SYSSEervice | et

Options Trap Ermail
EnablePowerOnTrap/Email ¢ Mo =

=
a
4
=l =
[} o
4 1

EnablesuthenTrap/Email
EnableLinkUpTrap/Email
EnableLinkDownTrap/Email &

Z| =
[m] o
4 4
=| =
o o
4 4

EnableLoginTrap/Email : No | |No =
Trap event recipient's email I
address :
Access control settings (MMS)
IP Address Cornmunity Permission
7 [T92TEE.T00.101 [senavis [Fead only =]
r [000o [public [Fead oy F]
r [E0GO [public [Fead only 7]
r [0000 [pubic [Fead anly =]
Trap receiver settings
IP Addrass Community ‘arsion
r [0ooo W_whc— m
r [0000 [public | T
r [000o [public ™ | [« =
r [oooo [ublic vl ®
Save to flash | Save & apply | Cancel |

Figure 3-2. SNMP configuration
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3.2.1 MIB-ll System objects Configuration

MIB-Il System objects configuration sets the System Contact, Name, Location, and
Authentication-failure traps used by the SNMP agent of the VTS. These settings provide the values
used for the MIB-Il sysName, sysContact, sysLocation, snmpEnableAuthenTraps, snmpEnable-
PowerOnTrap, snmpEnableAuthenTrap, snmpEnableLinkUpTrap, snmpEnableLinkDownTrap and
snmpEnableLoginTrap Object Identifications (OIDs). The VTS can be set to send the emails to the
Trap event recipient’s email address when snmpEnableAuthenTraps, snmpEnable- PowerOnTrap,
snmpEnableAuthenTrap, snmpEnableLinkUpTrap, snmpEnableLinkDownTrap and snmpEnable

LoginTrap are generated.

Brief descriptions of each OIDs are as follows,

® sysContact: Identification of the contact person for the managed system (VTS), and a
description of how to contact the person.

® sysName: Name used to identify the system. By convention, this is the fully qualified domain
name of the node.
sysLocation: The physical location of the system (e.g., Room 384, Operations Lab, etc.).
sysService(Read Only) : A series of values, separated by commas, that indicate the set of
services that the system provides. By default, VTS only supports an Application(7) service level.

® EnablePowerOnTrap: Indicates whether the SNMP agent process is permitted to generate
power-on traps.

® EnableAuthenTrap: Indicates whether the SNMP agent process is permitted to generate
authentication-failure traps. The value of this object overrides any configuration information; as
such, it provides a means whereby all authentication-failure traps may be disabled..

® EnableLinkUpTrap: Indicates whether the SNMP agent process is permitted to generate
Ethernet-link traps

® EnableLinkDownTrap: Indicates whether the SNMP agent process is permitted to generate
Ethernet-link-down traps

® EnableLoginTrap: Indicates whether the SNMP agent process is permitted to generate system

login traps.

If users need support for adding or modifying MIBs, please contact Sena technical support.
For more information about the MIBs and SNMP, see the RFCs 1066, 1067, 1098, 1317, 1318
and 1213.

3.2.2 Access Control Settings
Access Control defines accessibility of managers to the VTS SNMP agent. Only the manager set
in this menu can access VTS SNMP agent to exchange information and control actions. If there is no

specified IP address (all IP address are defaulted to 0.0.0.0), a manager from any host can access the
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VTS SNMP agent.

3.2.3 Trap Receiver Settings

The Trap receiver defines managers, which can be notified of significant events(TRAP) from the

VTS SNMP agent.

3.2.4 Management using SNMP

The VTS can be managed through the SNMP protocol using NMS (Network Management
System) or SNMP Browser. Before using the NMS or SNMP Browser, the user must set the access
control configuration properly so that the VTS permits host access where the NMS or SNMP Browser

is executed. Figure 3-3 shows a screen shot of a typical SNMP browser with MIB-II OIDs of the VTS

SNMP agent.
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Figure 3-3. Browsing MIB-II OIDs of VTS SNMP agent using SNMP Browser

(AdventNet MibBrowser)
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3.3 Dynamic DNS Configuration

When users connect the VTS to a DSL line or use a DHCP configuration, the IP address might be
changed whenever it reconnects to the network. It can therefore be very difficult to post all related
contacts for each new IP address. In addition, if the administrator only has access through the remote

console, there is no way to know if an IP address has changed, or what the new IP address is.

A Dynamic DNS service is provided by various ISPs or organizations to deal with the above issue.
By using the Dynamic DNS service, users can access the VTS through the hostname registered in the

Dynamic DNS Server regardless of any IP address change.

By default, the VTS only supports Dynamic DNS service offered at Dynamic DNS Network

Services, LLC (www.dyndns.org). Contact Sena technical support for issues regarding other Dynamic

DNS service providers.

To use the Dynamic DNS service provided by Dynamic DNS Network Services, the user must set
up an account in their Members' NIC (Network Information Center - http://members.dyndns. org). The
user may then add a new Dynamic DNS Host link after logging in to their Dynamic DNS Network

Services Members NIC.
After enabling the Dynamic DNS service in the Dynamic DNS Configuration menu, the user must
enter the registered Domain Name, User Name, and Password. After applying the configuration

change, users can access the VTS using only the Domain Name.

Figure 3-4 shows the Dynamic DNS configuration web interface.

Dynamic DNS configuration

Dynarmic DS ¢ SEEEE ~

Dormain Mame ! I\fts.dyndns.biz

User Mame ; [vts-user

Password : |-------

Confirm password : |-uuu
Save to flash | Save & apply I Cancel |

Figure 3-4. Dynamic DNS configuration
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3.4 SMTP Configuration

The VTS can send an email notification when the number of system log messages reaches to
certain value and/or when an alarm message is created due to an issue with serial port data. The user
must configure a valid SMTP server to send these automatically generated emails. The VTS supports
three SMTP server types:

e SMTP without authentication
e SMTP with authentication
e POP-before-SMTP

Figure 3.6 shows these examples. Required parameters for each SMTP configuration include:
e Primary/ Secondary SMTP server name
e Primary/ Secondary SMTP mode
e Primary/ Secondary SMTP user name
e Primary/ Secondary SMTP user password

e Device mail address

SMTP configuration
Frimary SMTP server |Enab|e vi

Frimary SMTP server name

Primary SMTP mode :

Primary SMTF user name !

Primary SMTP password ;

Confirm primary SMTP password |

Secondary SMTP server !
Secondary SMTP server na
Secondary SMTP mode :

Secondary SMTP user nam

me

B

Secondary SMTP password |

Confirm secondary SMTP p

Device mail address ;

assword

SMtp, YoUrcompany, com
i
[SMTP =]

|admin

|Disab|e vi

|
[ SMTP =

|admin

ivtsBZDEI@yDurcumpany.com

Save o flash Save & a

pply | Cancel'

Figure 3-5. SMTP configuration
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SMTP configuration
Frimary SMTP server |Enab|e vi

Frimary SMTP server name ismtp.ynurcumpany.cum
Frimary SMTP mode : | SMTP |
Primary SMTP user name ! POP befare SMIP
Primary SMTP password .SMTF' authentication
Confirm primary SMTP password | |-u-u

Secondary SMTP server ! |Disab|e vi

Secondary SMTP server name : |

Secondary SMTP mode : |SMTP =]

Secondary SMTP user name : |3dmin

Secondary SMTP password | |nwn

Confirm secondary SMTP password |-l"u

Device mail address . iw’tsBZDD@yuurcumpany.cum
Save to flash I Save & apply | Cancel |

Figure 3-6. SMTP mode selection in SMTP configuration

The device mail address specifies the sender's email address for all log and alarm delivery emails.
SMTP servers often check only the sender's host domain name of the email address for validity.
Consequently, the email address set for the device can use an arbitrary username with a registered

hostname (i.e. arbitrary_user@yahoo.com or anybody@sena.com).

The SMTP user name and SMTP user password are required when either SMTP with

authentication or POP-before-SMTP mode is selected.

Secondary SMTP configuration is also provided so that mail can be delivered even when the
primary SMTP server fails. Only when the primary SMTP server fails, the secondary SMTP server will

be tried for mail delivery.

3.5 IP Filtering

The VTS keeps unauthorized hosts from accessing to the VTS by specifying IP filtering rules. An

IP filtering rule consists of Interface, Option, IP address/Mask, Protocol, Port and Chain rule.

Interface
The Interface is the optional name of the network interface via which a packet is received. It can
be one of these three values:
e ethO: the VTS default interface

e ethl : the interface added by network PC card or wireless network PC card
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e all : both of ethO and ethl

Option
The Option determines that this rule will be applied to the hosts included or excluded in hosts
range specified by the IP address/Mask. It can be one of these two values:
e Normal : applied to the hosts included

e Invert: applied to the hosts excluded

IP address/Mask
The IP address/Mask specifies the host range by entering base host IP address followed by “/”
and subnet mask. The host range can be one of the following scenarios by changing the value:
e Only one host of a specific IP address
e Hosts on a specific subnet

e Any host

Table 3-2. Input examples of IP address/Mask

Specified host range Input format
Base Host IP address Subnet mask
Any host 0.0.0.0 0.0.0.0

192.168.1.120 192.168.1.120 255.255.255.255

192.168.1.1 ~ 192.168.1.254 192.168.1.0 255.255.255.0

192.168.0.1 ~ 192.168.255.254 192.168.0.0 255.255.0.0

192.168.1.1 ~ 192.168.1.126 192.168.1.0 255.255.255.128
192.168.1.129 ~ 192.168.1.254 192.168.1.128 255.255.255.128

Protocol
The Protocol determines which protocol the host uses to communicate with the VTS. It can be

one of three values such as TCP, UDP and ICMP.

Port
The Port is a port or port range of the VTS which hosts try to access to. The port range can be

specified by entering portl:port2 where the port range starts with portl and ends with port2.

Chain rule
The Chain rule determines whether the access of the hosts is allowed or not. It can be one of the
these two values :
e ACCEPT : access allowed

¢ DROP : access not allowed
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Figure 3-7 shows IP filtering configuration.

# Interface  Option IP addressfMask Protocol Port Chain rule Action

1 Iall j |Inver‘t j|192.158.D.D!255.255.D.E| |TCF' L”ZZ |DF|OF' LI Hemove |
2 Iall ;l |I|Wer‘t ;”192.158.0.0!255.255.0.0 |TCF' ;“23 |DF|OF' LI Rermove |
3 !all ;l |NDrmaI;||192.158.].0!255.255.255.0 |TCF' ;”EED |.-’-‘-.CCEF'TL| Remove |
4 !all _v_l |NDrmaIL||192.158.2.0!255.255.255.0 |TCF' L“EED |.-’-‘«CCEF'Tj Remaove I
5 |a|| j |NDrmaI;“D.EI.D.ElfD.D.EI.D |TCF' jIBD |DF|OF' j Remaove |
& iall :l |NDrmaI:||192.158.].0!255.255.255.0 |TCF' ;“4413 |.-’-‘-.CCEF'T:] Remove |
7 Iall :l |I|Wer‘t j|192.158.2.0!255.255.255.0 |TCF' ;“4413 |DF|OF' j Remoyve |

!all x| [Mormal =] |TCF' = | ACCEPT =] add |

Save o flash | Save & apply | Cancel'

Figure 3-7. IP filtering configuration

The #1 IP filtering rule at Figure 3-7 means the hosts which is not included (Option : invert) in the
host range from 192.168.0.1 to 192.168.255.254(IP address/Mask : 192.168.0.0/255.255.0.0) are not
allowed (Chain rule : DROP) to connect to SSH (port : 22) of the VTS via both of ethO and ethl
(Interface : all). The #1 allows only the hosts whose subnet is 192.168.x.x to access to the VTS
through SSH. The #2 IP filtering rule allows those which belongs to the subnet 192.168.x.x to connect
to the VTS through the telnet via both ethO and ethl.

No host is allowed to connect to the VTS through http (port 80) by the #5 rule but the hosts whose
subnet is 192.168.1.x is allowed by the #3 rule and 192.168.2.x by the rule #4. So, only the hosts
which belong to the subnet 192.168.1.x or 192.168.2.x can access to the VTS through http by the #3,
#4 and #5 rules.

No host except the hosts whose subnet is 192.168.1.x is allowed to connect to the VTS through
https (port 443) by the #7 rule. But, hosts included in the subnet 192.168.1.x are allowed by the #6 rule.
So, only the hosts which belong to the subnet 192.168.1.x or 192.168.2.x can access to the VTS
through https by the #6 and #7 rules.

Users can add a new IP filtering rule by setting the properties at adding line and then clicking the
Add button. User can remove a rule by clicking the Remove button. Users can also edit the rules if
they set the rule properties and click the Save to flash or the Save & apply button. The VTS will not
filter the access of the hosts according to the IP filtering rules before users apply the changes by

clicking the Save & apply button or selecting Apply changes at menu.

35



3.6 SYSLOG server configuration

The VTS supports a remote message logging service, SYSLOG service for the system and port
data logging. To use the remote SYSLOG service, the user must specify the SYSLOG server's IP
address or domain name and the facility to be used. Figure 3-8 shows the SYSLOG server
configuration page of the supplied Web interface. The VTS provides a maximum of two SYSLOG
servers. If the secondary SYSLOG server is configured, the VTS will send the same SYSLOG

messages to both servers.

SYSLOG server configuration

SYSLOG service | |Enab|e vi

Primary SYSLOG server name : |192.IEB.ZDEI.1DE|

Secondary SYSLOG server name | |

SYSLOG facility |LD|:aID "I
Save to flash | Save & apply I Cancel |

Figure 3-8. SYSLOG server configuration

To receive log messages from the VTS, the SYSLOG server specified in the VT S's configuration
must be configured as “remote reception allowed”. If there is a firewall between the VTS and the
SYSLOG server, the user must add a rule that will allow all outgoing and incoming UDP packets the
ability to travel across.

The VTS supports SYSLOG facilities from localO to local7. The user can employ these facilities to

save messages from the VTS separately from the SYSLOG server.

If the SYSLOG service is enabled and the SYSLOG server configuration is properly set up, the
user can specify the storage location for the VTS’s system log or port data log as SYSLOG server. For
more information about the configuration of port/system log storage location, please refer to section,

4.3.7 Port Logging and 8.2 System Log Configuration.

3.7 NFS server configuration

The VTS supports NFS (Network File System) service for system or port data logging functions.
The user must specify the NFS server’s IP address and the mounting path on the NFS server to use it.

Figure 3-9 shows the web based NFS server configuration page.

To store the VTS log data to the NFS server, the NFS server specified in the VTS’s configuration
must be configured as “read and write allowed”. If there is a firewall between the VTS and NFS

server, the user must add a rule that will allow all outgoing and incoming packets to travel across.
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If the NFS service is enabled and the NFS server configuration is properly set up, the user can
specify the storage location for the VTS'’s system log or port data log as the NFS server. If secondary
NFS server is configured, the same VTS log messages are stored also in the secondary NFS server.
For more information about the configuration of the port/system log storage location, please refer to

section, 4.3.7 Port Logging and 8.2 System Log Configuration.

MNFS server configuration

MNFS sarvice ! |Enab|e "I

Frimary MFS server name . |192.IEB.1EI.1E|
Mounting path on primary MFS server I!wurkfmuunt
Primary MFS timeout {sec, 5-3600) ¢ 15

Frimary MFS mount retrying interval (sec, 5- IE

36007

Enable/Disable encrypted primary MFS server IDisabIe vl
Encrypted primary MFS server user ;

Encrypted primary MFS server password ;

Confirm primary MFS server password |

Secondary MFS service | Digahle =

Secondary MFS server name |

T

Mounting path on secondary MFS server :

Secondary MFS timeout (sec, 5-3600) : |'5
Secondary MFS mount retrying interval (sec, E-IE‘
3600)
Enablef/Disable encrypted secondary NFS i

I isahle vl
Server

Encrypted secondary NFS server user ;

Encrypted secondary NFS server password &

Confirm secondary MFS server password ¢

[Email alert configuration]
EnablefDisable email alert for MFS

: ; Disable -
disconnection :

Title of email ;

Fecipient's email address ;
[SNMP trap configuration]
Enable/Disable NFS disconnection trap Disable =

Use global SMMP configuration Disahle =

a ]

Trap receiver settings :

IP &ddress Cormmunity Yersion
[0o00 [pubic— N
[000.0 [public— vl Z

Save to flach Save & apply I Cancel |

Figure 3-9. NFS server configuration

Required parameters for each NFS server configuration include:

e Primary/ Secondary NFS server IP address
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e Mounting path on primary / secondary NFS server

e Primary/ Secondary NFS timeout

e Primary/ Secondary NFS mount retrying interval

e Enable/Disable encrypted primary / secondary NFS server
e Encrypted primary / secondary NFS server user

e Encrypted primary / secondary NFS server password

e Emalil alert configuration

e SNMP trap configuration

NFS timeout specifies time out value for VTS to check how long it will wait the response from the
NFS server if NFS server is not responding for some time. If there is no response form NFS server
during the NFS timeout interval, VTS releases (unmount) a local directory which is mounted to the
directory of NFS server(mounting path on NFS server) and changes data logging location to memory

automatically if it is needed.

NFS mount retrying interval specifies time intervals for VTS to check whether connecting to
NFS server is possible. VTS check whether connecting to NFS server is possible for every NFS
mount retrying interval. And if connection to NFS server is possible, VTS remounts mounting path
on NFS server on its local directory again and changes data logging location to NFS server

automatically if it is needed.

Whereas NFS is a wide spread protocol for sharing files through network, it has following security
problem because it uses UDP protocol in general.

- Data between NFS server and client cannot be encrypted.

- There is no authentication method for the user who tries to connect NFS server.

- It is very difficult to use NFS if there is Firewall between NFS server and client.

But Encrypted NFS feature in VTS solves above problems by using SSH tunneling. To use Encrypted
NFS feature, user must use NFS server that support TCP protocol. Most NFS servers for Microsoft
Windows support TCP protocol. And also SSH daemon must be installed and run on the same host
which be used as an Encrypted NFS server for VTS. And finally a utility program, pause.exe, which is
included CR ROM accompanied with VTS products must be copied to the directory where SSH
daemon program is located. For more detail procedures about using Encrypted NFS, please see

Appendix F. Guide to use Encrypted NFS feature section.

If Enable/Disable email alert for NFS disconnection is set as Enable, the VTS will send an

email according to the Email alert configuration on NFS server disconnection. If user configures
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Enable/Disable NFS disconnection trap as Enable and IP address at trap receiver settings as trap
receiver, the VTS will transfer the NFS disconnection trap according to the Trap receiver settings
whenever NFS server is down. If Use global SNMP configuration is set as Enable, trap receiver
settings configured at SNMP configuration are used as the destination of the SNMP trap. For details

of SNMP trap configurations and descriptions, please refer to section 3.2 SNMP Configuration.

3.8 Web server configuration

The VTS’ Web server supports both HTTP and HTTPS (HTTP over SSL) services simultaneously.
The user can opt to enable or disable each individually at security profile. For details of security profile ,

please refer to section 9.7 Security Profile. Figure 3-10 shows the Web based server configuration

page.

Web server configuration

Weh page refresh rate for statistics data display |1E|— SARERTE
(0-1800, 0 for no refresh) @
Login timeout (0-1440, 0 for unlimited) : |EEI— minutes
Authentication method ; |Local =]
Eliminate root access | m
Serial ports count on connection page (16-90) ; IED—
web applet option [Built-in with S5HZ =]
HTTP port ; O
HTTPS port |’MB—

Save to flash Save & apply | Cancel |

Figure 3-10. Web server configurations

The Web page refresh rate can be also adjusted in this configuration page. The refresh rate is
only applicable to the serial port connection page, system statistics pages such as network interfaces,
serial ports, IP, ICMP, TCP and UDP and power controller management pages. Other pages in the
Web interface are not refreshed automatically. For more information about the serial port connection,
please refer to section 4.5 Serial port connection. And for more information about the system

statistics, please refer to section 10. System Statistics.

If Login timeout is set, the VTS will prompt to login when user tries to use web interface again

after login timeout without using it. If it is set 0, login will not be prompted.

Users can select Authentication method for the VTS web pages login. The VTS currently
provides authentication methods of Local, RADIUS server, RADISU down - Local, TACACS+ server,

LDAP server, Kerberos Server and Custom PAM. Please refer to section 4.3.10 Authentication
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configuration for details in authentication methods.

The VTS Root user can be limited to access the VTS web interface by selecting Enabled at
Eliminate root access. To keep the VTS Root user from access the remote or serial console of the

telnet or SSH protocol, please refer to section 11. CLI Guide 11.1 Introduction.

Notes: Differently with serial ports user authentication, the VTS always refers to the local database for
the web server login user authentication. Even when the user authentication method is configured as
RDAIUS, TACAS+, LDAP, Kerberos, the authentication will be failed if local database has no record for
the corresponding user. However, in this case, the password in the remote authentication server will
be utilized instead of the password in the local database. Please refer to the section 4.3.10
Authentication configuration for the serial port authentication details. Also, please refer to the

section 9.1 User Administration for the user administration of local database.

The Serial ports count on connection page determines how many ports are displayed a page
at the serial port connection page. If there are more ports to display than it, the list box which helps to
move to some other pages is shown up. For more information about the serial port connection, please

refer to section 4.5 Serial port connection.

The Web applet option determines what kind of Java applet is used on accessing to the
serial/remote port or the serial port of the clustering slave unit. For built-in applet such as Built-in with
SSH1 and Built-in with SSH2, there is no difference for telnet protocol. But the Built-in with SSH1
option means SSH version 1 is used and Built-in with SSH2 option means SSH version 2 is used for
SSH protocol. If Built-in with SSH1 is selected for the Web applet option and SSHV1 is disabled at
security profile, the port with SSH protocol may not be accessible through java applet. User defined
java applet is available. After copying the user defined java applet to /usr2/jta.jar, the User
defined option is added to the list box of the Web applet option. Selecting the User defined makes it

possible to use the customized java applet.

The HTTP port and the HTTPS port determine the port of the VTS web services.

3.9 Ethernet configuration

The VTS supports several types of Ethernet modes:
- Auto Negotiation
- 100 BaseT Half Duplex
- 100 BaseT Full Duplex
- 10 BaseT Half Duplex
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- 10 BaseT Full Duplex

After changing the Ethernet mode, the user must reboot the system. The factory default value of
the Ethernet mode is Auto Negotiation. With most network environments, Auto Negotiation mode
should work fine and recommended. Invalid Ethernet mode settings will not make the VTS work in the

network environment.

Ethernet configuration

Ethernet mode | | futo Negatiation |

Saveto flash Save &'epply | Cancel |

Figure 3-11. Ethernet mode configuration

3.10 TCP service configuration

If a TCP session is established between two hosts, it should be closed (normally or abnormally)
by either of the hosts to prevent the lock-up of the corresponding TCP port. To prevent this type of
lock-up situation, the VTS provides a TCP “keep-alive” feature. The VTS will send packets back and
forth through the network periodically to confirm that the network is still alive. The corresponding TCP

session is automatically closed if there’'s no response from the remote host.

TCP service configuration

TCP keepalive configuration

TCP keepalive time(sec) . |15
TCP keepalive probes(times) @ |3
TCR keepalive intervals(sec) |5

Reverse DNS lookup configuration

Reverse DMS lookup IEnabIe vl

Save to flagh Save & apply | Cancell

Figure 3-12. TCP service configuration

To use the TCP “keep-alive” feature with the VTS, the users should configure three parameters

as follows:

® TCP keep-alive time :
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This represents the interval of time between packet submissions by the VTS. These “keep-
alive” messages are sent to the remote host after the TCP session is open to confirm that the
session is still open. The default time value is 15 sec.

® TCP “keep-alive” probes :
This represents how many “keep-alive” probes the VTS will send to the remote host, until it
decides that the connection is dead. Multiplied with the “TCP ‘keep-alive’ intervals”, this gives
the time that a link is forced to close after a “keep-alive” packet has been sent for the first time.
The default is 3 times

® TCP keep-alive intervals :
This represents the interval of time before a “keep-alive” packets is retransmitted, due to no

acknowledgement by the original Chinatown. The default value is 5 seconds.

By default, the VTS will send the keep-alive packets 3 times with 5 seconds interval after 15

seconds have elapsed since the time when there’s no data transferred back and forth.

To convert the IP addresses of the form xxx.xxx.xxx.xxx to the domain names and to display the

domain names, the users should set the Reverse DNS lookup enabled.
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4: Serial Port Configuration

4.1 Overview

The serial port configuration capability allows the user to configure the host mode of each port,

serial communication parameters, port logging parameters and other related parameters.

The serial port's host mode can be set as any of the following:

e Console server mode: Connection requests are sent from the remote host. This is to
allow access to the serial port from the remote host.

e Terminal server mode: Connection requests are sent from the serial port. This is to allow
access to the remote host on the network or execute a shell program of VTS.

e Dial-in modem mode : Allows access to the VTS from a remote site via an analog
modem connection.

e Dial-in terminal server mode: Allows access to the remote host on the network via an

analog modem connection.

The VTS supports remote ports where connection requests are sent from the remote host like the
console server mode of the serial port but it allows access to the remote host on the network unlike
the console server mode. So, remote ports have not serial port parameters configuration but remote

port parameters configuration where the properties of the remote host to access is set.

The VTS also provides a port access menu. This menu displays all the serial ports via the web
for easier access to the serial ports. The user is able to access any serial port by simply clicking the

hyperlink for the port.

With the port-logging feature while in console server mode, the data sent through the serial port
is transferred to MEMORY, SYSLOG server, NFS server’s storage or an ATA/IDE fixed disk card
using a PC Card slot. The user can also define keywords for each serial port that will trigger an email
or SNMP trap notification. This will enable the user to monitor the data from the attached device.

Using MEMORY to store data will result in loss of all information when the VTS is turned off.

Use the NFS server or ATA/IDE fixed disk card to preserve the serial port log data.

One of the useful features provided is the “port sniffing” function. By using “port sniffing”
function, users can access a serial port concurrently. But maximum number of sniff user is limited up
to 15 users per port. This safeguard prevents unexpected memory shortages due to the increase of

TCP sessions.
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If the host which is connected to a serial port on console server mode or is connected through
network on remote port provide a KVM function, VTS helps the users to connect to the server with the

KVM client program.

The serial ports and the remote ports can be configured individually or all at once. Table 4-1

summarizes the configuration parameters related to the serial port configuration.

Table 4-1. Serial port configuration parameters

Port access menu Enable/Disable

Port access menu port number (listening TCP port)

Port access menu protocol (Telnet or SSH)

Port access menu inactivity timeout (seconds)

Port access menu local IP

Port access menu guick connect via (Web applet or Local client)

Port access menu web applet encoding — Web applet only (English (latinl), Korean
(KSC5601), Japanese (eucjp), Unicode (UTFE8))

Port Access Login on port access Enable/Disable
LAY Port access menu authentication method (Local, RADIUS, TACAS+, LDAP)

Enable/Disable email alert for port login
Title of email
Recipient's email address
Enable/Disable port login trap
User global SNMP configuration

First / Second IP Address

Trap receiver Community

settings Version
Enable/Disable port
All ports Por@ Reset port (except all ports setting)
setting Enable/Disable -
Set port as factory default (except all ports setting)

Automatic detection Enable/Disable

el Use detected port title Enable/Disable
Individual Port title
serial port : Probe string
settigg Porttitle Detected OS (Read only)
#1~#4 Device detection method (Active or Passive)
(8, 16, 32, 48) Detection initiation (Periodically, If new device is detected)
or Detection delay
Apply all port settings (except all ports setting)
Remote port Host mode Enable/Disable assigned IP

configuration Assigned IP

Listening TCP port

Protocol (Telnet/SSH/RawTCP)

Inactivity timeout (0 for unlimited)

Console Enable/Disable port escape sequence
server Port escape sequence

Port break sequence

Use comment

Quick connect via

Web applet encoding (same as Port access
menu web applet encoding)

Terminal Terminal server option (Remote connection /
server Shell program)
(except Terminal server shell program path
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remote port) | Destination IP

Destination port

Protocol (Telnet/SSH/RawTCP)

Inactivity timeout (0 for unlimited)

Modem init string

Enable/Disable dial-in modem callback

Dial-in modem

(except Dial-in modem callback phone number

Enable/Disable dial-in modem test

remote port) —
Dial-in modem test phone number

Dial-in modem test interval

Dial-in Destination IP
terminal Destination port

server Protocol (Telnet/SSH/ RawTCP)
(except Inactivity timeout (O for unlimited)

remote port)  "viodem init string

Virtual KVM
configuration

Virtual KVM connection Enable/Disable

Automatic IP detection

IP address

Client program

Client program path

Serial Port
Parameters
(except remote

port)

Baud rate

Data bits

Parity

Stop bits

Flow control

DTR behavior (except Diakin modem / Dial-in terminal server)

Enable/Disable delimiter (RawTCP only)

Delimiter (RawTCP only)

Delimiter option (with / without delimiter) (RawTCP only)

Inter-character timeout (ms) (RawTCP only)

Remote Port
Parameters
(remote port only)

IP address

Port

Protocol

Port logging
(only provided in
console server
mode)

Port logging Enable/Disable

Logging direction (Server output / User input / Both with arrows /
Both without arrows)

Port log storage location (Memory / CF card / NFS server)

Port log to SYSLOG server Enable/Disable

Port log buffer size

Port log file name (User port title / Specify below + file name)

Time stamp to port log Enable/Disable

Show last 10 lines of a log upon connect Enable /Disable

Strip the "M from SYSLOG (Port log SYSLOG server enable
only)

Automatic backup on mounting

Monitoring interval (sec.)

Port event
handling (only
provided on port
logging enabled)

Key word

Case sensitive

Email notification Enable/Disable

Title of email

Recipient's email address

SNMP trap notificatin Enable/Disable

Title of SNMP trap

Use global SNMP configuration

First / Second | IP Address
Trap receiver | Community
settings Version

Port IP filterina

Allowed base hosts IP
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(console server
mode only)

Subnet mask to be applied

Authentication

None
Local
First RADIUS authentication server
Second RADIUS authentication server
RADIUS First RADIUS accounting .server
e Second RADIUS accounting server
RADIUS timeout (0-300 sec.)
RADIUS secret
RADIUS retries (0-50 times)
First TACAS+ authentication server
TACAS+ Sgcond TACAS+ authgntication server
SEET First TACAS+ accounting server

Second TACAS+ accounting server

TACAS+ secret

LDAP server

First LDAP authentication server

Second LDAP authentication server

LDAP search base

Domain name for active directory

First Kerberos authentication server

User access
control

Kerberos Second Kerberos authentication server
server Realm for first Kerberos server
Realm for second Kerberos server
Custom PAM
<<Everyone>> | Port
or individual Monitor
user’s or
access list's | power
access

Sniff session

Enable/Disable sniff mode

Sniff session display mode (Server output /
User input / Both)

Display data direction arrows Enable/Disable

Permit monitoring only mode Enable/Disable

Alert
configuration

Console
server

Email alert for port login

Title of email

Recipient's email address

Email alert for device connection

Title of email

Recipient's email address

Email alert for active detection

Title of email

Recipient's email address

Port login trap

Device connection trap

Active detection trap

Use global SNMP configuration

First / Second | IP Address
Trap receiver | Community
settlngs Version

Dial-in modem
(Dial-in
modem test
enabled)

Email alert for dial-in modem test

Title of email

Recipient's email address

Dial-in modem test trap

Use global SNMP configuration

First / Second
Trap receiver

IP Address

Community
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|  settings | version

Power control Power controller
configuration Outlet

Figure 4-1 shows the web-based serial port configuration screen.

Serial port configuration

Port access menu configuration
Port access menu configuration

Al port configuration
Port# Title Mode Base address Port Proto Serial-settings
all  Port Title Cs  0.0.0.0 7001 Telnet 9600-M-3-1-Mo

Individual port configuration

Port# Title Mode DestféssignedIP  Port Proto Serial-settings
1 server name on port ., Cs  0.0.0.0 7001 Telnet 9600-M-3-1-Mo
2 Port Title #2 cs 0,000 7002 Telnet 9600-M-3-1-Mo
3 Fort Title #3 C5  0.0.0.0 7003 Telnet 9600-M-S-1-Ma
B Port Title #4 Cs  0.0.0.0 7004 Telnet 9600-M-3-1-Mo
29 Port Title #29 Cs  0.0.0.0 7029 Telnet 9600-M-3-1-Mo
30 Port Title #30 CS o 0.0.0.0 7030 Telnet 9600-M-3-1-Mo
31 Port Title #31 C5  0.0.0.0 7031 Telnet 9600-M-5-1-Ma
32 Part Title #32 CS  0.0.0.0 7032 Telnet 9600-M-8-1-Mo

Remote port configuration

[ Title Mode Assigned IP Port Proto Remote-settings
[T remote port 1 Cs  0.0.0.0 7051 Telnet 192.165.19.10/23
Click [Remove] button to remove the checlked rermote port profile, Hemove |

Remote port title I Add

Figure 4-1. Serial port configurations main screen

To select and configure a serial port or a remote port individually, click the port number or title. To
configure all of the serial ports and the remote ports at once, click [All] or [Port Title], located below the

[All port configuration] label.

The user can add a remote port by providing remote port title and clicking the [Add] button at the
Remote port configuration tab. The user can remove the checked remote ports by clicking the

[Remove] button.

The user also has the ability to connect to each serial port or remote port and port access menu
from the configuration Web page using the terminal emulation Java applet. To access each port and
port access menu through the Web

1. The user must select the serial port = connection link on the left menu bar
2. The user must select a terminal icon in the Individual port connection.

3. The user may now use the serial port link provided in the port access menu connection.
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Notes: For serial port connections details, please refer to the section 4.5 Serial port connection

4.2 Port Access Menu Configuration
4.2.1 Overview

With the port access menu, the VTS will confirm connection to a specified virtual port via a
Telnet/SSH client connection. Once connected, the VTS will display the connection route to all serial
ports and remote ports on the port access menu. This will also include the port number, the port title
and the serial port mode. The VTS allows users to access a serial port configured as a console
server by selecting the corresponding port number at the menu. There is R menu for listing the remote
ports at the menu. After clicking it and moving to the list of the remote ports, users can access to a
remote port by selecting the remote port number.

Figure 4-2 shows the port access menu screen using the Windows Telnet program.

=3 192.168.19.1

Welcome to UTS5-3288 Port Access Menu (UTS3280_Devicel

UT5-3200 Login : root
UTS-3288 Password : eeese

[UTS3288_Devicel

Server name on po
Port Title #3
Port Title #5
Port Title #7
Port Title HY?
Port Title #11
Port Title #13
Port Title #15
Port Title H17
Port Title #H19
Port Title #21
Port Title #23
Port Title #25
Port Title H27
Port Title H#29
Port Title #31

Figure 4-2. Accessing port access menu using Windows Telnet
The VTS connects to the virtual port by:

- Using the VTS IP address with the user-defined TCP port number as the port access menu

- Using the IP address of the virtual port with a pre-defined TCP port number
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For example, if the VTS IP address is 192.168.1.100 and the TCP port number of the virtual port
is 6000, the user would enter the following command at the Windows Command Prompt:
tel net 192.168.1. 100 6000 <ENTER>

If the IP address of this virtual port is 192.168.1.132, the user can also connect to the port without
using the port number by entering the following command at the Windows Command Prompt:
tel net 192.168.1. 132 <ENTER>

Figure 4-3 shows the Port access menu configuration screen.

Port access menu configuration

Port access menu ¢ |Enab|e vi

Port access menu port number (1024-65535) :I?UDD

Port access menu protocol |Te|net "I

Port access menu inactivity timeout (1-3600 i] o0
sec, 0 for unlirited) .

Enable/Disable port access menu local IP |Enab|e vl

Port access menu local IP ¢ |192.1EB.1.IDD

Port access menu gquick connect via IW

Port access menu web applet encoding : |Eng|ish tlatinl) ﬂ
Login on port access ¢ Im

Port access menu authentication method | |Lc:c:a| j

[Email alert configuration]
Enable/Dizable email alert for port login ¢ |Disab|e "'I

Title of email . |

Recipient's email addrass ! |

[SMNMP trap configuration]

Enable/Disable port login trap |Disab|e vi
lUse global SMMP configuration | i[lisable vl

Trap receiver settings :

IP &ddress Cormrmunity Yersion
[0000 fpublic— T
I[!, 0.0.0 IpuI-r— vl =

Save to flash | Save & apply | Cancel |

Figure 4-3 Port Access Menu Configuration

If Login on port access is set as Disable, the serial port connected through port access menu

does not prompt user authentication.

If Enable/Disable email alert for port login is set as Enable, an email is sent to the specified
address with the specified title when users login or logout port access menu. If Enable/Disable port

login trap is set as Enable, a SNMP trap is transferred to an administrator depending on trap receiver
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settings.

Note: When assigning the IP address of the port access menu, the user must be sure not to conflict
with other host IP addresses. If there is a conflict, the IP address of the port access menu will be
disabled. If the user disables local IP or assigns 0.0.0.0 for the local IP, the VTS does not assign local
IP address for port access menu and the user should access the port access menu using the VTS IP

address and the VTS port number.

4.2.2 Authentication for the port access menu

The VTS provides a dual authentication procedure to access the port access menu. The user
must first be authenticated by the “port access menu authentication” method to access the port
access menu. The user must then be authenticated by the “serial port authentication” method to
access the serial port display.

If the “port access menu authentication” method is configured to [none], all users will have access
to the serial ports in the port access menu.

If the “serial port authentication” method is configured to [None] , users will have no access into
the port.

If the “port access menu authentication” method is set to [Local ] or another method (i.e.
RADIUS, LDAP, TACACS+ or Kerberos) is identified, the user can access the serial ports in the port
access menu when the following conditions are satisfied:

- The user is authenticated and gains access to the port access menu

- The user is authenticated and gains access to the serial port in the port access menu.

- The user is registered in the port's user access list.

Once authenticated, the user can access only the “console server mode” serial ports. All other
serial ports are inaccessible.

Once authenticated, the user accessing the port access menu also has priority over all other
connections. If the user requests a connection currently in use, that connection is closed and a new
session is opened for the authenticated user.

Please refer to section 4.3.10 Authentication configuration for details in authentication methods.

4.2.3 Protocol of the port access menu

The port access menu protocol can be configured to use either Telnet or SSH. It may not be
coincident with that of each port. Because the protocol for the serial port is specifies the way to
connect to the VTS from remote hosts, it is meaningless if the users are already login to the VTS using

port access menu. Although it may seem to the users that the protocol configured for port access
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menu overrides that for each serial port, the protocol selected for the port access menu has

precedence over that of the serial port.

4.2.4 Port access menu options

Users can assign which client program will be used for connection menu of the web page by
configuring Port access menu quick connect via option. If user configures Port access menu
quick connect via option as Web applet, the web applet will use Port access menu web applet
encoding option to encode the received data to the string to display. If Enable/Disable email alert for
port login is set as Enable, the VTS will send an email according to the Email alert configuration on
user’s login to or logout from the port access menu. If user configures Enable/Disable port login trap
as Enable and IP address at trap receiver settings as trap receiver, the VTS will transfer the port login
trap according to the Trap receiver settings whenever users log in to or log out from the port access
menu. If Use global SNMP configuration is set as Enable, trap receiver settings configured at SNMP
configuration are used as the destination of the SNMP trap. For details of SNMP trap configurations

and descriptions, please refer to section 3.2 SNMP Configuration.

4.2.5 Port access menu in clustering

In clustering mode (chapter 5), slave units can be accessed via port access menu of the master
unit. Users can select a slave unit by entering S key for slave unit menu and then selecting A~P key at
slave unit menu in the port access menu of the master unit. Once a slave unit is accessed, users can
see a port access menu of the slave unit, and access to a desired serial port within the port access
menu of the slave unit. The IP address at the top of the screen shows the IP address of the unit

currently being accessed.

[ VTS3200_Devi ce]

Port # Port Title Mo

de Por t # Port Title Mode
1 Port Title #1 CS 2 Port Title #2 Cs
3 Port Title #3 (05 4 Port Title #4 CS
5 Port Title #5 Cs 6 Port Title #6 Cs
7 Port Title #7 (o 8 Port Title #8 CS
9 Port Title #9 (o5 10 Port Title #10 Cs
11 Port Title #11 (05 12 Port Title #12 (05
13 Port Title #13 CS 14 Port Title #14 CS
15 Port Title #15 (o5 16 Port Title #16 (o5
17 Port Title #17 (05 18 Port Title #18 (05
19 Port Title #19 Cs 20 Port Title #20 Cs
21 Port Title #21 CS 22 Port Title #22 CS
23 Port Title #23 (05 24 Port Title #24 (o5
25 Port Title #25 Cs 26 Port Title #26 Cs
27 Port Title #27 Cs 28 Port Title #28 Cs
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29 Port Title #29 (05 30 Port Title #30
31 Port Title #31 CS 32 Port Title #32

33

Enter command ( 1-32 serial port, P passwd, S slave unit
R renote port, Qexit )

[ VTS3200_Devi ce]

Unit # P Unit # P
A 192.168. 19. 3 ST
(o 5 Y
B ccccce-ca- T
@  eemeeaeo- S
TS 0 aceaceats
K cccoce-ca- [
Y N o e
@ oococcacec I

Enter command ( A-P slave unit, L serial port, Rrenpote port, Qexit )

4.3 Individual Port Configuration

The VTS allows serial ports and remote ports to be configured either individually or all at once.
The parameters for both individual and all port configurations are similar.

Individual Port Configurations are classified into 12 groups:

1. Portenable/disable

Port title
Apply all port settings
Host mode configuration
Virtual KVM configuration: Only available if the host is set to Console Server Mode.
Serial port parameters: Only available for serial ports

Port logging: Only available if the host is set to Console Server Mode.

® N o s wN

Port event handling: Only available if the host is set to Console Server Mode and Port
logging is enabled.

9. PortIP filtering: Only available if the host is set to Console Server Mode.

10. Authentication

11. User access control: Only available if the host is set to Console Server Mode.

12. Alert configuration: Only available if the host is set to Console Server Mode.

13. Power control configuration: Only available if a power controller is added.

Users can switch to another serial port configuration screen conveniently using the [--- Move to ---

] list box at the right upper side of the individual port configuration screen.
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4.3.1 Port Enable/Disable

Each serial port and remote port can be enabled or disabled. If a serial port is disabled, users
cannot access the serial port or remote port. Figure 4-4 shows the port enable/disable screen.
Each stuck port can be reset by clicking the [Reset] button at the [Reset this port] part and set as

factory default by clicking the [Set] button at the [Set this port as factory default] part.

Serial port configuration - 1 ;: Port Title #1 === Move to --- :I

EnablefDisable this port

Enable/Disable this port |Enab|e vl

Save to flash Save & apply | Cancel |
Reset this port : Feset |
Set this port as factory default . cet

Port title

Spoply all ports settings
Host mode configuration
Yirtual EvM configuration
Serial port parameters
Port logging

Port IP filtering
Authentication

User access control
Slert configuration

Figure 4-4. Port enable/disable

4.3.2 Port Title

Users can enter descriptive information for each port based on the device attached to it. This
can include the device type, vendor, and/or location. The port title is not only helpful in the
configuration process, but can also be utilized as descriptive information for the serial port

connection and port access menu.

The configuration parameters for port title are as follows:
Automatic detection

Use detected port title

Port title

Probe string

Device detection method
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Detection initiation

Detection delay

Serial port configuration - 1 : Port Title #1 --= Move to --- j

EnablefDisahle this port
Port title

futomatic detection |Disab|e v|
Use detected port title ; |Disab|e 'I

FPort title |Server name on port |

Prabe string |*-.="#x[l[:-

Detected 05 @

Device detection method : m

Detection initiation | |F‘-:~ric-di-:a||y j

Detection delay avary IC— minutes
Save to flash Save & apply | Cancel |

Spply all ports settings
Host mode configuration
Wirtual EYM configuration
Serial port parameters
Port logging

Paort IP filtering
Authentication

Lser access control
ASlert configuration

Figure 4-5. Port title configuration

Automatic detection

This parameter determines whether the information of the device connected to serial port such as
operating system (OS) and host name is collected automatically. If host mode is console server
mode and the device connected to serial port is not a power controller, options can be
Enable/Disable. Otherwise, Disable is default. In the case of remote port, it is Disable and not

configurable.

Use detected port title

This parameter defines whether the device information detected automatically is used as the port
title. Only if Automatic detection is Enable, it is selective.
Port title

Only ff the device information is gathered automatically and used as port title — Automatic
detection is set Enable and Use detected port title is set Enable, this parameter is not configurable.

Otherwise, this parameter is used as the port title.
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Probe string
Only if Automatic detection is set Enable, this parameter is configurable. It configures the

command that the VTS sends to the connected device to require the device information.

Device detection method

Only if Automatic detection is set Enable, this parameter is selective. Options are Active and
Passive. Active means that the VTS sends the command and parses the data received from the
device to get the device information such as OS and host name. Passive means that the VTS gets the
device information from the port log. Therefore, Passive can be selective only if Port logging is set
Enable. The way the VTS parses the data from the device into OS and host name can be customized
by modifying the / et c/ acti ve_detect or/etc/passive_detect scriptfile. OS is logged / var

/ run/ CSPor t xx at file and host name / var / r un/ Host namePor t xx where xx is port number.

Detection initiation

If Device detection method is set Active, options are Periodically and If new device is
detected but if Passive, Periodically is default. Periodically means that the VTS parses the device
data every Detection delay minutes. If new device is detected means that the VTS do it whenever
the event that a new device is connected to serial port occurs.

If Automatic detection is set Enable, Device detection method is Active and Detection
initiation is Periodically, VTS sends email or SNMP trap about the result of parsing device
information according to the properties of alert configuration page. Please refer to section 4.3.12 Alert

configuration for details.

Detection delay
If Detection initiation is set Periodically, this parameter is configurable. It determines how often

the VTS parses the device data.

4.3.3 Apply All Port Settings

To prevent the possibility of the user inadvertently selecting to change all port settings at the same
time, the VTS provides the ability to enable or disable this function at an individual serial port level.
Changes made when using the “change all port parameters at once” function will not be applied to an
individual serial port if the function has been disabled (See Figure 4-6. This shows the apply all port

setting configuration screen.
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Serial port configuration - 1 : server name on port 1 (T e — j

EnablefDisable this port

Port title
apply all ports settings
apoply all ports settings | |Enab|e vI
Save to flash Save & apply | Cancel |

Host mode configuration
Wirtual EviM configuration
Serial port parameters
Port logaging

Part IP filtering
Authentication

Llser access control
Alert configuration

Figure 4-6. Apply all port setting configuration

4.3.4 Host Mode Configuration

The VTS operating mode is called the “host mode.” Four host modes are available:
Console Server Mode
Terminal Server Mode
Dial-in Modem Mode

Dial-in Terminal Sever.

Console Server Mode

This mode utilizes a TCP server socket , which listens for a Telnet or SSH client connection.
Once a Telnet or SSH client session is opened, the data stream can be sent back and forth to the
device connected to the serial port. Remote ports can have only this mode. Remote ports access to
the remote host configured at remote port configuration through the protocol configured at remote port

configuration in contrast with serial port.

Terminal Server Mode

This mode uses the VTS to capture data from the device connected to the serial port. The VTS
makes a TCP connection as a Telnet or SSH client to a pre-defined remote host to send incoming
data from the serial port or executes a shell program of the VTS according to the configuration of the

terminal server option. It is not available for remote port.

Dial-in Modem Mode
The VTS also supports out-of-band access with an external modems. When a serial port is

configured as dial-in modem mode, the VTS assumes that the serial port is connected with an
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external modem, and waits for a dial-in connection from a remote site. Using a terminal emulation

program to access the VTS will prompt to login for authentication. It is not available for remote port.

Dial-in Terminal Server

The Dial-in terminal server mode is a combination of both the terminal server mode and dial-in
modem mode. When the users configures a serial port(s) as a Dial-in terminal server, the VTS
assumes that the serial port is connected to an external modem, and waits for dial-in connection from
a remote site. Once the user dials into the VTS using a terminal emulation program, it accepts the
connection and makes a TCP connection as a Telnet or SSH client to a pre-defined remote host. It is

not available for remote port.

Figures from Figure 4-7 to Figure 4-10 show the main workspace screen for the host mode

configuration for each host mode.

Serial port configuration - 1 : server name on port 1 === Move to --- :I

Enablef/Disable this port
Paort: title
Spply all ports settings

Host mode configuration

Host mode :

Type of console server !

Enable/Disable assigned IP |Disab|e v|

assigned IF |L'I_I]_L'I.D

Listening TCP port (1024-65535) . |?DEII

Protocol . ITeInet v|

Inactivity tirmeout (1-2600 sec, 0 for

unlimited) |1DD

Enable/Dizable port escape seguence @ m

Port escape sequence ! Ctrl- lz_

Fort break sequence |~break

Use comment ¢ Mo =

Quick connect via : W

yeb applet encoding : [English (atint) =]
| Zave to flash I Save & apply | Cancel |

wWirtual KvM configuration
Serial port parameters
Port logging

Port IR filtering
Authentication

User access contral
ASlert configuration

Figure 4-7. Host mode configuration - console server mode
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Host mode configuration

Host mode

Terminal server option :

Terminal server shell program path

Destination IP
Destination port (0-65535) @

Protocal ;

Inactivity timeout (1-3600 sec, O for
unlirited)

Save to flash |

Save & apply

Termin=

IFlemc:te connection |

]D.D.D.D
|0
|Te|net v|
|1DD
| Canu:el'

Figure 4-8. Host mode configuration - terminal server mode

Host mode configuration
Host mode ;

Modern init string

EnablefDisable dial-in modem callback

Dial-in modem callback phane number |

EnablefDisable dial-in modem test ;
Dial-in modem test phone number ;

Dial-in modemn test interval

Save to flash | Save & apply

ial=1m

|o1elsl=2

|Disab|e vl

|Disab|e vl

I
ever\,rlz’J hour(s)

| Cancel |

Figure 4-9. Host mode configuration - dial-in modem mode

Host mode configuration
Host mode :
Destination IP .
Destination port (0-65535)

Protocol ;

Inactivity timeout (1-3600 sec, 0 for
unlimited)

Modem init string

| Save to flash | Save & apply

Oial=1n terminal =

[fooo

[

|Te|net v|

[0

[o1e0s0-2

| Cancel |

Figure 4-10. Host mode configuration - dial-in terminal server mode

Console server mode configuration

Type of console server

Enable/Disable assigned IP

For console server mode, the user can configure the following parameters:
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Assigned IP address

Listening TCP port number

Protocol

Inactivity timeout

Enable/Disable port escape sequence
Port escape sequence

Port break sequence

Use comment

Quick connect via

Web applet encoding

Type of console server

This parameter determines whether the type of console server is MS SAC console or not.

Enable/Disable assigned IP

This parameter determines whether assigned IP address is used or not.

Assigned IP address

If the users assign an IP address to a serial or remote port of the console server, the user can
access the serial or remote port directly through the IP address of the configured port. The user may
set this parameter by using the Telnet or SSH client program with the standard TCP port number of
telnet (23) or SSH (22).

If the IP address of the serial port is assigned as 192.168.1.101, the users can connect to the port

as follows:

tel net 192.168.1.101

The assigned IP address may not conflict with the existing IP address. If a conflict is detected, the
IP address of the serial or remote port will be disabled. If the user wants not to assign an IP address to
a serial port, select disable at the Enable/Disable assigned IP menu, or assign 0.0.0.0 to the assigned
IP.

Listening TCP port number

The user can also access a serial or remote port through the IP address of the VTS and the
listening TCP port number of the serial port. The user must use the TCP port number as well as the
VTS IP address to the Telnet/SSH client.

If the IP address of the VTS and the serial port are assigned as 192.168.1.100 and
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192.168.1.101, the user can connect to the port as follows:

tel net 192.168.1.100 6001

Protocol
Select Telnet, SSH or Raw TCP as the protocol. If the users are using a Telnet client program,
select Telnet. If the users are using an SSH client program, select SSH. When Raw TCP is selected,

direct TCP socket communication is available between the VTS and the remote host.

Inactivity timeout

The purpose of the inactivity timeout parameter settings is to maintain the TCP connection state
as either Closed or Listen. If there is no activity between the VTS and the Telnet/SSH client during the
specified inactivity timeout interval, the existing session will automatically be closed. If the user wants
to maintain the connection indefinitely, configure the inactivity timeout period to 0. Although the
inactivity timeout is disabled, the VTS will continue to check the connection status between the
Telnet/SSH client and the VTS by sending “keep alive” packets periodically. If the Telnet/SSH client
does not answer the packets, system will assume that the connection is down unintentionally. The

VTS will close the existing Telnet/SSH connection, regardless of the inactivity setting.

Enable/Disable port escape sequence

This parameter determines whether port escape sequence is used or not.

Port escape sequence

When users connects to a port, they will get the port escape menu by entering the port escape
sequence. The port escape menu contains [show last 100 lines of log buffer], [send message to port
user], [close current connection to port] for all users, [enter as a slave session] for sniff users, [send
break] for main session user, [take over main session] for sniff users having both port and monitor
access control and [disconnect a sniff session] for users having both port and monitor access control.
If the serial or remote port device is powered by a power controller and the user logged on has the
power access control, the port escape menu also contains [power device on], [power device off] and
[reboot device using power-switch].

In order to send port escape sequence, enter the port escape sequence character twice or enter

the port escape sequence character at the port escape menu.

Port break sequence
The user can send a break signal to the serial port by entering the break sequence that is

configured as the port break sequence in the configuration menu.
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Use comment

The user can input comments when a port user accesses a serial port if Use comment is
configured to Yes. To use this feature, protocol should be configured as Telnet or SSH.
Comments input will be displayed in Comments item of individual port connection, which is in

the serial port connection page. Please refer to the section 4.5 Serial port connection for details.

Quick connect via

The user can select a client program that is used for the VTS web connection page by configuring
Quick connect via if the protocol is configured as Telnet or SSH. If the user wants to launch the java
applet for a telnet or SSH client when the user selects the connection icon in the serial port connection
page, select Web applet. If the user wants to use Telnet or SSH client provided by an OS, select

Local client. With Windows OS, Hyper Terminal is launched for telnet protocol in this case.

Web applet encoding
This option is used to display the data from device through a serial port that are encoded in

various way.

Terminal server mode configuration

For terminal server mode, the user can configure the following parameters:

Terminal server option

Terminal server shell program path
Destination IP address
Destination TCP port number
Protocol

Inactivity timeout.

Terminal server option

The VTS makes a TCP connection as a Telnet, SSH or TCP client to a pre-defined remote host to
send incoming data from the serial port when terminal server option is set remote connection. On
shell program, the VTS executes the shell program specified at terminal server shell program path

when the serial port of the VTS is connected.

Terminal server shell program path

The terminal server shell program path specifies the shell program that the VTS executes on
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connection to the serial port of the VTS when terminal server option is set shell program.

Destination IP address and Destination TCP port number
The destination IP address and destination TCP port numbers identify the Telnet/SSH server
information needed for the VTS to capture any incoming data from an attached device when the

terminal server option is remote connection.

Protocol
The protocol can be either Telnet, SSH or Raw TCP. If the user wants to connect to either a Telnet

or SSH server, the user must select Telnet or SSH. It is enabled on shell program.

Inactivity timeout
If there is no data transfer between the VTS and the Telnet/SSH server for the during the inactivity
timeout interval, the current Telnet or SSH connection will be closed. If the user wants to maintain the

connection indefinitely, configure the inactivity timeout period to 0. It is enabled on shell program.

Dial-in modem mode configuration

For dial-in modem mode, the users can configure the following parameters:

Modem init string.

Enable/Disable dial-in modem callback
Dial-in modem callback phone number
Enable/Disable dial-in modem test
Dial-in modem test phone number

Dial-in modem test interval

Modem init string
The modem init string is used to initialize an external modem attached to a serial port. If the user
does not specify any init string, the default init command is used. The default modem init command is

‘q1e0s0=2". For more information about the modem init string, please refer to the modem manual.
Enable/Disable dial-in modem callback
If dial-in modem callback is enabled, the VTS disconnects the connection from a remote site and

then calls the phone number specified at the dial-in modem callback phone number.

Dial-in modem callback phone number
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It is the phone number which the VTS calls with dial-in modem callback enabled.

Enable/Disable dial-in modem test
If dial-in modem test is enabled, the VTS tests whether the modem works well. If dial-in modem
test is enabled, user can configure whether VTS will send email and/or SNMP trap about the modem

test result at alert configuration page. Please refer to section 4.3.12 Alert configuration for details.

Dial-in modem test phone number

It is the phone number which the VTS calls to check whether the modem works well.

Dial-in modem test interval

It specifies how often the VTS take a dial-in modem test.

Dial-in terminal server mode configuration

For dial-in terminal server mode, the user can configure the following parameters:

Destination IP address: (Please refer to the Terminal Server Mode section)
Destination TCP port number: (Please refer to the Terminal Server Mode section)
Protocol: (Please refer to the Terminal Server Mode section)

Inactivity timeout: (Please refer to the Dial-in Modem Mode section)

Modem init string: (Please refer to the Dial-in Modem Mode section)

4.3.5 Virtual KVM configuration

When the Virtual KVM connection is enabled at console server mode, the users can connect to
the server through the specified KVM client program and manage it at its screen with keyboard and

mouse operation.

The configuration parameters for virtual KVM connection are as follows:
Enable/Disable Virtual KVM connection

Automatic IP detection

IP address

Client program

Socket/Screen number for VNC connection

Client program path
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Serial port configuration - 1 : server name on port 1 - Mave ta -— j

Enable/Disable this port
Part title
Apoply all ports settings

Host mode configuration
Yirtual K¥M configuration

virtual KWmM connection |Disab|e vl

Automatic IP detection @

IP address : |

Client program : |User defined =]
Socket/Screen number for WHC connection ynocviewer $1p$;|

Clignt program path |

Save to flash Save & apply | Cancel |

Serial port parameters
Port logging

Paort IR filkering
Authentication

User access control
Alert configuration

Figure 4-11. Virtual KVM configuration

Enable/Disable Virtual KVM connection
This parameter defines whether to enable or disable the virtual KVM feature. The factory default

setting is [disable].

Automatic IP detection
This parameter defines whether VTS automatically detects through serial port or remote port the
IP address to which the KVM client program tries to connect. It is available when the Type of console

server at Host mode configuration page is set as MS SAC console.

IP address

This parameter specifies the IP address where the KVM client program tries to connect.

Client program
This list provides a list of KVM client program to help users set the Client program path easily. If
users select Windows remote desktop connection, VNC, Radmin or Xmanager, the Client program

path will be filled with the corresponding client program path. Otherwise, users have to fill it manually.

Socket/Screen number for VNC connection
This parameter helps users set the Client program path of VNC connection easily. If users edit,

the Client program path will be filled with the VNC client program path with screen or TCP port number.
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Client program path
This parameter specifies the client program through which users can open a KVM session to the
server connected to the serial port or the remote port. $IP$ means the server IP address to which the

client program connects.

4.3.6 Serial port parameters / Remote port parameters

To connect the serial device to the VTS serial port, the serial port parameters of the VTS should
match exactly to that of the serial device attached. The serial port parameters are required to match
this serial communication.

The parameters required for the serial communication are:

Baud rate

Data bits

Parity

Stop bits

Flow control

DTR behavior

Enable/Disable delimiter (only for RawTCP protocol)

Delimiter (only for RawTCP protocol)
Delimiter option (only for RawTCP protocol)
Inter character time-out (only for RawTCP protocol)

Serial port configuration - 1 : server name on port 1 --= Move to --- j

EnablefDisahle this port
Port title
Spply all ports settings

Host mode configuration
Wirtual EviM configuration
Serial port parameters

Type : RS232

Baud rate : |EIEEID "'I
Data bits IB hits v|
Parity ! [None =]

Stop hits ¢ 1 kit =
Flow contral ¢ INDne vl
DTR hehavior |High when open |
Save to flash Save & apply | Cancel |
Port logging

Port IP filkering
Authentication
lUser access contraol

Alert configuration

Figure 4-12. Serial port parameters configuration
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Baud rate
The valid baud rate for the VTS is as follows:
1200, 2400, 4800, 9600, 14400, 19200, 38400, 57600, 115200, and 230400
The factory default setting is 9600.

Data bits

Data bits can be between 7 bits and 8 bits. The factory default setting is 8 bits.

Parity

Parity can be none, even or odd. The factory default setting is none.

Stop bits
Stop bits can be between 1 bit and 2 bits. The factory default setting is 1 bit.

Flow control
Flow control can be none, software(Xon/Xoff) or hardware(RTS/CTS). The factory default

setting is none.

DTR behavior

The DTR output behavior of a serial port can be configured as: always high, always low or High
when open. If the DTR behavior is set to High when open, the state of the DTR pin will be
maintained high as long as the TCP connection is established. When the host mode is configured as

either “dial-in modem mode” or “dial-in terminal server mode”, the user cannot set the DTR behavior.

Enable/Disable delimiter
This parameter is available only for RawTCP protocol. If enable, data from serial port is divided
into packets by delimiter sent to client. If disabled, data from serial port is sent without data from serial

port for Inter character time-out.

Delimiter
This parameter is available when Enable/Disable delimiter is enabled. Data is separated by this

parameter and sent to client.
Delimiter option

This parameter is available when Enable/Disable delimiter is enabled. This parameter

determines whether delimiter is sent together when data is sent to client.
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Inter character time-out
This parameter is available when Enable/Disable delimiter is disabled. Data is separated and

sent to client if no data is received from serial port during this parameter.

Users can enable dial-in modem support on console port by using rc.user script. Please add
following line to rc.user,
echo 57600 > /var/run/mgetty.console
where 57600 is the baudrate of modem to be connected on console port.
Please, note that dial-in modem support on console port is effective after rebooting the system with

above rc.user file.

In the case of remote port, information of remote host such as IP address, port and protocol is

required to access to remote host when client requests to connect.
The parameters required for the remote host connection are:
IP address

Port

Protocol

Serial port configuration - R1 : remote port 1 --= Move to --- :I

EnablefDisable this port
Paort: title
Apoply all ports settings

Host mode configuration
Wirtual EvM configuration
Remote port parameters

IP address {0.0.0.0
Port lEl
Protocol ﬁam
Save to flash Save & apply | Cancel |
Port logging

Part IF filtering
Authentication
llser access control
Alert configuration

Figure 4-13. Remote port parameters configuration

IP address

It specifies IP address of remote host to access to.

67



Port

It specifies TCP port number of remote host to access to.

Protocol

It specifies protocol which is used to access to the remote host.

4.3.7 Port Logging

With the port-logging feature while in console server mode, the data sent through the serial or
remote port is stored to MEMORY, an ATA/IDE fixed disk card or a mounting point on an NFS server.

It can also be stored to a SYSLOG server at the same time.

The user can also define keywords for each serial port that will trigger an emailSNMP notification
at port event handling configuration. This will enable the user to monitor the data from the attached
device. For more information about the port event handling, please refer to section 4.3.8 Port event

handling.

The port-logging feature is valid and visible only if the host mode of the serial or remote port is
configured to console server mode. The port-logging feature will not be accessible if the serial port is

configured to terminal server or dial-in modem mode.

The configuration parameters for port logging are as follows:
Enable/Disable port logging

Logging direction

Port log storage location

Port log to SYSLOG server

Port log buffer size

Port log file name

Time stamp to port log

Show last 10 lines of a log upon connect
Strip the *M from SYSLOG

Automatic backup on mounting

Monitoring interval
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Serial port configuration - 1 : server name on port 1 === Move to --- :I

Enable/Disable this port
Paort: title
Spply all ports settings

Host mode configuration
Wirtual BV configuration
Serial port parameters

Port logging
FPort logging ¢ IW
Logaing direction | Server output |
Port log storage lacation | Memary =
Port log to SYSLOG servar Disable -
FPort log buffer size (KB, 3150 max.) :
Fort logging filename Specify below =

(null as default file name[portkxdatal)

Tirme stamp to port log Disable =

)

Show last 10 lines of a log upon connect Digahle =
Strip the ™M from SYSLOG | Disahle &

Automatic backup on mounting Enahble =

I

Monitoring interval (sec, 5-3600) &

Save to flash | Save & apply | Cancel |
Port log ¢
=
.|
Clear Refresh Wiew

Port event handling
Port IP filtering
Authentication
Lzser access control
slert configuration

Figure 4-14. Port logging configuration

Enable/disable port logging
This parameter defines whether to enable or disable the port-logging feature. The factory default

setting is [disable].
Logging direction

This parameter defines whether the incoming and the outgoing data are logged with direction

arrows or not. The factory default setting is [Server output].
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Port log storage location

The port log data can be stored to the VTS internal memory, an ATA/IDE fixed disk card inserted
in PCMCIA slot or the mounting point on an NFS server. If the internal memory is used to store port
log data, the port log data will be cleared when the VTS is turned off. To preserve the serial port log
data, set the storage location to be the ATA/IDE fixed disk card or NFS server or enable the port log to
SYSLOG server. To do this, the user must configure the corresponding media in advance. Unless the

media is properly set up, the user will not be able to select a storage location from the interface.

Port log to SYSLOG server
The port log data can be stored to the SYSLOG server in addition to the port log storage location

at the same time.

Port log buffer size

This parameter defines the maximum amount of port log data to be logged. When using internal
memory to store the log data, the total size of the port buffer cannot exceed 3200 Kbytes (i.e. sum of
all port buffer size of each serial port should be smaller than or equal to 3200 Kbytes). The factory
default setting is 4 Kbytes.

When using an ATA/IDE fixed disk card to store log data, the maximum port buffer size is
dependent upon the card capacity.

When using an NFS server to store log data, the maximum port buffer size is unlimited. The user

should configure the NFS server to ensure that the port logging system works properly.

Port log filename

Port log filename defines a port log file name to be logged. If Port logging file name is set as Use
port title, the port title is used as logging file name. If Specify below, the file name specified below is
used and if this parameter is not configured, port log file name of portXXdata will be used instead

where XX denotes corresponding serial port number.

Time stamp to port log
If Time stamp to port log is enabled, every line of log data includes time stamp. Factory default

setting of this parameter is disable.

Show last 10 lines of alog upon connect
If Show last 10 lines of alog upon connect is enabled, the last 10 lines of log will be disaplayed

when a user connects the port. Factory default setting of this parameter is disable.

Strip the *M from SYSLOG
If Strip the "M from SYSLOG is enabled, 0xOD in port log data that is displayed as "M at
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SYSLOG server is replaced with space so port log data is sent to SYSLOG server without Ox0D.

Monitoring interval

If port-logging option is enabled and port event handling (see section 4.3.8 Port event handling) is
configured, the VTS will search a defined key word presence to make a corresponding reaction. Within
this condition, Monitoring interval defines the interval whenever the VTS searches a key word from
the buffered port log. The smaller value of this parameter will result in immediate keyword search and
heavy usage of system resources. The largest value accepted is recommended to prevent system

resource usage minimization.

Automatic backup on mounting
This parameter is available when Port log storage location is set as CF card or NFS server. It

determines whether the backup file for port logging is created on remounting the logging storage.

4.3.8 Port event handling

If port-logging option is enabled, the user can let the VTS to search a defined keyword from the
port logging data and send an email or SNMP trap to an administrator by Port event handling
configurations. Each reaction can be configured individually upon each keyword. Reaction can be an

email delivery, SNMP trap sending or both.

The configuration parameters for port event handling are as follows:
Key word

Case sensitive

Email notification

Title of email

Recipient’s email address

SNMP trap notification

Title of SNMP trap

Use global SNMP configuration
First/Second SNMP trap receiver IP address
First/Second SNMP trap community
First/Second SNMP trap version
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Serial port configuration - 1 : server name on port 1

--- Move to ——- =]

Enablef/Disable this port
Port title

Spply all ports settings
Host mode configuration
Wirtual BV configuration
Serial port parameters
Port logging

Port event handling

Check  Keyword # Keyword Reackion
Mo keyword list.. Please, add new keyword,

Action on keyword
keyword |
Case sensitive |

Ermail notification

& pdd O Edit 0 Remove

Enable -

Disahble =

Title of email :

Fecipient's email address
SHMP trap notification Digahle =
Title of SMNMP trap @

Use global SMMP configuration ¢ Disahla =

SMMP trap receiver I[P address ¢

SHMP trap community
SHMP trap version @

Secondary SMMP trap receiver IP address @

Secondary SMMP trap community |

Secondary SMMP trap version

SRS

Save to flash Save & apply | Cancel |

Port IP filtering
Authentication
lser access control
alert configuration

Figure 4-15. Port event handling configuration
Case sensitive
If this parameter is disabled, the VTS will search a defined key word presence ignoring the case

of the keyword.

Email notification configurations
If the user wants an email notification for the reaction, set Email notification parameter to enable,

and configure a recipient’s mail address and the email title..

SNMP trap notification configurations
If SNMP trap notification is enabled, A SNMP trap is transferred if a keyword is found from port log
data. For details of SNMP trap configurations and descriptions, please refer to section 3.2 SNMP

Configuration.
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Use global SNMP configuration
This parameter defines whether the trap receiver setting of the SNMP configuration at network

configuration is used as trap receiver.

After a keyword is added to the port event handling configuration, the VTS monitors it is detected.
And if it is detected and no user connects to the port, the alerting icon will be displayed by the port title
at serial port connection page till any user connects to the port. Figure 4-16 shows the serial port

connection page showing the alerting icon at port 1 named server name on port 1.

Serial port connection

Port access menu connection
Port access menu connection

Individual port connection

P T M Port# Title # of User Comments
1 ': Seryer name on port 0 - Nt bsed =
2 PortTite #2 i < Not used =

Figure 4-16. Serial port connection page showing the alerting icon

4.3.9 Port IP filtering configuration

The remote hosts that are allowed to access the VTS serial or remote ports can be specified
based on the IP address filtering rules. The user may allow specific hosts to access the VTS serial or
remote ports by providing a valid IP address or network address and its subnet mask. Please refer to

section 3.5 for more details.

Serial port configuration - 1 : server name on port 1 --= Move to --- j

Enable/Disable this port
Port title
Spply all ports settings

Host mode configuration
Wirtual BV configuration
Serial port parameters
Port logging

Port event handling
Port IP filtering

Sllowed base host IP ¢ ]EI.D.EI.D
Subnet mask to be applied lD.D.D.D
Save to flash Save & apply | Cancel |

Authentication
User access control
Alert configuration

Figure 4-17. Port IP filtering
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4.3.10 Authentication configuration

Authentication is the process of identifying an individual, usually based on a username and
password. The VTS supports various authentication options, such as None, Local, RADIUS,

TACACS+, Kerberos and LDAP to authenticate the users who access the serial port.

When the authentication is set to None, the users can access to the serial port without
authentication. The VTS can supports the Linux-PAM (Pluggable Authentication Modules for Linux)
using Custom PAM option. When the authentication is set to Local, the VTS will use its own user list
to authenticate a user. If configured otherwise, the VTS will request authentication from the external
authentication servers (i.e. RADIUS, Kerberos, TACACS+ and LDAP servers). Figure 4-18 shows

conceptually the user authentication process when using an external authentication server.

The user may also select to combine authentication methods. This method will instruct the VTS
attempt authentication with the first method. If this fails, the VTS is instructed to attempt
authentication with the second selected method. For example, RADIUS authentication can be
combined with local authentication. If the user selects the “RADIUS server — Local” authentication
method, the VTS will try to authenticate using RADIUS first and then try with the VTS local database if
the RADIUS authentication process fails.

In the case of “RADIUS down — Local”, the VTS will try to authenticate using RADIUS first and
then try with the VTS local database if the RADIUS server is down.

E 3) Response from
= the authentication server (accept or reject)

2) Query the user
Request user authentication
to the authentication server

1) Users'’ logging into the Port 1
With user ID & password

— o
e
¥ ===

5 i e s

BEERLE 5) Access the device attached to the port 1

4) Allow users’ access to the Port 1

LY

Figure 4-18. Concept of the user authentication by the external servers
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NOTE :

1. It is necessary to copy kinit binary to / usr 2 folder to use Kerberos authentication at VTS
v1.7.0 or later

2. Custom PAM option supports Linux-PAM. It is necessary to create / et ¢/ pam d/ cust omfile.
Please refer to the section 11.9.2 Enabling the RADIUS Authentication for the CLI log-in
and 11.9.3 Enabling the TACACS+ Authentication for the CLI log-in for details on Linux-
PAM.

The following is all the authentication options that the VTS provides for each serial port:

None

Local

RADIUS server

RADIUS server - Local
Local - RADIUS server
RADIUS down - Local
TACACS+ server
TACACS+ server - Local
Local - TACACS+ server
LDAP server

LDAP server - Local
Local - LDAP server
Kerberos server
Kerberos server - Local
Local - Kerberos server
Custom PAM
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VTS Series

MdTTagETTTETIL:

|| User: root

Network

Serial port
Configuration
Connection

Clustering

Power controller

PC card

System status & log
System administration

System statistics

Apply changes

Login as a different user
Logout

Reboot

Serial port configuration - 1 : server name on port 1

Enable/Disable this port
Port title

Apply all ports settings
Host mode configuration
Wirtual kvM configuration
Serial port parameters
Port logging

Paort event handling
Port IF filtering
Authentication

Authentication method

Lacal

I

MNone
Save to flash I Save & apply | Canc
RADIUS server

User access control
Alert configuration

RADIUS server - Local
Local - RADIUS server
RADIUS down - Local

Copyright (€) 1998-2005 Sena Technologles, Inc. Al rights reserved

TACACS+ server
TACACS+ server - Local
Local - TACACS+ server
LDAP server

LDAP server - Local
Local - LDAP server
Kerberos server

Kerberos server - Local
Local - Kerberos server

Customn PaM

Figure 4-19. The VTS authentication options for the serial port

Serial port configuration - 1 : server name on port 1

EnablefDisahle this port

Port title

Spply all ports settings

Host mode configuration

Wirtual EviM configuration

Serial port parameters

Port logaging

Port event handling

Port IP filtering

Authentication
Authentication method ;
First RADIUS authentication server ;
Second RADIUS authentication server :
First RADILUS accounting server .
Second RADIUS accounting server |
RADIUS timeout (0-300 sec.) !
FADIUS secret

RADIUS retries (1-50 times) .

Save to flash |
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Save & apply | Cancell

lser access contral
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Figure 4-20. Authentication configuration for the RADIUS server — Local
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4.3.11 User access control configuration

The user access control configuration can be used for restricting or permitting users who try to
connect to or sniff a serial / remote port of the VTS and manage power of a serial port. How to manage

sniff session is also configured at sniff session part.

Port access control is used to permit or restrict to connect to a serial port. Monitor access control
is used to permit or restrict to sniff a serial / remote port. Power access control is used to permit or

restrict to manage the power of a serial port that is connected to a power controller outlet.

The access controls of <<Everyone>> specify the access control of all the users except the users
who are added in the user list or access list of user access control. Users whose access controls are
different from those of <<Everyone>> should be added in the user list or access list of user access
control.

If a port is disabled to be sniffed, the monitor access control does not affect. If a port is not

connected to a power controller outlet, the power access control does not affect.

In the case of sniff mode, users who can connect to a port are divided to three groups — users
who have both of the port and the monitor access control, users who have only port access control
and users who have only monitor access control.

Users having port and monitor access control can open the serial port as main session and
access to it as sniff session. They can disconnect sniff sessions at main session and sniff session and
take over main session at sniff session.

User having just port access control can open the serial port as main session and connect to it as
sniff session but they can neither disconnect sniff session nor take over main session at sniff session.

Users having just monitor access control can connect to it just at sniff session and they can

neither disconnect sniff session nor take over main session.

Users should be not only identified by VTS or authentication server according to authentication
configuration but also permitted by VTS according user access control in order that they may connect
to a serial port. For further details about authentication configuration, please refer to section 4.3.10.

Authentication configuration.
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Serial port configuration - 1 : server name on port 1 --- Move to --- :I

Enable/Disable this port
Port: title
Spply all ports settings

Host mode configuration
Wirtual KvM configuration
Serial port parameters
Port logging

Port event handling

Port IP filkering
Authentication

User access control

Access type

lUser or Access list : Action
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CaEVeryone sz v 2 [

users r O O Remowve |
grivonitoraccess r ¥ | Hemove |
arPorthceess v C O Femaove |
| ™ i I fdd user |
| ————— Select an access list -————- =] ~ i r tdd access |

Move o Access Nsts to edit aocess st

EnablefDisable sniff mode IDisabIe vi

Sniff session display mode Server output =

Display data direction arrows : IDi'SEJb!E- -I
Permit monitoring anly mode IDisabI»‘: -I

Save to flash | Save & apply | Cancel |

ASlert configuration

Figure 4-21. User Access Control configuration for serial ports

User access control

Access type consists of port , monitor and power access control. The port access control
specifies if user may connect to the port as main session. The monitor access control specifies if user
may connect to it as sniff session. The power access control specifies if user may manage the power
of the port.

The access controls of <<Everyone>> are applied to all the users who are not added to user list
or access list of user access control. The users should be added to user list or access list if their
access controls do not match <<Everyone>> access controls. For further details about access lists,
please refer to section 9.2. Access Lists.

If the administrator wants to specify users who must be restricted from accessing a specific serial
port, the administrator may check <<Everyone>> access control and add them to user list with option
unchecked. If the administrator wants to specify the users who are allowed to access a specific serial

port, he may uncheck <<Everyone>> access control and add them to user list with option checked.
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Sniff session

The sniff session enables multiple users to access a single serial/remote port. Users having the
port access control or the monitor access control can access the serial/remote port even if another
user is using it at the time. Number of simultaneous Sniff users allowed to access is limited to 15 and
also limited by system resource.

Enable/Disable sniff mode should be set as [Enable] to allow users to sniff.

The sniff session display mode has three settings: User input, Server output and both. If set
to User input mode, the sniff user can see only the incoming user data for a serial/remote port from a
remote host. If set to Server output mode, the sniff user can only see the outgoing data from the
serial/remote port to the remote host. If set to Both mode, the sniff user can see all the data sent back
and forth through the serial/remote port.

Display data direction arrows determines whether the incoming and the outgoing data are

shown with direction arrows or not.

If a sniff user access to a serial port that is in use by a user already, the sniff user has a screen as
in Figure 4-22. Then the sniff user gets the port menu by typing the port escape sequence. A sniff user
having both the port and the monitor access control has a higher level of authority than a regular user
having either the port or the monitor access control and is able to take over main session that is in
connection currently and disconnect another sniff session. By selecting a menu shown in Figure 4-22,
a sniff user can enter as the main session by killing a current main session, or take over a main
session and switch a current main session to a sniff session. Besides these functions, a sniff user can
terminate the other sniff session by selecting disconnect a sniff session or send messages to other
users by selecting send message to port user or display logs by selecting show last 100 lines of

log buffer or close current connection by selecting close current connection to port.

A sniff user cannot access to a serial port through sniff session without main session and the sniff
sessions are closed when the main session is closed. That is, there is no sniff session without the
main session. But if Permit monitoring only mode is set to Enable, these limitations are come over.
Sniff session is connected without main session and sniff sessions are still alive and keep monitoring

when main session is closed.

Vel cone to VTS-1600 Consol e Server
VTS-1600 Login : admn
VTS-1600 Password ; ***x*
Entering server port, ..... type ~z for port nenu.

New sni ff session started ...
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After typing the port escape sequence

Port nenu:

(server nane on port 1) (Port 1) is being used by (sena)
The (admin) is connected in nonitoring node

m take over mmin session
S enter as a sl ave session

| show | ast 100 |ines of |og buffer

d di sconnect a sniff session
a send nessage to port user
X cl ose current connection to port

Figure 4-22. Sniff user interface screen

4.3.12 Alert configuration

Email agent process sends email depending on email alert configurations and SNMP agent
process transfers a SNMP trap to an administrator depending on SNMP trap configurations when the
events related to the serial port such as port login and serial port connection occur at console server
mode. If Automatic detection is set Enable, Device detection method is Active and Device
initiation is Periodically at Port Title page, Email and SNMP trap about device information detected

periodically is sent depending on configurations. Remote ports support just port login event.

The configuration parameters for alert configuration are as follows:

Enable/Disable email alert for port login
Enable/Disable email alert for device connection
Enable/Disable email alert for active detection
Title of email

Recipient’s email address

Enable/Disable port login trap

Enable/Disable device connection trap
Enable/Disable active detection trap

Use global SNMP configuration

Trap receiver settings
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Serial port configuration - 1 : server name on port 1 === Move to --- :I

Enablef/Disable this port
Paort: title
Spply all ports settings

Host mode configuration
Wirtual EviM configuration
Serial port parameters
Port logaging

Port event handling

Port IP filtering
Authentication

Lser access control
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[Email alert configuration]
Ermail alert for port login Disable -

Title of email :
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Title of email :
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Active detection trap Disable -
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IP Address Community Warsion
|EI.D.D.EI aublic vl -

I

|D.D.D.D aublic vl -

Save fo flash | Save & apply | Cancel |

Figure 4-23. Alert configuration at console server mode

Enable/Disable email alert for port login
This parameter defines whether the email is sent when a user logs in and out the serial/remote

port.

Enable/Disable email alert for device connection
This parameter defines whether the email is sent when the serial port is connected or

disconnected to a device.

Enable/Disable email alert for active detection

This parameter is configurable when Automatic detection is set Enable, Device detection
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method is Active and Device initiation is Periodically at Port Title page. This parameter defines

whether the email about device information detected periodically by VTS is sent.

Title of email

This parameter defines the title of email.

Recipient’s email address

This parameter defines to whom the email is sent

Enable/Disable port login trap
This parameter defines whether the SNMP trap is transferred when a user logs in and out the

serial/remote port.

Enable/Disable device connection trap
This parameter defines whether the SNMP trap is transferred when the serial port is connected or

disconnected to a device.

Enable/Disable active detection trap
This parameter is configurable when Automatic detection is set Enable, Device detection
method is Active and Device initiation is Periodically at Port Title page. This parameter defines

whether the SNMP trap about device information detected periodically by VTS is transferred.

Use global SNMP configuration
This parameter defines whether the trap receiver setting of the SNMP configuration at network

configuration is used as trap receiver.

Trap receiver settings
For details of SNMP trap configurations and descriptions, please refer to section 3.2 SNMP

Configuration.

Email agent process sends email depending on email alert configurations and SNMP agent
process transfers a SNMP trap to an administrator depending on SNMP trap configurations when the
dial-in modem test is enabled and the events related to dial-in modem test occur at dial-in modem

mode.

The configuration parameters for alert configuration are as follows:

Enable/Disable email alert for dial-in modem test
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Title of email

Recipient’s email address
Enable/Disable dial-in modem test trap
Use global SNMP configuration

Trap receiver settings

Serial port configuration - 1

! Server name on port 1

EnahblefDisable this port
Port title

Apply all ports settings
Host mode configuration
Serial port parameters
Alert configuration

[Email alert configuration]
Email alert for dial-in modem test : |Disable vl

| --- Move to --- =]

Title of email ; I

Recipient's email address ; I

|Disable ~r|
| Disable -'vl

[SMMP trap configuration]
Dial-in modem test trap

Use global SMMP configuration .
Trap receiver settings .

IP Address Community ersion

]D.D.D.D Ipublic vl =

!D.D.D.D |pub|i|: vl =
Save to flash | Save & apply | Cancel |

Figure 4-24. Alert configuration at dial-in modem mode

Enable/Disable email alert for dial-in modem test

This parameter defines whether the email is sent when an event related to dial-in modem test

OocCcurs.

. Enable/Disable dial-in modem test trap

This parameter defines whether the SNMP trap is transferred when when an event related to dial-

in modem test occurs.

4.3.13 Power control configuration

If a power controller is connected to VTS, user can configure which power controller outlets a

serial port is connected to at this page. The power of the serial port is managed using this

configuration.
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Figure 4-25. Power control configuration

4.4 All Port Configurations

If modifications are being made to all serial ports are similar or the same, changes can be made

to the serial port configuration for all serial ports simultaneously. With the all port configuration

function, the configuration will be applied to all the serial ports; unless an individual ports “apply all

port setting” option is disabled.

“All port configuration” parameters can be grouped into the following groups:

1.

8.
9.

N o o kM DN

Port enable/disable

Port title

Host mode configuration

Virtual KVM configuration: Only available if the host is set to Console Server Mode.

Serial port parameters: Invalid for remote port

Port logging: Only valid and visible if host mode set to Console Server Mode.

Port event handling: Only available if the host is set to Console Server Mode and Port
logging is enabled.

Port IP filtering: Only available if the host is set to Console Server Mode.

Authentication

10. User access control: Only available if the host is set to Console Server Mode.

11. Alert configuration: Only available if the host is set to Console Server Mode.
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Serial port configuration - All ports : Port Title - tove to —— j

Enable/Disable this port

Enable/Disable this port IEnabIe v|

Save to flash Save & apply | Cancel |

Port title

Host mode configuration
Wirtual EVM configuration
Serial port parameters
Port logging

Port event handling
Part IP filtering
Authentication

Llser access control
Alert configuration

Figure 4-26. All port configuration

Port enable/disable

This parameter enables or disables port function.

Port title

If this parameter is set with a certain string, the port title of each serial/remote port will be set with
a combination of this string and the port number. For example, if the port title is set with “my server”,
the port title of port 1 will be set with “my server #1”, the port title of port#2 will be “my server #2”, and

so on. The port title of remote port 1 will be set with “my server #R1".

Host mode

If the host mode is set to console server mode, the assigned IP address of each serial port
allowed will be the following equation:

(IP address assigned + serial port number — 1) for serial port and
(IP address assigned + remote port number — 1 + serial port count) for remote port

For example, if the IP address assigned is 192.168.1.1 in all port configuration, the IP address of
port 1 will be 192.168.1.1, that of port 2 is 192.168.1.2, and so on. If the count of serial port is 32, that
of remote port 2 is 192.168.1.33. Similarly, the listening TCP port number will be also set with the
following equation:

(listening TCP port number + serial port number — 1) for serial port and
(listening TCP port number + remote port number — 1 + serial port count) for remote port

If the host mode is set to terminal server mode, the destination IP address of each serial port will
be assigned incrementally to the case of the console server mode. However, the destination TCP port
number will be the same regardless of the serial port number. For example, if the destination IP
address and the TCP port nhumber are set as 192.168.1.1:8001, the destination IP address and TCP
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port number of port 1 is 192.168.1.1:8001 and 192.168.1.2:8001 for port 2.

Virtual KVM configuration, Serial port parameters, Port logging, Port event handling, Port IP
filtering, Authentication, User access control, Alert configuration

For the parameters of the groups above, the values set in an “all port configuration” will be set
identically for all of the serial/remote ports except serial port parameters. The changes of serial port

parameters are not reflected on remote ports.

4.5 Serial port connection

The VTS Web configuration interface provides a web-based serial port connection which enables
the user to access the serial ports without using the telnet or SSH client program. If the users select

the Serial port - connection menu item in the menu bar, the screen in Figure 4-27 is displayed.

VTS Series :
Mariagciicrit : w

|| User: root N N P
Serial port connection - Page 1 --- Move to --- =
MNetwork -
Port access menuy connection
Serial port .
configuration Port access mend connection
Connection Individual port connection
Clustering P C M Port# Title #of User Comments
Power controller = [ 1 servername onport 1 1 admi < Mot used =
2 Port Title #2 0 @_") < Mot used =
RC.catd T 3 PortTitle #3 o < Mot used =
System status & log 4 Port Title #4 u} < Mot used =
System administration 5 PartTitle #5 0 < Mot used =
& Port Title #6 o < Mot used =
System statistics 7 PortTitle #7 o < Mot used =
8 Port Title #8 o < Mot used >
o Port Title #9 o < Mot used >
spply changes 10 Port Title #10 0 < Mot used =
: : 11 PortTitle #11 0 < Mot used >
Login 35 3 different user 12 PortTitle #12 i < Nat used >
Logout 13 Port Title #£13 u] < Mot used =
Reboat 14 PortTite #14 o < Mot used =
15 Port Tite #15 o < Mot used =
B 16 Baytech on Port 16 a < Power controller =
31 Port Title #31 o < Mot used »
=] 32 Port Title #32 ] < Mot used =
R1  rermote port 1 u} < Mot used =
[=] 153 &1 Slave Unit #1 Unita e

SENA

Copyright (€] 1558-2005 Sena Technologles, Inc. All rights reserved

Figure 4-27. Serial port connection page
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This provides the means for the connection to the port access menu, the serial/remote ports,

and the serial ports of clustered slave device.

If the count of the ports to display at this page exceeds to the count displayed a page which is
configured at web server configuration, all the ports are divided into pages which contain as many as
configured and one of them is displayed. (refer to section 3.8 Web server configuration). The [---
Move to ---] list box helps to move to other pages.

Clicking the column name of Port # sorts all the ports by port number at ascending. Clicking it
again reverse the order of sorting. Each page of the [--- Move to ---] list box has the port number of the
first port. The port number of the remote ports consists of R and the remote port number. The port
number of the ports of the clustered slave device has the slave unit number and the port number.

Users can sorts the ports by port title at ascending or descending by clicking the column name of

Title. The items at the [--- Move to ---] list box have the port title of the first port of each page.

The user may access the serial port by clicking the terminal icon at C column. The terminal

emulation pop-up window will be opened to grant user access to the port.

Note: If the protocol of the serial port is configured as Telnet of SSH, pop-up terminal emulation
program will be either a java telnet/SSH client or a telnet/SSH client provided by the OS used
depending on the Quick connect via parameter configuration. Please refer to the section 4.3.4 Host

Mode Configuration for details.

When the server connected to the port supports KVM connection and the Virtual KVM
configuration of the port is set properly, this page displays the KVM connection icon. The user can

open a KVM session to the server and manage the server by clicking the KVM connection icon.

A Java applet is used to provide the text-based user interface to access the serial/remote port or
the serial port of the slave unit. This Java applet supports only Telnet or SSH connection. The user
cannot access the port via the web when the host mode of the port is set to Raw TCP connection. The
user is asked to enter his/her user ID and password to access the port. Once authenticated, the user
now has access to the port. The title bar of the pop-up window and the Java applet shows the
information regarding the connection, i.e. Telnet or SSH, connection status, the port number and the
port title. On the bottom of the screen, there are hot key buttons accessible to connect, disconnect or

send break.
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JAVA Telnet Applet - Microsoft Internet Ex|

lorer_ SI=Y
Telnet[ 1 : server name on port 1 ]

Trying 192.168.19.1 7001 ...

»

..... t ar port menu.

Is _ Local echo | Connect ” Disconnect SendBreak

Close

Figure 4-28. JTA window for Telnet

SSH User Authent l

55H Authorization required

User nhame admin |

Passwaord L
S
| Login J Cancel

|Java Applet Window

Close

Figure 4-29. JTA window for SSH

88



The SSH V1 property at the Security Profile page determines whether VTS supports SSH version
1 or not. (refer to section 9.7 Security profile). The Web applet option property at the Web server
configuration page configures which SSH version is used when a port is connected through java

applet for SSH. (refer to section 3.8 Web server configuration).

Note: The users registered with their SSH public key cannot access the port through the web

because the Java applet does not provide an SSH public key authentication.

It also provides the serial port power control. The user may be able to move to the serial port
power control page and control the power of a serial/remote port by clicking the on / off state icon at P
column if a power controller is added to the VTS and the serial/remote port device is linked to the
power controller outlet. It also provides the short cut to the power controller management page to
control the power controller added to VTS. Clicking the management icon in M column, the user can
move to the power controller management page and deal with the power controller. (refer to 6.3.4

Power controller unit management - Serial port connection)

In addition, serial port connections page displays current port connection status including the

number of connected users, port user IDs and comments input by a port user for each serial port.

The VTS allows users to monitor the users connecting to the VTS serial port besides the main
session user and disconnect the current connections to the VTS serial port. Users can open Serial
port users logged on list (refer to Figure 4-30) by clicking the # or user link of the VTS serial port to
commit.

Users can disconnect the connection to the VTS serial port of the some users by checking and

clicking the Kill button at the serial port users logged on list window.

2 Serial port users logged on list - Microsoft Internet Explarer = E3

Serial port users logged on list - 1 : server name on

port 1
r Tarminal sar ID
17 ttyCD admin
il Feload Close

=

Figure 4-30. Serial port users logged on list
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The VTS also provides users with the direct access to the serial/remote port or to the serial port of
the clustered slave unit without login to the Web management interface. Users can connect to the port

by entering URL at address text field of the Web browser such as

http:// <l P>/ connect. asp?p=<port nunber>
or
http://<l P>/ connect.asp?t=<port title>

where <IP> is the IP address or domain name of the VTS, <port number> is the number of the port
and <port title> is the title of the port. Users can access to the port whose port number is same as

<port number> or whose title contains <port title>. Figure 4-31 and Figure 4-32 shows the JTA applet

directly connected to the port matching <port number> or <port title>.

t Applet . " =
il meNE) TEE 220 SAHEINE) EFHD ESEH

El =

-

Telnet [ 1 : server name on port 1 ]

Trying 192.168.19.1 7001 ...

-

e Sz for port menu.

[4 ]

Is || _Local echo || Connect || Disconnect " SendBreak

— =R

Figure 4-31. Direct access to serial port through port number
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=== e I@ http 1//192, 168,19, 1/connect, aspHt=server _vj Ralk=

EEE

Telnet[ 1 : server name on port 1 ]

Trying 192.168.19.1 7001 ...

We
PORT — s

14

|= || _ Local echo || Connect " Disconnect " SendBreak
|
@] =5 de.mud.jta. Applet started B EIEED 7

Figure 4-32. Direct access to serial port through port title

The VTS allows users to access to the serial/remote port or the serial port of the clustered slave

unit through the remote SSH serial console specifying the user as

<user >: p=<port nunber>
or

<user>:t=<port title>
or

<user>:<tcp port number >

where <user> is user ID, <port number> is the number of the port and <port title> is the title of the port.
Users can access to the port whose port number is same as <port number> or whose title is same as
<port title>. <tcp port number> is the TCP port number of the port. Users can access to the port whose
TCP port number is same as <tcp port number>. Figure 4-33 and Figure 4-34 shows the SSH client
directly connected to the port matching <port number> or <port title> on linux. Figure 4-35 shows the

SSH client directly connected to the port matching <tcp port number> on linux.

91



Figure 4-33. Direct access to a port using the remote SSH serial console through port number

Figure 4-34. Direct access to a port using the remote SSH serial console through port title

Figure 4-35. Direct access to a port using the remote SSH serial console through tcp port number



5: Clustering Configuration

5.1 Overview

The VTS provides centralized management of other VTS serial ports with its clustering feature.
The user may access up to 816 serial ports (=48 ports * 16 slave units + 48 ports for master unit)
through one master unit.

The VTS uses NAT (Network Address Translation) based methodology to access the slave unit
serial ports. Using a kernel-based simple IP forwarding mechanism, the VTS provides an efficient,
flexible, fast and secure method of access. It can also manage other terminal servers if the users
manually set up the IP forwarding rule to reflect the current environment.

The incoming data stream to the master unit's TCP port is forwarded to the (IP address: TCP port)
of the slave units. Therefore, the only thing that the user has to set up for the master unit's
configuration is the IP forwarding rule for the slave units. No additional sets up for the slave units are
required for the application.

Let's assume that the user is trying to connect to the slave unit's serial port by way of the master
unit. The environment for the clustering is as follows.

- User’s computer has the IP address: 192.168.0.100

- The IP address of the master: 192.168.0.2

- The IP address of the slave: 192.168.0.3.

- The TCP port, 6033 of the master is reserved for the serial port 1 (TCP port, 6001) of the

slave unit.

Figure 5-1 shows the operation concept of the VTS clustering feature under this condition.

NAT:IP forwarding

From: 192.168.0.100:34567 From: 192.168.0.2:45678
To: 192.168.0.2:6033 To: 192.168.0.3:6001
User VTS VTS
Master Slave
192.168.0.100 192.168.0.2 192.168.0.3

From: 192.168.0.2:6033 From: 192.168.0.3:6001
To: 192.168.0.100:34567 To:192.168.0.2:45678

NAT:IP forwarding

Figure 5-1. VTS clustering operation concept
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Figure 5-2 illustrates an application diagram how the user may connect to the VTS slave units

through the broadband Internet.

Remote
=== User PC
Users’ access over the VTS e 1
> Master VTS: 211.112.67.34 (public IP) /miﬁ
- Master serial ports: 211.112.67.34: 6000~6031 :
- Slave 1 serial ports : 211.112.67.34:8000~8031

- Slave 2 serial ports: 211.112.67.34:9000~9031 _ Internet
Master \7_/

192.168.1.101 IR E——— ”
.112.67.34 aster’s port forwarding:
(211.112.67.34) 8000~8031, 9000~9031
Pl AT
Network ——
TCP ports TCP ports Master’s TCP port 8000~8031
6000~6031 6000~6031 >
Slave 1's TCP port 6000~6031
Mﬁ{._ﬁ - — — T
T I 4 Master’s TCP port 9000~9031
9
Slave 1 Slave 2 .
lave 2’s TCP ~6031
192.168.1.102 192.168.1.103 SIEVE 25 TP P E00=E05

Figure 5-2. VTS clustering example

5.2 Clustering configuration

Only the master unit configuration is required to apply the clustering features except
Authentication mode and Update master on changes. Authentication mode defines whether user
will be authenticated at clustering slave unit or clustering master unit when a port of clustering slave
unit is connected through master unit and its authentication mode is set as Local. Update master on
changes defines whether the changes of the slave unit are updated on the master unit when the
configuration of the slave unit is changed and applied. Authentication mode and Update master on

changes are disabled when Clustering mode is set as Master.

If a user wants to configure the VTS as the master, they should do it in the Clustering
configuration workspace. Figure 5-3 shows the Clustering configuration workspace. If user selects
Master at Clustering mode and save it, the clustering configuration screen for the master unit will be

displayed. Figure 5-4 shows the clustering configuration screen for the master unit.
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PC card

System status & log
System administration
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Figure 5-3. VTS clustering configuration as a master
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Power controller Save to flash kl Save & apply | Cancel |
PC card

Clustering information
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Unit . Unit .
System administration D Slave unit address Mo, of port D Slave unit address Mo, of port
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- o -
— F -
Apply changes 2 H ey
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Logout ko - I -
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o = ' . -

‘Copyright (€) 1998-2005 Sena Technalogies, Inc. Al rights reserved

Figure 5-4. VTS clustering configuration for the master unit
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In order to add the slave in this workspace, the user selects the slave number displayed. Then,
the screen for the configuration of the slave unit will be shown up. Figure 5-5 shows the screen for the
configuration of the slave unit. The user then enables the slave configuration. The screen will then
guide them to the IP forwarding table screen for access of the specified slave unit. Figure 5-6 shows

IP forwarding table for the clustering configuration of the salve unit.

VTS Series =
MaliasciTicrils "

|| User: root
Clustering configuration - Unit &
MNetwork - - -
Basic configuration
Serial port
Enable/Disable this unit IDisabIe vI
Clustering =
Configuration Save to flash I Save & apply | CancdDizable ¥ |
Connection

Power controller

PC card

System status & log
System administration

System statistics

Apply changes

Login as a different user
Logout

Reboot

Copyright € 1998-2005 Sena Technologles, Inc. All rights reserved TECHNOLOGIES

Figure 5-5. Enabling the configuration of the salve unit

The users may either manually set up the IP forwarding table or automatically import the serial
port configurations of the slave units. Access to the Port access menu and to the individual serial port
is provided. The Source port is the TCP port number of the master unit that will be forwarded to the
Destination port of the slave port.

To automatically configure the port-forwarding table, enter the IP address or domain name of the
slave unit, and then click the [Auto Config] button. The master unit automatically imports the port
information of the slave unit and reserves the source port for them. Figure 5-7 shows the result after
running the auto configuration. The automatic configuration imports the configuration only if the unit is
configured as a slave and only for the slave ports set to console server mode. The user can configure
the port title by setting up the base title. The user may change the source port number or the
destination port number by setting up the base port number for either one. Web management interface

provides users with link to web interface for clustering slave unit configuration. The user can determine
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which protocol of HTTP and HTTPS is used to connect to it by selecting Protocol at Connect to

slave unit to change configuration part.

Note: The source port humber may not conflict with the existing configuration of the master’s serial

ports. If there is conflict detected, the clustering feature is disabled.

Clustering configuration - Unit A

Basic configuration << Basic

EnablefDisable this unit ;

|Enab|e v-|
|—
@3]

|LD|:aI v-|

Connect to slave unit to change configuration : Flease, Do [Auto Configure] after chanaging

Slave unit address | Auto Configure |

Mo, of port

Slave authentication mode Eet Authenfication |

Enahble Source port  Destination port Protocol
| |D ||:| |N!A v|

Port access menu confliguration

Protocal

N.rfni'\- ¥ I

Enahble Destination port

-

Source port

—

Individual port configuration

Fort Enable ; Source Destination
" - Title it e Protocol
o | | e &l
2 | [ | e =
3 I [ [ [ [Wa =]
LA = | | W& H
as | | | [rie =
45 O [ | | [N7 ]
47 | [ | [ =
48 [ [ [ [ | =]
Base fitle [ Set
Base source port . | Set
Base destination paort | Set
Save to flash Save & apply | Cancel |

Figure 5-6. IP forwarding table for the clustering configuration of the salve unit
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Clustering configuration - Unit A

Basic configuration << Basic

Enable/Disable this unit ; |Enab|e v-l
Slave unit address ; |192.IEB.1EI.3 Auto Configure v\I\yl
Mo, of port |1Ev|

Slave authentication mode |Lucal v-| set futhientization |
Update master on changes ; Mo - St Hpdate Master |

Connect to slave unit to change configuration : Please, Do [Auto Configure] after changing
Enable Source port  Destination port Protocol

ird I?MEI |BD |HTTF' vl

Port access menu configuration

Enable Source port  Destination port Protocol
72 |?1DE| |?DE|D |Te|net Ll

Individual port configuration

FPort Enable ; Source  Destination
" - Title - - Protacol
1 I3 |Slave nit 21 |?ID1 I?Dm | Telnet =]
2 v |Slave nit #2 |?IDZ |?DE|2 |Telnet |
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4 7] |Slave nit #4 ]?ID& |?DEI-'1 |Te|net |
13 ©  [SaveUnit#3 i3 [@i3  [Tener =]
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15 @ [Save Uni#ls s[5 [Tener =]
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Base title | Set
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Base destination port | et
Save to flash | Save & apply | Cancel |

Figure 5-7. VTS automatic clustering configuration result

If the automatic configuration process fails, an error message will appear. The most common

error is entry of an incorrect IP address or network problem (i.e. network down).
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Microsoft Internet Explorer

4 changed,

&uto c_ugflguraﬂan falled, The clustering slave unit was not found, Current configuration was not

Figure 5-8. VTS clustering configuration error message

Please check whether the port information of the

[Save to flash] and [Apply changes] buttons in order to complete the clustering configuration for the

slave unit is correctly set up. Then select the

slave units. Figure 5-9 shows the result after saving and applying the clustering configuration.

Clustering configuration - Unit A

Basic configuration << Basic
EnablefDisable this unit ;
Slave unit address .

Mo, of port

Slave authentication mode

s

Auto Corfigure |

Set Authentication |

Update master on changes ; Mo - set Update Master |
Connect to slave unit to change configuration | Please, Do [&uto Configure] after changing

Enahble Source port  Destination port Protocol

3 GEERE [0 [HTTP =] [Connect to slayve unit]
Port access menu confliguration
Enahble Source port  Destination port Protocol
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Base title | Set
Base source port ; | Set
Base destination port | et

Cancell

Figure 5-9. VTS clustering configuration after saving and applying
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User can change the clustering authentication mode of the clustering slave unit by selecting
Slave authentication mode and clicking Set Authentication button. Users can change the Update
master on changes value by selecting Update master on changes and clicking Set Update Master
button. User can also access to the web interface of the clustering slave unit where user can configure
the clustering slave unit by clicking the link named [Connect to slave unit]. After user changes the
configuration of the clustering slave unit, user needs to click Auto Configure button to reflect the
changes of the clustering slave unit to the clustering configurations of the clustering master unit. But,
the slave unit reflects the changed configuration of the slave unit on the master unit if Update master

on changes of the slave unit is set as Yes.

Upon completing the clustering configuration, the user may try to connect to the ports of the slave
unit by selecting [Clustering — Connection] menu item on the menu bar. Figure 5-10 shows the screen
for clustering connection. The user may connect the slave ports by selecting the unit number or the IP
address of the slave in the clustering connection workspace. Then the workspace displaying all the

serial ports available in the slave’s serial port will be shown up.

VTS Series :
MATTdSETTIETIL -~

|| User: root || ; . .

Network Clustering unit information
Serial port Unit# Slave unit address Mo, of port Unit# Slave unit address Mo, of port
clustgring ) A 192,168.19, 16 B %
Configuration o D -
Connection
Eiocsmmesvm F E
Powier controller P H &
PC card G ] -
System status & log J  rmssmmmmassd = | Eessuioziazes o
System administration Bl emenmesans - st -
() S PG 2

Systemn statistics

Spply changes

Lagin as a different user
Logout

Reboot

SENA

Copyright (€) 1998-2005 Sena Technologles, Inc. Al rights reserved

Figure 5-10. VTS clustering connection page — slave information
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Figure 5-11. VTS clustering connection page — slave unit

Figure 5-11 shows the workspace displaying all the serial ports available in the slave’s serial port.
This is similar to the serial port connection. The user may now select the terminal icon at C column to
access the serial port of the slave unit by using the Java applet window. The serial port connection
page has not only the serial/remote ports of the master unit but also the serial ports of the slave unit.
Users can connect to the serial port of the slave unit as same way as users access to the

serial/remote port of the master unit. (refer to section 4.5 Serial port connection)

The user may use their own terminal emulation program, such as telnet or an SSH client program

to access the source port of the master unit to connect to the destination port of the slave.
As well as the serial/remote ports, the VTS provides users with the direct access to the serial port
of the clustered slave unit without login to the Web management interface and with the access to seial

port through the remote SSH serial console. (refer to section 4.5 Serial port connection)

Figure 5-12 shows the access to the serial port of the slave unit through the Java Applet Window
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JAVA Telnet Applet — Microsoft Internet Expl
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Figure 5-12. Connection to the serial port of slave unit
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6: Power Controller

6.1 Overview

The VTS allows users to add, configure and manage remote power controller such as SENA PM
series and Baytech RPC series. When users add a power controller to the VTS and plug a device
which is connected to the VTS serial port into the outlet of the power controller, users can configure it
at the power controller configuration page or the power control configuration page of the Serial
port configuration. For further details about power control configuration, please refer to section 4.3.13
Power control configuration. Users can also manage it at the power controller management page
or the serial port power control page from serial port connection.

The power controller features of the VTS help users manage the power of the device connected
to the VTS serial port. Users can not only turn on / off and reboot the device but also monitor the state

of the power controller. The properties to set or to monitor depends on the power controller.

Available power controllers
- SENA PM series
- Baytech RPC series

6.2 Power controller configuration

Users add / remove a power controller, configure the count of the outlet, the title and the alarms
and thresholds of the power controller and link an outlet to a certain device or a serial port of the VTS.
Users can also link a serial port of the VTS to an outlet of the power controller at the power control

configuration page of the serial port configuration.

6.2.1 Add / remove power controller

If the users select the Power controller - Configuration menu item in the menu bar, the power
controller configuration page (refer to Figure 6-1 Power controller configuration) is displayed.
Clicking Add controller button after selecting the port where a power controller is connected,
manufacturer and the number of cascaded units in the case of SENA PM at Add power controller
part, user can add the power controller. After the power controller is add, the power controller unit
configuration page is displayed. And then users can configure the power controller added.

Users can remove the power controller by clicking the Remove button of the power controller at

Power controllers part.
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VTS Series '
MdTIdECTIIETIL: -

|| User: root || 5 3
Poweer controller configuration

Netvrork &dd power controller
Serial port

erial po — m
Clustering Manufacturer SEMAPM =
Power C““t'_'“"er The number of cascaded units | 1 'I

Configuration %

Management Add controller |
PC card Poywer controllers
System status & log Port# Manufacturer Title Cutlets Action
System administration 16 Baytech Baytech on Port 16 =} Remave |

System statistics

Apply changes

Login as a different user

Logout
Reboot
Copyright () 1998-2005 Sena Technologles, Inc. Al rights reserved TECHNOLOGIES

Figure 6-1. Power controller configuration

6.2.2 Edit power controller — Power controller tab

When a power controller is added or a power controller in power controller list of power controllers
part at the power controller configuration page(refer to Figure 6-1 Power controller configuration) is
selected, the power controller tab of power controller configuration (refer to Figure 6-2 Power controller

configuration — power controller tab) is displayed.

Power controller configuration - Baytech on Port 16

Powvier controller

Manufacturer |Elay.teu:h 'I
Outlets ¢ |E| -ri

Title |Baytech on Port |6

Save toflash Save & apply | Eancall

Alarms & thresholds
Dutlets

Figure 6-2. Power controller configuration — power controller tab

User may configure the manufacturer, the count of outlets and the title of the power controller. If
more than a power controllers are added, users may be able to identify each power controllers by the
title of the power controllers, so they will easily access to the power controller that they want to

configure or manage.
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6.2.3 Edit power controller — Alarms & thresholds tab

When users select a power controller in power controller list of power controllers part at the power
controller configuration page (refer to Figure 6-1 Power controller configuration) and then the Alarms &
thresholds tab link at power controller unit configuration page, users can access to the alarms &
thresholds tab of power controller configuration (refer to Figure 6-3 Power controller configuration —

alarms & thresholds tab). These properties may not be supported depending on the power controllers.

Power controller configuration - Baytech on Port 16

Power contraller
Alarms & thresholds

&larm threshaold [30.0 amps (maximum value)

Temperature threshold |32.EI & op © oo

T send email alert{ 7 On alarm threshold ™ Ontemperature threshold )
To: |

[T send SHNMP trap ( I On alarm threshold 7 On temperature threshold §
Use global SNMP configuration

Trap receiver sethings ¢

IP Address Cormrnunity Yersion

|oooa faublic |~,-| -]

|oooa |pulic

3

Savetoflash | Save &apply | Cancel |

Outlets

Figure 6-3. Power controller configuration — alarms & thresholds tab

The configuration parameters for power controller alarms & thresholds are as follows:
Alarm threshold

Temperature threshold

Send email alert

Send SNMP trap

Alarm threshold
This parameter defines the threshold to be set on the current that sets off an audible alarm when

exceeded. When this threshold is reached, email alerts or SNMP traps can also be sent according to

Send email alert and Send SNMP trap parameters.

Temperature threshold
This parameter defines the threshold to be set on the internal temperature of the power controller.

When this threshold is reached, email alerts or SNMP traps can also be sent according to Send email
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alert and Send SNMP trap parameters.

Send email alert
Send email alert : determines whether email is sent.
On alarm threshold : determines whether email is sent when alarm threshold is reached.
On temperature threshold : determines whether email is sent when temperature threshold is
reached.

To : determines to whom email is sent

Send SNMP trap

Send SNMP trap : determines whether SNMP trap is sent.

On alarm threshold : determines whether email is sent when alarm threshold is reached.

On temperature threshold : determines whether email is sent when temperature threshold is

reached.
Use global SNMP configuration : determines whether the trap receiver setting of the SNMP
configuration at network configuration is used as trap receiver.
Trap receiver settings : For details of SNMP trap configurations and descriptions, please refer to

section 3.2 SNMP Configuration.

6.2.4 Edit power controller — Outlets tab

When users select a power controller in power controller list of power controllers part at the power
controller configuration page(refer to Figure 6-1 Power controller configuration) and then the Outlets
tab link at power controller unit configuration page, users can access to the outlets tab of power

controller configuration (refer to Figure 6-4 Power controller configuration — outlets tab).

Power controller configuration - Baytech on Port 16

Power contraller

Alarms & thresholds

Outlets

Cutlet Port Title

1 None Mone
2 None Mone
A Mone Mone
4 Mone Mone
3] MNane Mane
] Nane Mone
7 Mane Mone
B Hane Mone

Figure 6-4. Power controller configuration — outlets tab

Users can unfold outlet configuration part by clicking the outlet number link and fold it by clicking
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the number of the unfolded outlet. Figure 6-5 shows the folded outlet configuration part.

Power controller configuration - Baytech on Port 16

Power controller
Alarms B thresholds
Outlets
Cutlet Port Title
{}_”} MNone Mone
Serial port iNune v_I
Outlet title |Mane
User access control |
User Power access Action
cEveryones=> W
| 7 Acld
Savetoflash | Save &apply | Cancel |
2 MNone Mone
3 Maone Mone
4 MNaone Mone
5 MNone Mone
] MNone Mone
7 Mone MNone
8 MNone Mone

Figure 6-5. Power controller configuration — outlet configuration

The configuration parameters for outlet configuration are as follows:
Serial port
Outlet title

User access control

Serial port

This parameter defines this outlet supplies the device of this serial port of the VTS with the power.
None means this outlet serves a device that is not connected to any serial port of the VTS. If it is set to
a serial port number of the VTS, the outlet title is set to the title of the serial port configuration, the
user access control of power is set to the power access of the user access control of the serial port
configuration and they are not editable. (refer to Figure 6-6 Power controller configuration — outlet

configuration with serial port)

Outlet title

This parameter is descriptive to the outlet. When users configure or manage a outlet, it helps
them to identify it from others. If the serial port is set to a serial port, this column is not editable, set as
the serial port title and just link to the port title page of the serial port configuration is provided. (refer to
Figure 6-6 Power controller configuration — outlet configuration with serial port)

User access control
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This parameter defines whether user can access to the outlet or not. If a user has the power
access control, he can monitor the power state at the serial port connection page (refer to 6.3.4 Power
controller unit management - Serial port connection) and manage the power controller outlet at the
power controller unit management page (refer to 6.3.3 Power controller unit management — Outlets
tab) or the serial port power control page linked from the P column of the serial port connection page
(refer to 6.3.5 Power controller unit management — Serial port power control).

If <<Everyone>> is checked, all the user except the users who is in the user list of the user
access control part can access to it. Unless, they are not allowed to access to it. The users in the user
list depend on their own access control.

If the serial port is set to a serial port, this column is not editable, set as the power access control
of the user access control of the serial port configuration and just link to the user access control page
of the serial port configuration is provided. (refer to Figure 6-6 Power controller configuration — outlet

configuration with serial port)

Power controller configuration - Baytech on Port 16

Power controller
Alarms & thresholds
Outlets
Outlet Port Title
1 1 server name on port 1
Serial port | | 1 -rl
Mave o seral port configuration to change [title] or fnower access)
Outlet title [zervar name on port |
lser access contral |
User Power access Action
coEvelyone== =
| = i [
Save to flash Save & apply Cancel |
2 Hone Mone
3 Mone Mone
4 Mone None
5 More MNone
[x] Hone Mone
7 Mone Mone
a Mone None

Figure 6-6. Power controller configuration — outlet configuration with serial port

6.2.5 Edit power control configuration of the serial port configuration

The power control configuration page is one of the serial port configuration. If a power controller is
added to the VTS, the serial port configuration of each port has this tab. (refer to 4.3.13 Power control
configuration).

This page is designed to link the device of a serial port of the VTS to outlets of the power
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controllers in contrast to the outlet configuration page which is used to link a outlet to a device that is

connected to a serial port of the VTS or not. (refer to 6.2.4 Edit power controller — Outlets tab).

6.3 Power controller management

Users monitor / manage a power controller and its outlets at the power controller management
pages, the serial port connection page and serial port power control page linked from the serial port

connection page.

6.3.1 Power controller management — Power controller list

If the users select the Power controller - Management menu item in the menu bar, the power
controller mangement page (refer to Figure 6-7 Power controller management — power controller list)
is displayed. It shows the list of power controllers added to the VTS. It contains the information of the
power controller such as the connected serial port of the VTS, the manufacturer, the title, the count of
outlets and the status of the power controller. If the status of power controller is [Connected)], the link to

power controller management of the power controller unit on the port number and title column is

provided.
T -
VTS Series
aTIaScITIETIL =3
|| User : root
Power controller management
Netviork Power controller
Serial port Port# Manufacturer Title Outlets Status
Clustering 16 Baytech Baytech on Port 16 2 Connected

Power controller
Configuration
Management

I

System status & log

PC card

System administration

System statistics

Apply changes

Login as a different user

Logout
Reboot
Copyright (£) 1998-2005 Sena Technologles, Inc. All rights reserved TECHNOLOGIES

Figure 6-7. Power controller management — power controller list
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6.3.2 Power controller unit management — Power controller tab

When a power controller in power controller list of the power controller management page(refer to
Figure 6-7 Power controller management — power controller list) is selected, the power controller tab of
power controller management (refer to Figure 6-8 Power controller unit management — power
controller tab) is displayed. This page can be accessed by clicking the icon on M column at the serial
port connection page, too.

It shows the information and the status of the power controllers. Users can reset such value as

[Max current detected] by clicking clear button. It is varied as to the power controller model.

Power controller management - Baytech on Port 16

Power controller

Model | Baytech Remote Power Contraller

Alarm threshold 30.0 amps

Temperature ; 2e0°F(B82.4°C)

Circuit breaker Good

Average power | 0 watts

Apparent power | 0 wyatts

RMS woltage | 212.7 yolts

RMS current | 0.1 amps

Max current detected 0.2 amps Clear i
Dutlets

Figure 6-8. Power controller unit management — power controller tab

6.3.3 Power controller unit management — Outlets tab

When users select a power controller in power controller list at the power controller management
page(refer to Figure 6-7 Power controller management — power controller list) and then the Outlets tab
link at power controller unit management page, users can access to the outlets tab of power controller

unit management (refer to Figure 6-9 Power controller unit management — outlets tab).

Power controller management - Baytech on Port 16

Power contraller
Outlets
Dutlet Part Title
OFF 1 2l seryer name an port 1
CFF 2 1 server name on port 1
OFF 3 Mone MNone
O 4 Mane MNane
N 5 Mane Naneg
M 5] Mane Mone
ON 7 Mone MNone
O g Mane MNane

Figure 6-9. Power controller unit management — outlets tab
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It shows such information as the number of the serial port where the outlet linked, the title and
the status of the outlet. It provides the outlet management part to manage the power of the device
linked to the outlet. Users can turn on / off and reboot the outlet.

Users can unfold outlet management part by clicking the outlet number link and fold it by clicking

the number of the unfolded outlet. Figure 6-10 shows the folded outlet management part.

Power controller management - Baytech on Port 16

Power controller
Outlets
Outlet Port Title
OFF lit') 1 seryer name an port 1
Control power on all outlets named server name on port 1
Fower on EE s ET G Hetoot
CFF 2 1 server name on port 1
EBEE 3 MNane MNane
N 4 Mane Naneg
iy 5 Mone Mone
oM 5] Mone None
oM 7 None None
oM a Mone None

Figure 6-10. Power controller unit management — outlet management

Users can also turn on all the outlets which is linked to the same serial port by checking the
[Control power on all outlets named ...] check box and pressing the [Power on] button if the serial port
is linked to more than one outlet. If users turn off or reboot this outlet in this case, all the outlets are

turned off or rebooted.

6.3.4 Power controller unit management - Serial port connection

The serial port connection page linked from the Serial port - Connection menu item also shows
the status of the power controller. (refer to Figure 6-11 Power controller unit management — serial port
connection). In the contrast that the power controller unit management shows it in the view of outlets,
the serial port connection page focuses on the power of the device connected to the VTS serial port.

It not only shows the status of the power but also contains the link to the serial port power control
page where users can monitor and control the power of the serial port. Only if the status is on (green)
or off (red), users can move to the serial port power control page by clicking the status icon at P
column. On trasition (yellow) status, the icon has no link.

The serial port where the power controller is attached has the icon at M column. It is linked to the

power controller unit management page. So are the port number and the title of the serial port.
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Serial port connection

Faort access menu connection
Port access menu connection
Individual port conneckion
P C M Port# Titde # of Lser
(W] =1 1 servername on part 1 0
= 2 PortTitle #2 0
3 PortTitle #3 0
] 4 PortTitle #4 0
5 PaortTitle #5 il
= & PortTitle #6 0
7 PortTitle #7 0
E 8 PortTitle #8 0
9 PortTitle #9 il
10 Port Title #10 0
= 11 PortTitle #11 0
12 PortTitle #12 0
E 13 PortTitle #13 f
14 Port Title #14 0
= 15  Port Title #15 0
B 15 paytech on Port 16 0

Comments

< Mot used =
< Mot used =
= Mot used =
< Mot used =
< Mot used =
< Mot used =
= Mot used =
< Mot used =
< Mot used =
< Mot used =
= Mot used =
< Mot used =
< Mot used =
< Mot used =
< Mot used =

< Power controller =

Figure 6-11. Power controller unit management — serial port connection

6.3.5 Power controller unit management — Serial port power control

Users can access to the serial port power control page by clicking the on / off status icon at P
column of the serial port connection page. (refer to Figure 6-12 Power controller unit management —
serial port power control). If the outlet management page controls a outlet of the power controller, this

page manages the power of the device connected to the serial port.

Serial port power control - 1 : server name on port 1

Power controllers

All outlets contralled by this port will be managed.
Port# Manufacturer Title
16 Baytech Baytech on F‘Drf 16

Fower on | [HEEr ot Heloat |

Outlet

1
2

Status

OFF
OFF

Figure 6-12. Power controller unit management — serial port power control

It shows the information of the outlets where the device of the VTS serial port is linked and the

power status of the device. It helps to turn on / off and reboot the device. All the outlets are affected at

the same time.
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7: PC Card Configuration

The VTS has one extra PC card slot for increased expandability. It supports four types of PC
cards:

- LANcard

- Wireless LAN card

- Modem card

- ATAJ/IDE fixed disk card

The user can allow access via another network connection with either a LAN or wireless LAN card.
The ATA/IDE fixed disk card allows the user the ability to store and carry system and serial port log
data. Using the card slot for a modem card allows the user out-of-band access to the VTS without a

serial port to connect to an external modem.

PC card configuration

Currently confioured PC card

Card type MNone
PC card seryice

Configure the detected card St Ear SEEE

Detactad PC card

Card type ; Metwork Card
Model : Lirksys EthierFast 10/100 Integrated PC Card
(PCM100) Ver 1.0

Mew PC card is detected.

Save to flash | Save & apply | Carlu:el'

Figure 7-1. Initial PC card configuration menu screen on detecting a new PC card

To use the PC card slot, the users must complete the following steps.

Step 1. Insert the PC card into the PC card slot.

Step 2. Select the Configure the detected card button on the PC card configuration page.

Step 3. The VTS will use its plug and play functionality to discover the card type. It will then
display the configuration menu screens. The user can now set card's operation
parameters.

Step 4. Save the configuration settings by selecting the Save to flash button.

Step 5. Select [Apply changes] from the menu to apply the newly configured settings.

If VTS fail to discover the PC card, the following error message will be displayed on the menu screen.
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Microsoft Internet Explorar

Figure 7-2. Failure to detect error message

Refer to Appendix B.PC Card supported by VTS to view a list of PC cards support by the VTS.

To stop or remove the PC card, user must complete the following steps.
Step 1. Select [(Ban- show the actual button) Stop card service].
Step 2. Save the configuration changes by selecting [Save to flash].
Step 3. Apply changes by selecting [Apply changes] from the menu.
Step 4. Remove the PC card from the PC card slot.
Note: Removing the PC card from the slot without following the above instructions may cause a

system malfunction.

7.1 LAN Card Configuration

A LAN card will create two network interfaces and two IP addresses. The users can assign a valid
IP address to each serial port. The IP address must be valid in the VTS built-in network interface or

the environment of VTS PC card LAN interface environment.

PC card configuration

Currently configured PC card

Card type Metwork Card
Linksys EtherFast 10/100 Integrated PC Card

Maodel : [(PCM100) Wer 1.0

Metwork configuration

IP mode |DHCF' v|

IP address : [192.168.1.254
Subnet mask | 255. 256, 285.0
Default gateway : 1921681,

Primary DMS ¢ 168,126.63.1
Secondary DMS 168.126.63.2

Feuse old IP at bootup time on DHCP failure : IDisabIe vi

PC card service

Eanmgure e cetected o | SBtop card service |

Detected PC card
Card type : MNetwork Card
Linksys EtherFast 10/100 Integrated PC Card
(PCM100) Ver 1.0
Card service is successfully configured. Save the PC card service configurations.

Model

Save 1o flash Save & apply I Cancel |

Figure 7-3. PC LAN card configuration
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All the configuration steps are the same as detailed in Section 3.1. IP Configuration.

Refer to Appendix B.PC Card supported by VTS to view a list of LAN PC cards supported by
the VTS.

7.2 Wireless LAN Card Configuration

A wireless LAN card will result in two network interfaces and two IP addresses. The user can
assign a valid IP address to each serial port. The IP address must valid in the VTS built-in network

interface or in the wireless LAN interface environment.

PC card configuration

Currently configured PC card

Card type Wireless Network Card

Cisco Systems 340 Series Wireless LAM
Model

Adapter

Metwork configuration

IP maode : IDHCF' 'I

IP address : [1592.168.1.254
Subnet mask : |255.255.255.EI
Default gateway | [152.168.1.1
Primary DMS 0.0.0.0
Secondary DMS ¢ 0.0.0.0

RFeuse old IP at bootup time on DHCP failure IDisabIe v|

Wireless network card configuration

S5ID

Use WEP key IDisabIe v|
WEP mode | |Er.cr'_.,'pt -I
WEPR key length : |-’1.Ei hits -I

WEP key string

Confirm WEP key string |
PC card service

Eorfigure the detected card | =top card service

Detected PC card

Card type : Wireless Network Card

Cisco Systems 340 Series Wireless LAM
Model

Ldapter

Card service is successfully configured. Save the PC card service configurations.

Save to flash | Save & apply | Canu:ell

Figure 7-4. PC wireless LAN card configuration
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All the configuration steps are the same as detailed in Section 3.1. IP Configuration.

The VTS supports SSID(Service Set Identifier) and WEP(Wired Equivalent Privacy) key features
for the wireless LAN configuration. The user may configure the SSID to specify an AP (Access Point).
The user may also configure the WEP mode as either encrypted or shared. The WEP key length must
be either 40 or 128 bits. The 40-bit WEP key length requires the user to enter 5 hexadecimal code
sets without the separator of colon (:). The 128 bits WEP key length requires the user to enter 13
hexadecimal code sets without the separator of colon (:).

For example, to use the 128 bits WEP key length option, the user must enter 13 hexadecimal

code sets as follows:

000F25E4C2000F25E4C2000F24

Refer to Appendix B.PC Card supported by VTS to view a list of wireless LAN cards supported
by the VTS.

7.3 Serial Modem Card Configuration

Using the extra PC card slot as a modem will allow the user on-line access without tying up a
serial port with an external modem. Most 56Kbps PC serial modem cards are compatible with the PC
card slot. A complete catalog of modem cards supported by the VTS is listed in Appendix B.PC
Card supported by VTS

The default modem init string is “q1e0s0=2". This allows the modem to operate in quiet mode
(‘gl’), echo off mode (‘e0’) and the number of rings on which to answer in Auto Answer mode equaling

two (“s0=2"). For more detailed information on the command sets, please refer to the modem manual.

For details on the callback, modem test and alert configuration, please refer to the dial-in modem

part of 4.3.4 Host Mode Configuration and 4.3.12 Alert Configuration.
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PC card configuration

Currently configured PC card

Card type Serial Modem Card
Model Billionton W92 Fax Modem FMS6C-BFS 5,41

Serial Modem Card configuration

Init string ¢ ]q]eDsEl=2
EnablefDizable callback Disahle =

Callback phone number ¢

EnablefDizsable modem test ! Disahle =

Ll

Test phone number !

Test interval BvEry |l—f4 houris)

[Email alert configuration]
Ermail alert for modem test ; Disable &

Title of email ;

REecipient's email address ;

[SNMP trap configuration]

A ||

Modem test trap Dizable &

Use global SMNMP configuration Disahle &

Trap receiver settings

IP &ddress Community Yersion
|oooa |puh|i-: vl |

|o.ooo |pub|i-: vl [®

PC card service

Earibure e deteeted o | ‘Stop card service |

Detected PC card
Card type : Serial Modem Card
Model Billionton W92 Fax Modem FMS&C-BFS 5,41
Card service is successfully configured. Save the PC card service configurations.

Save to flash | Save & apply | Canu:el|

Figure 7-5. PC serial modem card configuration

7.4 ATA/IDE Fixed Disk Card Configuration

The user must configure the total data size required to use the PC ATA/IDE fixed disk card to
store the system and serial port log. The VTS will automatically locate the total storage size and the
disk space available on the disk.

The user may delete all the files currently on the card by selecting %.

The user may select M to format the card. The VTS supports both EXT2 and VFAT file
systems for the disk card.

The user may store or retrieve the VTS configuration files to/from the disk by exporting/importing

the VTS configuration.
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PC card configuration

Currently configured PC card

Card type ATAJIDE Fixed Disk Card
Miodel TOSHIBA THHNCFOGHASL
Size | o4 MB

File system vfat

ATAMNDE Fiked Disk Card configuration

Total data size to be used (0~59 MB) | 5]
Delete all files in ATA/IDE Fived Disk Card ¢ Delete |

Format &TA/IDE Fized Disk Card ¢ |E><T2 'i Format |

PC card service

Ganigure e deiectiedeans | ‘Btop card service |

Detected PC card
Card type ! ATASIDE Fisked Disk Card
Model | TOSHIES THHCFOS4MAS
Card service is successfully configured. Save the PC card service configurations.

Save toflash | Save & apply '?Cénu:el'

Figure 7-6. PC ATA/IDE fixed disk card configuration
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8. System Status and Log

The VTS display the system status and the log data via a Status Display Screen.
to be used for management purposes. System status data includes the model name, serial number,
firmware version, bootloader version and the network configuration of the VTS. The VTS can also be

configured to deliver log data automatically via email to a specified recipient with the system-logging

feature.

8.1 System Status

System status

System information

Model Ma,
Serial Mo, .

Fiw Rew, .

B/L Wer. .

MaC address ¢
Uptirne
Current time :
System logging ¢

FC card type:
PC card model

IP infarmation

IP mode ;

IP expiration
IP address
Subnetmask
Gateway |

Primary DMS
Secondary DMS |

Send system log by email ;

Feceive/Transmit errors .

WTS2200_Device
WTS3200-030100003
w1.7.0rc2

w1.0.0
00-01-95-04-12-24
20:10

05/31/2005 14:47:24
Enahle

Disahle

MNOME

MOME

STATIC

Y
192.168.19.1
255.255.0.0
192.168.1.1
Y
168,126,631
168.126.63.2

Figure 8-1. System status display

8.2 System Log Configuration

The VTS provides both the system logging feature and the system log status display. The user

may configure the VTS to enable or disable the system logging process and select the system log

buffer size as well as the log storage location.

Enable/disable system logging

This parameter defines whether to enable or disable the system logging feature.
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System log storage location

The system log can be stored inthe VTS internal memory, the ATA/IDE fixed disk card inserted
in PCMCIA slot or the mounting point on an NFS server. If the internal memory is used to store
system log data, the log data will be cleared when the VTS is turned off. To preserve the system log
data, set the storage location to be the ATA/IDE fixed disk card or NFS server or enable the system
log to SYSLOG server. To do this, the user must configure the corresponding media in advance.
Unless the media is properly set up, the user will not be able to select a storage location from the

interface.

System log to SYSLOG server
The system log data can be stored to the SYSLOG server in addition to the system log storage

location at the same time.

System log buffer size

This parameter defines the maximum amount of system log data that can be logged. When using
internal memory to store data, the total size of the system log cannot exceed 300 Kbytes.

When using an ATA/IDE fixed disk card to store log data, the maximum buffer size is dependent
upon the card capacity.

When using an NFS server to store logs data, the maximum buffer size is unlimited. The user

should configure the NFS server to ensure that the port logging system works properly.

System log filename

System log filename defines a log file to be logged. The factory default filename is logs.

Automatic backup on mounting
This parameter is available when System log storage location is set as CF card or NFS server.

It determines whether the backup file for system logging is created on remounting the logging storage.

Send system log by Email

The VTS can also be configured to send log data automatically if the number of logs unsent
reaches a pre-defined number. If enabled, the user must set parameters to initiate the creation of an
email. These parameters would include the number of logs required to trigger an email, the recipient

email address, etc.

Figure 8-2 shows the configuration and system log view screen.
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System logging

System logging ¢ |Enab|e vI
System log storage location | |Memury vI
System log to SYSLOG server : |Disab|e v|

System log buffer size (KB, 300 max.) 50

System log filename logs

Automatic backup on mounting @ iEnab!e vI
Send system log by Email IDisabIe -I

Murber of log messages to send a mail (1-
1007 ;

System log recipient's mail address

5

Save to flash Save & apply | Cancel |

System log .

01-22-200007:53:45
01-22-2000 07:53:45
09-30-2005 17:18:54
09-30-2005 17:20:22
09-30-2005 17:20:29
09-30-2005 17:57:30
09-30-2005 17:57:30
09-30-2005 17:57:30
09-30-2005 17:57:34
09-30-2005 17:57:35
09-30-2005 17:57:37
09-30-2005 17:57:37

Boot up Systern Start -
Start with Static IP by 192.168.19.1

MTP - Walid data from 211.115.194.21

User 'root' logged on " consaole’

web - LOCAL authentication for 'root’ passed,

sshd: Failed none for root from 192.1658.19.10

sshd: Failed none for root from 192.168.19.10

sshd: Failed publickey for root from 192.168.19.10

sshd: Failed password for root from 192.1658.19.10

sshd: Failed password for root from 192.168.19.10

sshd: Accepted password for root from 192.168.19.10

sshd: Accepted password for root from 192.168.19.10 LI

¥OVOMW MM WYY Y VY

Clear Flefreshl Wiew |

Figure 8-2. System log configuration and view

8.3 User logged on list

This function allows a user to view current and historical user activity on the system.

Users logged on list

Usernarme Terminal Login Date and Time Fram

root console May 28 17:06

adrmin tyCo May 28 17:0a8 {192.168.0.32)
admin tyCl May. 28 17:07 {192.168.0.32)

Figure 8-3. User logged on list
The list displays the following information for users who have logged into the system:
User name
Terminal type for the session
Time connected

IP address of the remote host

Note: Users access via the web will not appear on the list. Connections are not always made
using HTTP/HTTPS protocol.
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9: System Administration

The VTS utilizes three user profile types to manage accessibility to different functions. These

three levels of user types include: system admin, port admin and user.

The system admin group has full read/write access of the VTS configuration. The system admin
can view or edit all VTS configurations, as well as use the VTS without any limitations.

The port admin group has full read/write access to the serial port configuration parameters and
power controller outlet configuration parameters. The port admin group are only provided read
access to the other VTS configuration settings. The port admin group also has access to the port
access menu.

The user group has no right to modify any of the VTS configurations. The user may access the
serial port connection screen and the power controller management screen on the web interface to
connect to the VTS serial ports or access the port access menu and to manage the power controller if

allowed.

In addition to the local authentication method, the VTS also supports an authentication server
based method for user authentication. If a remote authentication method (i.e. RADIUS, TACAS+,
LDAP) is enabled, the VTS will confirm the username and password with the remote authentication
server and check the response from the server. The users can also use the cascaded authentication
method such as remote authentication first and then local authentication if the remote authentication

fails, or vice versa.

The users can configure the VTS’s device name, date and time settings, the current user’s
password, and import / export configurations in this menu group. The users can also upgrade the

firmware of the VTS using the web interface, remote consoles or serial console.

9.1 User Administration

The VTS manages four user-level groups. Access of the configuration interfaces and of the

serial ports is based on the user’s group level.

® User: General Port User Group
- Users who belong to this group can access each serial port of which the port access control
they have, if the serial port is disabled to sniff.

- Users who belong to this group can access each serial port of which the port or monitor
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Note:

access control they have, if the serial port is enabled to sniff.
Users who belong to this group can manage the power of the outlet of which the power

access control they have.

The user access control is introduced to support user grouping of serial ports and power controller.

Users in this group can also access the port access menu.
Users in this group can use the serial port connection menu and power controller
management menu on Web interface.

Users in this group cannot access any configuration menu or CLI.

Port Administrator: Serial Port Administrator Group

The Serial Port Administrator group has the all privileges that the User group has when
connected to the serial port and to the power controller.

The Serial Port Administrator group can access the configuration menu through the Web
interface or console. The group can only change the configuration parameters provided for
the serial port, the clustering and power controller outlet. However, this group cannot change
the configuration parameters of system itself (i.e. network configuration, PC card and system
administration).

The users who belong to this group cannot access CLI.

System Administrator: System Administrator group

The System Administrator group has all the privileges that users in the Port Administrator
group have when connected to the serial port.

The System Administrator group can access the configuration menu through the Web
interface or console. They can change all the configuration parameters of the system itself.
The System Administrator group can access the CLI, as well as execute the program. The

CLI allows the group access to the configuration and port access menu.

root : System Super User

A System Super User has all the privileges that users in the System Administrator group
have when connected to the serial port.

A System Super User can access the Linux CLI. A System Super User has full access to
modify the CLI system.

Only one user can be identified as the A System Super User. The user name cannot be

changed.

The factory default user names and the passwords are:

System Super User
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Login: root Password: root
System Administrator
Login: admin Password: admin.

The user groups and their VTS access privileges are summarized in the Table 9-1.

Table 9-1. User groups and their privileges

Grou Super user YR el Users
P P Administrator Administrator
Default User name Root Admin - -
Defaqlt CEmife CLI Text menu - -
User interface
CLI CLI
Interface Program Text menu Text menu Text menu Port access menu
Port access menu Port access menu Port access menu
SSH public key 0 0 X
upload
CLI access 0] 0 X
Configuration 0 0 - N
text menu access
Port Access Menu 0 0 0 0
Access
Web Ul Access 0] 0] A Kk A kkk
System parameter 0 0 - N
Change
User parameter 0 0 X
Change
User Edit/Removal 0 0 X

Note:
1) **  Only the serial port/clustering and power controller outlet related configuration settings are
accessible. Read-only privilege is provided for all other fields.
2) ** The user may access only the connection workspace for the serial port / the clustering and

the power controller management.

Figure 9-1 shows the initial user administration web interface.

User administration
User name : !user User group : |.¢.II group -| Search |

Current local users

& User name User graup Shell

M Lserl User Port access menu
ra Lserd User Paort access menu
= user4 Usaer Port access menu
g users Usar Part access menu
s usera System admin CLI

Add | Edit | Remove |

Figure 9-1. User administration
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User list can be restricted to searching condition by specifying user name, user group or both of
them. If user name is empty, all users are listed. If user name specified, users whose name starts with
specified user name are listed. If user group is selected, users who belong to it are listed. The

default condition is empty in user name and [All group] in user group.

To add a user, Open add user screen by clicking the [Add] button, type the username, group and
password at the add user screen, and then click the [Add] button. Figure 9-2 shows the Add User

screen.

The following parameters should be properly set up to create a user's account:
User Name

User Group: One of User, Port admin, System admin

User Password

Shell program: One of CLI, Configuration menu, Port access menu

SSH public key authentication: One of Enabled or Disabled

SSH version: One of vl or v2

SSH public key file

If the SSH public key is uploaded into the VTS, the users who connect to the VTS using the SSH
client program will be automatically authenticated using this key file. Otherwise, a password-based

authentication will be done.
Notes:

User ID and password should be at least 3 characters or more for user add and change. There will be

an error message if they are shorter than or equal to 2 characters.

User name | |
Select group | |Llser --l
Password | |

Confirm password |

Shell program | |Port access menu ¥

SSH public key authentication |Disab|ed vl

Select S5H Version

55H public key file: I s |
Aidd Cancel |

Figure 9-2. Adding a user
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To remove a user,

e Check the users at the User administration screen

e Click the [Remove] button
To change the parameters of the user account, open the edit user screen by selecting the user

name at the User administration screen and then edit the parameters of user account like adding

user.

9.2 Access Lists

The VTS supports the access lists function to facilitate to configure the user access control. Users
can specify the access control of users at a time, after adding an access list, assigning users to it and

specifying its access control at user access control configuration page.

Access lists

# Access list name Action

1 arMonitorsccess Remaove | Renamie |

2 grPorthcpess Remove | Fename |
[Mew =] | o Add

Figure 9-3. Access lists — access list management

Figure 9-3 shows access list management screen. There is a list of the added access lists.
To add an access list:

1. Select [New] item of the access list number list box.

2. Type the access list name.

3. Click the [Add] button.

Users can copy an existing access list to a new access list including user lists.
To copy an access list:
1. Select the number of source access list at the access list number list box.
( [Add] button changed to [Copy] button)
2. Type the new access list name.
3. Click the [Copy] button.

Users can remove an access list using [Remove] button and rename an access list by
clicking [Rename] button. Even if users remove or rename an access list, it is not reflected to the
access list used at user access control configuration. Please, be careful of referring to removed

access list at user access control.
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Users can open the user management screen of the access list by clicking an access list

name.

Access lists

fcoess list name ; | grPortAccess |
# Jser name Action
1 admin Remove I
2 root Hemove |

I Add

Figure 9-4. Access lists — user management

Figure 9-4 shows user management screen of the access list. It displays users list belonging to
the access list. Users can add a user to access list by typing a user name and clicking the [Add] button
and remove the user by clicking the [Remove] button.

Selecting [--- Access list ---] item of the [Access list name] list box leads to the access list

management screen and selecting another access list name to its user management screen.

9.3 Change Password

Figure 9-5 shows the change password screen. To change the current user’s password, type the

current password and a new password and then confirm the new password.

Change password

Current username | root

Enter current password | |

Enter new password ! |

Confirm new password | |

Submit | Cancel

Figure 9-5. Change password

A user who can access only the port access menu can change the password at the port access
menu page. When connecting to the port access menu, the page below will be displayed. Please,
enter P at command input column and new password and confirm the new password and the

password will be changed.

[ VTS3200_Devi ce]
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Port # Port Title

.

Port # Port Title

1 Port Title #1
3 Port Title #3
5 Port Title #5
7 Port Title #7
9 Port Title #9
11 Port Title #11
13 Port Title #13
15 Port Title #15
17 Port Title #17
19 Port Title #19
21 Port Title #21
23 Port Title #23
25 Port Title #25
27 Port Title #27
29 Port Title #29
31 Port Title #31

2 Port Title #2

4 Port Title #4

6 Port Title #6

8 Port Title #8

10 Port Title #10
12 Port Title #12
14 Port Title #14
16 Port Title #16
Port Title #18
20 Port Title #20
22 Port Title #22
24 Port Title #24
26 Port Title #26
28 Port Title #28
30 Port Title #30
32 Port Title #32

R333338333333838
3338333333338338 g

Enter command ( 1-32 serial port, P passwd, S slave unit
R renpote port, Qexit )

______ > P

Enter new password : ****x

Retype new password : *****

Password was changed.

9.4 Device Name Configuration

The VTS has its own name for administrative purposes. Figure 9-6 shows the device name
configuration screen. When user changes Device name, hostname of VTS shall be changed and then

prompt on CLI also shall be changed to the corresponding one as follows,

Device name

Device name | [¥TS3200_Device

Save toflash Save & apply Cancel I

root @Q/TS3200_Devi ce: ~#

Figure 9-6. Device name configuration and Prompt on CLI

Please note that user cannot set space character as one of device hame. And If user sets blank

as Device name then hostname is set as IP address of VTS automatically.

And also the device name is mainly utilized for management program, HelloDevice Manager.
9.5 Date and Time Settings

The VTS maintains current date and time information. The VTS clock and calendar settings are

backed up by internal battery power. The user can change the current date and time, as shown in
Figure 9-7.
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Date and time

Use NTP [Enable =]

MWTP server (0.0.0.0 for Auto) |EI.D. 0.0

Date [mmfddfvyvy] : ||:|9f'3&.-"2!]l]5

Time [hh:mm:ss] |1640:39

Select [Standard time] and [Daylight saving time] from list

[Standard time]

Timezane [KST

Time affset from UTC (UTC + [x.x]hours) IEI.D

[Daylight saving time]

Enable/Dizable daylight saving time m

Daylight saving timezone |

Time offset from UTC (UTC + [®.x]hours) |I.'I.[I

Start date [mm/dd] |III'|.r'T.I[i

Start time [hh:mm:ss] |00 00:00

End date [mm/dd] : |on/00

End time [hh:mm:ss] |I'.'ID:[]D:L'iEI
Save to flash | Save & apply I Cancel |

Figure 9-7. Date and time configuration

There are two date and time settings. The first is to use the NTP server to maintain the date and
time settings. If the NTP feature is enabled, the VTS will obtain the date and time information from the
NTP server at each reboot. If the NTP server is set to 0.0.0.0, the VTS will use the default NTP
servers. In this case, the VTS should be connected from the network to the Internet. The second
method is to set date and time manually without using the NTP server. This will allow the date and
time information to be kept maintained by the internal battery backup.

The user may also need to set the timezone and the time offset from UTC depending on the
users’ location to set system date and time exactly. If the user uses daylight saving time, the user may
need to set the daylight saving time properties such as the daylight saving timezone, the time offset
from UTC, start data and time, end date and time. It allows the VTS to calculate the exact system time.
The user can open the window to help to set these properties easily by clicking the Select [Standard
time] and [Daylight saving time] from list button.

9.6 Configuration management

The user may export the current configurations to a file at such locations as CF card, NFS server,
user space or local machine and import the exported configurations as current configurations from CF
card, NFS server, user space or local machine.

The user may restore the factory default settings at any time by selecting “Factory default” at
location property at the import part or by pushing the factory default reset switch on the back panel of
the VTS.
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The VTS provides the function to backup the configuration automatically. Configuring the
Automatic backup configuration, the user can store the configuration in specified way on specified

time.

Figure 9-8 shows the configuration management screen.

Configuration management

Configuration export

Location ;  crcard © Primary NFS server © User space(fusr2) € Local machine
Encrypt I\r’es vl
File name : | |.55.'5|:m

Export |

Configuration import

Location :  cFcard © Primary MFS server © User spacelfusr2) © Local machine
{7 Factory default
Configuration selection
[T select all

[T sSystem configuration ¢ 7 Incduding IP configuration )
[T serial port configuration

[T Clustering configuration

[T System user configuration

Encrypt I\r’es vl

File selection : | ----- Selectfile ——--- j Loeal ¢ Zni=7],,,

Impart |

Automatic backup conflguration

Automatic backup option @ |Disab|e ﬂ

Lacation  cFcard € Primary MFS server © User spacei/usr2) © Send via email
Encrypt . m

File name ; [ |- syscm

Backup interval (hour, 1 -720) . |i

Fecipient's ernail address |

Save to flash | Save & apply | Cancel |

Figure 9-8. Configuration management

The following parameters should be properly set up to export / import configurations or to backup

the configuration automatically:

Configuration export
Location : Location to export to.
Encrypt : One of Yes or No.

File name

130



Configuration import
Location : Location to import from. By selecting Factory default, the user may restore the
factory settings.
Configuration selection : Determines what kinds of configurations are imported.
Encrypt : One of Yes or No. If location is Factory default, it does not affect.
File selection : List all the exported files satisfying the encrypting option at the selected location
which is one of CF card, NFS server and user space.

Local : Helps to browse the exported file at local machine if location is local machine.

Automatic backup configuration
Automatic backup option : One of Disable, Periodically or 10 minutes after last change
Location : Location to backup
Encrypt : One of Yes or No
File name
Backup interval : Determines how often stored on Periodically option

Recipient’s email address : Email address where email is sent on Send via email optiin

To export the current configurations:
4. Select the location to export to.
5. Select the encrypting option
6. Type the file name.
7. Click the [Export] button.

To import the exported configurations:
1. Select the location to import from.
2. Select the configurations to import.
3. Select the encrypting option.
4. Select the file to import from the file selection list box if location is not local machine nor

factory default.

o

Select the file to import by clicking browse button if location is local machine.
6. Click the [Import] button.

9.7 Security Profile
The policy of the security for VTS management is configured. It contains the system security such

as the security of VTS services, the security for network and the security of each port connection and

the security through password management. Security Profiles are classified into 2 groups:
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1. System security

2. Password security

9.7.1 System security

The policy of the system security such as the VTS services, network and port connections is

configured. Figure 9-9 shows the system security of the security profile.

Security profile

System security

Level of security : © custom @ Standard © Secure

SNMP (getfset) : [Cisakl= ]
Discovery (MAMAGER) @ m
Telnet : Iml
S5H ; [Enable &]
SS5H W1 [Cisakl=[#]
HTTP . [Fedirect to HTTPS &
HTTRS | [Enable =]
Al ports m

Set all ports to Telnet =

N

Stealth mode Disable |+

Savetoflash | Save & apply | Cancel-l

Password security

Figure 9-9. Security profile — System security

The configuration parameters for services are as follows:
Level of security
SNMP (get/set)
Discovery (MANAGER)
Telnet

SSH

SSH V1

HTTP

HTTPS

All ports

Set all ports to

Stealth mode

Level of security

This parameter determines the level of security policy. It can be one of custom, standard and
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secure. User can configure any security item in the case of custom. Otherwise, each security item is

configured corresponding to the security level as follows:

Security Item Custom Standard Secure
SNMP (get/set) Configurable Disable Disable
Discovery (MANAGER) Configurable Enable Disable
Telnet Configurable Disable Disable
SSH Configurable Enable Enable
SSH V1 Configurable Disable Disable
HTTP Configurable Redirect to HTTPS Disable
HTTPS Configurable Enable Enable
All ports Configurable Any Any
Set all ports to Configurable Any SSH
Stealth mode Configurable Disable Enable

SNMP (get/set)

This parameter determines whether the service to get or set the status of the VTS is enabled or

not.

Discovery (MANAGER)

This parameter determines whether the VTS reply to the request for VTS Manager to probe the

VTS.

Telnet

This parameter determines whether the telnet console service is enabled or not. It is implemented

by adding or changing the IP filtering rule as follows:

Status Inter face Option IP address/Mask Port Chain rule
Disable all Normal 0.0.0.0/0.0.0.0 23 DROP
Enable all Normal 0.0.0.0/0.0.0.0 23 ACCEPT

Please refer to section 3.5 IP Filtering for details.

SSH

This parameter determines whether the SSH console service is enabled or not. It is implemented

by adding or changing the IP filtering rule as follows:

Status Inter face Option IP address/Mask Por t Chain rule
Disable all Normal 0.0.0.0/0.0.0.0 22 DROP
Enable all Normal 0.0.0.0/0.0.0.0 22 ACCEPT

Please refer to section 3.5 IP Filtering for details.
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SSH V1
This parameter determines whether SSH versionl protocol is allowed or not. If it is set as Disable,

the VTS supports only SSH V2 protocol.

HTTP
This parameter determines whether Web service through HTTP is enabled or not. It is

implemented by adding or changing the IP filtering rule as follows:

Status Inter face Option IP address/Mask Por t Crllallen

Disable all Normal 0.0.0.0/0.0.0.0 HTTP port DROP
Enable or

Redirect to HTTPS all Normal 0.0.0.0/0.0.0.0 HTTP port ACCEPT

Please refer to section 3.5 IP Filtering for details. If it is set as the Redirect to HTTPS, the
request of web interface through HTTP is lead to the request through HTTPS.

HTTPS
This parameter determines whether Web service through HTTPS is enabled or not. It is

implemented by adding or modifying the IP filtering rule as follows:

Status Inter face Option IP address/Mask Port C::Jallen
Disable All Normal 0.0.0.0/0.0.0.0 | HTTPS port DROP
Enable All Normal 0.0.0.0/0.0.0.0 | HTTPS port ACCEPT

Please refer to section 3.5 IP Filtering for details.

All ports
This parameter determines whether all the serial and the remote ports are connected or not. It is
implemented by changing the configuration of port access menu and modifying the Port IP filtering

configuration of all the ports as follows:

AHEY Al lowed base host [P Subnet mask to be applied
Disable 255.255.255.255 255.255.255.255
Enable 0.0.0.0 0.0.0.0

Please refer to section 4.3.9 Port IP filtering configuration for details.

Switch all ports to SSH
If this parameter is set as Telnet or SSH, user can access to the port access menu and the
serial/remote ports only via Telnet or SSH protocol. It is implemented by setting the Port access

menu protocol parameter of the port access menu configuration as Telnet or SSH and the Protocol
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parameter of the host mode configuration of the serial/remote as Telnet or SSH. If as RawTCP, the
protocol of serial / remote port is changed to RawTCP but not applied to port access menu. Please

refer to section 4.2 Port Access Menu Configuration and 4.3.4 Host Mode Configuration for details.
Stealth mode

If this parameter is set as Enable, the VTS does not reply to the request instead of refusing when

a client tries to connect to the port which it does not listen to.

9.7.2 Password Security

Users can guarantee the security through password management. It configures the policy of the

password security. Figure 9-10 shows the password security of the security profile.

Security profile

System security
Password security
Minirmum password length (3-255) ¢ |3
Maximum password age (0 for disable) |D
Enforce password complesity |Disab|e vI
Enforce password history ¢ |Disab|e vi
Save to flash I Save & apply | Cancel |

Figure 9-10. Security profile — Password security

The configuration parameters for password security are as follows:
Minimum password length

Maximum password age

Enforce password complexity

Enforce password history

Minimum password length

The length of the password is not to be less than this parameter.

Maximum password age
This parameter configures the valid term by day. User cannot manage the VTS until his/her

password is changed after the valid term has expired.

Note : A series of three failures in log-in causes the user account expired at any condition.

The user account is not valid until the Administrator recovers it.
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Enforce password complexity
This parameter keeps user from using a simple password. If it is set as Enable, password is
required to have the following characteristics:
1. Password must be at least eight characters in length.
2. Password must contain at least one of each of the following: uppercase, lowercase,
number, and special character.
Password must contain at least six characters which only occur once.
4. Password must have no consecutive numbers or letters.

Password must not contain the user name.
Enforce password history

If this parameter is set as Enable, the password same as one of the 10 old passwords is
forbidden.

9.8 Firmware Upgrade

Firmware upgrades are available via serial, remote console or web interface. The latest upgrades

are available on the Sena web site at http://www.sena.com/support/downloads/. The VTS supports the

automatic firmware and configuration upgrade at booting. If users set the properties related to the
automatic firmware and configuration, the VTS will check whether the firmware and configuration are
newly updated and upgrade the new firmware and configuration if needed.

Figure 9-11 shows the firmware upgrade web interface.

Firmware upgrade

Select the new firmware binary file
This will take 5 minutes magimum

Location : ILDCEI| machine vl

CF Card fmntfflashy |----- Selectiile ----- =]
Local machine | ZtE 2., |
Upgrade | Beset |

Automatic firmware and configuration upgrade at boot Im

time :
Protocol |TFTI:' 'l
Usg DHCP option for remote server and hash file Yes r

IP address of remote server . |

Hash file name : [

Save to flash Save & apply | Cancel |

Figure 9-11 Firmware upgrade
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To upgrade firmware via the web:

1.

2
3.
4

Select “Local machine” from “Location” list box.
Select the latest firmware binary by clicking browse button.
Select and upload the selected version.

Once the upgrade has been completed, the system will reboot to apply the changes.

To upgrade firmware via CF card:

1.

2
3.
4

Select “CF card” from “Location” list box.
Select the latest firmware from “------ Select file ----- “ list box.
Select and upload the selected version.

Once the upgrade has been completed, the system will reboot to apply the changes.

To use either a remote or serial console to upgrade your firmware, the TELNET/SSH or terminal

emulation program must support Zmodem transfer protocol. After the firmware upgrade, the previous

settings will be reset to the factory default settings, except the IP configuration settings.

To upgrade firmware via a remote console:

1.
2.

Login :

Obtain the latest firmware.

Connect either TELNET/SSH or a serial console port using the terminal emulation
program.

(TELNET or SSH is recommended since the process of firmware upgrade by serial
console requires extremely long time.)

Select from the firmware upgrade menu as shown in Figure 9-12.

Follow the online directions and transfer the firmware binary file using the Zmodem
protocol as shown in Figure 9-13. Select “CF Card” for “Location” and enter file hame to
upgrade via CF card.

Once the upgrade has been completed, the system will reboot to apply the changes

If the firmware upgrade fails, the VTS will display error messages as shown in Figure 9-14.

It will also maintain the current firmware version.

adm n

Password : ****x

Wel come to VTS 3200 configuration page

Current time : 0000/00/00 00: 00: 00 F/ W REV. :
Serial No. : MAC Address : 00-01-95-04- 1b- 2e
| P node DHCP | P Addr ess : 192.168.0. 129



Figure 9-12. Firmware upgrade using remote/serial console
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_{0f x|
rFY
6. System tools “J
7. Save changes
8. Exit without rehont
3 Exit and weboo 21
<ESC> Back, <ENTE 2]
_____ % Folder: D:5DiownloadhSenatFimmwars
System tools Filerame:
felect menu ID:'\Download\Sena\Firmware\F’S4DD_V1HEES.BI
1. Reload factory
2. Reload factory Pratocol
?l- Ei;‘gl«?ggtupgl‘ad IZmodem with Crash Recovery LI
5. Socket reset
_EE§E§ gack, SEMEE: Send Close I Cancel |
Are you sure to st
Preparing for firmware upgrade. Wait a moment...
Tranzsfer firmware by zmodem using your terminal application.
==BAf f AARAAS h157
==BAf f AARAAS h15 7
==RAf f BRAAA5 157
{Conniscted 0:02145 [auto detect  [oe00 801 [soRoll  [caPs MM [Sapture  [Printecho 7

Figure 9-13. Transfer binary file by Zmodem (HyperTerminal)

*** Fjirmnvare upgrade will RESTART your device. ***

Do you want to start firmware upgrade ? (y/n) : vy

Preparing for firmvare upgrade. Wait a nonent. ..

Transfer firmvare by znodem using your term nal application.
** BOf f 000005b157

** BOf f 000005b157

** BOf f 000005b157

** BOf f 000005b157

Fi rmnvar e upgrade failed !

Now r eboot

Figure 9-14. Firmware upgrade failure message

To use the function to upgrade the firmware and configuration or to upload a user file or to run a

user command at boot time, users have to set the following properties:

Automatic firmware and configuration upgrade at boot time

It determines whether the VTS upgrade at boot time or not.

Protocol

It determines which protocol the VTS uses to communicate with the remote host on upgrading.

Use DHCP option for remote server and hash file
It determines where the properties such as IP address of remote server and Hash file name

that are required to upgrade firmware automatically can be found. If it is set Yes, they are found at the
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response of the DHCP server for the DHCP request of the VTS. Otherwise, they are specified at the IP

address of remote server and the Hash file name fields.

IP address of remote server
It determines to which host the VTS connects to get the hash file, firmware image and

configuration file.

Hash file name

It determines the name of hash file that is used to specify the firmware image file and
configuration file to upgrade. The VTS checks if the VTS needs to upgrade or not by comparing the
model name and version at hash file with the VTS model name and firmware version. Hash file format

is below :

<TYPE>, <NAME>, <MODEL >, <VERSI O\>
or
<TYPE>, <NAME>, <Options for file uploadi ng> <Path to upl oad>
or
<TYPE><COMVAND>

Where <TYPE> - 1:firmware image 2:configuration (1 byte)
<NAME> - the name of firmware image file or configuration file
<MODEL> - the model name of VTS such as VTS800, VTS1600 and VTS3200
<VERSION> - version of firmware or configuration
In case of firmware update, this field should be the same version number
that the firmware has. In case of configuration update, this field is a user
assigned version number with the similar format of firmware version
or <TYPE> - 3: User file upload
<NAME> - Name of the target file
<Options for file uploading> - [F][X][Z]U
F : forced copy(remove if there is same file already)
X : uncompress the file to the specified location
Z : unzip the file to the specified location
U : default option for file uploading
<Path to upload> - Directory path where the specified file will be uploaded
or <TYPE> - 4:User command run
<COMMAND> - Command to run

Hash file example is below:
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1, vt s48. i ng, VTS3200, v1. 5.0

2, vt s48. syscm, VIS3200, v1. 0.0

3,test _hash.tar, FXU,/mt/fl ash
3,active_detect.tar.gz, FXZU,/ mt/fl ash
4, mkdir /tnp/test

9.9 CLI Configuration

Users can select an Authentication method for CLI login via serial console and telnet/SSH
remote console. The VTS currently provides authentication methods of Local, RADIUS server,
RADIUS server — Local, Local — RADIUS server, RADIUS down — Local, TACACS+ server, TACACS+
server — Local, Local — TACACS+ server using Linux-PAM (Pluggable Authentication Modules for
Linux).

Please refer to section 4.3.10 Authentication configuration for details in authentication methods
and section 11.9.2 Enabling the RADIUS Authentication for the CLI log-in and 11.9.3 Enabling the
TACACS+ Authentication for the CLI log-in for details on Linux-PAM.

Figure 9-15 shows the CLI configuration web interface.

CLI configuration

Authentication method

Set configuration | BaDIUS server - Local
Local - RADIUS server
R&DIUS down - Local
TACACS+ server
TACACS+ server - Local
Local - TACACS+ server

Figure 9-15. CLI configuration
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10: System Statistics

The VTS Web interface provides system statistics menus. The user can use the menus to access
statistical data and tables stored in the VTS memory. Network interfaces statistics and serial ports
statistics display statistical usage of the link layer, lo, eth and serial ports. IP, ICMP, TCP and UDP

statistics display usages of four primary components in the TCP/IP protocol suite.

10.1 Network Interfaces Statistics

Network interfaces statistics display basic network interfaces usage of the VTS, lo and ethO. lo is

a local loop back interface and ethO is a default network interface of VTS.

MNetwork interfaces statistics

Interface lo athi
Receive Bytes 8] 789257
Packets 0 B208
Errors 6] &]
Crop ] ]
FIFD 0 ]
Frame ] a
Compressed u] ]
Multicast 0 0
Transmit Bytes il 3252037
Packets 0 4
Errors | 4681
Drop O i}
FIFO i} i}
Frame ] 149
Compressed ] 4681
Multicast 0 ]

Figure 10-1. Network interfaces statistics

10.2 Serial Ports Statistics

Serial ports statistics display the usage history of 32 serial ports, baud rate configurations and
each port’s pin status. ( @ : On @ : Off )
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Serial ports statistics

Port Baud Rate T Bl RTS [ OTR OS5k cD
1 9500 21 21 Q ("] > . ] ]
2 9800 0 i Q ] ] . " |
3 9500 D 0 Q > > . ] 3
4 S600 0 o 9 " ] 2 " ] . ]
5 9500 o o 9 3 . 3 3
& 2500 0 o Q " ] ] - ] ™ ]
7 9800 0 o Q ] > - ] " ]
g 9600 a i Q . ] . " ] . |
g 9&00 0 o 9 2 "] J 3
10 9&00 0 i Q ] ] . " |
11 9800 0 0 "] > 3 . ] 3
12 9a00 0 o Q " ] 2 " ] . ]
13 9800 o o Q 3 3 J 3
14 9a00 0 o Q " ] ] - ] ™ ]
15 9800 o 0 Q 3 > " ] " ]
16 9600 a i Q ] . ] " ] . |

Figure 10-2. Serial ports status

10.3 IP Statistics

The IP Statistics screen provides statistical information about packets/connections using an IP

protocol. Definitions and descriptions of each parameter are described below:

Forwarding :
Specifies whether IP forwarding is enabled or disabled.
DefaultTTL :
Specifies the default initial time to live (TTL) for datagrams originating on a particular computer.
InReceives :
Shows the number of datagrams received.
InHdrErrors :
Shows the number of datagrams received that have header errors. Datagrams Received Header
Errors is the number of input datagrams discarded due to errors in their IP headers, including bad
checksums, version number mismatch, other format errors, time-to-live exceeded, errors
discovered in processing their IP options, etc.
InAddrErrors :
Specifies the number of datagrams received that have address errors. These datagrams are
discarded because the IP address in their IP header's destination field was not a valid address to

be received at this entity. This count includes invalid addresses (for example, 0.0.0.0) and
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addresses of unsupported Classes (for example, Class E).

ForwDatagrams :
Specifies the number of datagrams forwarded.

InUnknownProtos :
Specifies the number of locally addressed datagrams received successfully but discarded
because of an unknown or unsupported protocol.

InDiscard :
Specifies the number of input IP datagrams for which no problems were encountered to prevent
their continued processing, but which were discarded (for example, for lack of buffer space). This
counter does not include any datagrams discarded while awaiting reassembly.

InDelivers :
Specifies the number of received datagrams delivered.

OutRequests :
Specifies the number of outgoing datagrams that an IP is requested to transmit. This number
does not include forwarded datagrams.

OutDiscards :
Specifies the number of outgoing datagrams discarded.

OutNoRoutes :
Specifies the number of transmitted datagrams discarded. These are datagrams for which no
problems were encountered to prevent their transmission to their destination, but which were
discarded (for example, for lack of buffer space.) This counter would include datagrams counted
in Datagrams Forwarded if any such packets met this (discretionary) discard criterion.

OutNoRoutes :
Specifies the number of datagrams for which no route could be found to transmit them to the
destination IP address. These datagrams were discarded. This counter includes any packets
counted in Datagrams Forwarded that meet this "no route" criterion.

ReasmTimeout :
Specifies the amount of time allowed for all pieces of a fragmented datagram to arrive. If all
pieces do not arrive within this time, the datagram is discarded.

ReasmReqds :
Specifies the number of datagrams that require reassembly.

ReasmOKs :
Specifies the number of datagrams that were successfully reassembled.

ReasmpFails :
Specifies the number of datagrams that cannot be reassembled.

FragOKs :
Specifies the number of datagrams that were fragmented successfully.

FragFails :
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Specifies the number of datagrams that need to be fragmented but couldn't be because the IP

header specifies no fragmentation. For example, if the datagrams "Don't Fragment" flag was set,

the datagram would not be fragmented. These datagrams are discarded.

FragCreates :

Specifies the number of fragments created.

IP statistics

Forwarding
DefaultTTL
InReceives
InHdrErrors
InaddrErrors
ForwDatagrams
InUnknownProtos
InDiscard
InDelivers
CutRequests
OutDiscards
CutMoRoutes
FeasmTimeout
ReasmRegds
Feasmoks
FeasmFails
FragOks
FragFails
FragCreates

s T s Y Y v

10.4 ICMP Statistics

Figure 10-3. IP statistics

The ICMP Statistics screen provides statistical information about packets/connections using an

ICMP protocol. Definitions and descriptions of each parameter are described below:

InMsgs, OutMsgs :

Specifies the number of messages received or sent.

InErrors, OutErrors :

Specifies the number of errors received or sent.

InDestUnreachs, OutDestUnreachs :

Specifies the number of destination-unreachable messages received or sent. A destination-

unreachable message is sent to the originating computer when a datagram fails to reach its

intended destination.

InTimeExcds, OutTimeExcds :
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Specifies the number of time-to-live (TTL) exceeded messages received or sent. A time-to-live
exceeded message is sent to the originating computer when a datagram is discarded because the
number of routers it has passed through exceeds its time-to-live value.
InParmProbs, OutParmProbs :
Specifies the number of parameter-problem messages received or sent. A parameter-problem
message is sent to the originating computer when a router or host detects an error in a
datagram's IP header.
InSrcQuenchs, OutSrcQuenchs :
Specifies the number of source quench messages received or sent. A source quench request is
sent to a computer to request that it reduces its rate of packet transmission.
InRedirects, OutRedirects :
Specifies the number of redirect messages received or sent. A redirect message is sent to the
originating computer when a better route is discovered for a datagram sent by that computer.
InEchos, OutEchos :
Specifies the number of echo requests received or sent. An echo request causes the receiving
computer to send an echo reply message back to the originating computer.
NEchoReps, OutEchoReps :
Specifies the number of echo replies received or sent. A computer sends an echo reply in
response to receiving an echo request message.
InTimestamps, OutTimestamps :
Specifies the number of time-stamp requests received or sent. A time-stamp request causes the
receiving computer to send a time-stamp reply back to the originating computer.
InTimestampReps, OutTimestampReps :
Specifies the number of time-stamp replies received or sent. A computer sends a time-stamp
reply in response to receiving a time-stamp request. Routers can use time-stamp requests and
replies to measure the transmission speed of datagrams on a network.
InAddrMasks, OutAddrMasks :
Specifies the number of address mask requests received or sent. A computer sends an address
mask request to determine the number of bits in the subnet mask for its local subnet.
InAddrMaskReps, OutAddrMaskReps :
Specifies the number of address mask responses received or sent. A computer sends an address

mask response in response to an address mask request.
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ICMP statistics

InMsgs 3
InErrors il
InDestinraachs a
InTimeExcds a
InRParmProbs o
InSrcQuenchs i
InRedirects a
InEchos 3
InEchoReps |
InTimestamps 0
InTimestampReps 1]
InAddrMasks n]
InaddrMaskReps 2]
OutMsgs 3
QutErrars il
OutDestlnreachs 0
OutTimeExcds ad
OutParmProbs g
OutsSreQuanchs L]
OutRedirects (0]
Outechos a]
OutEchoReps 3
DutTimestamps i}
OutTimestampReps 1]
OutaddrMasks 1
OutdddrMaskReps d

Figure 10-4. ICMP statistics

10.5 TCP Statistics

The TCP Statistics screen provides statistical information about packets/connections using a TCP

protocol. Definitions and descriptions of each parameter are described below:

RtoAlgorithm :
Specifies the retransmission time-out (RTO) algorithm in use. The Retransmission Algorithm can
have one of the following values.
0 : CONSTANT - Constant Time-out
1: RSRE - MIL-STD-1778 Appendix B
2: VANJ - Van Jacobson's Algorithm
3: OTHER - Other
RtoMin :
Specifies the minimum retransmission time-out value in milliseconds.
RtoMax :
Specifies the maximum retransmission time-out value in milliseconds.
MaxConn :

Specifies the maximum number of connections. If is the maximum number is set to -1, the
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maximum number of connections are dynamic.
ActiveOpens :
Specifies the number of active opens. In an active open, the client is initiating a connection with
the server.
PassiveOpens :
Specifies the number of passive opens. In a passive open, the server is listening for a connection
request from a client.
AttemptFails :
Specifies the number of failed connection attempts.
EstabResets :
Specifies the number of established connections that have been reset.
CurrEstab :
Specifies the number of currently established connections.
InSegs :
Specifies the number of segments received.
OutSegs :
Specifies the number of segments transmitted. This number does not include retransmitted
segments.
RetransSegs :
Specifies the number of segments retransmitted.
RetransSegs :
Specifies the number of errors received.
OutRsts :

Specifies the number of segments transmitted with the reset flag set.

TCP statistics

Rtoalgorithm 0
RtoMin 1
RtoMax 0
MazConn 0
activeOpens 0
Passivedpens C
AttemptFails 0
EstabResets 0
CurrEstah 1
InSags 2010
Outsegs 23580
RetransSeas 33
INEfrs 0
QutRsts 14

Figure 10-5. TCP statistics

148



10.6 UDP Statistics

The UDP Statistics screen provides statistical information about packets/connections using a
UDP protocol. Definitions and descriptions of each parameter are described below:
InDatagrams :
Specifies the number of datagrams received.
NoPorts :
Specifies the number of received datagrams that were discarded because the specified port was
invalid.
InErrors :
Specifies the number of erroneous datagrams that were received. Datagrams Received Errors is
the number of received UDP datagrams that could not be delivered for reasons other than the
lack of an application at the destination port.
OutDatagrams :

Specifies the number of datagrams transmitted.

LIDP statistics

InCiatagrams
MoPaorts
InErrars
CutDiatagrams

oo W e

Figure 10-6. UDP statistics
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11: CLI guide

11.1. Introduction

The VTS Root or System Administrator can access the Linux console command line interface
(CLI) of the VTS via the serial console or Telnet/SSH. In the CLI, the authorized user can perform
standard Linux commands to view the status of the VTS, edit the configuration, apply configuration
changes, define user scripts and transmit files between the VTS and remote hosts.

The VTS provides 1024 KB user space mounted in / usr 2 for read/write capabilities in its internal
flash memory. Using the user space, the user can create their own scripts or executable binaries to
customize the VTS.

A Root user will always have access to the CLI through the serial console on the VTS back panel
or by using a Telnet/SSH client from their workstation. A System Administrator user can also access
to the CLI but with limited rights.

The Root user will not be able to access the telnet remote / serial console by removing remark
character of following line in / et ¢/ pam d/ | ogi n file.

auth requisite  pam_securetty.so
The Root user will not be able to access the SSH remote / serial console by changing configuration
in / et ¢/ ssh/ sshd_config file
#PermitRootLogin yes => PermitRootLogin no.

To apply the configuration changes above, the command as below is to be executed

[root @ocl ahost ~] killall —HUP sshd

The user can access the CLI through modem connection by connecting dial-in modem to serial
console. To user this function requires to add a new line as below to the r c. user file and reboot the

system to apply the changes.
echo 57600 > /var/run/ngetty. consol e

where 57600 is baud rate of the dial-in modem and the serial port.

11.2. Flash partition

The VTS internal flash is partitioned as shown in the table below. The users can freely access the
M dbl ock5 which is mounted on / usr 2 for their own needs. The user can also access files at / et c,
[ var, and / t enp at their own risk. Simply accessing these files will not affect the VTS after rebooting.

However, if the user invokes the command saveconf, the changes in the configuration file will be

committed to the internal flash memory area of the VTS. This will result in the changes being kept
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after the reboot sequence. Invalid configuration changes can effect the VTS behavior.

may cause the VTS to be inoperable.

At worst, it

Block Type Mount point Size (KB)
MtdblockO Bootloader None 128
Mtdblock1 Kernel None 768
Mtdblock2 CRAMEFS (Read only) / 6080
Mtdblock3 Ram disk image (4MB) letc, /var, tmp 64
Mtdblock4 EXT2 (R/W) /cnf (normally unmounted) 64
Mtdblock5 JFFS2 (R/W) lusr2 1024
Mtdblock6 Reserved None 64

Total 8192

Note : Do not access each mtdblock using mount or dd command in the CLI.

This may make the VTS inoperable.

11.3. Supported Linux Utilities

11.3.1 Shell & shell utilities:
sh, ash, bash, echo, env, false, grep, more, sed, which, pwd

11.3.2 File and disk utils:
Is, cp, mv, rm, mkdir, rmdir, In, mknod, chmod, touch, sync,
gunzip, gzip, zcat, tar, dd, df, du, find, cat, vi, tail,

mkdosfs, mke2fs, e2fsck, fsck, mount, umount, scp

11.3.3 System utilities:

date, free, hostname, sleep, stty, uname, reset,

insmod, rmmod, Ismod, modprobe,

kill, killall, ps, halt, shutdown, poweroff, reboot, telinit, init,

useradd, userdel, usermod, whoami, who, passwd, id, su, who

11.3.4 Network utilities:
ifconfig, iptables, route, telnet, ftp, ssh, ping

11.4. Accessing CLI

11.4.1 Accessing CLI as root
Serial console:
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1)
2)
3)
4)
5)

Connect the console port of the VTS with the PC serial port
Run the PC terminal emulation program

Configure the PC serial port to: 9600-8-N-1 No flow control
Press <enter>

Login with the VTS root account

Telnet/SSH console:

1)
2)

tel net VTS ip_address or
ssh root @/TS_ i p_address

11.4.2 Accessing CLI as a system administrator

System administrator configuration

1)
2)
3)
4)
5)
6)

Access web: System administration -> Users administration
[Add user] or [Edit user]

Select group = System admin

Shell program = CLI

[Add] or [Submit]

Access serial console or telnet console as with System admin login

11.5. Editing VTS configuration in CLI

11.5.1 Configuration file save/load mechanism:

1)

2)
3)

While booting, the VTS uncompresses / cnf/cnf.tar.gz to/tnp/cnf/* and unmounts
/ cnf

When changing the configuration, the VTS changes the contents of the files in / t np/ cnf
When the user saves the configuration, the VTS mounts / cnf and compresses /t np/ cnf/ *

to/cnf/cnf.tar. gz (Web [Save to flash], or “saveconf " in CLI)

11.5.2 To change configuration in CLI:
To change the VTS configuration in the CLI, run the menu-driven configuration utility

“conf i gnenu”, or configure manually as follows:

1)

2)
3)

Edit the configuration file manually using vi command

(Please see Appendix C. VTS Configuration files for detail descriptions of each parameter
in the configuration files)

Save the configuration file to flash using the “saveconf ” utility

Apply all changes using “appl yconf " utility

root @92. 168. 0. 117: ~# confi gnenu
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or

root @92. 168. 0. 117: ~# cd /t np/ cnf

root @92.168. 0. 117:/tnp/cnf# vi redirect.cnf
root @92. 168. 0. 117: /t np/ cnf # saveconf

root @92.168. 0. 117: / t np/ cnf # appl yconf

11.6. Running user defined scripts

Shell script / usr 2/ r c. user is automatically called when the VTS is booting. Users can modify the

rc. user file to run user defined script or binaries

#!/ bi n/ bash

#

# rc.user : Sanple script file for running user prograns at boot tine
#

#PATH=/ bi n: /usr/ bi n: /sbi n:/usr/sbin

# Add shell command to execute from here

echo ‘ This is the wel cone nessage defined by users exit 0
11.7. File transmission

The users can use an ftp client for file transmission and use/ usr 2 directory for data read/write

root @92. 168. 0. 117: ~# cd /usr2

root @92.168. 0. 117: /usr2# ftp 192.168.2.3

Connected to 192. 168. 2. 3.

220 | xt 0o. senal ab. co. kr FTP server (\Version wu-2.6.1-16) ready.
Nanme (192.168.2.3:root): sena

331 Password required for sena

Passwor d:

230 User sena | ogged in.

Renpte systemtype is UN X

Usi ng binary node to transfer files.

ftp> get test.tgz

local: test.tgz renote: test.tgz

200 PORT command successf ul

150 Openi ng BI NARY node data connection for test.tgz (350 bytes).
226 Transfer conpl ete

350 bytes received in 0.04 secs (9.6 kB/s)

ftp> bye

In addition to a regular FTP client, the user can copy files securely as encrypted using scp client
program. If the user wants to copy a file from the VTS(192.168.0.120) to user’s PC, type a

command on the user’s PC as shown below:

[ root @ocal host work]# scp root @92.168. 0. 120:/usr2/rc. user /work

The authenticity of host '192.168.0.120 (192.168.0.120)' can't be established
RSA key fingerprint is cl:70:ab:52:48: ab: e5: dc: 47: 9c: 94: ed: 99: 6f : 94: 4f .

Are you sure you want to continue connecting (yes/no)? yes

War ni ng: Permanent|ly added ' 192. 168. 0. 120' (RSA) to the list of known hosts.
root @92. 168. 0. 120' s password:

rcuser 100%|*****************************| 173 0000

[ root @ocal host wor k] #
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11.8. Serial console access using modem

The VTS unit supports to access to the serial port through modem by adding a script as below to

[ usr2/rc.user andrebooting
echo 9600 > /var/run/ngetty. consol e

where 9600 is baud rate between serial port and modem.

For some modem such as US Roboaotics,
echo “9600 &F&B1”> /var/run/ngetty.consol e

11.9. Examples

11.9.1 Disabling the Telnet Port of the Unit

The VTS unit does not support disabling the remote console port individually (port 22 for SSH or
port 23 for Telnet to the box)

Currently, the user can only disable or enable all remote consoles together. This must be done
using the Ul or console configuration menu.
The user may bypass this and disable only one (Telnet or SSH) remote console by modifying the

script 'rc.user'. Below are two examples of how this could be done.

Examplel. Modify 'i netd. conf’
Step 1 Modify / et ¢/ i net d. conf (comment out or delete telnet service)
Step 2 Copy i net d. conf to/ usr2/inetd. conf

Step 3 Edit usr 2/ rc. user script as follows:

#! / bi n/ bash
#

# rc.user : Sanple script file for running user prograns at boot tine
#

#PATH=/ bi n: /usr/ bi n: /shi n: /usr/sbhin

# Add shell command to execute from here
# Add shell conmand to execute from here

cp -a /usr2/inetd.conf /etc/inetd.conf
ps -ef

while killall inetd 2>/dev/null;

do sleep 1;

ps -ef

done

[usr/sbin/inetd

ps -ef

exit O
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The user may now disable the telnet service every time the system boots up.

Example 2. Run iptables rule

Step 1 Modify 'usr 2/ r c. user script as follows:

#!/ bi n/ bash

#

# rc.user : Sanple script file for running user prograns at boot tinme
#

#! / bi n/ bash

#

# rc.user : Sanple script file for running user prograns at boot tine
#

#PATH=/ bi n: /usr/ bi n: / sbi n:/usr/sbin
# Add shell command to execute from here

# if user wants to disable telnet service fromall host
i ptables -A INPUT -p tcp -s --dport 23 -j DROP

# if user wants to enable tel net service only fromspecific hosts(192.168.0.0 ~

192. 168. 0. 255)
#iptables -A INPUT -p tcp -s ! 192.168.0. 1/ 255. 255. 255. 0 --dport 23 -j DROP

exit 0

The user may now disable the telnet service every time the system boots up.
If the user resets the VTS to the factory defaults, / usr2/rc. user script file will be renamed to

/lusr2/rc.user. ol d# file, and the defaultr c. user file will be restored.

11.9.2 Enabling the RADIUS Authentication for the CLI log-in

The CLI of the VTS unit supports Linux-PAM (Pluggable Authentication Modules for Linux). With
this feature, the user can add RADIUS authentication for the CLI login. Please note that there should
be local users on VTS with the same name as in radius server so that login process can assign the

user proper shell program after remote authentication.

Examplel. Serial/Telnet console
Step 1 Add the user account to the RADIUS server (192.168.0.135)
Step 2 Add the user account to the VTS unit
Step 3 Create the ser ver file, which contains the RADIUS server IP address, secret and time-
out values, under / usr 2/ directory.
# vi [lusr2/server
192.168. 0. 135 testingl23 10
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Step 4 Create the | ogi n file, which is a PAM configuration file for checking whether the user is

allowed to login to a machine, under / usr 2/ directory.

# vi Jusr2/1ogin

For Radius only authentication,

aut h required pam securetty. so
aut h required pam r adi us_aut h. so
account required pam uni X. so
password required pam uni X. so

sessi on required pam_uni X. so

For Radius and Local authentication,

(First Radius and then local authentication if Radius authentication is succeeded.

User should enter his passwords twice.)

aut h required pam securetty. so
aut h required pam r adi us_aut h. so
aut h required pam_uni x_aut h. so
account required pam uni X. so
passwor d required pam_uni X. so

sessi on required pam_uni X. so

For Radius or Local authentication,

(First Radius and then local authentication if Radius authentication is failed.)

aut h required pam securetty. so
aut h sufficient pam r adi us_aut h. so
aut h required pam uni x_aut h. so
account required pam_uni X. so
passwor d required pam_uni X. so
session required pam_uni X. so

For Radius down — Local authentication

(First Radius and then local authentication only if Radius server is down)

auth required

aut h [ success=done new aut ht ok_reqd=done aut hi nfo_unavai | =i gnore def aul t =di €]
auth [success=done new_aut ht ok_r eqd=done aut hi nf o_unavai | =i gnor e def aul t =di €]
account required pam_uni X. so
password required pam_uni X. SO
sessi on required pam_uni X. so

pam securetty.so

Step 5 Create secur et t y which permits root login as follows,

# vi [usr2/securetty

consol e
ttySO
pts/ 0

pam r adi us_aut h. so
pam uni x_aut h. so

Step 6 Copy server, | ogi nandsecuretty files to the corresponding directory as follows,

# cp /usr2/server /etc/raddb
# cp /usr2/login /etc/pamd

# cp /usr2/securetty /etc/securetty
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Step 7 Reflect above changes to / usr2/rc. user script so that it can be effected on every

system reboot as follows,

#!/ bi n/ bash
#

# rc.user : Sanple script file for running user prograns at boot tinme
#

#PATH=/ bi n: /usr/ bi n:/sbin:/usr/sbin
# Add shell command to execute from here

# Add shell command to execute from here
cp —f /usr2/server /etc/raddb/

cp —f /usr2/login /etc/pam d/

cp —f /usr2/securetty /etc/

exit O

The user now use the RADIUS authentication method for CLI login through telnet client.

Please note that the user must successfully complete the steps described above to enable the
RADIUS authentication for CLI login. If an error occurs, the user will need to reset the system back to

the factory defaults to be able to access the system.

To permit multiple root access, user should add pts logins to secur et ty file as follows,

consol e
ttySO
pts/ 0
pts/1

pts/ 9
If the user resets the VTS to factory defaults, /usr2/rc.user script file will be renamed to

lusr2/rc.user. ol d# file, and defaultr c. user file will be restored.

Example2. SSH console
Step 1 Add the user account to the RADIUS server (192.168.0.135)
Step 2 Add the user account to the VTS unit
Step 3 Create the ser ver file, which contains the RADIUS server IP address, secret and time-

out values, under /usr2/ directory.

# vi [usr2/server
192. 168. 0. 135 testingl23 10

Step 4 Create the sshd file, which is a PAM ssh configuration file for checking whether the user
is allowed to login to a machine, under /usr2/ directory.
# vi [lusr2/sshd

For Radius only authentication,
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aut h required pam r adi us_aut h. so
aut h required pam_nol ogi n. so
sessi on required pam_uni X. so

For Radius and Local authentication,
(First Radius and then local authentication if Radius authentication is succeeded.

User should enter his passwords twice.)

aut h required pam r adi us_aut h. so
aut h required pam_uni x_aut h. so
sessi on required pam_uni X. so

For Radius or Local authentication,

(First Radius and then local authentication if Radius authentication is failed.)

aut h sufficient pam r adi us_aut h. so
aut h required pam_uni x_aut h. so
sessi on required pam_uni X. so

For Radius down — Local authentication

(First Radius and then local authentication only if Radius server is down)

auth [success=done new_aut ht ok_r eqd=done aut hi nfo_unavai | =i gnor e def aul t =di e] pam radi us_aut h. so
retry=2

auth [ success=done new_aut ht ok_r eqd=done aut hi nf o_unavai | =i gnore def aul t =di €] pam uni x_aut h. so

sessi on required pam_uni X. so

Step 5 Change UsePAM equals yes and PasswordAuthentication equals no in sshd_config file
# cp /etc/ssh/sshd _config /usr2/
# vi /usr2/sshd _config

Passwor dAut henti cati on no

UsePAM yes

Step 6 Modify inetd.conf to run SSHD with modified configuration file as follows,
# cp /etc/inetd. conf /[usr2/

# vi /usr2/inetd. conf

ééh stream tcp nowait root /usr/sbin/tcpd sshd —i -f /usr2/sshd_config

Step 7 Copy server, sshd andi net d. conf files to the corresponding directory as follows,
# cp /usr2/server [etc/raddb/

# cp /usr2/sshd /etc/pam d/

# cp /usr2/inetd.conf /etc/

Step 8 Restart i net d process to apply changed configuration,
# killall inetd
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# /usr/sbin/inetd

The user now use the RADIUS authentication for CLI login through SSH client.

Step 9 Reflect above changes to /usr2/rc. user script so that it can be applied to every

system reboot as follows,

Step 10 Configure SSH client program as below

For TeraTerm Pro SSH client - Use challenge/response(TIS) to login

Note : In case of Radius Down — Local, you cannot use TeraTermPro
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For Putty SSH client - Select Preferred SSH protocol version as 2

S PuTTY Configuration 2l
Cateqary:
- Session Options contraling 55H connections
. ‘Logging r— Data to send ta the server
= Teminal Remate command:
- Kewboard I
- Bell
- Features — Protocol options
1+ Window [~ Don't allocate a pzeuda-terminal
Appearance [ Enable compression
- Behawiour p
 Trarelation Preferred S55H protocol version:
- Selection il 1 c2 2oy
- Colours — Encryption options
=) Cannection Enciyption cipher gelection palicy:
- Prowy AES [55H 2 oniy) Up
- Telnet Blawfish =
-~ Rlagin 3DES Dawn |
=1 55H - warn below here --
- Auth DES
- Tunnels
- Bugs ™ Enable norestandard use of single-DES in SSH 2

About Help | Open I LCancel

For F-secure SSH client - Add “Keyboard interactive” to Authentication Methods

Connect to Rermote Host X|
Host name or IP address: [ Connect |
v |192,1EB,4,43 LI
User Marme: ﬂl
[root |
Port:
|22

Authentication Methods: &7 W 4+ %

11.9.3 Enabling the TACACS+ Authentication for the CLI log-in

The CLI of the VTS unit supports Linux-PAM (Pluggable Authentication Modules for Linux). With
this feature, the user can add TACACS+ authentication for the CLI login. Please note that there should
be local users on VTS with the same name as in TACACS+ server so that login process can assign

the user proper shell program after remote authentication.

Examplel. Serial/Telnet console
Step 1 Add the user account to the TACACS+ server (192.168.0.135). And run TACACS+ server,
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(# /usr/local/shin/tac_plus —C /etc/tac_plus.cfg —d 4088)
Step 2 Add the user account to the VTS unit
Step 3 Create the | ogi n file, which is a PAM configuration file for checking whether the user is
allowed to login to a machine, under /usr2/ directory,
# vi Jusr2/1ogin

For TACACS+ only authentication,

aut h required pam securetty. so

aut h required pam_t acpl us. so encrypt service=ppp protocol =lcp
server= 192. 168. 0. 135 secret =vts123

#account required pam_uni X. so

#passwor d required pam_uni X. so

#sessi on required pam_uni X. so

For TACACS+ and Local authentication,
(First TACACS+ and then local authentication if TACACS+ authentication is succeeded.

User should enter his passwords twice.)

aut h required pam securetty. so

aut h required pam_tacpl us. so encrypt service=ppp protocol =lcp server=
192. 168. 0. 135 secret=vts123

aut h required pam uni x_aut h. so

account required pam uni x. so

passwor d required pam_uni X. so

sessi on required pam_uni X. so

For TACACS+ or Local authentication,
(First TACACS+ and then local authentication if TACACS+ authentication is failed.)

aut h required pam securetty. so

aut h sufficient pam tacpl us. so encrypt servi ce=ppp protocol =l cp
server= 192. 168. 0. 135 secret =vts123

aut h required pam uni x_aut h. so

account required pam_uni X. so

password required pam uni X. so

sessi on required pam_uni X. so

Step 4 Create secur et t y which permits root login as follows,

# vi [usr2/securetty

consol e
ttySO
pts/0

Step 5 Copy | ogi n and secur et t y files to the corresponding directory as follows,
# cp /usr2/login /etc/pamd

# cp /usr2/securetty /etc/securetty

Step 6 Reflect above changes to /usr2/rc. user script so that it can be effected on every

system reboot as follows,

#! / bi n/ bash
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#
# rc.user : Sanple script file for running user prograns at boot tinme
#

#PATH=/ bi n: /usr/ bi n: /shi n: /usr/sbhin
# Add shell command to execute from here

# Add shell conmand to execute from here
cp —f /usr2/login /etc/pamd/
cp —f /usr2/securetty /etc/

exit O

The user may now use the TACACS+ authentication method for CLI login.

Please note that the user must successfully complete the steps described above to enable the
TACACS+ authentication for CLI login. If an error occurs, the user will need to reset the system back

to the factory defaults to be able to access the system.

To permit multiple root access, user should add pts logins to secur et ty file as follows,

consol e
ttySO
pts/0
pts/1

pts/ 9

If the user resets the VTS to factory defaults, /usr2/rc. user script file will be renamed to

/usr2/rc.user. ol d# file, and defaultr c. user file will be restored.

Example2. SSH console
Step 1 Add the user account to the TACACS+ server (e.g. 192.168.0.135),
Step 2 Add the user account to the VTS unit,
Step 3 Create the sshd file, which is a PAM ssh configuration file for checking whether the user
is allowed to login to a machine, under /usr2/ directory,

# vi [usr2/sshd
For TACACS+ only authentication,

aut h required pam t acpl us. so encrypt server=192.168. 0. 135
secret =vts123

aut h required pam nol ogi n. so

sessi on required pam_uni X. so

For TACACS+ only authentication and accounting,

aut h required pam tacpl us. so encrypt server=192.168.0. 135
secret=vtsl123

aut h required pam nol ogi n. so

sessi on required pam tacpl us. so encrypt servi ce=ppp protocol =lcp

server= 192. 168. 0. 135 secret=vts123
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For TACACS+ and Local authentication,
(First TACACS+ and then local authentication if TACACS+ authentication is succeeded.

User should enter his passwords twice.)

aut h required pam tacpl us. so encrypt server=192.168. 0. 135
secret=vtsl123

aut h required pam uni Xx_aut h. so

sessi on required pam_uni X. so

For TACACS+ or Local authentication,
(First TACACS+ and then local authentication if TACACS+ authentication is failed.)

aut h sufficient pamradi us_auth. so
aut h required pam uni x_aut h. so
sessi on required pam_uni X. so

Step 4 Change USEPAM equals yes and PasswordAuthentication equals in sshd_config file
# cp /etc/ssh/sshd_config /usr2/

# vi /usr2/sshd_config

Passwor dAut henti cati on no

UsePAM yes

Step 5 Copy sshd and sshd_conf i g files to the corresponding directory as follows,
# cp /usr2/sshd /etc/pam d/
# cp /usr2/sshd_config /etc/ssh/

Step 6 Reflect above changes to / usr2/rc. user script so that it can be effected on every

system reboot as follows,

#! / bi n/ bash
#

# rc.user : Sanple script file for running user prograns at boot tine
#

#PATH=/ bi n: /usr/ bi n: / sbi n:/usr/sbin

# Add shell conmand to execute from here

# Add shell conmand to execute from here

cp —f /usr2/sshd /etc/pam d/
cp —f /usr2/sshd_config /etc/ssh/

exit O
The user may now use the TACACS+ authentication for CLI login through SSH client.

Step 7 Configure SSH client program like Step 10 at Example 2. SSH console of 11.9.2 Enabling
the RADIUS Authentication for the CLI log-in.
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Appendix A: Connections

A.1 Ethernet Pin outs

The VTS uses the standard Ethernet connector that is shielded connector compliant with

AT&T258 specifications. Table A-1 shows the pin assignment and wire color.

Figure A-1. Pin layout of the RJ45 connector

Table A-1. Pin assignment of the RJ45 connector for Ethernet

Pin Description Color
1 Tx+ White with orange
2 Tx- Orange
3 Rx+ White with green
4 NC Blue
5 NC White with blue
6 RX- Green
7 NC White with brown
8 NC Brown

A.2 Console and Serial port pin-outs
The VTS uses an RJ45 connector for console and serial ports. The pin assignment of the RJ45
connector for console and serial ports is summarized in Table A-2. Each pin has a function according

to the serial communication type configuration.

Table A-2. Pin assignment of RJ45 connector for console and serial ports

i)
5

Description
CTS
DSR
RxD
GND
DCD
TXD
DTR
RTS

(ool N [o20 [620 NS [GVR [ \O N | o
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A.3 Cable diagram

Devices

Serial port type

Use

Cisco equipments

Console/Ethernet cable

RJ45

Nortel equipments DB9 male Console/Ethernet cable
Other DB9 DTE devices + RJ45-DB9F cross-over adapter
Sun Sparc servers Console/Ethernet cable

DB25 female + RJ45-DB25M cross-over adapter
Other DB25 DTE devices
Serial printers DB25 male Console/Ethernet cable
DB25 DTE devices + RJ45-DB25F cross-over adapter
Modem DB25 male Console/Ethernet cable

ISDN terminal adapters

+ RJ45-DB25M straight adapter
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RJ45-DB9 female adapter

Using RJ45 to DB9(Female) Cross-over Cable

Description (RJ45) | Internal Cable Color RJ45 Pin No. DB9 Pin No. Description (DB9)
CTS Blue 1 <> 7 RTS
DSR Orange —> 2 G- 4 DTR
RXD Black 3 > 3 TXD
GND Red 4 <> 5 GND
DCD Green —> 5 1 < DCD
TXD Yellow 6 S 2 RXD
DTR Brown 7 > 6 = DSR
RTS White 8 <> 8 CTS

d Console cable + RJ45-DB9F adapter

RJ45-DB25 female adapter

Using RJ45 to DB25(Female) Cross-over Cable

Description (RJ45) | Internal Cable Color RJ45 Pin No. DB25 Pin No. Description (DB25)
CTS Blue 1 <> 4 RTS
DSR Orange —> 2 G- 20 DTR
RXD Black 3 > 2 TXD
GND Red 4 <> 7 GND
DCD Green —» 5 8 < DCD
TXD Yellow 6 > 3 RXD
DTR Brown 7 T 6 DSR
RTS White 8 <> 5 CTS
RJ45-DB25 male adapter
Using RJ45 to DB25(Male) Cross-over Cable
Description (RJ45) | Internal Cable Color RJ45 Pin No. DB25 Pin No. Description (DB25)
CTS Blue 1 <> 4 RTS
DSR Orange —> 2 G- 20 DTR
RXD Black 3 > 2 TXD
GND Red 4 <> 7 GND
DCD Green —» 5 8 < DCD
TXD Yellow 6 > 3 RXD
DTR Brown 7 T 6 DSR
RTS White 8 <> 5 CTS
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RJ45-DB25 male adapter

Using RJ45 to DB25(Male) Straight Cable

Description (RJ45) | Internal Cable Color RJ45 Pin No. DB25 Pin No. Description (DB25)
CTS Blue 1 > 5 CTS
DSR Orange 2 G- 6 DSR
RXD Black 3 > 3 RXD
GND Red 4 <> 7 GND
DCD Green 5 > 8 DCD
TXD Yellow 6 S 2 TXD
DTR Brown 7 > 20 DTR
RTS White 8 <> 4 RTS

Console cable + RJ45-DB25F/M adapter
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Appendix B: PC card supported by VTS

The following PC cards are supported by VTS series:

Table B-1. Network card

Manufacturer Model/Name VTS probed Model name Specification
3COM 3CXE589ET-AP 3Com Megahertz 589E 10 Mbps LAN card
TP/BNC LAN PC Card
Linksys Linksys EtherFast 10/100 Linksys EtherFast 10/100 10/100 Mbps LAN card
Integrated PC Card Integrated PC Card
(PCM100) (PCM100) Ver 1.0
Corega Fetherll PCC-TXD corega K.K. corega FEtherll 10/100 Mbps LAN card
PCC-TXD
Netgear 16bit PCMCIA Notebook Adapter NETGEAR FA411 Fast 10/100 Mbps LAN card

FA411

Ethernet

Table B-2. Wireless Network card

Manufacturer

Model/Name

VTS probed Model name

Specification

Cisco Systems

AIR-PCM340/Aironet 340

Cisco Systems 340 Series
Wireless LAN Adapter

11 Mbps Wireless LAN
Adapter

Cisco Systems

AIR-PCM350/Aironet 350

Cisco Systems 350 Series
Wireless LAN Adapter

11 Mbps Wireless LAN
Adapter

Lucent
Technologies

PC24E-H-FC/Orinoco Silver

Lucent Technologies
WavelLAN/IEEE Version
01.01

11 Mbps Wireless LAN
Adapter

Agere Systems
(Lucent
Technologies)

Orinoco Classic Gold
(PC24E-H-FC/Orinoco Gold)

Lucent Technologies
WaveLAN/IEEE Version
01.01

11 Mbps Wireless LAN
Adapter

Buffalo AirStation MELCO WLI-PCM-L11 11 Mbps Wireless LAN
(WLI-PCM-L11GP) Version 01.01 Adapter
Table B-3. ATA/IDE Fixed Disk Card
Manufacturer Model/Name VTS probed Model name Specification
Advantech CompactFlash CF 48M 48 MB Storage card
SanDisk SDP series SunDisk SDP 5/3 0.6 64 MB Storage card
SanDisk SDP series SanDisk SDP 5/3 0.6 256 MB Storage card
Kingston CompactFlash Storage Card TOSHIBA THNCF064MAA 64 MB Storage card
Viking CompactFlash TOSHIBA THNCF064MBA 64 MB Storage card
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Table B-4.

Serial Modem Card

Manufacturer Model/Name VTS probed Model name Specification
- PCMCIA CARD :

Billionton . Ambient (Intel) V.90
Systems Inc. FM56C series 56KFaxMod§r21FM56C-NFS FAX/MODEM PC Card
Viking PC Card Modem 56K Viking V.90 K56flex 021 A MODEM PC Card

CIRRUS LOGIC
KIT PCMCIA 56K
KINGMAX Fax/Modem Card 56K MODEQ/I4C1:L-MD56XX V.90 FAX/MODEM PC Card
TDK TDK DH6400 TDK DH6400 1.0 64Kbps
NTT . . NTT DoCoMo Mobile
DoCoMo Mobile Card Triplex N Card Triplex N 64Kbps
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Appendix C: VTS Configuration files

C.1 System.cnf

syst em cnf

system configurati on which exist only one place on this file.

HHH HH

# kind of IP configuration node
# 1 - static ip, 2 - dhcp , 3 - pppoe
i prode = 1

# systemip addres
i paddr = 192. 168. 161.5

# system subnet nask
subnet = 255. 255.0.0

# system gat enway
gateway = 192.168.1.1

# dns configuration

# 'p_dns' is a primary dns ip address and 's_dns' is a secondary dns ip address
# if you want to set dns authmatically in case of dhcp or pppoe,

# you can set 'bmanual _dns' to O.

p_dns = 168. 126.63. 1

s_dns = 168. 126. 63. 2

bmanual _dns = 1

# pppoe configuration
# 'ppp_usr' is pppoe account nanme and 'ppp_pwd" is a password for that account
ppp_usr = whoever

ppp_pwd pppoepwd
# Emai | | oggi ng configuration
# if you want to send log via E-nail, set 'emmillog' to 1

# "emaillog_num trigger sending email.

# The number of |ogs are greater than 'emaill og _nuni, then send it.
emaillog = 0

emai | | og_num = 5

SMIP configuration

"sntpsvr' is a SMIP server

'sysmui |l addr' is a sender address.

‘recvmai |l addr' is a receiver address.

'snt p_node' neans a SMIP server authenticati on node.

1 - smp wo authentication , 2 - pop before sntp, 3 - snp w
aut henti cati on

# If 'snmtp_node" is 2 or 3, you need SMIP account i nfornmation.

# 'sntp_user' is a SMIP account nane and 'sntp_pwd" is a password.
snt psvr = snt p. your conpany. com

sysmai | addr = vt s1600@our company. com

recvmai | addr = adm n@our company. com

H o HHHH

smp_node = 1
sntp_user = admin
sntp_pwd = adnmin

# 'device_name' mean a unit nanme assigned. A unit nane will be a identifier
anong PS products.
devi ce_name = VTS Device
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# IP filtering configuration

# By setting 'btelnet' to 1, you can use renpote consol e.

# Simlarly by setting 'bweb' to 1, you can use renpte consol e
# 0 neans that protect any access.

# 'enable_ip', 'enable_netmask' pair is a source rule specification for renote
console filtering

# 'enabl e_webi p', 'enabl e_webnetnask' pair is for web filtering

btelnet = 1

bweb = 1

enable ip = 0.0.0.0

enabl e_netmask = 0.0.0.0
enabl e_webip = 0.0.0.0
enabl e_webnet mask = 0.0.0.0

# dynam ¢ DNS(DDNS) configuration

# dynam c dns can be enabl ed by setting 'bdyndns' to 1. 0 for disable.

# 'dyn_dn' is a domain nanme for your DDNS

# 'dyn_user' is a account nane for DDNS and 'dyn pwd" is a password for it.
bdyndns = 0

dyn_dn = vts1600. dyndns. bi z

dyn_user = vtsl1600-user

dyn_pwd = vts1600- pwd

# NTP configuration

# 'ntp_enable' set to 1 for using NTP or set to O.

# '"ntp_serverip' is the |IP address of NTP server and 'ntp_offset' is a your
of f set from UTC.

# |If you don't know any NTP server |IP, then set 'ntp _auto conf' to 1.
ntp_enable = 0

ntp_auto_conf =1

ntp_offset = 0.0

ntp_serverip = 192. 168. 200. 100

# Log configuration

# systemlogging is enabled by 'l og_enable' to 1

# 'l ogbuf _size' is a variable for representing |og buffer size by KB.

# 'log_stoloc' is a location to save |og

# 1 = menory 2 = CF card 3 = NFS 4 = SYSLOGD

# If you choose |log location to SYSLOGED, 'l ogbuf_ size' you' ve set will |oose his
role - limting log file size

| og_enable = 1
| ogbuf _size = 4
log_stoloc =1

# Port access nenu(PAM configuration

# Enabl e or disable port access menu by setting 'master_enb' 1 or O.
# 'master_port' is a listening port for PAM

# 'master_proto' means a protoco

# 1 = Telnet , 2 = SSH, 3 = RawICP

# To set inactivity tinme-out, set 'master_inactivity'. Aunit is second
# 'master_|localip' nmeans a assigned ip for PAM

# ''mast er _aut hnet hod' means a aut hentication nmethod for PAM

# 0 = None

# 1 =radius 2 = |ocal 3 = radius/| ocal 4 = | ocal /radius

# 5 = TACACS+ 6 = TACACS+/ | ocal 7 = | ocal / TACACS+

# 8 = LDAP 9 = LDAP/| ocal 10 = | ocal / LDAP

#

I f your authenticatio nethod is not None or Local, then you have to specify
ot her paraneters

# 'master_p radius_auth' and 'master_s radius_auth' is a authentication server
i p address.

# One is a primary server and the other is secondary one

# 'master_p_radius_acct' and 'master_s_radius_acct' is for accounting server.
# Accounting server paraneters isn't needed in case of LDAP.

# 'master _radius_secret' is a shared secret only for RAD US and TACACS+.

# In RADI US case, you have two nore parameters, 'master_radius_timeout' and
"master _radius_retries'.
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# One is for the tinmeout and the other is for the count of retries

# 'master | dap_search_base' paraneter - |dap base string - is ONLY FOR LDAP
master_enb = 1

master _port = 7000

master _proto = 1

master _inactivity = 100

master _|ocalip = 192. 168. 1. 100

mast er _aut hmet hod = 2
mast er _radi us_ti neout
master _radius retries
mast er _| dap_sear ch_base

0

N wkE

"dn=your comapy, dn=cont'

# syslog configuration

# You can run or kill syslogd by setting 'bsyslog service' to 1 or 0
# 'syslog_ip' is a |P addresss of a renote syslog server
# 'syslog_2ndip' is a |IP address of a secondary syslogd server which will get

the sane | ogs.

# 'syslog facility' specify what type of programis logging. 0 ~ 7 for LOCALO to
LOCAL7

bsysl og_service = 0

syslog ip = 192.168. 200. 100

syslog facility = 0

# NFS configuration

# You can nount or unnount NFS by setting 'bnfs_service' to 1 or O.

# 'nfs_ip' is a NFS server |P addresss and 'nfs_path' is a nmount path.
bnfs service = 0

nfs_ip = 192. 168. 200. 100

nfs path =/

# WEB configuration

# If you want to support HITP, then set 'bweb_http' to 1. If not, set tot O

# 'bweb_https' is for HITPS

# 'web_refresh_rate' is for refresh the changi ng page when you see the system
stat us page.

bweb_http = 1

bweb_https = 1

web_refresh_rate = 10

# TCP configuration

# 'keepalive_time' is a time before keep alive takes pl ace

# ' keepal i ve_probes' is the nunber of allowed keep alive probes
# 'keepalive_intvl' is a time interval between keep alive probes.
keepalive_ tinme = 15

keepal i ve_probes = 3

keepalive_intvl =5

# Ethernet configuration

# 'ethernet _node' is a ethernet node

# 0 = Auto Negotiation, 1 = 100BaseT Half Duplex, 2 = 100BaseT Full Dupl ex,
# 3 = 10BaseT Hal f Duplex, 4 = 10BaseT Full Dupl ex

et hernet_node = 0

# PCMCI A configuration

# 'pcntia_card_type' shows a pcntia card type

# 0 for enpty , -1 for unsupported card, 1 for CF card, 2 for Network card
# 3 for Wreless Network card, 4 for Serial Mdemcard

pcntia_card_type = 0

# PCMCI A i pconfiguration

# same with systemip configuration
pcnti a_i prode = 2

pcntia_i p = 192. 168. 1. 254

pcnti a_subnet = 255. 255. 255.0

pcntia _gateway = 192.168.1.1
pcnti a_ppp_usr = whoever
pcnti a_ppp_pwd = pppoepwd
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C.2 Redirect.cnf







# 'run_proto' is a ethernet protocol for this port. This key is useless for

Di al -1 n nodem node.

# 1 = Telnet , 2 = SSH, 3 = RawICP

run_proto =1

# 'ssh_break_string' is a string for send a break in case of Consol e server node
and 'run_proto' is SSH.

ssh_break_string = ~break

# |P filtering configuration

# 'allow.ip', 'allow netmask' pair is a source rule specification for serial
port access filtering.

allow.ip =0.0.0.0

all ow netmask = 0.0.0.0

# 'porttitle' is a port title.
porttitle = Port Title

Enmai | notification configuration

Enabl e of disable e-mail notification by setting 'en_enable' to 1 or O.
"en_m nsnddel ay' is a mninmum delay of sending enail notification.

A unit is second and m ni mum value is 5.

"en_nsgtitle' is a nessage title of emmil.

"en_mailto' is reciever addresss.

"en_keywords' is a keyword to nonitor. 'en_keyword' key can occur serveral
tines.

# But the maxi num nunmber of keywords is 30.

en_enable = 0

en_m nsnddel ay = 5

en_negtitle = Email Alarm Notification

en_mailto = adm n@our conpany. com

HoH R HHH

# Port buffering configuration

# Enabl e of disable port buffering by setting 'pb_enable' to 1 or O.

# 'pb_size' is a maxi mum port buffering size. Maxi num value are different by
| ocati on.

# 'pb_loc' is a location to store port buffer data.

# 1 = menory 2 = CF card 3 = NFS 4 = SYSLOGD

pb_enable = 0

pb_size = 4

pb loc =1

# In Dial-In Modemor Dial -in Term nal Server npde, you can set nbdeminitstring
by setting 'nodem.initstr'.
nmodem i nitstr = qle0s0=2

# Aut hentication configuration
# 'aut hnet hod' neans a authentication nethod for port |og-in.

0 = None

1 =radius 2 = |ocal 3 = radi us/I ocal 4 = | ocal /radi us
5 = TACACS+ 6 = TACACS+/ | ocal 7 = | ocal / TACACS+

8 = LDAP 9 = LDAP/ I ocal 10 = | ocal / LDAP

I f your authenticatio nethod is not None nor Local, then you have to specify
t her paraneters

"p_radius_auth' and 's_radius_auth' is a authentication server ip address.

One is a prinary server and the other is secondary one.

"p_radius_acct' and 's_radius_acct' is for accounting server.

Accounting server paranmeters isn't needed in case of LDAP.

'radi us_secret' is a shared secret only for RADI US and TACACS+.

In RADI US case, you have two nore paraneters, 'radius_timeout' and
radius _retries'.
# One is for the tinmeout and the other is for the count of retries.
# '| dap_search_base' paraneter - |dap base string - is ONLY FOR LDAP.
aut hmet hod = 2
radi us_ti meout 1
radius retries = 3
| dap_search_base =

THHFHHH O HHH HH

0

"dn=your comapy, dn=conf’
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Appendix D: Well-known port numbers

Port numbers are divided into three ranges: Well Known Ports, Registered Ports, and Dynamic
and/or Private Ports. Well Known Ports are those from 0 through 1023. Registered Ports are those
from 1024 through 49151. Dynamic and/or Private Ports are those from 49152 through 65535.

Well Known Ports are assigned by IANA, and on most systems, can only be used by system
processes or by programs executed by privileged users. Table D-1 shows some of the well-known
port numbers. For more details, please visit the IANA website:

http://www.iana.org/assignments/port-numbers

Table D-1. Well-known port numbers

Port number Protocol TCP/UDP
21 FTP (File Transfer Protocol) TCP
22 SSH (Secure SHell) TCP
23 Telnet TCP
25 SMTP (Simple Mail Transfer Protocol) TCP
37 Time TCP, UDP
39 RLP (Resource Location Protocol) UbP
49 TACACS, TACACS+ UbP
53 DNS UbP
67 BOOTP server UDP
68 BOOTP client UDP
69 TFTP ubP
70 Gopher TCP
79 Finger TCP
80 HTTP TCP
110 POP3 TCP
119 NNTP (Network News Transfer Protocol) TCP

161/162 SNMP UDP
443 HTTPS TCP
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Appendix E: Guide to the Bootloader menu program

E.1 Overview

The bootloader menu provides a way to recover the VTS unit using BOOTP/TFTP as a disaster
recovery option and to diagnose the system hardware. If the user presses the <ESC> key within 3
seconds after the VTS unit is powered up, he will enter the bootloader menu program. From this menu

program, the user can set various system parameters, test system hardware, and perform firmware

upgrades.

E.2 Main menu

After entering the bootloader menu program, the user will see following main menu page:

Boot | oader 0.3.0 (Feb 14 2003 - 10:49: 27)

CcPU :  XPCB55xxZPnnD4 (50 MHz)
DRAM : 64 MB

FLASH : 8 MB

PC CARD : No card

EEPROM : A Type exi st

Et hernet : AUTO NEGOTI ATI ON
Aut oboot Start: O

Sel ect nmenu

RTC configuration [ Feb 14 2003 - 11:00: 26 ]
Har dwar e t est

Fi rmmar e upgrade [ S/ W Version : vO0.6. 11]
Exit and boot from fl ash

Exit and reboot

<ESC> Back, <ENTER> Refresh

Or = @9 Iy =

Figure E-1. Main Menu Page of Bootloader Menu Program
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E.3 RTC configuration menu

Using the RTC configuration menu, the user can set the system time of the VTS.

Sel ect nenu

1. Date(mm dd/yy) : 02/14/03
2. Tine(hh:mmss) : 13:27:12
<ESC> Back, <ENTER> Refresh

Enter Current Date (mm dd/yy) : 02/15/03
press the ENTER key to continue

Sel ect nenu

1. Date(mm dd/yy) : 02/15/03
2. Tinme(hh:mmss) : 13:27:20
<ESC> Back, <ENTER> Refresh

Enter Current Tinme (hh:mmss) : 13:25:00
press the ENTER key to continue

Sel ect menu

1. Date(mm dd/yy) : 02/15/03
2. Time(hh:mmss) : 13:25:01
<ESC> Back, <ENTER> Refresh

Figure E-2. RTC configuration within Bootloader Menu Program

E.4 Hardware test menu

Using the Hardware test menu, the user can test hardware components. There are three
hardware test modes:

- Onetime

- Looping (without External test in Auto test)

- Looping (with External test in Auto test)

If the user selects One time, an auto test or each component test is performed just once. In this
mode, the pi ng test to the remote host (server IP address) and UART test are also performed once.

If the user selects Looping (without External test in Auto test), the auto test is performed repeatedly

until the user presses the <ctrl-c> keys. In this mode, the pi ng test to the remote host (server IP

address) and UART test are not performed.

179



If the user selects Looping (with External test in Auto test)’, auto test is performed repeatedly until
the user presses the <ctrl-c> keys. And, the pi ng test to the remote host (server IP address) and

UART test are also performed repeatedly.

Note:

To perform the test on the Ethernet and UART properly, the user must connect an Ethernet cable
to the Ethernet port of the VTS and must plug the loopback connector to all the serial ports of the VTS.
There must exist a remote host with a valid IP address. The default server IP address is 192.168.0.128
and it can be changed using the [Firmware Upgrade] menu. Otherwise, the test may not be performed

properly.
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Figure E-3. Hardware test menu within Bootloader Menu Program

When the user selects [Auto test], a test of all the hardware components is performed automatically.




[ UART]

<--Internal |oop test-->

Port # 1 test in progressing(Read/ Wite)---------- [ SUCCESS]

Port # 2 test in progressing(Read/ Wite)---------- [ SUCCESS]

Port # 3 test in progressing(Read/ Wite)---------- [ SUCCESS]

Port # 4 test in progressing(Read/ Wite)---------- [ SUCCESS]

Port #30 test in progressing(Read/ Wite)---------- [ SUCCESS]

Port #31 test in progressing(Read/ Wite)---------- [ SUCCESS]

Port #32 test in progressing(Read/ Wite)---------- [ SUCCESS]

<--External |oop test-->

Port # 1 test in progressing(Read/ Wite)---------- [ SUCCESS]
(RTS/ICTS)------------- [ SUCCESS]
(DTR/IDSR) - ------------ [ SUCCESS]

Port # 2 test in progressing(Read/ Wite)---------- [ SUCCESS]
(RTS/ICTS)------------- [ SUCCESS]
(DTR/IDSR) - ------------ [ SUCCESS]

Port # 3 test in progressing(Read/ Wite)---------- [ SUCCESS]
(RTS/ICTS)------------- [ SUCCESS]
(DTR/IDSR) - ------------ [ SUCCESS]

Port # 4 test in progressing(Read/ Wite)---------- [ SUCCESS]
(RTS/ICTS)------------- [ SUCCESS]
(DTRIDSR) - ------------ [ SUCCESS]

Port #31 test in progressing(Read/ Wite)---------- [ SUCCESS]
(RTS/ICTS)------------- [ SUCCESS]
(DTR/IDSR)------------- [ SUCCESS]

Port #32 test in progressing(Read/ Wite)---------- [ SUCCESS]
(RTS/ICTS)------------- [ SUCCESS]
(DTR/IDSR)------------- [ SUCCESS]

[ PCMCI A]

5V CARD

5.0V card found: Lucent Technol ogi es WaveLAN | EEE Versi on 01. 01
Net wor k Adapter Card

[ Et her net]
Ethernet chip test-----------o-cmmmo e o o [ SUCCESS]
PI NG 192. 168. 0. 135 from 192. 168. 161.5 : 64 bytes of ethernet packet.

64 bytes from 192. 168. 0. 135 :
64 bytes from 192. 168. 0. 135 :
64 bytes from 192.168.0. 135 :
64 bytes from 192. 168. 0. 135 :

seq=0 ttl| =255 tinestanp=11172879 (ns)
seq=1 ttl =255 tinestanp=11173874 (ns)
seq=2 ttl =255 tinestanp=11174875 (s)
seq=3 ttl =255 tinestanp=11175876 (ns)

*kkkkkk*k

Har dwar e aut o- det ect and aut o-test SUMVARY *****xx*

1. DRAM TESt - -------mmmmm - [ SUCCESS]
2. FLASH Test ---------mmmen oo e oo oo s [ SUCCESS]
3. FAN TesSt  -----mmmmii - [ SUCCESS]
4., EEPROM TeSt----------mmmmm oo [ SUCCESS]
5. UART Test Summary

ort NO | exist status | exist status | exist status | exist status
Port 01- 04] YES SUCCESS | YES SUCCESS | YES SUCCESS | YES SUCCESS
Port 05-08| YES SUCCESS | YES SUCCESS | YES SUCCESS | YES SUCCESS
Port 09- 12| YES SUCCESS | YES SUCCESS | YES SUCCESS | YES SUCCESS
Port 13-16| YES SUCCESS | YES SUCCESS | YES SUCCESS | YES SUCCESS
Port 17-20| YES SUCCESS | YES SUCCESS | YES SUCCESS | YES SUCCESS
Port 21-24] YES SUCCESS | YES SUCCESS | YES SUCCESS | YES SUCCESS
Port 25-28| YES SUCCESS | YES SUCCESS | YES SUCCESS | YES SUCCESS
Port 29-32| YES SUCCESS | YES SUCCESS | YES SUCCESS | YES SUCCESS
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Figure E-4. Hardware test screen within Bootloader Menu Program

For each hardware component test, the user can skip a test by pressing the <ESC> key.

Figure E-5. Skip the specific test using ESC key

If afailure occurs while Auto Test with looping mode is being performed, the test will stop and the
serial InUse LEDs blink to indicate the hardware test has failed. In this case, the user must press the

<ctrl-c> keys to return to the menu page.
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E.5 Firmware upgrade menu

By using the ‘Firmware upgrade’ menu, the user can upgrade the firmware of the unit. Before
firmware upgrade, the user can check the current firmware version by selecting menu item 3 from the
Main menu page. The firmware upgrade menu program supports two protocols for remote firmware
download: BOOTP and TFTP. The default protocol is BOOTP for DHCP environments. If the user
selects TFTP, he must also set the IP address for the unit properly. The default IP address for the unit
is 192.168.161.5.

For firmware upgrade, a firmware file configured as [Firmware File Name] on the server configured

as [Server’s IP address] must exist.

Sel ect menu

Pr ot ocol [ BOOTP]

| P address assigned to Ethernet interface [192.168.161. 5]
Server's | P address [192. 168. 0. 128]

Firmnare File Name [vts3200. bin]

. Start firnmnare upgrade

<ESC> Back, <ENTER> Refresh

EAEN

Sel ect protocol ( 1 = BOOTP, 2 = TFTP) : 2

Sel ect menu

1. Protocol [TFTP]

2. | P address assigned to Ethernet interface [192.168. 161. 5]
3. Server's |IP address [192. 168. 0. 128]

4. Firmvare File Nane [vts3200. bin]

5. Start firmnare upgrade

<ESC> Back, <ENTER> Refresh

Figure E-6. Firmware upgrade menu within Bootloader Menu Program

If the user selects [Start firmware upgrade], a confirm message will be displayed on the screen. If
the user enters ‘y’, the firmware upgrade process will start. This process cannot be stopped until it is

finished.

Sel ect nmenu
1. Protocol [BOOTP]
2. I P address assigned to Ethernet interface [192.168. 161. 5]
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3. Server's |IP address [192. 168. 0. 128]

4. Firmvare File Nanme [vts3200. bin]

5. Start firmnare upgrade

----- > 5

Fi rmnvar e upgrade cannot be stopped until finished

And all configuration paranmeters are restored to default val ues.

Do you really want to start firnware upgrade(y/n)?y

BOOTP broadcast 1

ARP br oadcast 1

TFTP from server 192.168.0.128; our |P address is 192.168.161.5

Fi | enane ' vt s3200. bin'.

Load address: 0x100000

Loadi nQ: ##HH#BBHHHHHHHHHHHHAH T H AT H
HHHRHBHARH B H SR H R B R AR R R R R R R R R R R
HHBHHHH B H R H R H R H R R
HHH BB TR SRR R R R R R R R B R AR
HHHRHBHARH B H IR H R B R TR R R R R R R R R R R R
HHBHHHH B H R H R H R H R R
HHHHHBHH AR R HHH A R R R A R R R A R R R R AR
HHH A HH R T R S S R A R
HHHRHBHA R B H IR R A R R A R R R AR R R R
HHHHHBHH AR R HHH A R R R A R R R A R R R R AR
HHH A P H R T R S S H R
HHHBHBHSRH B H IR H R B H R R AR R R R R R R R R R
BB HHHH TR H R H R H R R
HHHHH B TR SR R R R R R R B R AR
HHHRHBHARH B H IR H R B R TR R R R R R AR R R R AR
BB HHHH TR H R H R H R R
HHHHHBHB A AR U A R R R A R R R R A R R R R AR
HHH A S S H R A

done

Bytes transferred = 5838194 (591572 hex)

Erase Flash Sectors 9-20 in Bank # 1

BLOCK 1 : Copy to Flash... done

Erase Flash Sectors 21-115 in Bank # 1

BLOCK 2 : Copy to Flash... done

Erase Flash Sectors 116-116 in Bank # 1

BLOCK 3 : Copy to Flash... done

BLOCK 4 : Erase Flash Sectors 117-117 in Bank # 1
Fi rmnare upgrade is finished successfully.

Sel ect nmenu

Pr ot ocol [BOOTP]

| P address assigned to Ethernet interface [192.168. 161. 5]
Server's | P address [192. 168. 0. 128]

Firmmvare Fil e Nanme [vts3200. bin]

Start firmnare upgrade

<ESC> Back, <ENTER> Refresh

Orl g 29 [y =

Figure E-7. Firmware upgrade process

After finishing the firmware upgrade process, the program will display the menu again along with a

sSuccess message.
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Appendix F: Guide to use Encrypted NFS feature

F.1 Overview

NFS is a wide spread protocol for sharing files through network, but it has following security
problem because it uses UDP protocol in general.

- Data between NFS server and client cannot be encrypted.

- There is no authentication method for the user who tries to connect NFS server.

- Itis very difficult to use NFS if there is Firewall between NFS server and client.

To complement these security problems in native NFS protocol, Encrypted NFS (or Secure NFS)
is used for secure file sharing. Encrypted NFS feature in VTS is implemented by using SSH tunneling.
This section describes how to make Encrypted NFS server in user's own host where Microsoft

Windows is installed.

F.2 Installing the NFS server

To use Encrypted NFS feature, user must use NFS server that support TCP protocol. Most NFS
servers for Microsoft Windows support TCP protocol. In this section, Omni-NFS server v4.2 from Xlink
Technology Inc. is used for illustration. User can download evaluation version of Omni-NFS server

from their web site. (http://www.xlink.com/eval.htm)

To install Omni-NFS server on user's Windows host, please complete following steps.
Step 1. Get the Omni-NFS server v4.2
Step 2. Run "nfserver.exe" and follow the instructions
Step 3. After finishing installation of Onmi-NFS server, select NFS server under "Start -> Program
->0mni-NFS Server V4.2"
Step 4. On the XLink NFS Server windows, select New Entry under Action menu

Step 5. Click Browse button on the NFS Server Export window and select folder to be mounted.

NOTE : 1. User should remember "Exported Alias" of exported folder,
this will be used as a Mounting Path on VTS configuration.
2. In general Linux does not support NTFS file system(and VTS also),

so user should select folder on FAT or FAT32 file system.

Step 6. On the Directory Access Rights section of NFS Server Export window, check "Read/Write"
to permit data logging from VTS
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F.3 Installing the OpenSSH Package

Encrypted NFS feature in VTS is implemented by using SSH tunneling. So user should also install
SSH daemon on the same host where NFS server is installed. In this section, OpenSSH for Windows
v3.6.1 is used for illustration. OpenSSH for Windows is a free package and user can download it from

following URL,

http://lexa.mckenna.edu/sshwindows/download/releases/

To install OpenSSH for Windows on user’s Windows host, please complete following steps.

Step 1. Get the OpenSSH for Windows package.

Step 2. Run "setupssh361-20030512.exe" and follow the instructions

Step 3. Open a command prompt and change to the installation directory (Program
Files\OpenSSH is the default)

Step 4. Change directory into the bin directory.

Step 5. Use mkgroup to create a group permissions file.

C:\Program Files\OpenSSH\bin> mkgroup -l >> .\etc\group

Step 6. Use mkpasswd to add authorized users into the passwd file. To add ALL users on the

Windows, do not type '-u username' options.
C:\Program Files\OpenSSH\bin> mkpasswd -l >> .\etc\passwd
Step 7. Start the OpenSSH server.
C:\Program Files\OpenSSH\bin> net start opensshd
Step 8. Copy “pause.exe” to "Program Files\OpenSSH\bin" directory.
NOTE : 1. “pause.exe” is a proprietary utility program of SENA for VTS.
2. This utility is used to maintain Encrypted TCP connection between
server(Windows NFS server host) and clients(VTS).

3. This utility is included in CR ROM accompanied with VTS products.

Please contact SENA Technical support if there is no this utility.
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F.4 Configuring Encrypted NFS feature in VTS

After installing NFS server and OpenSSH successfully, user can use Encrypted NFS feature in

VTS. To configure Encrypted NFS feature in VTS, please complete following steps.

Step 1. Login to Web Ul

Step 2. Go to NFS server configuration page.

Step 3. Set each parameters as follows,
NFS service : Enabled
Primary NFS server IP address : write IP address of Encrypted NFS server here
Mounting path on primary NFS server : write "Exported Alias" here
Primary NFS timeout (sec, 5-3600) : write any value you want (default is 5)
Enable/Disable encrypted primary NFS server : Enabled
Encrypted primary NFS server user : write account name of Encrypted NFS server here
Encrypted primary NFS server password : write password of account here
Confirm primary NFS server password : write password of account here again

Step 4. Save & apply.

Step 5. Set the log location of system log or port log as NFS server.

Step 6. Test

To test encrypted NFS, user can use ethernet packet capture program like LanExplorer or
EtherReal. In normal NFS(not encrypted NFS) case, user can capture all data tramsmission between
VTS and NFS server in the form of clean text. But for encrypted NFS case, user can also capture all

data tramsmission between CM and NFS server, user cannot decode it because it is encrypted.
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APPENDIX G: VTS management using SNMP

G.1 Overview

The VTS can be managed through the SNMP protocol using NMS (Network Management
System) or SNMP Browser. Before using the NMS or SNMP Browser, the user must set the access
control configuration properly so that the VTS permits host access where the NMS or SNMP Browser
is executed. Figure G-1 shows a screen shot of a typical SNMP browser with MIB-II OIDs of the VTS
SNMP agent.

) EX]

]
File  Edit Miew SMMP Action Tools Window  Help

MO RO T EaiBa®Pd ? @

Quey |MIE | Ping |
Bemote SHMF agent Split

192168710 v| [ vetical

HIE tree
= g MIE Tree ~
=2 isa
=3 org
=-Z7] dod
=2 internet
=23 marnt
=2 private
=27 enterprizes 3
=23 =ena
=[] senaPraducts
¢ ] senaldPSLink
=2 =enav'Ts
=27 general
¢ i generalModel
@ generalFimware\ersion
@ generalBootzodelersion

= bl
Quemresults i
YWelcome to MGE-S0FT MIB Browser Profeszional E dition ~
Remote address: 192.168.7.10 paork: 161 transport: IPAUDP =
Local addrezs: 192.168.7.1 part: 1233 tranzpart; IFAUDP
Frotocol vergion: SHMPYT o]
o0 1,361,441 12236.1, 2. 20,18 = ShMPy £ G (g ﬁ

Figure G-1. SNMP Browser
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G.2 Query a device for information

A manager can get information from Get/Get-Next of SNMP protocol.

Cluery resulks

me ONMP QUERY STARTED =

s generaltodel.0 [octet sting) WT5-3200 [56.54.53.20.33.32.30.30 [hex]]

- generalFirmwareh'erzion.0 [octet sting) «1.6.1re1 [FE.31.2E.36.2E.31.72.63.31 [hex]]
- generalB ootcodetersion. 0 [octet sting] 1.1.3 [31.2E.31.2E. 33 [hex]]

- generalHWRevizion. 0 [octet sting] 1.9 [76.31.2E.78 [hex]]

- generalFlazhSize 0 [integer] 3338603

. generalk therbddress. 0 [octet sting] 00:01:95:05:22: 3

- generallPAddress 0 [ipaddress] 192.168.7.10

- generallevicename. 0 [octet sting] ¥T53200_Device [66.54.53.33.32.30.30.5F . 44.65.76.69.63.65 [hex])
: generals avedpplyConfig. 0 [integer] ready(d]

== SMMP QUERY FIMISHED ===

B0 Dt L e 00—

[

Figure G-2. Get information from Get/Get-Next of SNMP protocol.

G.3 Changes to information

A manager can changes to information using Set of SNMP protocol.

Set - generalDeyvicename. @

":’I '

 Fiemote SHMP agent.

192.168.7.10 v|
DI b St

11.361.4.1.12236.1.2.20.18.0 v|
alue to Set

Syntas

) Integer32 () Timeticks ) Counterfd
(0 Ulnteger32 () IP address ) Opagque
) Counter3? oD ) Mzapaddr
) Gauge32 %) Octets ) Bitz

(@ & SNMPyl  Current value retrieved suce

Figure G-3. Changes to information using SNMP
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G.4 Attention

- When you're changing information, you have to change the value to 'save' or 'saveApply'.
- When you are first time to add keyword to port, using addRow to add it at default-keyword.

- Adding another keyword to port which has keyword, using addRow to add it at same keyword
of port.

- If the index of the port was changed after having executed "addRow" at some port, a keyword

cannot be added to that port, since there be made duplicate keywords with the same index of

the same port.

- Excuteing information like ‘portsResetFactoryDefault’ has to be one by one.

i 192.168.7.10:porisTable Mi=1Eq
@577 5] [ Tl v [55_| 2 scoonds | [ Clior | [0
ar.. | portzdllowedBas... pu:-rts.-‘l‘-.llnwedM.._. portsRezetToFactoryDefault | portzR esetF‘r-:u:.._. e
Qoo 0onn ready(1] W
0.0.0.0 0000 ready(1] ready(1]
0.0.0.0 0000 ready[1] ready[1]
0000 0.0.0.0 ready(1] ready(1]
M nnnn raaAni) ra s f
s | >

@@@ Edit 33 | & SHMPYl | Ready,

Figure G-4. Setting ‘excute’

191



APPENDIX H: Virtual KVM Tool

H.1 Overview

The Virtual KVM Tool is a utility program used to manage efficiently the server which is connected
through the virtual KVM connection of VTS. It has such functions as connecting to the serial/remote

port, viewing the port logs and moving to another KVM client program.

H.2 Installation
To use the Virtual KVM Tool, Users have to install the program at their PC and add it to system

path to run it at VTS web interface. Users can get this program from Sena technical support.

To install the Virtual KVM Tool on user’s Windows host, please complete following steps.
Step 1. Copy the program file to user’s host.
Step 2. Add the folder containing the program file to system path.

To install the Virtual KVM Tool on user’s Linux host, please complete following stepsl
Step 1. Uncompress the installation file.

Step 2. Check the uncompressed files

connect.xpm (Connect button image)
log.xpm (View logs button image)
exit.xpm (Close button image)
RDCTool.config (configuration file)
RDCTool (binary file)

Step 3. Copy the binary file to / usr/ | ocal / bi n.
Step 4. Make RDCTool directory at / usr/ | ocal /etc/.
Step 5. Copy all the files except the binary file to / usr /| ocal / et ¢/ RDCTool .

H.3 Running

Users have to configure the virtual KVM configuration at the port to which the server supporting
KVM connection is connected. Clicking the KVM connection icon in C(Connection) column of the port
at the serial port connection page results in launching the Virtual KVM Tool, which runs the KVM client

program specified at the Virtual KVM configuration.

Below is an example of running the Virtual KVM Tool.

Step 1. Connect the server running on Windows 2003 and supporting the remote desktop
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connection to Port #1 and configure the host mode configuration as below:

Host mode configuration

Host maode

Type of console server !
Enable/Disable assigned IP ¢
Assigned IP ¢

Listening TCP port {1024-65535) ¢
Protocol

Inactivity timeout (1-3600 sec, 0 for
unlimited) :

Enahle/Disable port escape sequence @
Port escape sequence |

Port break sequence

Use comment

Quick connect via @

Wweb applet encoding |

Save to flash |

Save & apply | Cancell

| Console servar |
|MS SAC console |
0000

[7aan

|0
Ztrl- F

|~break
Mo -

|Web applet vi

|Unicode (UTFS) =]

Figure H-1. Host mode configuration of Windows2003 Remote desktop connection

Step 2. Configure the Virtual KVM configuration of Port #1 as below:

Yirtual K¥M configuration

Virtual KvM connection
Automatic IP detection
IP address

Client program

Clignt program path

| Save to flash |

Socket/Screen number for VHNC connection

Save&apply | Canu:el'

|Enab|e vi
IEnabIe vl
i

|Windnws remate desktop connection =]

WRCYiEwer $IF‘$:I

[$RDCS$IPS

Figure H-2. Virtual KVM configuration of Windows2003 Remote desktop connection

Step 3. Connect the server running on Linux and running the X window server to Port #2 and

configure the Virtual KVM configuration as below:

Yirtual K¥M configuration
wirtual K'vM connection |
sutomatic IP detection
IP address
Clignt program
Socket/Screen number for WNC conneckion

Client program path ;

Save toflash |

Save & apply | Cancell

|Enab|e vl
|Disab|e vi

I192.158.151.1
lXManager =]

YRCYiEwer $IP$:|

[xmanager -query $IP§

Figure H-3. Virtual KVM configuration of Linux X window server

Step 4. Open the Serial port connection page by selecting the Serial port - connection menu

item in the menu bar.
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Serial port connection - Page 1 --- Move to ———j
Port access menu connection
Fort access menu connecktion
Individual port conneckion
=] C M Port# Title #of User Cormments
1 Windows2003 ] = Mot used =
2 RedHatLinusx ] = Mot used =
= 3 PortTitle #3 1] = Mot used =
4 Port Title #4 0 < Mot used =
5 Port Title #5 0 < Mot used =
& PortTitle #6 o < Mot used =
7 PortTitle #7 o < Mot used =
& PortTitle #8 ul < Mot used =
o Port Title #49 0 < Mot used =
10 Port Title #10 0 < Mot used =
11 Port Title #11 0 < Mot used =
12 PortTitle #12 ul < Mot used =
13 PortTitle #13 o < Mot used =
14 PortTitle #14 o < Mot used =
15 Port Title #15 o < Mot used =
B 16 Baytech on Port 16 0 < Power controller =
31 Port Title #31 0 < Mot used =
22 Port Title #32 0 < Mot used =
R1 remote port 1 5] = Mot used =
&1 Slave Unit #1 HREE 0 sseresme

Figure H-4. Serial port connection page

Step 5. Run the Virtual KVM Tool by clicking the KVM connection icon of C(Connect) column of

the Port #1.

9 192.168.150.1 - 82 A3 E

==

! 7 Windows Server2003
# . Standard Edition

Micronall Corparation

| x
©
Windows 2003 -

: 3]

S

Figure H-5. Virtual KVM Tool — Remote desktop connection
The Virtual KVM Tool runs the remote desktop connection client program — mstsc.exe

and open the remote desktop session to the Windows 2003 server. It adds the port title —
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Window2003 to the its port list.

Step 6. Click the KVM connection icon of C(Connect) column of the Port #2 and make the Virtual
KVM Tool run the Xmanager client program to connect to X window server. It adds the
port title — RedHatLinux to its port list.

¢ Senatest:177 - Xmanager 2.0 (8711) [:0.0]

Start Here

%

Figure H-6. Virtual KVM Tool — X window server

H.4 Operations and Functions

The functions of the Virtual KVM Tool are as below:
1. Connect to the serial port or the remote port
2. View the port logs
3. Move to another the KVM client program which opens through the serial port connection
page of the VTS web interface.
Note : Operations and functions are supported at the Virtual KVM Tool for Windows. All the
operations and functions are not available at that for Linux. Please contact to Sena

technical support for more information.

Figure H-7 is the screen of the Virtual KVM Tool activated.

View logs 4—|

Connectto «— % C"i‘ x —» Close

serial / remote port

[Windows2003 > > Port list

Figure H-7. Virtual KVM Tool Activated
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Figure H-8 is the screen of the Virtual KVM Tool deactivated.

X
|

Figure H-8. Virtual KVM Tool Deactivated
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When one of the KVM client programs run through the serial port connection page gets focused,
the Virtual KVM Tool is activated. When the Virtual KVM Tool is activated and its Connect button and
View logs button are enabled, users can connect to the serial port or the remote port with the Connect
button and view the port logs with the View logs button. When a program other than the KVM client
has the focus, the Virtual KVM Tool is deactivated and its Connect button and View logs button are
disabled.

When the Virtual KVM Tool is activated, clicking the Connect button makes the VTS connect to

the serial port or the remote port. Figure H-9 shows the screen of connection to Port #1.

3 JAVA Telnet Applet — Microsoft Internet Explorer _]|:|L>_<j|
| DFR(E) HEZE) B SHFINE AT ZSH "
Q5= -0 x| @l | Paa emm |2 2 EF )P

[ ZF =D [ €] hitps://192, 168,19, 1/connect asp7p=] _:j_‘_DI% IE:E" 2z

Telnet [ 1 : Windows2003 ]

Trying 192.168.19.1 7001 ...

* root
00 Password : #+++

Enter roport, ..... type "z for port menu.

RN
36 9H

H

T

-

OO0 CHA

Is _ Local echa | Connect | Disconnect | SendBreak

Close | e

I,g]ﬁHEEl de,mud, jta, Applet started N EE

Figure H-9. Connect to serial port
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When the Virtual KVM Tool is activated, clicking the View logs button results in viewing the port

logs. Figure H-10 shows the screen of viewing the log of Port #1 after clicking the View log button.
-1oi x|
e HEE B SHENE 3D ESZH

L

L3

Q-0 N n e e @l L5 @3

Z4(D) [&] hitps /192, 168,19, 1/viewlogs, aspTport=] ABos g2 >
fi

Port log

SaC=id

i
ZEH 0IS: MLtzoozMH -
HEF GUID: 00000000-0000-0000-0000-000000000000
ZEMM ORI «86
Hf HE: 5.2
Y HE: 53790
ME: windows Server 2003
HEE MH A I 2HE
HZM CHA 22 = Al2E: 21:49:53
SAC>

Clear R’éfreshl Close |

K

(I I =0 [ =
Figure H-10.View port logs

Whenever users open a KVM client program by clicking a KVM connection icon at the serial port

connection page, the Virtual KVM Tool adds the port title to its port list. Users can move to the KVM

client program by selecting a port title at the port list of the Virtual KVM Tool. Figure H-11 shows the
port list resulted from the example at H.3.

Figure H-11. Port list
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To move the Virtual KVM Tool, users need to drag to the position clicking the mouse right button
on the Virtual KVM Tool.

The Close button of the Virtual KM Tool leads to close the Virtual KVM Tool.
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